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ABSTRACT

This work aims to contribute to the Study of the security conditions and robustness criteria of routing protocols for WSN. This Must Be Performed study from a systemic model of Assessment and from an experimental comparison of protocols, based upon a simulation plat-form to enable Which Will Assess Their operation in closed-to-real operating conditions. The simulation platform will be equipped with the needed tools and components, in order to enable experimental evaluation of secure and intrusion tolerant protocol. These protocols combine mechanisms and defensive counter-measure against attacks on communications, inspired by the Dolev-Yao adversary model. They include Also Mechanisms to prevent specific routing attacks, which can be triggered from the injection or from the replication of misbehaviour of operation, nodes in that have been subjected to intrusion attacks.


The Major Contribution of this work is the design of an Innovative simulation environment, since some of ITS features are not found in existing WSN simulation systems. It will provide the opportunity to implement and evaluate routing algorithms are designed to be that secure but for which there are in the experimental studies on the robustness and real impact of designed security mechanisms. This evaluation will focus primarily on examining the effectiveness of the provided security mechanisms. Additionally, it will also assess the impact of these mechanisms in relation to energy consumption, reliability, latency and resistance of the protocol, regarding the coverage and the scale of the network.
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CHAPTER 1

AN INTRODUCTION TO WIRELESS SENSOR NETWORKS

1.1 General Introduction

Recently, advances have been observed in the design and manufacture of programmable computer systems, hardware-based small, with a capacity for specific tasks performance. These advances enabled integrate these systems, miniaturized processors, memory devices, signal processing and analog-digital conversion for the detection of various physical phenomena (through various types of sensors) and communication capabilities for wireless radio frequency (based on 802.15.4 standards ). The possibility of construction of these devices (which we describe more simply by sensors) has given rise in recent years, a new field of investment known as wireless sensor networks (WSN).


A WSN consists of a set of devices with the features described in the anterior, distributed in a certain geographical area, which can operate autonomously or without human supervision. These networks allow monitoring with greater or lesser density, different physical phenomena associated with the surrounding environment. WSN have characteristics of self-organization, and can be formed by a smaller or larger number of sensors, enabling small to cover large areas of monitoring. An environment of installing a network can be a building, an industrial plant, a combat area, a wide area monitoring of a natural habitat, a vehicle or the human body. 


The basic and fundamental component of a network of sensors is, therefore, the sensor node. Each of us is a computerized substrate that can have multiple sensors to monitor, for example, temperature, light, motion and other physical phenomena, depending on application needs. Being a miniaturized device and designed to have a low production cost, has limited computing power, low bandwidth communications, short range radio communication and limited autonomous power. In a WSN, energy can be a finite resource. In some installations, environment may not be possible or feasible, perform operations that require intervention or human supervision, for example, for loading or replacing batteries. Knowing these limitations, if we are to achieve wide distribution of geographical coverage is, the sensors have to be distributed in large numbers and can also, thereby, increase the redundancy of us who thus form networks of large-scale reach up to thousands of nodes


The nodes can differ from each other according to their function in the network and may perform basically two roles: Node generic generator of information (source-nodes) and node synchronization or base (node collecting data from a network or running search command). In a WSN nodes can also act as nodes of interconnection (or to this respect and intermediate processing through the network) or gateways (which allow you to connect the environment of the sensor network to other networks and external sub-systems). A WSN can be designed to be connected to other computational infrastructure, with greater capacity of storage and processing, permitting the analysis of data collected. In the current technology we are still in development, which have links to computers (e.g., Ethernet networking, USB or RS-232), allowing the expeditious loading co-developed say in development workstations. The sensors equipped with Ethernet connections, RS-232 or USB can also function as we kind of gateway, allowing a concrete scenario, connect the sensor network applications running on computer systems as usual.

1.1.1 Characterization of WSN 

Networks of wireless sensors can be addressed as a special case of ad-hoc networks, although displaying specific features [24]. WSN applications for large-scale fa-Zem some emerging issues related to distributed applications, with its own particularities and challenges [25], particularly in terms of management mechanisms, the organization's top-autonomous logic, the needs of multi-routing systems hop, the requirements for fault tolerance, scalability requirements or need for security services.

1.1.2 Applications

There were many applications [18, 43] found in research or in using emerging WSN with different scale requirements [71]. The autonomous nature of these networks provide a number of benefits that it provides to its use in remote locations difficult to access and where the maintenance and supervision is not possible. Among the applications of WSN, we can highlight the following: 


Detection of targets / objects (Target Tracking): [65] associated with the detection of motion in supervised areas (for example, in military operational theaters or on surveillance and monitoring of resources or infrastructure);

 Monitoring of natural phenomena: [48] associated with the detection of anomalies or environmental events (with applications in agriculture, pollution monitoring or monitoring of natural ha-hosting habitats) as well as surveillance and control of natural phenomena (earthquakes, volcanic activity, etc.); 

Data collection: [49] associated with the control of biomedical or physical indicators of people or animals (using special sensors, associated with medical applications) or as environment monitoring operation of critical infrastructures (bridges, buildings, electromechanical systems of plant or equipment).

1.2 Security in WSN

Security in WSN is indeed a problem if you view its use for critical systems. Security must be considered in design time [57], in view of the comprehensiveness of the system and taking into account the particularities of technology, and the environments where they are implemented. It should examine the chances of triggering attacks on these networks (from the definition of models of opponent) and the impact of potential types of attacks that represent the model of adversary [73, 41]. This analysis should be made taking into account the protocol stack [18] and associated services to software [14, 2, 42, 59] that runs on each node, since each layer services and protocols can be vulnerable to such attacks.

In the usual approach and a platform for a generic node of a WSN, there is that, in general, each node has a minimalist stack of protocols and services, for comparison with a battery attached to a computer network standard (eg, TCP / IP or OSI) [64]. The limitation imposed by the size and capabilities of operation does not allow architecture to be very ambitious and, secondly, the WSN generally have a vocation or oriented to specific applications, which affect the services that should be supported in the stack.

[image: image8.jpg]


[image: image2.png]W

p—

T e

oot e

ok e

P

LT —

P e—




         Figure 1.1 Stack and services protocol stack of a WSN

Layers of operation of a sensor node are essentially five [18]: physical layer, data link layer, network layer, transport layer and application layer. However, in most cases, the transport layer data and functionality inherent in the network layer are designed more or less specific in view of the characteristics of individual applications. On investigation, there is still that the data link layer (MAC level protocols and data-link) were the subject of several proposals, different variants that may have particular advantages, given the operation requirements of the applications. Some authors have been designing algorithms to minimize the impact of the routing attacks during the operation of WSN. These algorithms pretend to ensure some basic security properties (e.g., confidentiality, integral to the integrity, authentication, and detection of illegal retransmission of data). Nevertheless, it should consider other types of attacks specifically associated with the support of forwarding data on the network. Different routing protocols in secure WSN address only some of these types but generally do not include countermeasures against all global. Moreover, many of the proposals are based on mathematical models, theoretical analysis or small-scale experiments. It is important that this theoretical study is to be supplemented and verified, taking into account the performance of these protocols with experimental analysis closer to real environments where the network operates. To this end, the use of simulation environments becomes an important direction to support this study. 

1.3 Objectives and contributions provided for the dissertation


One of the strands of the study of security in WSN has to do with the possibility of attacks that can affect the level of the routing of data (cell support services software, Figure 1.1). Different types of attacks [41, 36, 57] require different types of countermeasures. These are usually combined in security mechanisms, depending on the proposed secure referral systems. These are implemented taking into account the characteristics and mode of operation of the WSN [59, 45, 42]. 


Known which are the difficulties in studying secure routing protocols [41, 50], they remain as one of the open issues and as a challenge to conception of WSN operating safely. This challenge is particularly relevant as the safety analysis may involve the evaluation of different models and adversary assumptions [28, 54] and types of attacks [73, 41]. These topologies are not always of the study of the systematic and comparative approach of different protocols forward Insure which are being proposed. Moreover, there is an additional difficulty in being able to combine the study of counter-security measures important for the evaluation against the experimental implementation. For each protocol applicable to measure the impact that different types of attacks may have, particularly in large-scale scenarios, which requires the use of simulation systems [10, 5, 11, 12, 6, 4] that WSN possible to simulate different scenarios of attack and to anticipate their impact. This impact should be examined not only with regard to the behavior of the protocols, but in addition, in the re-hurt the way they affect the network itself especially in terms of power consumption, reliability and latency. A system that suppresses these difficulties contribute to a faster development and a more careful tuning of certain parameters of the protocols, to ensure the security properties desired for the operating environment for WSN, under more realistic. 


As part of the work to be developed in the preparation of the dissertation, will be designed and developed an innovative simulation system. This system should allow systematic study of routing protocols, designed to be safe, and should possess, in particular, the following features: 

• Interface for visualization and network configuration information with the simulation parameters and information of each node (for example, its energy state); 


• Implementation of a model that allows to extract energy consumptions at different times of operation: normal operation and determined attack before the operation; 

• Model customizable generation of topologies, which can be defined as: distribution random distribution grid, distribution controlled (structured); 


• Mechanism of release of failures / attacks on the network. With this mechanism aims to allow the study of the behaviors of protocols against the possibility of introducing attacks typified.


• Utilities collection of simulation data in real time and deferred time, allowing the extraction of measurements related to important properties as con-terms of energy, latency, reliability, accuracy and correctness of the protocol events, providing them graphically. 


The simulation environment in question will study systematically and comparatively, different routing protocols of secure WSN. Contribute also to the establishment of a basis of comparison, the development of two protocols for future evaluations of other emerging protocols. This assessment will be related to the impact that the security mechanisms have on properties as important as power consumption, reliability of the network, the latency of communications, data correction and correction of the protocol. These properties are usually extrapolated from the experimental implementation on a small es-shut or the adoption of mathematical models which, due to external variables, its own operating environment, can depart widely from actual results. 

CHAPTER 2

LITRETURE STUDY OF RELATED WORK

This chapter presents an overview of the state of the art security and related simulation models in WSN. The first section presents the model definition and types of enemy attacks. The second section provides secure routing protocols. The third section presents several simulation environments related to the WSN and ad-hoc. Finally, it presents a discussion and review of related work in order to fit it with the objectives of the dissertation to elaborate.

2.1 Model Adversary, Routing Attacks and Countermeasures

2.1.1 Architecture of Security Services in WSN 

In a secure system, it is needed that safety is integrated into each of its components, and is not confined to a single component system [58]. In this introductory section, we present, some security requirements of a WSN and some security services, which represent a starting point for ensuring security properties, when designing secure WSN. 

2.1.1.1 Security requirements of a WSN 

The security requirements of a WSN may vary according to the specifics of the application that the network aims to support. However, we present, in a generic way, the main security requirements of a WSN [58]: 

Authentication Since the media is shared, it is necessary to have a login prompt to ensure the detection of altered messages or injected into the system, in an unauthorized manner [58]. The use of asymmetric cryptography is not feasible in WSN, considering the limitations of these networks and the computational requirements of such a mechanism; 

Confidentiality As a WSN an infrastructure based mainly on the dissemination of sensory data gathered in the remote environment and / or uncontrolled and, normally, easily accessible, it is necessary to ensure the confidentiality of the circulating not only in terms of memory, but also in terms of energy network. The use of encryption is the most suitable for this type of protection, and proper selection of reliable encryption algorithms (eg AES 2 [63], ECC 3 [63]. With the use of cryptographic keys, it is necessary to adopt schemes secure key distribution [30]. 

Availability is defined as ensuring the availability of a network operating during the entire time of operation. The attacks that aim to affect this property are known as denial of service attacks (Denial of Service - DoS) [33]. In addition to mechanisms that prevent these attacks, it is necessary to ensure that the degradation of the network (in the presence of an attack) is controlled, i.e. is proportional to the number of compromised nodes. 

Integrity ensures that data received by a node is not modified by an attacker during the broadcast. In some cases, this property is guaranteed along with the authentication, using mechanisms to ensure both properties in one operation. It is common to use four CMAC [63], since it allows authentication (using symmetric encryption key) and verify the integrity of a message [59]. 


Detection of Unlawful Retransmission (or Freshness Test Post) the freshness of a message states that there is old and / or has not been returned by an attacker [59, 45]. Can consider two types of freshness: weak (partial order and ensuring information without the diversion of time, used for measurements of sensors) and strong (which ensures total order in each communication, allowing to estimate the delay and is used to synchronize time).

2.1.1.2 Basic Security Services 
Some security services have been developed for the WSN in order to ensure security in communication (eg encryption, signatures, digests). These services allow the system architect to focus on other issues related to the behavior of the protocols against attacks, eg intrusion. We present below some of the more common services that represent the basic security architecture for WSN: 


TinySec [42]: It is architecture for TinySec level protection of data binding in WSN. The main objective is to provide an adequate level of security with minimal resource consumption. The security services available are: authentication data (with the use of Message Authentication Codes (MAC) [63], particularly the CBC-MAC 5) and confidentiality (CBC-MAC). Does not implement any mechanism to ensure the freshness of the messages, making it vulnerable to attacks illicit relay.


MiniSec [45]: Minisec is a network layer designed to have low-energy (better than TinySec) and high security. One of the main characteristics which make it more efficient way is to use the Offset Codebook (OCB) [63] for encryption of blocks. Thus, it is possible in a single pass, authenticate and encrypt the data without increasing the ta-morning post, contributing to lower power consumption. This architecture has two operating modes: a communication-oriented uni-cast (MINISEC-U) and one for communication broadcast (MINISEC-B);


SPINs [59] A set of security protocols, consisting of two main components-parent: SNEP 6 [59] and mTESLA [59, 46]. The first provides authentication services and unicast confidentiality by encrypting the messages (with the way CTR7) and protecting them with a MAC (CBC-MAC). The SNEP generate different encryption keys that are derived from a master key, shared between two nodes, with a message counter to ensure the freshness of each message. The second component, the mTESLA [59, 46] is an authentication service for broadcast, that avoids the use of more stringent mechanisms of asymmetric encryption using symmetric encryption, logging messages with a CMAC; 

Standard IEEE802.15.4 [16]: This standard defines the physical layer specification and control access through the personal networks of low power (LRPAN 8). It focuses primarily on communication between devices over relatively short distances without the need for a infrastructure support, exploring the minimum energy consumption. It is a standard that is already implemented in some of WSN platforms (eg Micaz [September]). Specifies some security services [21], representing a first line of protection against attacks on infrastructure. 


These mechanisms are: 

i) Each device maintains a list of control ac-sos (ACL) of trusted devices, filtering out unauthorized communications;

ii) Data encryption, a cryptographic key shared between those involved in communication,

iii) Ser-bloom integrity of each frame, each frame adding a Message Integrity Code (MIC) [63], 

iv) ensuring the freshness of messages (Sequential Freshness), using counters and key frames.


ZigBee [21, 15]: With the 802.15.4 standard, geared to the two lower layers of the protocol stack of WSN, ZigBee standard defines the specifications for the network layer and application. Already incorporates some security services, including: i) Freshness keeping counters associated with each session key, they are restarted on every change of key; ii) Integrity, with options for message integrity ranging from 0 to 128 bits verification; iii) Authentication, network level and the level of data connection, and iv) confidentiality, with the AES algorithm [63] with 128 bits. This architecture uses the concept of trusted center for management of network security, implementing a ZigBee network coordinator. This, believed by all network nodes, can perform three functions: i) Authentication of us involved in the network, ii) maintenance and key distribution, iii) the safety point-to-point between network nodes.

 
2.1.2 Adversary Model 

The definition of the adversary model allows, first, identify the characteristics and capabilities of the attackers and the attacks that they can trigger the network. In this section, we characterize the type of opponent that informs this work. 

2.1.2.1 Model of Dolev-Yao 

One of the most popular models of adversary when it comes to formal analysis of secure protocols is the Dolev-Yao model [28]. In this model, it is considered that the network is the opponent on the field which, before this, you can extract, reorder, forward, change and deletes the messages moving between any two legitimate nodes. With this assumption, it is understood therefore that the opponent takes the message and, therefore, adopts an attack from the man-in-the-middle [63] with misconduct. This operation, we mean, not compared to the intrusion but the interception of messages and can be mitigated by using encryption mechanisms. 


The types of attack considered by the model of Dolev-Yao adversary is instant cited by the standard X800 [39], which aims to standardize a security architecture for the OSI model [64], through a systematic approach to the design of secure systems. This standard considers security in three aspects: attack, security service and mechanism [63]. The former refers to the form used to compromise a system, for example, changing or having unauthorized access to data in the system. The second aspect considered is the security mechanisms, which are understood as the process that allows to detect, prevent or recover from an attack on security (eg encryption, access control, digital signature) [63]. Finally, the third aspect that defines the services, using one or more mechanisms for security, enable resist attacks on a particular source of information, either during processing, either during the communication. It is, then, that for purposes of future dissertation, attacks underlying the model of Dolev-Yao are protected from the establishment of a basic layer of security, achieved by one of the architectures mentioned in Section 2.1.1.2 above. 


2.1.2.2 Intrusion Model in WSN 

Whereas the study of security in WSN, and given its natural exposure, particularly physics, placing each sensor within reach of an opponent, it becomes relevant to the con-side ration of new models of opponent. Each network may consist of thousands of sensors and each of these sensors is a possible point of attack [57]. This attack can be typified as intrusion or seizure. Such attacks can be triggered from the MAC level [69] to the level of physical intrusion. In the latter, a player captures one or more external sensors legitimate and discovers the secrets of cryptography. This allows you to replicate [54] the secrets to malicious souses sensors, inserted them into the network so that, acting in coordination, can compromise the network. Achieved the intrusion, the attacker can induce sensors legitimate misconduct based on false information introduced by malicious sensors, influencing the referral process. These attacks are difficult to detect, since the autonomous nature of the WSN can not distinguish between a wrong behaviors of a fault. With the intrusion, a malicious sensor, while respecting the network protocol, can act improperly, leading to network topologies to create specific to a particular attack or forcing all information going through malicious nodes and they can suppress or violating the information. 

2.1.2.2.1 Byzantine Model:

 The model of Byzantine opponent’s attacks by intrusion has some similarities with the so-called Byzantine failures [23], which are characterized as arbitrary failures with which a system is not at the outset, and prepared to handle it, demo  result in unexpected behavior. Applying this fact to the WSN [47], it is difficult to detect the introduction of malicious nodes, autonomous or replicated from one node that has been compromised. However, some authors [54, 23] have been working on this prized on in order to acquire the routing algorithms with mechanisms to detect the replication of malicious nodes in a WSN. To deal with attacks behaviors Byzantines, it resorts to probabilistic mechanisms that, although they may not completely mitigate the attack, increase resiliency and occasionally make an attack on a lesser evil, defining how far the network can be compromised in order to still ensure the reliability necessary for its operation. 

2.1.3 Routing Attacks 

While there are attacks that can be directed to any of the cell layers of the WSN, this section presents the attacks related to the network layer, responsible for forwarding data. Routing protocols in MANETs [24] and in WSN, in general, is divided into three phases: discovery of paths, the selection of roads and maintenance of communication paths selected. The attacks on a routing algorithm usually can exploit the vulnerabilities of each of these phases in a specific way. Then, the attacks are associated with the phase of the protocol in which they can trigger, and shall; also, the counter-measures that allow mitigate them. 

2.1.4 Attacks on the organization of the network and finding us 

In the protocols of the type table-driven [19], after the discovery of neighboring nodes is recoiled information necessary to build the routing tables. However, in protocols of the type on demand [19], this phase is triggered at the beginning of each transmission. This operation corresponds to the organization and discovery of nodes in a WSN. 

Falsifying Routing Information This attack has an impact on the formation and discovery of network nodes. Induces the creation of incorrect entries in the referral-up tables and can also get crowded and it becomes invalid. Protocols on-demand, the impact may be less, since that forces the attacker to inject incorrect information to every transmission cycle. Another attack that causes these effects is performed by attackers that we flood the network with packets of type Route Request (RREQ), jeopardizing network availability. 

The attacks Rushing attack [37] is defined by the operation by the attacker, a window of time to respond to a request path to a destination. This attack is effective when a protocol (eg AODV [56]) accepts the first response it receives Route Reply (RREP). Exploiting this, the attacker is always a candidate to be the next referral, artists and designers, since it does not meet timing and conditions of response, may then influence the establishment of routes. 

2.1.4.1 Countermeasures

Authentication mechanisms make attacks falsifying information or flood RREQ are minimized. The network nodes may share symmetric keys (peer-to-peer) as a way of authenticating data messages and control routing (RREQ and RREP). Thus, the attacker, not having the necessary keys to communication, can not participate in the protocol. 

To cope with Rushing attacks, some authors [37] present two defense mechanisms: random reference Randomized RREQ RREQ Forwarding) and detection (Secure Detection). In the first case, each intermediate node keeps a set of RREQ messages, then choose randomly for a resend. Still, one can be selected malicious RREQ message, hence the existence of the second mechanism, which allows the login prompt messages between two nodes, ensuring that they belong to us legitimate. Other mechanisms are replaced by selection of more than one answer (allowing the message sent by another route) or the collection of various responses (choosing, at random, mind, one to respond). 

2.1.5 Attacks to establish routes 

In this stage the attacks increase the likelihood of an attacker belongs to a route. Established the route through you can change the messages or act to trigger attacks in the maintenance phase of routes. 

HELLO Flooding This attack exploits the protocols that are announced to neighbors, sending HELLO messages [66, 41]. The location-based protocols may be vulnerable to this attack, since, with a laptop-type device class [41], who has a radio range powerful enough to cover the entire network, you can announce to all nodes neighbor, forcing the information to flow through it. 

In the attack Sinkhole attack [52], the attacker induces network nodes to do to pass the information on it. Thus, we announce to the neighbors, as having good communication with the sink node, becoming thus a crossing point of information. The attack is conducted envying RREQ packets, changing the origin and increasing the sequence number as a way to ensure that this information outweighs any legitimate information. Thus, a record-factored may participate in a large number of routes, altering or forward, in a selective manner, the information. The table-driven protocols are vulnerable to these attacks; while the location-based protocols are not, in the case of its routes are established on-demand. Wormhole attack this type of attack, presented by Per rig et al [35], two malicious nodes collaborate to carry out the attack. The attackers set a link (usually better) to communicate with each other, allowing a malicious node capture packets or parts of packets and send them by private link for another striker, another end of the network. This attack is particularly effective in WSN networks based on location, which, if compromised, unable to establish paths greater than two hops [72, 66]. 

In addition, the attackers turned into us very busy, as they present themselves to other nodes as having a better connection, and being the shortest distance to destination. 
Sybil Attack This attack was defined as an action that will achieve the mechanisms of redundancy in distributed storage systems peer-to-point [29]. Another definition that comes, now associated with the WSN, is what defines them as "a malicious device illegitimately assumes that multiple entities" [51]. With these definitions and due to its taxonomist, is a very effective attack against routing protocols [41]. In particular, the protocols that take multiple paths, which allows a node to assume multiple identities, hiding the fact that the data is going through a single malicious 


2.1.5.1 Countermeasures 

One way to prevent an attack HELLO flooding [41] is the implementation of mechanisms of response (acknowledge) advertisements HELLO. Thus, if the media covers the entire attacker's network, a legitimate node, which does not reach and therefore not receive the response, the listing will not consider as valid. It is possible to authenticate the message, making sure to a central body which, by detecting that a node announces itself as a neighbor to many other nodes, takes precautions, repudiating the knot before the grid. Some authors have developed algorithms which aim at detecting attacks Sinkhole type [52]. One of these mechanisms is Sinkhole Intrusion Detection System (SIDS) [52], oriented to detect these attacks on the DSR protocol [40]. This system offers three detection mechanisms: i) discontinuity of sequence numbers (taking into account that an attacker tries to use sequence numbers too large, a node can identify those that grow rapidly or those that do not comply with an increasing order, considering the an attack), ii) verification of packages (the neighbors can certify the origin of the packets sent by a node. This will be difficult to achieve in packages attackers, once the source is changed. Thus, if many packets are moving non-certified power- It will detect that the network is under attack), iii) number of paths to pass through a node (each node can observe its route table and finds that there are many paths to go through the same node, may soon be in the presence of Sinkhole attack [66, 73]). The use of key point-to-point, in order to ensure that the package information is legitimate; it prevents an attacker to change the message data. The use of packet leashes [34] allows mitigating the wormhole attack. Thus, there are two types of conditions to accept the packets from a source: the location and time. The first allows a receiving node, knowing the location of origin, know if a packet across the network through a wormhole, calculating the distance between two points. The second is based essentially on time packet transmission, requiring then the clock synchronization. If it is too quick to reach the destination, this node assumes that you are dealing with a wormhole attack. The implementation of routing through multiple routes also lets face wormhole attacks [55]. 


For Sybil attack in [51, 66] are two possible protection schemes: i) Radio resource testing (each neighbor can only transmit one channel by selecting a channel to receive and send a message. Nodes that do not respond are treated as false, at MAC), ii) Random key distribution (using a key-pool model, n keys are assigned a set of m. If two nodes share q keys are then able to communicate securely. One function of dispersion, based on the node identifier, allows you to generate keys, preventing a node to know a large part of the keys). The notion of reputation of the neighboring nodes may also allow the detection of incorrect behavior of Sybil attackers [68] or, alternatively, make the announcement of the neighbors so certified [55]. 

2.1.6 Attacks on the maintenance of routes

In the Black hole attack [32], the attacker intercepts packets destined to the node / area under attack, telling the origin of it is a way to better-quality or lesser distance forcing all traffic directed to the destination, to circulate through it. Thus, a malicious intermediate node can announce itself with a better way, despite not having even path to the destination, resulting in a "void" and disrupting the coactions. 


2.1.6.1 Countermeasures 

To mitigate black hole attacks there are several proposals [20, 73, 32], of which the des-TACAMO aircraft that implement the following mechanisms: i) confirmation of the target, which is sent in an ACK message for each message received by opposite direction, iii) Definition of time limits for receipt of ACK messages or fault messages, and iii) failure messages generated when an intermediate node detects the end of the ACK timer iv) path defined by origin, meaning that in each package is indicated by the source, path followed by the destination. The mechanisms that are not based on qualitative information from the path also allow resist these attacks [55].

2.1.7 Intrusion Attacks / Replication 

Some of the attacks may be triggered previously typified as from malicious nodes, bones, [52] introduced into the network incorrectly and then replicated. The attacks by intrusion on WSN are typified by the ability of an attacker to appropriate cryptographic material that during the course of the routing protocol, it can participate in communications, passing by a legitimate node. This attack, when achieved, is quite devastating to the network, for example, when used to coordinate a Sybil attack. 


Attacks by replication [54] corresponds to the introduction of new nodes in the network, we cloned legitimate, but who have incorrect behavior, such as the transmission of information to other nodes attackers, causing attacks typified in Section 2.1.3. These attacks, resulting in replication, are particularly effective in the type of voting systems or network whose operation depends on mechanisms of choice. You can then say that mitigate the attacks by intrusion / replication allows the outset, thereby reducing some conditions for the induction of other attacks. 


2.1.7.1 Countermeasures 

A central authentication first form of defiance against replication is the authentication of the nodes, a central station, using their IDs and allowing detecting inconsistencies or duplications. Multiple Routes the existence of multiple paths to deliver a message causes the target to be able to combine fault tolerance with resistance to intrusion. Thus, if the message is intercepted by an intruder, there is a high probability of it reaches the destination, using another of the paths of transmission [27]. 
Detection of replication and Peron Per rig in [54] provides mechanisms for detecting distributed replication. One mechanism is the random nature Randomized Multicast and others, called for Line-Selected Multicast, used to model multi-hop communication network nodes to detect duplicates. Another example is the creation of auxiliary structures (eg binary trees), as in the clean-slate protocol [55]. 


2.2 Study of Secure Routing Protocols for WSN 

As the introductory paragraph of the discussion and presentation of routing algorithms in WSN, it is important to identify certain types or classes of these algorithms. 

2.2.1 Characterization of routing protocols in WSN 

One can establish three classes of protocols [17]: those based on location, the data-centric and hierarchical. The location-based protocols use this information to make the best decisions to achieve the targets (eg, IGF [22]). The data-centric, ie exploiting the semantics of data are usually based on algorithms that perform searches launched from synchronization (eg Directed Diffusion [38]). Finally, the hierarchical protocol, whose design is based on building groups of nodes, usually referred to as clusters (eg, LEACH [31]), which operate on the principle of aggregation of group data and the transfer of information for us base. 

Beyond these classifications, we also consider algorithms as to when they are certain routes of transferring data [19]. They consider themselves the protocols as table-driven or on-demand. The first refers to protocols that maintain routing tables have, exchanging control messages during its operation. Thus, there is higher power consumption, due to the regular exchange of messages. In the second case, on-demand protocols, routes are determined in each sending message. Although cause some overhead in each transmission, eventually offset more mobile and networking events with more widely spaced. 

2.2.2 Secure Routing Protocols in WSN 

Many routing protocols for WSN have not been designed taking into account the factor of safety [41, 19]. Instead, they wanted to adapt to environmental applications and the characteristics and capabilities of the WSN. However, when it intends to extend its use to other areas, whose safety is essential, these concerns increase, since the security mechanisms involve a direct increase in computing and an increase in the cost of communication, reflected in the autonomy of sensors. 


This section presents some secure routing protocols in WSN designed to cover the entire spectrum of the theme of this work. 


2.2.2.1 Secure Implicit Geographic Forwarding (SIGFE) 

One way to address the development of secure routing protocols is to implement security mechanisms in existing protocols, but not safe. One such case is the routing algorithm Implicit Geographic Forwarding (IGF) [22] which gave rise to a safe implementation: SIGFE the IGF is a protocol on-demand, based on the location that is not keeping the state over its operation, makes it not necessary to know the network topology or the presence of other nodes. Its non-deterministic routing is already a safety mechanism against certain attacks, but it is by no means sufficient to maintain an application with safety requirements, to perform in critical environment. 

The operation of IGF protocol environment is defined by the coordinates that enables each node to know exactly its location. With the aggregation network level and level 10 in a single MAC protocol Network / MAC, is possible [22], when it sent the packet, determine the next best candidate to route data. The protocol starts with the source to send a message of type Open Request To Send (ORTS) to the neighborhood (with the location and destination). Each node which is valid in the sextant 11 starts a timer for CTS (Clear To Send) inversely proportional to certain parameters (distance to the origin, existing energy and perpendicular distance to the destination), favoring nodes with better conditions. When the timer expires, a message is sent to CTS, which, when received, initiate the sending of messages of type DATA from the source. As this protocol does not maintain state, weather changes in network topology. The fact of choosing the next node in each shipment is a mechanism for fault tolerance that, in case of attack, the damage confined to the vicinity of the compromised node.

Centered at the origin, destination-oriented and determined by each node, based on your location SIGFE operation of the protocol [68] the introduction of security mechanisms in an existing protocol includes an extra burden on their operation. However, the protocol SIGFE [68] seeks to maintain a good performance and a high success rate for delivery of messages, even during an attack. One of the features of this protocol is that it is configurable and, as such, allows adjusting the security mechanisms to the level of threat. SIGFE presents three extensions to the protocol IGF [22], allowing the gradual evolution of a secure protocol, stateless, to a secure protocol, maintaining state, and, thus, heavier and more demanding in resources. 

The first extension is the simplest and less demanding on resources, SIGFE-0. Continues to maintain the state and not be non-deterministic. However, do not succumb to the minutes of quos rushing type [37], not to issue shortly to the first node that will send a CTS. Instead, it maintains a set of possible candidates for next node. The extent intermediate SIGFE-1, already has been, but at the local level, may be with these reputation lists of their neighbors in order to better choose the next node. Finally, and since it is already a protocol more robust, but more demanding, SIGFE-2 shares the state with its neighbors. Allows you to use cryptographic mechanisms to ensure integrity, authenticity, confidentiality and freshness. Accumulates the security properties of previous extensions: SIGFE SIGFE-0 and-1. 

2.2.2.2 Intrusion-tolerant routing protocol for Wireless Sensor Networks (InSense) 

This protocol [27] was designed with a view to intrusion tolerance and, as such, he tackles one of the types of adversary model advocated in this work. To meet this objective, we identified two types of attacks: denial of service attacks [33] and bind to the quos-forwarding. The protocol assumes the existence of a base station, establishing itself as a reliable censer who share symmetric encryption keys to each of network nodes. This feature allows, in case of compromise of a node, the attacker will have access to more than one key secure network, isolating, somehow the attack. 


The use of redundant paths can increase the resilience to attackers undetected, just that there is only one way without the interposition of attackers, so that messages arrive at their destination without being compromised. Note that in this protocol, it is not possible direct communication between network nodes, without that does not pass by the base station. The role of the protocol in terms of secure routing is played by the station base. One of the advantages mentioned by the authors, is the reduction of computations in the network nodes (eg for key generation, construction of routing tables), whose limitations are well known. The formation of routing tables is divided into three phases: Route Request (route request) Collection of data routing; propagation routes. The first phase corresponds to transmission by the base station, a message intended for all network nodes in order to obtain data on the neighborhoods. In a second phase, each node sends to its neighbor to the base station. Finally, after the base station to treat all information collected, are prepared routing tables. The tables are then propagated to each node, continuing with the routing of data, based on tables received. 

2.2.2.3 Secure Sensor Network Routing: Clean-slate approach 

The Clean-Slate algorithm [55] was designed from the outset, consistently, with characteristics of security. It is oriented point-to-point between network nodes in order to strength even in the presence of an attack (active attack). It is classified as a table-driven protocol. Operation of Protocol Each sensor network receives a globally unique identifier, a certificate signed by a CA network (AR), the public key of this entity and a set of values (challenges) based on a function of dispersion had a sensor (one-way hash function). In this protocol, one can identify the three phases of operation: network planning, establishment and maintenance of the paths of the routes.


The protocol provides the routing tables and dynamic addresses (from transformed variable) for each node using a recursive algorithm for clustering, which performs in a deterministic way, in a topology. The groups are formed recursively and hierarchically, until the network form a single group. In each fusion is added a bit (0 / 1) to the left, which will distinguish the address of each node. Within a group, communication is done using authenticated broadcast, inspired by the protocol mTESLA[59,46].This algorithm incorporates mechanisms to detect incorrect behavior of the nodes, for example, if they wish to assume multiple identities (Sybil [51, 29]). This mechanism is triggered after the formation of groups, with each node to advertise its address for the neighbors, applying an algorithm to detect replication of us[54].Another mechanism for the detection of incorrect formation of groups is the use of Grouping Verification Trees (GVT), based on scales of dispersal that provide authentication at leaf level, using the root for certification. Each node has a GVT, allowing verifying any communication exchanged with other network nodes. 


During the maintenance phase of routes and routing, the algorithm incorporates operations for treating the input and output nodes. By detecting the output of another, a demand node in one of his neighbors, a new border node, allowing it to reach the group accessible to the node before it came out. The definition of seasons (epochs) allows, after some time, the clustering algorithm will be repeated to include new nodes. Regarding the routing, the protocol uses multiple routes, so that affected areas can bypass the network. The malicious nodes are removed from the algorithm, by using a technique called Honeybee. Corresponds to the following: when a malicious node (replicated or not) is detected, the network is flooded with a package that indicates that the attacker must be removed from the tables and, in the case of a replication, the replicated node is leaving the auto scarification network. 


Briefly, the clean-slate protocol incorporates three concepts for the design of secure routing protocols: prevention (authentication), resilience (multiple routes) and detection / recovery (GVT / Honeybee). Implements them simultaneously, unlike what happens with some protocols that implement only one of these concepts. It is therefore an underlying protocol, suitable for the comparative study with other protocols. 


2.3 Simulation Environments

The simulation environments WSN arise as necessary, inevitable, for testing and development of sensor networks and all associated technologies [53, 44]. Al-guns environments have been specifically developed for certain problems. Others are adapted from existing environments, as is the case of NS2 [10] or J-Sim [5], which were designed for simulations related to conventional networks (eg, IEEE802.3, IEEE802.11). The important feature of these environments is the ability to repeat the experiences, before the same conditions, thus facilitating a systematic analysis of the object of study. In this section, we present several simulation environments, more common, and that allow tam simulate a WSN. Were selected in the first place, following criteria related to software engineering. Then, for the evaluation of an environment that will prove suitable for use in the dissertation work, criteria were established deleted to WSN.

2.3.1 Policies Related to Software Engineering 

Due to the portability of the language features of Java programming language inherent in its execution environment, the resulting portability and programming oriented Estrada objects were selected only environments developed in this language. 
Free and Open Source This property allows you to bypass obstacles inherent in licensing software, while enabling the analysis and utilization of all existing features, allowing certain improvements or changes.


Modularity and extensibility Given that the environments do not have all the same features and functionality, and considering that the expertly component of the dissertation will introduce new mechanisms, the principle of modularity and easy extensibility facilitate the conduct of work. 

Documentation some environments may not be well documented. This criterion will be important as a starting point for a deeper knowledge of each of the architectures of these tools.

 2.3.2 Criteria Relating to the WSN

Scalability of Network One of the most important features of WSN is the concept of scale, which is due to the fact that they understand, usually a large number of sensors spread over a wide area. It is therefore important that the simulation environment can support experiments on thousands of us, since the scale factor is one of the properties that they want to see analyzed in our work. Model Collision / Radio Communication is essential that this model is in pr-feel the simulation system, as a core component of the WSN, related to the medium access layer and data link (eg B-MAC, S -MAC) [60, 70]; Model of Energy Management The existence of an energy model will adapt this feature and include it in the final platform, as it is one of the properties that 
under study. Max Emulation Some simulators have the ability to emulate a real sensor, permitting the loading of code directly to the mote, without recourse to Recompilation. Although not a mandatory criterion, is of some interest.

Mobility Model While the WSN are mostly built with characteristics of static or low mobility, the existence of a mobility model may permit evaluation of the conduct of protocols by this property; Interface View is important that the simulation environment has a display interface, allowing an easier understanding of the behavior of protocols (eg, topology, coverage), and the control simulation and extraction of results.


Management Model Topology One factor that may influence the behavior of a pro-protocol routing is topology. As such, it is relevant to the existence of this model to assess the protocols designed before different topologies. 


2.3.3 Prowler / JProwler 

This tool resulting from the conversion of a simulator event discretos12, Prowler implemented in MATLAB, the University of Vanderbilt, to the Java language. This Allows the simulation, with several nodes and could reach 5000 (though the number could be higher 12Fila global, where all events are inserted into the network, or processed sequentially by priority. for performance reasons, this is the maximum recommended), using different topologies (dynamic / random), to which we may make various algorithms. 

The JProwler models the most important aspects of the communication model of a WSN. The non-deterministic nature of radio propagation is characterized by a probabilistic model of radio simple and precise, which describes the operation of the MAC layer. It has a viewing window on the network topology. For developing applications or protocols are available base classes that can be spread. Are present two radio models: a Gaussian, for static topologies, and other Raleigh for mobile topologies. Simulator can be configured to simulate, in a deterministic or probabilistic.

 
2.3.4 J-Sim 

J-Sim (formerly known as JavaSim) is a simulation environment based on components [5], implemented in Java. It was not initially developed with a view to their use in WSN, such as the environment SENSE [11], but the purpose of extensibility is common. This environment is widely used and model implements a layered network. However, this simulator is not the most suitable for the study of performance in WSN, since this is conditioned by the hardware, the operating system by the network protocols and applications, as well as by specific optimizations between layers of the protocol stack. Despite this, the J-Sim is an important simulation environment, given the weak nature of legato components, which allows the development and prototyping of applications. It requires, however, a thorough knowledge of architecture, even for simple implementation of protocols. 


2.3.5 Freemote 

Fremote is an emulation tool [4] distributed, developed in Java, used to develop software for WSN. The emulator supports motes (Squawk, Sentilla) and platforms (Java Cards, SunSpot [13]), based on Java. Divide the layered architecture for well-defined interfaces: Application, Routing and Data Link / MAC. It has a graphical interface for configuration. Supports large-scale experiments (10,000 nodes), including its integration with actual nodes, based on Java. The main drawbacks are: i) The radio propagation model is very simple, since it does not consider obstacles between nodes, ii) There is only one model of real communication, limited to simple emulation of specific platforms (JMote), iii) It is not geared towards performance analysis of networks, a characteristic that may be important in the development of algorithms for WSN. 

2.3.6 Shox 

The main idea of this simulator [12] is to provide, in an easy and intuitive, the implementation and design of network protocols, mobility models, models of signal propagation or network traffic. Like other simulators, simulator incorporates a discrete evening, which makes the management of all network events. All the known concepts in the field of wireless networks are modeled in this simulator (OSI model, packets, mobility and energy). One of the advantages is the existence of abstract classes for the re-implementation of you models in each of the components, facilitating the programming of new protocols or new features. Communication between components is done through events, ie there is no access from one component to another. It is worth noting the graphical user interface that lets you operate all of the settings of the tool without the need to directly edit XML files. In addition, you can still view the network topology and extract graphic results of the simulation. The fact that the signal propagation model is based on the IEEE802.11 standard makes it difficult to adapt to the conditions of the WSN. However, the modularity of the system allows the development of a layer to about IEEE802.15.4 standard most recent statement of WSN 14. The architecture of this simulator is close to what must be quite a simulated WSN, where the various layers are well defined. 

2.4 Discussion and Summary of Related Work

WSN represent an enormous challenge for research in systems and security protocols. 
The characteristics that make them an asset to the operation in remote environments, 
presents, simultaneously, as their greatest vulnerability in terms 
security. This paradox is solved with innovative security mechanisms and is different from those existing in conventional networks. So, passed in review the various dimensions which are intended to cover in future dissertation (routing protocols secure in WSN platforms and simulation of WSN), it should present a critical view of related work. In Table 2.1 presents a structured view of counter-measures, thus mitigating or reduce the impact of the attacks in WSN. The use of symmetric cryptography is predominant, since it represents a way to ensure properties such as confidentiality, authenticity and integrity. The use of functions allows dispersion of a sense check and integrity, coupled with the use of "challenges", ensures the freshness of messages, a reduced computational cost. Note that the implementations of these mechanisms are optimized to reduce the computational costs and communication. This table provides an updated view of countermeasures against the attacks referenced in the model opponent, the result of the consolidation of related work. Given the counter-measures presented, it is comparatively analyzing the algorithms and the ability to resist the attacks defined in the standard opponent. 

	Model
	Attacks
	Countermeasures



	Delov-yao
	Attack on media Symmetric
	encryption One Way Hashing  



	Organization and Discovery Network
	Falsification of information Rushing 

Routing Attacks


	Authentication One-Way Hashing

Random selection of RREQ,authentication, verification Bidirectional  

	Establishment of Routes
	HELLO flooding

Sinkhole attacks

Wormhole attacks

Sybil attacks
	Authentication with verification bidirectional

Authentication, Key Distribution pair wise

Packet leaches, MAC

pair wise key distribution, random selection of radio channels  

	Maintaining routes
	Back hole Attacks 
	Setting timers and mechanisms  acknowledgment (ACK) authenticated  

	Intrusion Model
	Intrusion

Replication


	Routing Intrusion multi-route; One Way Hashing

Certification central; Authentication; we neighbors witnesses  


                                 Table 2.1 Table of Countermeasures vs Attacks

Thus, in Table 2.2, are marked with símboloXos attacks defended by each protocol studied, of which those marked with × not advocate or do so only under special conditions. The protocol SIGFE distinguishes itself from other protocols studied, particularly for its origin (length IGF) and be based on location. This feature is specific 
for certain applications and requires the existence of specialized devices in the motes. 
In addition, it is particularly suitable for monitoring events occurring 
spaced in time. By configurable, makes suits depending on the degree of threat, 
increasing operating costs with increased threat. The protocols and InSense Clean-Slate, which will be used as proof of concept in preparation the dissertation, do not require knowledge of location, reducing the complexity network platform. These protocols, due to the characteristics that define them, are excellent candidates for a comparative study. One characteristic that distinguishes them is the use base station as a core unit of routing, by InSense. In contrast, Clean-slate approach is completely distributed. The question that arises in InSense, concerns itself mostly with the impact on energy consumption of the nodes near (to one hop) of the base station, since this will forward all traffic on the network.

        Routing communication                   Intrusion Attacks    

	PROTOCOLS
	Info-fake
	rushing
	HELLO flooding
	sinkhole
	wormhole
	Sybil
	Black hole
	Intrusion

replication
	Dolev-yao



	SIGF
	Y
	Y
	Y
	x
	x
	Y
	Y
	x/x
	Y

	INSENS
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	x/y
	Y

	Clean Slate
	Y
	Y
	Y
	Y
	Y
	Y
	Y
	Y/y
	y


Table 2.2 Table of Routing Protocols vs Attacks 

Both protocols implement resilience to intrusion. One difference is that the 
Clean-Slate has a preventive action, corresponding to the detection of malicious nodes (replicated). Furthermore, routing is multi-route, which minimizes the impact of the intruder that resist detection. In the case of InSense, there is only one mechanism redundant multi-route. Observe that the authors of the Clean-Slate made a comparative study, theoretical, for InSense to (because it already exists.) The implementation of these two algorithms, a same basic simulation will verify that the observations meet the authors' conclusions. This comparative study will be of major importance for the study of other protocols that arise in academia, related to issues of security in routing of data in WSN. In relation to attacks that can be directed to each of the protocols, it is important to highlight the Sybil attack, as a case difficult to resolve when it derives from an intrusion, in which an attacker has obtained the necessary keys to being able to advertise on any of the identities he has assumed. Thus, resistance to this attack by the protocols studied does not take into account the mode of intrusion, because assumes that each attacker has all the necessary keys to authenticate with false identities and, as such, can be detected.

Finally, and with the analysis of simulation environment a focus of related work, is presented in Table 2.3 of systematizing, comparing the criteria to environments studied. As a first note, it should be noted that in order to design a simulation platform, the observation of the criteria for selecting software for a simulator based on weight was quite large, particularly as regards the capacity Extensibility reflected in the simplicity. Indeed, it appears that, observing Table 2.3, the selection of the base environment could be on the platforms or Freemote Shox, since they have characteristics that are closer to the objectives of the final platform.


However, after some reverse engineering in each of the components, there is that despite the wealth of the components, the complexity to integrate new features or the introduction of control mechanisms that allow extracting measurements, reveals very large. Given the need to select an environment aimed at achieving the objectives of the dissertation in time, this selection bears, preliminarily, the simulator JProwler. Its Simplicity is an asset, since, being composed of eight classes, well documented, is easier on the implementation of the extensibility features required in platform design. Each component of a sensor node is mapped into a class abstract. The communication model is inspired by the Mica2 with event management based on TinyOS [14], which makes the point of view of its approximation to reality, fairly advantageous. It true that some features have to be implemented from scratch, as is the case of energy (Existing in the SHOX) or management of topology (existing in the Shox and Freemote), allowing develop models that can be well integrated in order to better observe the properties desired. The case of emulation (in existing Freemote) is not a mandatory requirement platform. Therefore, their use is not presented as an asset, in relation to aspects less well. The Freemote interaction based on client / server, making it difficult debugging errors. Have communication model too basic, not incorporating attenuations of the environment, which prevents its selection. The J-Sim is really a platform powerful, but its size would require an extra effort, too large in as it developed would need to see many of your modules from scratch.

 
Thus, given the greater complexity of some platforms, it seems JProwler constitute a basic simple, efficient, and simultaneously with the capacity to be enriched, to integrate the simulation platform. Still, some of the concepts present in other simulators can provide significant conceptual input to the final platform to design the dissertation.

CHAPTER 3

DRAWING AND DESIGN OF THE SIMULATION PLATFORM

Having addressed the issues related to the issues of security in WSN, 
should then define a strategy for designing a platform aimed at analysis 
and evaluation of routing protocols, especially designed with the requirements 
security. This chapter presents, in a preliminary way, the stages of development of 
dissertation related to the design of models that support the platform architecture. 
Additionally, we present a proof of concept regarding the use of the platform, with 
the implementation of two protocols, and InSense Clean-Slate, and the resulting study compression. 


3.1.1 Consolidation of the evaluation of simulation environments and its incorporation 


The study of existing platforms and simulation presented in this report, will selected
a simulation engine with the base models for simulation of a WSN 
(Communication, discrete event generator and sensor platforms). The preparation 
the dissertation should have, initially, with a thorough evaluation of environments 
simulation presented in order to ensure the selection of the simulator base. A more- 
value of this study will be the use of features present in different environments and 
that can be implemented in the platform final. 


3.1.2 Presentation of the preliminary architecture of the simulation platform 


The vision simpler to represent the platform is in the form of a stack of services. 
As can be seen in Figure 3.1, the main services are:

· Mechanism of Generation of To-anthropology; 

· Engine Management Power Consumption 

· Engine Injection Faults / Attacks Routing 

· Mechanism for Setting 

· Console-Displays and Control Simulation.  

.
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                                            Fig-3.1 Architecture Simulation

3.1.2.1 Engine Configuration 

To provide the platform for greater flexibility, the existence of component manager configurations proved to be important. This component must be transverse to every platform. To parametrization that can be persistent and portable, it will adopt the XML technology to define the configuration files of the platform. The main features that will be expected from the configurations of the basic parameters of the simulator, to configuration of each of the simulations to be studied as a way to enable the 
repetition of experiments under the same conditions

3.1.2.2 Mechanism for Generating Topologies 

WSN are usually characterized by different forms of distribution nodes sensors. These distributions can be essentially divided into two models: random and 
structured. So for one to observe the characteristics that they want to analyze 
a routing protocol will be provided a component whose function is to generate topological- neologies in the network. It is known that, in fact, the network topology can influence the behavior of a protocol. It is intended that this unit allows the extension to new topologies (Specific for a given simulation). 


3.1.2.3 Engine Management Power Consumption 


The key features that will implement this component are: a set of an interface for developing new models depending on the needs of Simulation; the possibility of introducing parameters related to energy consumption the sensors. Associated with this component are features that will be collected information in real time consumption of the network, either in its full, either individually in each sensor. This is one of the most important components, since one of the in- caters who wish to observe the analysis of routing protocols is the impact on the timely operation of the network, both in normal operation, both in conditions of actual attack, this time that is dependent on energy. 

3.1.2.4 Engine Injection Flaws / Attacks on Routing 


Being the focus of future dissertation study of protocols for secure routing in WSN, this component is the most important on this platform by different orders reasons: i) There is no simulation system that allows the induction of attacks in order simple and intuitive, embodied is therefore a contribution to innovation, ii) should be flexible enough to adapt to the logic of each algorithm, iii) it may allow changing the code at run-time of the simulation, in order to alter behavioral protocol, iv) Ideally should allow adding more types of attacks, the already typified in this report or others who might be identified. 

3.1.2.5 Display and Control Console Simulation 


There is a need to provide a platform for remote operation. As such, it is necessary to implement a component that allows the graphical visualization of the entire simulation, and as control parameters for implementation. Aim is to develop a integrated graphical interface, which allows platform configuration, setup and visualization of simulations and extraction related to the measures which they intend to assess energy, reliability and coverage, mainly in the form of graphs. 


3.1.2.6 Assessment Solution 


Since the actual contribution to the research component of protocols to this respect insures WSN will be obtained with the design of a simulation platform that supports the study and analysis of this problem, it is subject it to a primary assessment which would show its usefulness and / or identify any gaps in this area. 

Thus, bearing in mind this review is intended to contribute to the study of protocols for referral touring and safe clean-slate InSense. For this, we define two complementary stages in elaboration of the thesis: one that aims to implement a simple protocol that allows measuring the proper functioning of the platform and another aimed at implementing the two protocols, referred to them, which will be the subject of a comparative analysis using the features of platform.

CHAPTER 4

IMPEMENTATION OF SECURE ROUTING PROTOCOLS IN WSN

4.1 Stage design of algorithms based on the specifications 


Earlier this stage it will be necessary to re-intensify the operation of each algorithm to implement, understand and identify each mechanism / technique specified, so that it can, where possible, to generalize operations or interfaces in order to reuse for other algorithm. Thus, this phase will require a learning / knowledge of each algorithm, 
also contributing to the expertise in this field. 


4.2 Evaluation phase of the algorithms 


Using the tools provided by the platform, it should be possible at the end of 
implementation, to systematize the simulations, in order to extract results. These results, by itself, the algorithms must characterize safety and whether the correction 
certain parameters, namely:

· protocol correct, 

· analysis of energy consumption; 

· reliability and delivery of messages; 

· the correction of events; 

· Latency. 

This phase contributes also to measure the usability of the platform in terms of assessment / comparison secure routing protocols in WSN. 

Analysis: This activity reflects the additional review of the literature with a double 
Objective To deepen the problem under study and evaluate the simulator base, as recommended in Section 3.1.1. It starts also the design and specification of the platform, consisting of the formal definition of algorithms, interfaces and interaction model components of the platform. During the development phase, this activity will be revisited in order to refine / update the specification of the platform, including 
by the use of modeling tools for object-oriented systems (UML). 

Development: activity reflects the design and implementation of the architecture 
platform, as explained in section 3.1.2, in which each component corresponds 
the following tasks: Integration of Simulation Base Configuration Module 
(Section 3.1.2.1), Management module topologies (Section 3.1.2.2), Management module Energy (Section 3.1.2.3), Module View (Section 3.1.2.5) and Module Injection Attack (Section 3.1.2.4). 

Proof of Concept This activity matches the implementation of a basic algorithm (eg flooding without repetition of messages sent) and routing algorithms Insurance proposed (Section 3.1.3.1): InSense and Clean-Slate. This implementation should be preceded by a more detailed study of the peculiarities of each. Consequently, each protocol will be subject to a type of attack, which will assess their behavior in order to check the properties, identified earlier as important for the analysis of a secure routing protocol in WSN. 


Assessment: This activity calls for the evaluation of the protocols implemented, using the tools platform, as stated in Section 3.1.3.2. This assessment will also draw conclusions about the usability of the platform (section 3.1.2.6) and the objectives required. These are the ability to study routing protocols in WSN, in general, and particularly those with security concerns. 

Report: this activity corresponds to writing the dissertation and should start as soon as complete the process of specifying the platform, allowing the realization of the model objects. This phase may take place in parallel with the assessment activity and eventually, with the proof of concept.

4.3 Coding

/*

 * PlatformApp.java

 */

package org.mei.securesim.platform;

import java.util.ArrayList;

import java.util.List;

import java.util.Vector;

import org.jdesktop.application.Application;

import org.jdesktop.application.SingleFrameApplication;

import org.mei.securesim.platform.utils.ClassFinder;

/**

 * The main class of the application.

 */

public class PlatformApp extends SingleFrameApplication {

    public static List routingLayerClasses=new ArrayList();

    public static List macLayerClasses=new ArrayList();

    public static List applicationLayerClasses=new ArrayList();

    /**

     * At startup create and show the main frame of the application.

     */

    @Override protected void startup() {

        show(new PlatformView(this));

    }

    /**

     * This method is to initialize the specified window by injecting resources.

     * Windows shown in our application come fully initialized from the GUI

     * builder, so this additional configuration is not needed.

     */

    @Override protected void configureWindow(java.awt.Window root) {

    }

    /**

     * A convenient static getter for the application instance.

     * @return the instance of PlatformApp

     */

    public static PlatformApp getApplication() {

        return Application.getInstance(PlatformApp.class);

    }

    /**

     * Main method launching the application.

     */

    public static void main(String[] args) {

        launch(PlatformApp.class, args);

    }

    protected static List findClasses(String classes){

        List listRL= new ArrayList();

        ClassFinder finder = new ClassFinder();

        Vector<Class<?>> v = finder.findSubclasses (classes);



List<Throwable> 
errors = finder.getErrors ();



if (v != null && v.size () > 0)



{




for (Class<?> cls : v)




{

                            listRL.add(cls+"#"+cls.getSimpleName());




}



}



else



{



}

        return listRL;

    }

    public static void loadClasses(){

//        routingLayerClasses = findClasses("org.mei.securesim.core.layers.routing.RoutingLayer");

//

4.4 Output
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CHAPTER 5

CONCLUSION AND FUTURE WORK

5.1Conclusion

In this work we have been able to evaluate the security conditions and robustness criteria of routing protocols for WSN. We have been able to assess and compare the security protocols using a simulation platform in closed-to-real operating conditions. An evaluation of the security and intrusion tolerance of the protocol has been made. 

Dolev-Yao adversary model used here successfully simulates the attacks on the communication channel. This has helped us to design specific counter-measures against such attacks.

The design of the simulation environment is the major contribution of this project, since many available simulations systems do not have some of ITS features incorporated here. This will be a great help in the design of secure routing protocols.

5.2Scope for Future work

· MAC-level implementation lifecycle Sensor. 

· Definition of graphical display of results, energy. 

· Data collection for evaluation Offline. 

· Possibility of distributed simulation with submission of jobs. 

· Evaluation of the usability of the API to develop new protocols. 

· Development of a cipher suite out-of-the-box.
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