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Abstract 
 
With mobile devices becoming ubiquitous in today's society due to the processing and storage of 
confidential data such as credentials for bank access, messages and emails, and user's identity, it 
has been possible for the increasing number of opportunities of cyber attacks through use of 
malicious software. Machine learning based malware detection is a very efficient method but its 
performance greatly depends on feature selection in a dataset. High dimensional mobile data, 
which includes permissions, intents, hardware, system and network information can be filled up 
with redundant and non-informative attributes. Such feature set leads to high computational 
complexity and lower classifier performance. 

 

The current work focuses on Statistical Test-Driven Mobile Security Feature Selection. As 
opposed to other machine learning approaches, the suggested method involves systematic 
evaluation of feature importance via several statistically proven techniques such as Chi-Square 
test, Kruskal-Wallis test, and Mann-Whitney U test. All statistical techniques consider distribution 
difference, class separability, and feature-malware dependency for identifying discriminating 
features. 

 
An important contribution of the paper is the introduction of hybrid statistical feature selection 
technique, where several statistical scores are combined to represent complementary aspects of 
feature importance. Experiments performed on a practical dataset of mobile malwares available 
from UCI Machine Learning Repository showed that statistical feature selection techniques, in 
particular hybrid combinations, lead to significant feature reduction of above 60%-90% while 
maintaining competitive and even better detection accuracy compared with non-statistical 
techniques. Actually, some hybrid approaches, such as Mann-Whitney + Kruskal-Wallis with 
Logistic Regression provided near perfect results with accuracy 99.73% and 100% precision. 

 

Consequently, the paper provides an efficient solution to the problem of feature selection for 
mobile security, that could be potentially used as part of on-device scanner system.  
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Chapter 1

Introduction

The widespread use of smartphones has ushered in an era where communication, business,
and data transfer have been greatly transformed. There are currently more than 3.8
billion smartphone users globally, with Android controlling more than 70% of the total
smartphone users across the world. Android-based mobile devices are highly sought after
by malicious actors due to the high prevalence of Android malware such as spyware,
ransomware, trojans, and adware.

Machine learning models such as Random Forests, SVMs, and Neural Networks have
demonstrated strong performance in mobile malware detection. However, their effective-
ness is limited by the following challenges:

• High feature dimensionality

• Noisy and irrelevant attributes

• Redundant and correlated variables

• Increased computation on mobile devices

• Overfitting and poor generalization across malware families

To address these issues, feature selection becomes a crucial preprocessing step. While
many existing works rely on wrapper-based approaches (e.g., Recursive Feature Elimina-
tion), such methods are computationally expensive and require iterative model training.
This dissertation investigates a pure statistical methodology for selecting mobile security-
related features, aiming for:

• Computational efficiency

• Strong statistical justification

• Interpretability of selected features

• Robustness across datasets and models

1.1 Background
Static, dynamic, or mixed analyses are popular techniques employed in mobile security
studies. In the first type of analysis, the extracted features are permissions, intents, and
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API calls from application packages. The number of such features usually ranges into
hundreds and thousands. The use of statistical tests has a lengthy history in disciplines
like biostatistics, econometrics, and experimental sciences for detecting important vari-
ables. Nevertheless, their use in mobile malware detection and feature selection is poorly
explored. Therefore, an in-depth study of the use of statistical tests for feature selection is
required. A special interest should be paid to non-parametric statistical tests appropriate
for malware analysis.

1.2 Motivation
Several key observations drive the need for this research:

• Redundant Permission-Based Features - Android apps often request numerous
permissions; many are irrelevant to malware behavior.

• High Dimensionality Reduces Classifier Efficiency - High-dimensional fea-
ture sets slow down ML models and make them unsuitable for on-device inference.

• Need for Lightweight Detection Models - Mobile devices require fast, low-
memory malware detection techniques.

• Lack of Interpretability - Statistical tests provide clear, mathematically grounded
explanations of feature relevance.

• Underexplored Hybrid Approaches - Existing literature rarely performs full-
scale comparative analysis of hybrid statistical tests for mobile security.

1.3 Problem Statement
Mobile malware detection datasets are high-dimensional and contain redundant, irrele-
vant, or weakly discriminative features. Most existing feature selection methods are com-
putationally expensive, lack statistical justification, or rely heavily on black-box model
dependencies. There is a clear need for a lightweight, interpretable, and statistically
rigorous feature selection framework specifically designed for mobile security.

1.4 Research Gap
Current research reveals the following limitations:

• Limited use of non-parametric statistical tests in malware detection

• No unified comparison of multiple statistical techniques - including hybrid combi-
nations on mobile datasets

• Limited interpretability in current feature selection pipelines

• Lack of purely statistical hybrid frameworks using Mann-Whitney U and Kruskal-
Wallis tests together

This dissertation fills these gaps by proposing and systematically evaluating a hybrid
statistical feature selection framework.
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1.5 Contributions
This dissertation makes the following major contributions:

• A unified statistical test-driven feature selection framework for mobile security.

• Comparative evaluation of three core statistical tests (Chi-square, Kruskal-Wallis,
Mann-Whitney U) and their hybrid combinations for feature ranking.

• An interpretability-focused methodology enabling clear reasoning behind selected
features.

• Demonstration of dimensionality reduction exceeding 60-90% without compromis-
ing classifier accuracy.

• Empirical evidence that hybrid methods outperform individual statistical tests
across all four classifiers.

• A reproducible Python implementation aligned with the UCI malware detection
dataset.

1.6 Novelty
The novelty of this research lies in:

• Applying multiple advanced statistical tests together as a hybrid ensemble, rather
than any single test alone.

• Tailoring statistical methods specifically for mobile security datasets with binary,
sparse feature spaces.

• Providing a mathematically justified and computationally lightweight alternative
to wrapper-based feature selectors.

• Demonstrating that a Logistic Regression model with Mann-Whitney + Kruskal-
Wallis hybrid selection (Top 100 features) achieves 99.73% accuracy and 100% pre-
cision.
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Chapter 2

Foundations of Statistical Feature
Selection for Mobile Security

This chapter establishes the theoretical foundation of mobile malware detection, mobile
static features, and the statistical theory behind the feature selection techniques imple-
mented in this study.

2.1 Understanding Mobile Malware
Mobile malware refers to malicious applications specifically crafted to exploit mobile
operating systems, predominantly Android. Due to Android’s open-source nature and its
supportive ecosystem for third-party apps, attackers frequently target mobile devices.

Table 2.1: Major Types of Mobile Malware
Malware Type Description

Trojan Disguised as a legitimate app but performs malicious
actions in the background.

Spyware Steals personal information such as SMS messages, con-
tact list, and location data.

Ransomware Locks or encrypts the device until the user pays a ran-
som.

Botnet Clients Allow attackers to control devices remotely for coordi-
nated attacks.

Adware Displays intrusive advertisements and may collect device
analytics.

Mobile malware often exploits Mobile Permissions, Intents, and Hardware capabilities,
making them relevant features for machine learning-based detection systems.

2.2 Mobile Features Used in Malware Detection
This dissertation uses static features, extracted from the UCI malware detection dataset.
These features do not require executing the application, making detection lightweight
and suitable for large-scale analysis.
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A. Permissions
Permissions control access to sensitive resources. Key examples include:

• READ_SMS

• WRITE_EXTERNAL_STORAGE

• ACCESS_FINE_LOCATION

• SYSTEM_ALERT_WINDOW

• READ_PHONE_STATE

Malware typically requests excessive or suspicious permissions.
B. Intent Filters

Intent filters allow apps to register for system events:

• BOOT_COMPLETED

• SMS_RECEIVED

• PACKAGE_ADDED

• MEDIA_MOUNTED

Malware often listens for BOOT or INSTALL events to persist on the device.
C. Hardware Features

Features declared under the uses-feature tag include:

• CAMERA

• BLUETOOTH

• NFC

• TOUCHSCREEN

• GPS

Malware abusing surveillance capabilities commonly uses camera/microphone/location
hardware.

2.3 Need for Feature Selection in Mobile Security
Mobile datasets contain hundreds of features, many of which are redundant or irrelevant,
increase computational cost, reduce model interpretability, and cause overfitting. This
dissertation addresses this by implementing three robust non-parametric statistical tests,
capable of identifying discriminative differences between malware and benign apps.
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2.4 Statistical Tests Used for Feature Selection
Three statistical tests are employed:

• Chi-Square Test (χ2)

• Kruskal-Wallis H Test

• Mann-Whitney U Test

2.4.1 Chi-Square Test (χ2)

Purpose: Identify dependency between a feature and the malware label. Applies to:
Categorical/binary features (permissions, intents, hardware). Formula:

χ2 =
∑ (Oi − Ei)

2

Ei

(2.1)

Where Oi = Observed frequency, Ei = Expected frequency under the null hypothesis
of independence. Interpretation: Smaller p-value or High χ2 value means stronger
dependency between the feature and class label, indicating a more discriminative feature.

2.4.2 Kruskal-Wallis H Test

The Kruskal-Wallis test is a non-parametric method for testing whether samples originate
from the same distribution. It is ideal for malware datasets, which are non-normal and
have binary or multi-class labels. Formula:

H =

[
12

N(N + 1)

]∑ R2
i

ni

− 3(N + 1) (2.2)

Where Ri = sum of ranks in group i, ni = group size, N = total number of samples.
Interpretation: High H statistic or Low p-value indicates strong separation between
malware and benign distributions, meaning the feature distribution differs significantly
across classes.

2.4.3 Mann-Whitney U Test

The Mann-Whitney U test is a non-parametric test specifically designed for binary classi-
fication scenarios, making it ideal for comparing malware vs. benign feature distributions.
Formula:

U = n1n2 +
n1(n1 + 1)

2
−R (2.3)

Where n1, n2 = sizes of the two groups, R1 = sum of ranks in group 1. Interpretation:
Smaller p-value indicates the feature significantly distinguishes the two distributions (mal-
ware vs. benign).
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2.4.4 Hybrid Feature Selection

Hybrid feature selection combines multiple statistical scores by summing their normalized
outputs:

Score_combined =
∑

Score(j)_norm (2.4)

The following hybrid combinations are evaluated: Chi-square + Mann-Whitney U, Chi-
square + Kruskal-Wallis, Mann-Whitney U + Kruskal-Wallis, Chi-square + Mann-Whitney
U + Kruskal-Wallis (full hybrid).
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Chapter 3

Related Work

This chapter reviews existing literature on mobile malware detection, feature selection
methods, and the application of statistical techniques in cybersecurity.

3.1 Static vs. Dynamic Malware Detection
The various methods for detecting mobile malware are generally classified into three types
namely: Static Analysis, Dynamic Analysis and Hybrid Analysis. Static analysis analyzes
the application’s code, permissions, and APIs without executing them whereas Dynamic
analysis includes runtime observations like system calls and network behavior. The early
contributions by Enck et al. [2] and Aafer et al. [3] formed the basis of permission-based
and API-level classification of malware attacks on Android systems.

Shabtai et al. [5] introduced Andromaly which is a behavioral malware detection
system for Android devices. Grace et al. [6] introduced RiskRanker for scalable detection
of zero-day Android malware. Both the papers emphasized the importance of feature
engineering in mobile security research. Later on, Odat and Yaseen [8] showed that
co-existence of features improves Android malware detection effectiveness.

3.2 Statistical Analysis in Cybersecurity
Statistical techniques have been utilized extensively in cybersecurity for purposes of
anomaly detection and feature selection. The usefulness of Information Gain technique for
Android malware classification was demonstrated by Pektaş and Acarman [7]. CorrNet-
Droid [16] presented an approach for correlation-based feature selection that incorporated
Chi-Square, Mann Whitney U, and Kruskal-Wallis tests to dramatically reduce features
while still maintaining high accuracy in detection.

Ibrahim et al. [13] carried out a comparative study on the use of statistical feature
selection in Android malware detection where it was found that, indeed, selected feature
sets were better than feature sets containing all features. Other studies [8, 9, 10] have
shown the usefulness of statistical filters.

3.3 Comparison of Feature Selection Methods
One of the crucial stages of machine learning applications is the feature selection process,
which is important especially in the cases of high-dimensional data like android malware
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detection. The theory of the feature selection process has been introduced by Guyon and
Elisseeff [1] and Liu and Motoda [2]. The three basic types of methods used to select the
features were identified as filter, wrapper, and embedded.

In a recent research conducted by using DREBIN style features [11], the dimension of
feature sets was greatly reduced without any decrease in accuracy (99%). Furthermore,
other studies have shown that reduced feature sets may perform better than the full
feature sets, emphasizing the need for filtering the redundant features [12].

The hybrid approach consisting of statistical filters and model-based features was pre-
sented in [13], obtaining higher classification performance. The same type of combination
approach is used in the HFST method [14] for classification of malicious codes.

3.4 Underutilization of Advanced Statistical Tests
Despite the extensive use of Chi-square and Information Gain, non-parametric tests such
as Kruskal-Wallis and Mann-Whitney U have been underutilized in mobile security. Sev-
eral studies [17, 18] highlight that feature reduction improves both efficiency and perfor-
mance, particularly in resource-constrained mobile environments.

Further investigations [19] reveal that Chi-square-based feature selection achieves
strong performance but requires careful threshold tuning, and can mis-rank sparse fea-
tures. Studies [20, 21] demonstrate that selected feature subsets often outperform full
feature sets and that feature selection thresholds significantly influence classifier perfor-
mance.

Most existing works rely either on single statistical tests or on hybrid approaches
combining statistical and model-based methods. Very limited research explores purely
statistical hybrid combinations involving non-parametric tests such as Mann-Whitney U
and Kruskal-Wallis. This dissertation addresses this gap directly.
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Chapter 4

Dataset and Preprocessing

This chapter explains the origin, structure, characteristics, and preprocessing of the
dataset used for statistical test-driven feature selection in mobile security.

4.1 Dataset Origin
The dataset used in this dissertation is derived from the UCI Machine Learning Repos-
itory, originally published as the "Detect Malicious Executable (AntiVirus)" dataset by
Piyush Rumao (2016). The processed CSV file (uci_malware_detection.csv) is a cleaned
and structured version of this dataset, containing 531 features and a malware/benign label
column.

The dataset originates from research on the detection of malicious Windows executa-
bles using static features extracted from two sources:

• Hexadecimal binary n-grams (503 features)

• Dynamic Link Library (DLL) function calls (28 features)

Each feature is binary: 1 indicates the feature exists in the executable; 0 indicates its
absence.

4.2 Dataset Composition
The dataset contains information for 373 executables, divided into:

• 72 non-malicious executables (label=0) → 19.3%

• 301 malicious executables (label=1) → 80.7%

This class imbalance is typical in real-world malware datasets. The dataset exhibits high
dimensionality relative to sample size (531 features for only 373 samples), introducing
challenges such as the curse of dimensionality, increased risk of overfitting, and feature
redundancy.
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4.3 Explanation of Feature Categories
A. Hexadecimal n-Gram Features (503 features)
These represent byte-level patterns extracted from the binary executable. n-gram extrac-
tion was applied after hex dump analysis, selecting the 503 most frequently occurring
features after information gain filtering. Malware often contains repeated low-level byte-
level patterns due to encryption, packing, or malicious logic.

B. DLL (Dynamic Link Library) Features (28 features)
DLL calls indicate which system APIs an executable interacts with, extracted via PE
header analysis. Malware commonly uses:

• kernel32.dll → process/thread manipulation

• advapi32.dll → registry modification

• user32.dll → keylogging

• ws2_32.dll → network communication

DLL-based features serve as strong behavioral indicators, making them particularly valu-
able for distinguishing malicious from benign executables.

4.4 Data Characteristics
The dataset exhibits the following properties:

• Feature Type: Binary (0/1)

• Feature Distribution: Highly sparse (many zeros)

• Non-normal distribution with strong skewness between malware and benign groups

• Class distribution: Approximately 80/20 imbalance

• Ideal for non-parametric statistical tests due to the non-normal, sparse nature

4.5 Data Preprocessing Steps
Before applying statistical tests and machine learning models, several preprocessing steps
were performed:

• Label Encoding: Categorical labels converted to numerical format (non-malicious
→ 0, malicious → 1)

• Removal of Constant Features: Features with zero variance removed, as they do
not contribute to classification and can interfere with statistical tests

• Handling Sparsity: No imputation was required as there were no missing values;
the binary nature was preserved

• Feature Scaling: Min-Max normalization applied during hybrid feature selection to
ensure fair contribution: norm = (X −min(X))/(max(X)−min(X))
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• Train-Test Split: 70:30 ratio (70% training, 30% testing)

• Cross-Validation: 4-fold cross-validation performed for robustness

4.6 Why This Dataset is Suitable for Statistical Fea-
ture Selection

This dataset is particularly well-suited for the proposed approach for the following rea-
sons:

• Binary features perfect for Chi-square and Mutual Information tests

• Highly skewed, non-normal distributions ideal for Kruskal-Wallis, Mann-Whitney
U, and KS tests

• Clear malware vs. benign differences statistical tests can identify discriminative
features

• Dataset size manageable for repeated statistical testing

• 531 features requiring dimensionality reduction clear motivation for feature selection
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Chapter 5 

Methodology 
This chapter describes the complete pipeline for the statistical test–driven feature selection 
framework, including library imports, data loading, preprocessing, application of individual 
statistical tests, hybrid combination strategies, and machine learning evaluation. 

 

5.1 Step 1 — Library Imports 
 
from sklearn.feature_selection import chi2 
from scipy.stats import mannwhitneyu, kruskal 
from sklearn.ensemble import RandomForestClassifier, GradientBoostingClassifier 
from sklearn.linear_model import LogisticRegression 
from sklearn.tree import DecisionTreeClassifier 
from sklearn.model_selection import train_test_split, cross_val_score 
from sklearn.metrics import accuracy_score, precision_score 
from sklearn.model_selection import cross_val_score 
import pandas as pd 
import numpy as np 

 

 

5.2 Step 2 — Load and Clean Dataset 
 
df = pd.read_csv("uci_malware_detection.csv") 
 
# Map qualitative string markers to discrete binary definitions 
df["Label"] = df["Label"].map({"non-malicious": 0, "malicious": 1}) 
 
# Isolate feature attribute matrix (X) and ground-truth labels (y) 
X = df.drop("Label", axis=1) 
y = df["Label"] 
 
# Dimensionality Optimization: Strip uninformative constant (zero-variance) features 
X = X.loc[:, X.nunique() > 1] 

 

5.3 Step 3 — Baseline with ML  
def select_top_k(X, ranking, k): 
    return X[ranking.head(k).index] 
 
models = { 
    "Random Forest": RandomForestClassifier(random_state=42), 
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    "Gradient Boosting": GradientBoostingClassifier(random_state=42), 
    "Logistic Regression": LogisticRegression(penalty='l1', solver='liblinear', 
max_iter=1000), 
    "Decision Tree": DecisionTreeClassifier(random_state=42) 
} 
 
baseline_results = [] 
 
for model_name, model in models.items(): 
    acc, prec = evaluate(model, X, y) 
    baseline_results.append([model_name, "Full Dataset", "All", acc, prec]) 
 
baseline_df = pd.DataFrame( 
    baseline_results, 
    columns=["Model", "Method", "Features", "Accuracy", "Precision"] 
) 
 
print("\n================ BASELINE (NO FEATURE SELECTION) ================\n") 
print(baseline_df) 

 

 

5.4 Step 4 — Implementation of Individual Statistical Tests  
 

5.4.1 Chi-Square (χ²) Test 
def chi_rank(X, y): 
 
    scores, _ = chi2(X, y) 
    return pd.Series(scores, index=X.columns) 

 

5.4.2 Mann–Whitney U Test 
def mw_rank(X, y): 
    """Computes the non-parametric Mann-Whitney U test statistic.""" 
    scores = [] 
    for col in X.columns: 
        g1 = X[y == 0][col] 
        g2 = X[y == 1][col] 
        stat, _ = mannwhitneyu(g1, g2) 
        scores.append(stat) 
    return pd.Series(scores, index=X.columns 

5.4.3 Kruskal–Wallis H Test 
def kr_rank(X, y): 
    """Computes the non-parametric Kruskal-Wallis H statistic.""" 
    scores = [] 
    for col in X.columns: 
        g1 = X[y == 0][col] 
        g2 = X[y == 1][col] 
        if g1.nunique() <= 1 and g2.nunique() <= 1: 
            scores.append(0) 
            continue 
        try: 
            stat, _ = kruskal(g1, g2) 
        except: 
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            stat = 0 
        scores.append(stat) 
    return pd.Series(scores, index=X.columns) 
 
# Generate Baseline Rankings 
chi = chi_rank(X, y) 
mw = mw_rank(X, y) 
kr = kr_rank(X, y) 

 

FEATURE RANKINGS 
all_rankings = { 
    "Chi-square": chi.sort_values(ascending=False), "Mann-Whitney": 
mw.sort_values(ascending=False), "Kruskal": kr.sort_values(ascending=False), 
    **{k: v for k, v in combined_methods.items()} 
} 
 
top_20_dict, full_lists = {}, [] 
 
print(f"{'='*23} TOP 10 FEATURE RANKINGS FOR EACH METHOD {'='*23}") 
for name, rk in all_rankings.items(): 
    # Console Display 
    print(f"\n📌 Method: {name}\n" + pd.DataFrame({"Rank": range(1, 11), "Feature Name": 
rk.index[:10], "Statistical Score": rk.values[:10]}).to_string(index=False)) 
     
    # Collect Top 20 for Comparison 
    top_20_dict[name] = rk.index[:20] 
     
    # Collect Full Database 
    full_lists.append(pd.DataFrame({"Feature": rk.index, "Score": rk.values, "Method": 
name, "Rank": range(1, len(rk) + 1)})) 

 

Table 5.4.1: Feature Ranking: Chi-square Test (χ²) 

Rank Feature Name Statistical Score 

1 F_19 275.916667 

2 F_140 242.472222 

3 F_66 238.291667 

4 F_111 225.750000 

5 F_113 213.208333 

6 F_278 204.847222 
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7 F_50 196.486111 

8 F_69 192.305556 

9 F_183 187.416668 

10… F_291… 183.944444… 

 

Table 5.4.2: Feature Ranking: Mann-Whitney U Test 

Rank Feature Name Statistical Score 

1 F_19 20769.0 

2 F_140 19565.0 

3 F_66 19414.5 

4 F_318 19211.5 

5 F_111 18963.0 

6 F_113 18511.5 

7 F_278 18210.5 

8 F_183 18102.5 

9 F_50 17909.5 

10… F_69… 17759.0… 

 

Table 5.4.3: Feature Ranking: Kruskal-Wallis H Test 

Rank Feature Name Statistical Score 
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1 F_19 334.335505 

2 F_20 320.779623 

3 F_139 303.738948 

4 F_140 286.348148 

5 F_66 280.520570 

6 F_67 274.242884 

7 F_111 263.257053 

8 F_162 262.705506 

9 F_51 251.313140 

10… F_113… 246.315217… 

  
feature_sizes = [20, 50, 100] 
individual_results = [] 
 
for model_name, model in models.items(): 
    for stat_name, ranking in {"Chi-square": chi, "Mann-Whitney": mw, "Kruskal": 
kr}.items(): 
 
        for k in feature_sizes: 
            X_sel = select_top_k(X, ranking, k) 
            acc, prec = evaluate(model, X_sel, y) 
            individual_results.append([model_name, stat_name, k, acc, prec]) 
 
individual_df = pd.DataFrame( 
    individual_results, 
    columns=["Model", "Method", "Features", "Accuracy", "Precision"] 
) 
 
print("\n================ INDIVIDUAL STATISTICAL METHODS ================\n") 
print(individual_df) 

5.5 Step 5 — Hybrid Feature Selection 
Hybrid scores are computed by normalizing each individual test's scores and summing them. This 
ensures each test contributes equally regardless of scale. 
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combined_results = [] 
 
for model_name, model in models.items(): 
    for method_name, ranking in combined_methods.items(): 
 
        for k in feature_sizes: 
            X_sel = select_top_k(X, ranking, k) 
            acc, prec = evaluate(model, X_sel, y) 
            combined_results.append([model_name, method_name, k, acc, prec]) 
 
combined_df = pd.DataFrame( 
    combined_results, 
    columns=["Model", "Method", "Features", "Accuracy", "Precision"] 
) 
 
print("\n===================== COMBINED STATISTICAL METHODS =====================\n") 
print(combined_df) 

 

Table 5.5.1: Feature Ranking: Hybrid — Chi-square + Mann-Whitney (Chi+MW) 

Rank Feature Name Statistical Score 

1 F_19 2.000000 

2 F_140 1.820817 

3 F_66 1.798419 

4 F_111 1.731225 

5 F_113 1.664032 

6 F_278 1.619236 

7 F_50 1.574440 

8 F_318 1.567817 

9 F_69 1.552042 

10… F_183… 1.550863… 
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Table 5.5.2: Feature Ranking: Hybrid — Chi-square + Kruskal-Wallis (Chi+Kruskal) 

Rank Feature Name Statistical Score 

1 F_19 2.000000 

2 F_140 1.735257 

3 F_66 1.702675 

4 F_111 1.605586 

5 F_113 1.509458 

6 F_278 1.445894 

7 F_50 1.382738 

8 F_69 1.351311 

9 F_183 1.328877 

10… F_318… 1.300616… 

 

Table 5.5.3: Feature Ranking: Hybrid — Mann-Whitney + Kruskal-Wallis (MW+Kruskal) 

Rank Feature Name Statistical Score 

1 F_19 2.000000 

2 F_140 1.798498 

3 F_66 1.773822 

4 F_111 1.700447 
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5 F_113 1.628035 

6 F_318 1.582816 

7 F_278 1.580281 

8 F_50 1.532936 

9 F_183 1.521238 

10… F_69… 1.509414… 

 

Table 5.5.4: Feature Ranking: Hybrid — Chi-square + Mann-Whitney + Kruskal-Wallis (Full 
Hybrid) 

Rank Feature Name Statistical Score 

1 F_19 3.000000 

2 F_140 2.677286 

3 F_66 2.637458 

4 F_111 2.518629 

5 F_113 2.400762 

6 F_278 2.322706 

7 F_50 2.245057 

8 F_318 2.225625 

9 F_69 2.206384 
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10… F_183… 2.200489… 

 

 

5.6 Step 6 — Machine Learning Evaluation 
Four classifiers are evaluated using 4-fold cross-validation with accuracy and precision as primary 
metrics. Features are selected using each method's top-k ranking (k = 20, 50, 100). 

 
# Combine all results 
all_results = pd.concat([individual_df, combined_df], ignore_index=True) 
 
# Fix Features column 
all_results["Features"] = np.where( 
    all_results["Features"] == "All", 
    999, 
    all_results["Features"] 
).astype(int) 
 
# Sort (Accuracy = CV accuracy now) 
ranked_results = all_results.sort_values( 
    by=["Accuracy", "Precision", "Features"], 
    ascending=[False, False, True] 
).reset_index(drop=True) 
 
# Output 
print("\n🏆 TOP 10 BEST CONFIGURATIONS:\n") 
print(ranked_results.head(10)) 
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Chapter 6 
Results and Discussion 
This chapter presents a comprehensive evaluation of machine learning models under three 
experimental settings: (i) baseline performance without feature selection, (ii) individual statistical 
feature selection methods, and (iii) hybrid statistical feature selection methods. All results are 
reported using 4-fold cross-validation accuracy and precision to ensure robustness. 

 

6.1 Baseline Performance (No Feature Selection) 
In the baseline setting, all 531 features are used for training and testing. The results indicate that 
the dataset is highly separable even in high-dimensional space, confirming its quality for malware 
detection research. 

Table 6.1.1: No feature Selection 

ML Model Features Used Accuracy Precision 

Random Forest Full (531) 0.9947 0.9967 

Gradient Boosting Full (531) 0.9946 0.9935 

Logistic Regression Full (531) 0.9920 0.9935 

Decision Tree Full (531) 0.9866 0.9903 
 

Although high accuracy is achieved using all features, the use of the full feature space introduces 
unnecessary computational overhead and redundancy, limiting suitability for on-device 
deployment. 

 

6.2 Performance with Individual Statistical Methods 
This section evaluates feature selection using individual statistical tests: Chi-square, 
Mann–Whitney U, and Kruskal–Wallis. All three tests produced identical rankings on this dataset, 
confirming the consistency of non-parametric methods for binary feature spaces. 

 

Table 6.2.1: Random Forest Performance with Individual Tests 

Statistical Method Features Accuracy Precision 

Chi-square Top 20 0.9840 0.9837 

Chi-square Top 50 0.9920 0.9935 
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Statistical Method Features Accuracy Precision 

Chi-square Top 100 0.9920 0.9935 

Mann-Whitney Top 20 0.9840 0.9837 

Mann-Whitney Top 50 0.9920 0.9935 

Mann-Whitney Top 100 0.9920 0.9935 

Kruskal-Wallis Top 20 0.9840 0.9837 

Kruskal-Wallis Top 50 0.9920 0.9935 

Kruskal-Wallis Top 100 0.9920 0.9935 
 

Table 6.2.2: Gradient Boosting Performance with Individual Tests 

Statistical Method Features Accuracy Precision 

Chi-square Top 20 0.9840 0.9837 

Chi-square Top 50 0.9920 0.9903 

Chi-square Top 100 0.9920 0.9903 

Mann-Whitney Top 20 0.9840 0.9837 

Mann-Whitney Top 50 0.9920 0.9903 

Mann-Whitney Top 100 0.9920 0.9903 

Kruskal-Wallis Top 20 0.9840 0.9837 

Kruskal-Wallis Top 50 0.9920 0.9903 

Kruskal-Wallis Top 100 0.9920 0.9903 
 

Table 6.2.3: Logistic Regression Performance with Individual Tests 

Statistical Method Features Accuracy Precision 

Chi-square Top 20 0.9732 0.9806 

Chi-square Top 50 0.9920 0.9935 

Chi-square Top 100 0.9893 0.9902 

Mann-Whitney Top 20 0.9732 0.9806 

Mann-Whitney Top 50 0.9920 0.9935 

Mann-Whitney Top 100 0.9893 0.9902 

Kruskal-Wallis Top 20 0.9732 0.9806 

Kruskal-Wallis Top 50 0.9920 0.9935 

Kruskal-Wallis Top 100 0.9893 0.9902 
 

Table 6.2.4: Decision Tree Performance with Individual Tests 
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Statistical Method Features Accuracy Precision 

Chi-square Top 20 0.9786 0.9837 

Chi-square Top 50 0.9920 0.9903 

Chi-square Top 100 0.9920 0.9935 

Mann-Whitney Top 20 0.9785 0.9837 

Mann-Whitney Top 50 0.9920 0.9903 

Mann-Whitney Top 100 0.9920 0.9935 

Kruskal-Wallis Top 20 0.9785 0.9837 

Kruskal-Wallis Top 50 0.9920 0.9903 

Kruskal-Wallis Top 100 0.9920 0.9935 
 

 

6.3 Performance with Hybrid Statistical Methods 
Hybrid feature selection combines multiple statistical scores to capture complementary feature 
relevance patterns. The results below demonstrate that hybrid methods frequently outperform 
individual methods, particularly for Logistic Regression. 

 

Table 6.3.1: Hybrid — Chi-square + Mann–Whitney 

ML Model Features Accuracy Precision 

Random Forest Top 20 0.9920 0.9903 

Random Forest Top 50 0.9893 0.9871 

Random Forest Top 100 0.9920 0.9903 

Gradient Boosting Top 20 0.9920 0.9903 

Gradient Boosting Top 50 0.9920 0.9903 

Gradient Boosting Top 100 0.9920 0.9903 

Logistic Regression Top 20 0.9840 0.9810 

Logistic Regression Top 50 0.9840 0.9810 

Logistic Regression Top 100 0.9840 0.9810 

Decision Tree Top 20 0.9920 0.9903 

Decision Tree Top 50 0.9920 0.9903 

Decision Tree Top 100 0.9920 0.9903 
 

Table 6.3.2: Hybrid — Chi-square + Kruskal–Wallis 
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ML Model Features Accuracy Precision 

Random Forest Top 20 0.9920 0.9903 

Random Forest Top 50 0.9920 0.9934 

Random Forest Top 100 0.9947 0.9967 

Gradient Boosting Top 20 0.9920 0.9903 

Logistic Regression Top 20 0.9920 0.9903 

Logistic Regression Top 50 0.9920 0.9935 

Decision Tree Top 50 0.9920 0.9935 
 

Table 6.3.3: Hybrid — Mann–Whitney + Kruskal–Wallis 

ML Model Features Accuracy Precision 

Random Forest Top 20 0.9920 0.9903 

Random Forest Top 100 0.9920 0.9903 

Gradient Boosting Top 20 0.9920 0.9903 

Logistic Regression Top 100 0.9973 1.0000 

Decision Tree Top 20 0.9920 0.9903 
 

Table 6.3.4: Hybrid — Chi-square + Mann–Whitney + Kruskal–Wallis (Full Hybrid) 

ML Model Features Accuracy Precision 

Random Forest Top 20 0.9893 0.9871 

Random Forest Top 100 0.9920 0.9903 

Gradient Boosting Top 20 0.9920 0.9903 

Gradient Boosting Top 100 0.9920 0.9903 

Logistic Regression Top 20 0.9840 0.9810 

Logistic Regression Top 100 0.9920 0.9903 

Decision Tree Top 20 0.9920 0.9903 
 

 

6.4 Top 10 Best Configurations 
The following table summarizes the ten best-performing configurations across all experiments, 
demonstrating that hybrid feature selection yields the most optimal performance with drastically 
reduced feature counts. 
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Table 6.4.1: Top 10 Best Configurations 

ML Model Statistical Method Features Accuracy Precision 

Logistic Regression MW + Kruskal Top 100 0.9973 1.0000 

Random Forest Chi + Kruskal Top 100 0.9947 0.9967 

Random Forest Chi + Kruskal Top 50 0.9920 0.9934 

Random Forest Chi + MW Top 100 0.9920 0.9903 

Random Forest MW + Kruskal Top 100 0.9920 0.9903 

Random Forest Chi+MW+Kruskal Top 100 0.9920 0.9903 

Random Forest Chi-square Top 50 0.9920 0.9935 

Random Forest MW + Kruskal Top 50 0.9920 0.9935 

Random Forest Kruskal Top 50 0.9920 0.9935 

Logistic Regression Chi-square Top 50 0.9920 0.9935 
 

 

6.5 Key Findings and Analysis 
The results highlight several important observations: 

 
❖​ Feature reduction significantly improves computational efficiency — from 531 to 50 

features (>90% reduction) while maintaining near-identical accuracy. 
❖​ Hybrid methods outperform individual methods by combining complementary statistical 

perspectives on feature relevance. 
❖​ The best result — 99.73% accuracy and 100% precision — was achieved by Logistic 

Regression with Mann–Whitney + Kruskal–Wallis hybrid selection using only 100 
features. 

❖​ Tree-based models (Random Forest, Gradient Boosting, Decision Tree) consistently 
achieve ~99.2% accuracy with just Top 50 features from any method. 

❖​ Chi-square can mis-rank sparse features; combining it with non-parametric tests mitigates 
this weakness. 

❖​ Logistic Regression benefits most from hybrid selection, gaining nearly 2.5 percentage 
points over its baseline with individual tests using Top 20 features. 

❖​ All three individual statistical tests produce identical feature rankings on this binary 
dataset, confirming theoretical equivalence for this data type. 
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Chapter 7

Conclusion

This dissertation has proposed and evaluated a Statistical Test-Driven Feature Selec-
tion framework for mobile malware detection. By systematically applying Chi-square,
Kruskal-Wallis, and Mann-Whitney U tests both individually and in hybrid combina-
tions the work demonstrates that rigorous statistical methods can serve as an effective,
interpretable, and computationally lightweight alternative to wrapper-based and embed-
ded feature selection approaches.

The experimental results on the UCI malware detection dataset confirm the following
key conclusions:

• Statistical tests offer consistent and reliable feature ranking all three statistical tests
used individually offered consistent feature rankings on this binary data set, proving
consistency in statistical results.

• Statistical hybrid approaches outperform individual methods - hybridization of two
or more statistical tests utilizes complementary nature of different methods, thus
improving or maintaining the accuracy.

• Diminishing dimensionality by 60-90% or even more is possible without loss in
accuracy reducing from 531 features to 50-100 did not lower accuracy more than
0.3% from the baseline.

• The optimal method configuration - LR+MW+KW (Top 100 features) - showed
99.73% accuracy and 100% precision, beating the baseline by both metrics.

• The proposed approach is applicable to mobile and scanning devices - its low com-
putational complexity allows direct implementation in constrained hardware.

• Statistical ensembles show good results in terms of both performance and mathe-
matical justification.

This work fills an important gap in the existing literature by proposing a purely sta-
tistical hybrid framework and providing a comprehensive comparative evaluation across
multiple classifiers and feature subset sizes. The reproducible Python implementation
ensures that the results are transparent and extensible for future research.
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Chapter 8

Future Scope and Social Impact

8.1 Future Research Directions
This work opens several promising avenues for future research:

• Extension to Dynamic Analysis - Expanding the model to include dynamic proper-
ties like system calls and network communication for a more holistic hybrid analysis
process.

• Combination of Statistical Analysis and Deep Learning - Employing features chosen
by statistical methods as inputs to deep neural networks and autoencoders for
automatic feature extraction.

• Deployment on Mobile Edge Computing Nodes - Adopting the lightweight detection
method on Android phones for real-time malware detection.

• AutoML for Feature Selection Utilizing automated machine learning pipelines that
automatically choose the best combination of statistical tests for the dataset.

• Real-Time Anomaly Detection Developing the model for use in streaming environ-
ments for continuous detection purposes.

• Large-Scale Android Malware Benchmarking - Benchmarking the hybrid model us-
ing large-scale datasets like DREBIN, MaMaDroid, or AndroZoo.

• Advanced Persistent Threats Detection via Behavioral Features - Including tempo-
ral and behavioral features in the model for the detection of advanced persistent
threats (APTs).

8.2 Social Impact
The successful deployment of this framework could have significant positive societal im-
pacts:

• Improved User Privacy - By detecting spyware and data-stealing applications, the
framework directly protects users’ personal and financial information.

• Reduced Malware Spread - Lightweight on-device detection reduces the propagation
of mobile malware across networks and devices.
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• Better Cyber Hygiene Increased confidence in mobile app security encourages safer
digital behaviors across the population.

• Significant Reduction in Mobile Cybercrime Losses - With mobile malware causing
billions of dollars in losses annually, effective lightweight detection can substantially
reduce financial harm.

• Accessibility - Because the approach is computationally lightweight, it can be de-
ployed on low-end devices, extending protection to users in developing economies.
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