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ABSTRACT

Deep neural networks have become the foundation of modern artificial intelli-
gence systems applied to computer vision, natural language processing, autonomous
sensing, medical imaging, code generation, and multimodal decision making. Their
exceptional performance, however, is accompanied by increasing exposure to adver-
sarial threats. Among these, backdoor attacks represent a particularly serious secu-
rity vulnerability. A backdoored model behaves normally on clean inputs but exhibits
attacker-induced erroneous behaviour when a concealed trigger is present. This dual-
mode operation allows malicious functionality to remain undetected during standard
evaluation while posing genuine risks upon deployment.

This thesis examines backdoor security in deep neural networks through two
distinct but complementary angles. The first contribution investigates TWIN, a fine-
tuning-centred survey framework that analyses fine-tuning as both a weapon and a
shield in backdoor security.Modern artificial intelligence practice increasingly relies on
pre-trained models, modelhubs, plug-in adapters, prompt tuning, LoRA-style parameter-
efficient fine-tuning, and downstream adaptation. In this context, fine-tuning may mit-
igate backdoors but may also activate, preserve, or implant them. TWIN organises
attacks and defences around this dual role and provides taxonomies for fine-tuning-
related attacks, fine-tuning-based defences, PEFT-centric vulnerabilities, adaptation-
stage monitoring, weight-space repair, and representation-level purification.

The second contribution presents ProAttack, an advanced untargeted backdoor
attack that causes semantically plausible misclassifications rather than arbitrary errors.
In contrast to fixed-target attacks, ProAttack guides triggered inputs toward visually
coherent wrong classes by leveraging CLIP ViT-B/32 embeddings, class prototype-
based destination selection, and a jointly trained U-Net perturbation generator. Bench-
mark evaluations across CIFAR-10, GTSRB, and CIFAR-100 confirm strong attack
effectiveness with negligible clean accuracy loss and imperceptible trigger patterns.

By combining these two contributions, the thesis offers a unified view of con-
temporary backdoor security. ProAttack demonstrates how semantic guidance can
strengthen untargeted attacks, while TWIN clarifies why the fine-tuning stage has be-
come a critical control point in the model lifecycle. The thesis further discusses the
implications of these contributions for secure deployment, defence design, trustworthy
pre-trained models, and future research directions.

Keywords: Backdoor attacks, deep neural networks, untargeted attack, CLIP em-
beddings, prototype-guided learning, U-Net trigger generator, fine-tuning, pre-trained
models, parameter-efficient fine-tuning, backdoor defence.
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CHAPTER 1

INTRODUCTION

1.1 Background and Motivation

Artificial intelligence systems based on DNN are now deployed in domains where re-
liability, safety, and trust are essential. Image classifiers assist automated inspection
systems, traffic sign recognition modules support autonomous driving, language mod-
els support reasoning and code generation, and multimodal models combine visual and
textual knowledge to perform complex tasks. In many of these applications, the under-
lying model is not trained from scratch by the final user. Instead, developers commonly
begin with a pre-trained model, download a checkpoint or adapter, fine-tune it on task-
specific data, and deploy the resulting model in a downstream environment [20, 22].
This development paradigm has accelerated progress but has also expanded the secu-
rity surface of modern machine learning systems.

Backdoor attacks exploit this expanded attack surface. A backdoor is a hidden
behaviour embedded into a model such that the model performs normally on clean
inputs but behaves maliciously when a trigger is present [1, 2]. The trigger may be a
visible patch [1], an imperceptible perturbation [3], a frequency-domain pattern [8], a
style cue, a prompt token [28, 29], a compromised adapter [23], or a process-level con-
dition such as fine-tuning [30, 33]. Because the model maintains high clean accuracy,
ordinary validation may fail to reveal the presence of the backdoor. This characteristic
makes backdoor attacks particularly dangerous for outsourced training, model reuse,
cloud deployment, and foundation model adaptation [24, 25].

At the same time, modern deployment practices depend heavily on fine-tuning.
Fine-tuning is no longer a simple post-training adjustment; it is a central step in model
adaptation, adapter sharing, prompt learning, model repair, and domain transfer [20].
Fine-tuning may suppress an existing backdoor by weakening the trigger associa-
tion [20, 21], but it may also activate a dormant backdoor [33, 30] or preserve ma-
licious behaviour across downstream adaptation [26, 24]. The first research contribu-
tion examined in this thesis, TWIN, analyses this dual role of fine-tuning as both an
adversarial weapon and a defensive shield.

Traditional backdoor studies focus primarily on targeted attacks [1, 2, 18]. In
a targeted setting, all triggered inputs are mapped to a fixed attacker-selected class.
Although effective, such deterministic behaviour can become detectable because all
triggered samples collapse to the same output [16, 6]. Untargeted backdoor attacks
relax this constraint and only aim to cause an incorrect prediction [12]. This makes
the attack objective more flexible and more suitable for disruption-oriented scenarios.
However, if incorrect labels are assigned without semantic structure, the resulting mis-
classifications may appear arbitrary or implausible [12]. The second research contribu-

1



tion examined in this thesis addresses this issue by proposing ProAttack, a prototype-
guided untargeted backdoor attack that uses visual-semantic priors from CLIP [13] to
guide triggered samples toward plausible destination classes.

The motivation of this thesis therefore lies in the need to understand back-
door security at two levels. The first level examines how the model lifecycle, partic-
ularly fine-tuning, affects both attack survival [26, 25, 24, 27] and defensive mitiga-
tion [20, 21, 22]. The second level examines how advanced attacks can be made more
semantically plausible and less predictable [12, 13]. Together, these perspectives pro-
vide a comprehensive view of current and emerging backdoor threats in deep neural
networks.

1.2 Problem Domain Overview

Backdoor security is concerned with the behaviour of models under hidden trigger con-
ditions. A clean classifier correctly maps an input image to its true label. A backdoored
classifier should behave similarly for clean inputs so that it passes standard validation;
however, when the trigger is inserted into the input or the model is exposed to a spe-
cific activation condition, the classifier produces an attacker-influenced output [1]. The
threat becomes more difficult to address when the trigger is imperceptible, dynamic,
input-dependent, or distributed across model weights and adapters [12, 23].

The problem domain includes several interacting components. The first com-
ponent is the attack mechanism: attacks may poison data, modify labels [1, 2], al-
ter weights [26, 27], tune adapters [28, 29], manipulate prompts, or exploit down-
stream fine-tuning [30, 33, 32]. The second component is the trigger representation:
triggers may be spatial patches [1], blended perturbations [2], warping fields [18],
frequency-domain patterns [8], style changes [5], textual cues [28], or latent process
conditions [30]. The third component is the target behaviour: traditional attacks en-
force a fixed target [1], whereas untargeted attacks only require misclassification [12].
The fourth component is the defence mechanism, which may use input filtering, trigger
inversion [16], pruning [17, 9], fine-tuning [20, 21], distillation [22], parameter-space
detection [23], or monitoring during adaptation.

In this thesis, the focus is on two important aspects of this domain. First, the
thesis studies fine-tuning-related attacks and defences through the TWIN taxonomy,
which captures how fine-tuning can preserve, activate, complete, repair, or detect back-
doors in pre-trained models. Second, the thesis studies untargeted backdoor attacks
that are not restricted to a fixed target class, and in particular focuses on ProAttack,
which addresses the weakness of unconstrained untargeted attacks [12] by introducing
semantic target generation via CLIP [13] and prototype-guided destination assignment.

1.3 Existing Challenges

Backdoor security remains difficult because the threat is hidden and conditional. A
model may achieve high clean accuracy and still contain malicious behaviour [1, 19].
This creates a mismatch between ordinary performance evaluation and security evalu-
ation. Several challenges arise from this mismatch.
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First, modern models are typically adapted after pre-training, and the effect of
this adaptation on embedded backdoors is not uniform [20, 26, 25]. A backdoor may
weaken during fine-tuning, survive fine-tuning [26, 24, 27], or remain dormant until
activated by a downstream adaptation step [33, 30, 32]. Evaluating model security at
a single point in time is therefore insufficient; security must be assessed across every
adaptation phase.

Second, parameter-efficient fine-tuning introduces additional risks [28, 29, 23].
Adapters, prompt vectors, and LoRA-style modules are compact and easily distributed,
yet these artefacts may carry hidden behaviour independently of the base model. De-
tecting malicious tuning components is challenging because they may appear benign
when inspected in isolation [23].

Third, defence evaluation remains fragmented. Many defences are evaluated
against a narrow set of attack types [16, 17, 9, 10], whereas emerging attacks exploit
fine-tuning trajectories [30, 31], agentic traces, multimodal signals, or dormant trig-
gers [33]. A systematic taxonomy is required to identify where current defences are
effective and where gaps persist.

Fourth, many targeted backdoor attacks exhibit predictable output behaviour [1,
18], and that predictability enables defence approaches that search for frequent targets,
anomalous class dynamics, or consistent trigger responses [16, 6, 7]. In contrast, un-
targeted attacks reduce this predictability [12] but, when they lack structural guidance,
may also produce semantically unrealistic misclassification patterns. A fundamental
challenge, therefore, is to construct an attack that retains flexibility while remaining
semantically plausible.

Fifth, balancing trigger imperceptibility with attack success is a persistent dif-
ficulty [18, 8, 12]. A highly visible trigger tends to increase attack success but is
more susceptible to detection [6, 7]. An imperceptible trigger is more stealthy but is
more difficult to optimise. Furthermore, making trigger generation input-dependent
improves concealment but increases the complexity of training [12].

1.4 Problem Statement

The central problem addressed in this thesis is the need to understand and organise
modern backdoor security in DNN under two complementary conditions: fine-tuning-
centred model adaptation and semantically guided untargeted attack behaviour.

More specifically, the thesis examines the following problems:

1. How can fine-tuning be understood as both a mechanism for backdoor
activation [33, 30, 32, 31] and a mechanism for backdoor mitigation [20,
21, 22] in modern pre-trained models?

2. How can untargeted backdoor attacks [12] be made more semantically
plausible and stealthy using visual-semantic priors [13]?

This problem is addressed through two research contributions. The first con-
tribution presents TWIN as a comprehensive fine-tuning-centred analysis of back-
door attacks and defences covering attacks that survive [26, 24, 25, 27], activate af-
ter [33, 30, 31], or exploit [28, 29, 23] fine-tuning. The second contribution introduces
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ProAttack, a prototype-guided untargeted backdoor method that builds on CLIP em-
beddings [13] and extends the untargeted threat model established by UBA [12]. The
combined thesis examines not only the broader lifecycle in which attacks may be im-
planted, preserved, detected, or neutralised, but also the target-free attack construction
itself.

1.5 Research Objectives

The primary objectives of this thesis are as follows:

1. To study the fundamentals of backdoor attacks in deep neural networks [1, 2, 3],
including targeted and untargeted threat models [12].

2. To analyse the limitations of conventional targeted attacks [1, 18] and uncon-
strained untargeted attacks [12].

3. To study fine-tuning as a central axis in backdoor security and explain how it
functions both as an attack vector [33, 30] and a defence mechanism [20, 21, 22].

4. To present the TWIN taxonomy of fine-tuning-related attacks and defences, in-
cluding process-as-trigger attacks [33, 30], fine-tuning-completed backdoors [32],
fine-tuning-resilient attacks [26, 24, 25], PEFT-centric attacks [28, 29], and fine-
tuning-based defences [20, 21, 23].

5. To provide a detailed thesis-level explanation of ProAttack, including CLIP-
driven target generation [13], prototype-guided destination assignment, U-Net-
based trigger generation, and joint optimisation [12].

6. To examine the experimental outcomes reported for ProAttack on CIFAR-10 [14],
GTSRB [15], and CIFAR-100 [14], including attack success, clean accuracy re-
tention, and trigger imperceptibility.

7. To compare the two contributions and discuss their combined implications for
model security, trustworthy adaptation, and future defence design.

1.6 Scope of the Research

The scope of this thesis is limited to the academic analysis of backdoor attacks and
defences in DNN. It does not introduce new experiments beyond those reported in
the two source papers; instead, it expands the methodology, background, mathemat-
ical formulation, results, and discussion into a thesis format. The thesis focuses on
pre-trained model adaptation in the TWIN contribution and on image classification
datasets [14, 15] in the ProAttack contribution. The thesis covers the following areas:

• Backdoor attacks in DNN classifiers [1, 2, 3, 4].

• Fine-tuning-related attack and defence taxonomies [20, 26, 33].

4



• PEFT and adapter-related backdoor risks [28, 29, 23].

• Untargeted backdoor behaviour and semantic destination control [12].

• CLIP-based visual-semantic similarity for destination-set construction [13].

• Prototype-based feature-space destination assignment.

• U-Net-based input-dependent trigger generation.

• Research gaps and future directions in backdoor security.

The thesis does not provide executable attack code or deployment instructions.
Its purpose is research analysis and academic documentation.

1.7 Applications and Relevance

Backdoor security is relevant in any setting where machine learning models are trained,
adapted, transferred, or reused. In autonomous driving, a backdoored traffic sign
recognition model may misclassify triggered signs while appearing reliable on all
other inputs [15]. In biometric authentication, a concealed cue may enable unautho-
rised access. In medical imaging, a backdoor may shift diagnostic predictions when
subtle image perturbations are applied. In natural language systems, prompt-level or
adapter-level triggers may alter generated text and its semantic meaning [28, 29]. In
code-generation models, backdoors may introduce insecure code patterns under rare
conditions [24]. In agentic systems, poisoned task traces may influence tool selection
or planning behaviour [30].

The TWIN contribution is relevant because it examines the adaptation pipeline
itself. As model hubs, fine-tuned checkpoints, LoRA adapters, and prompt modules
become commonplace [20, 23], security evaluation must move beyond static inspection
and encompass provenance, auditing, and monitoring across the entire model lifecycle.
The ProAttack contribution is relevant because it studies a stronger form of untargeted
attack [12] that avoids the rigidity of a fixed target label and leverages visual-semantic
similarity from CLIP [13] to produce plausible misclassification behaviour that is more
stealthy and harder to detect [6, 7, 19].

1.8 Research Contributions

This thesis is built on two major research contributions:

Contribution 1: TWIN: A Survey of Fine-Tuning as Both Weapon and Shield in
Backdoor Security. The first contribution explains TWIN, a sur-
vey framework that organises fine-tuning-related backdoor attacks
and defences around the dual role of fine-tuning as both weaponisa-
tion and immunisation. The framework covers attacks that survive
fine-tuning [26, 24, 25, 27], attacks activated by fine-tuning [33,
30, 31, 32], PEFT-centric attacks [28, 29], and defences including

5



fine-tuning-based purification [20, 21, 22] and PEFT artefact inspec-
tion [23].

Contribution 2: ProAttack: Prototype-Guided Untargeted Backdoor Attack on
DNN. The second contribution explains ProAttack, which extends
the untargeted threat model of UBA [12] by integrating CLIP-driven
visually coherent target generation [13], prototype-guided destina-
tion assignment, and a U-Net trigger generator to produce stealthy
untargeted backdoor behaviour with semantically plausible misclas-
sifications, validated on CIFAR-10 [14], GTSRB [15], and CIFAR-
100 [14].

Together, these contributions connect a lifecycle-level security taxonomy with
an attack-level methodology. This combination allows the thesis to discuss not only
where modern backdoor attacks fit within the broader deployment and defence ecosys-
tem, but also how such attacks can be constructed to be simultaneously flexible, se-
mantically coherent, and resistant to established detection methods [6, 16, 9, 10, 11].

1.9 Thesis Organisation

The remainder of this thesis is organised as follows. Chapter 2 reviews existing liter-
ature on backdoor attacks [1, 2, 18, 8], fine-tuning vulnerabilities [26, 33, 30], PEFT
risks [28, 29, 23], and defence mechanisms [16, 17, 9, 10, 11, 20, 21, 22]. Chapter 3
presents TWIN: A Survey of Fine-Tuning as Both Weapon and Shield in Backdoor Se-
curity. Chapter 4 presents ProAttack: Prototype-Guided Untargeted Backdoor Attack
on Deep Neural Networks, along with its methodology and experimental analysis on
CIFAR-10, GTSRB, and CIFAR-100 [14, 15]. Finally, Chapter 5 concludes the thesis
with major findings, limitations, and future research directions.
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CHAPTER 2

LITERATURE REVIEW

2.1 Backdoor Attacks in DNN

A backdoor attack embeds malicious behaviour into a model while preserving nor-
mal performance on clean inputs. The canonical example is BadNets, where a trigger
pattern is inserted into selected training samples and the labels of those samples are
changed to a target class [1]. The trained model learns the trigger as a shortcut fea-
ture; during inference, any input containing the trigger is classified as the target label.
This mechanism demonstrated that DNN could be manipulated through training data
poisoning while remaining accurate on clean validation data.

Subsequent attacks improved stealth and practicality. Blended backdoor attacks
insert low-opacity triggers that are more difficult to detect visually [2]. Reflection-
based attacks use natural reflection patterns as triggers [5]. Warping-based attacks
such as WaNet create input transformations that are less conspicuous than patch trig-
gers [18]. Frequency-domain attacks exploit spectral perturbations, demonstrating that
triggers need not be apparent in the spatial domain [8]. Feature-space attacks manipu-
late internal representations rather than relying solely on visible input patterns.

Backdoor attacks may be classified as dirty-label or clean-label. Dirty-label at-
tacks modify both the input and its label [1, 2]. Clean-label attacks retain the ground-
truth label, making poisoned examples more difficult to identify through manual in-
spection [3]. Physical-trigger attacks use real-world objects or patterns that can activate
the backdoor after image capture.Semantic-trigger attacks activate behaviour based on
content properties, styles, or linguistic patterns rather than explicit patches.

2.2 Fine-Tuning in Pre-Trained Models

Modern machine learning increasingly relies on pre-trained models. A model may be
trained once on a large dataset and then adapted to many downstream tasks through
fine-tuning, which updates model parameters using task-specific data. This paradigm
has become the dominant deployment pattern across image classification, natural lan-
guage processing, code generation, and multimodal systems [20, 22].

Fine-tuning also fundamentally alters the backdoor threat landscape. A back-
door may survive fine-tuning if it is embedded in robust parameter regions that resist
downstream update [26, 24]. It may remain dormant before adaptation and activate
only after fine-tuning [33, 30]. It may be carried by an adapter rather than by the full
model [28, 29]. It may be completed when downstream labels are introduced [32]. It
may also be mitigated by clean fine-tuning on trusted data [20, 21]. This dual role—
fine-tuning as both attack vector and defensive primitive—is the central organising axis
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of TWIN.
Early work established that fine-tuning could preserve backdoors across tasks.

RIPPLES demonstrated that weight-poisoning attacks on pretrained NLP models sur-
vived standard downstream fine-tuning [26]. BadPre and POR showed analogous sur-
vival in BERT-family and general NLP pretrained models [24, 25]. Layerwise weight
poisoning (LWP) identified that certain transformer layers are less affected by adap-
tation and exploited this to improve backdoor persistence [27]. These findings estab-
lished that fine-tuning alone does not guarantee backdoor removal.

More recent work has shown that fine-tuning can itself be weaponised as the
activation mechanism. Hibernated backdoor attacks keep malicious behaviour com-
pletely dormant during pre-deployment inspection and activate it only when the down-
stream user applies supervised fine-tuning [33]. DeferBad further formalises this de-
ferred activation paradigm for vision models.FAB extends this concept to large lan-
guage models, showing that dormant adversarial behaviours can be activated by in-
struction fine-tuning [30]. Dormant Backdoor demonstrates the same threat in vision-
language models.SCAR introduces a distillation-conditional variant in which the back-
door activates during knowledge distillation rather than supervised fine-tuning [31].
Together, these attacks demonstrate that process-as-trigger backdoors are not confined
to a single architecture or domain.

Fine-tuning has also been shown to complete partially implanted backdoors.
Latent backdoor attacks embed an incomplete adversarial pathway into a source model;
the backdoor becomes functional only when the downstream user introduces the rel-
evant target label during adaptation [32]. This transfer learning exploit confirms that
the threat is distributed across the supply chain rather than localised to a single training
stage.

2.3 Parameter-Efficient Fine-Tuning and Adapter Risks

Parameter-efficient fine-tuning (PEFT) methods such as prompt tuning, prefix tuning,
and LoRA have become widespread because they allow large models to be adapted
with far fewer trainable parameters.The compact size of PEFT artefacts makes them
easy to distribute and reuse. This creates a supply-chain risk: a malicious adapter
or prompt vector may carry hidden behaviour while appearing to be a useful tuning
module [28, 29, 23]. Since the base model may be clean, inspection of the base model
alone is insufficient.

PPT and BadPrompt demonstrated that backdoors can be embedded directly
into prompt vectors and continuous prompt modules, bypassing base-model inspec-
tion [28, 29]. PADBench documented that LoRA, QLoRA, DoRA, LoRA+, and AdaLoRA
can all function as backdoor carriers across classification, named-entity recognition,
generation, and vision tasks.UBA-Inf introduced an unlearning-activated variant in
which the backdoor remains hidden until a machine-unlearning or model-repair proce-
dure is applied.

Agentic systems introduce an additional attack surface. Silent Sabotage showed
that an attacker can poison the interaction traces used to fine-tune AI agents, including
web navigation histories and tool-use sequences, resulting in backdoors that influence
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future planning and decision-making while bypassing safety filters such as LlamaFire-
wall and PromptGuard.

2.4 Fine-Tuning-Based Backdoor Defences

Fine-tuning-based defences are especially relevant in the context of pre-trained mod-
els. Since many models are adapted before deployment, fine-tuning on trusted clean
data can weaken hidden trigger associations [20, 21]. Super-fine-tuning extended this
idea using a cyclical learning-rate schedule to force trigger forgetting during high-
LR phases while preserving clean-task utility during low-LR phases, reducing ASR
from 99.8% to 8.1% [20]. DeepSweep applied complementary data augmentations to
disrupt trigger patterns, achieving an average ASR of 0.053 across eight attacks [21].
SSL-KD used self-supervised knowledge distillation to realign internal representations
with benign behaviour, outperforming Fine-Pruning and Neural Cleanse against mul-
tiple attack types [22].

PEFT-specific defences address adapter-level threats. Obliviate operates in-
process during fine-tuning, injecting an amplification loss to maximise the ℓ2-norm of
PEFT weights and a regularisation loss to suppress trigger-related attention, reducing
ASR by 83.6% with only 0.78% clean-accuracy loss across Adapter, LoRA, and Prefix-
tuning settings [23]. PEFTGuard takes a parameter-space route, training a CNN and
MLP meta-classifier on channel- and layer-wise adapter weights to achieve near-100%
detection accuracy with AUC of 1.0, transferring zero-shot to QLoRA, LoRA+, and
DoRA.

Classical defences also remain relevant. Neural Cleanse searches for minimal
perturbations that cause target-class activation [16]. Fine-Pruning removes neurons
associated with backdoor behaviour [17]. STRIP detects backdoor inputs by measuring
prediction entropy under input perturbation [6]. SentiNet localises suspicious regions
and tests their influence on model predictions [7]. Adversarial Neuron Pruning (ANP)
removes neurons with strong backdoor association [9]. Anti-backdoor learning (ABL)
weakens shortcut correlations during training on poisoned data [10]. Reconstructive
neuron pruning further repairs compromised models [11].

TWIN organises these attacks and defences into a unified fine-tuning-centred
taxonomy, showing that the same adaptation step can function as either an adversarial
activation mechanism or a defensive repair primitive.

2.5 Targeted and Untargeted Backdoor Threat Models

Targeted attacks redirect triggered inputs to a fixed attacker-selected label [1, 2, 18].
This objective is straightforward to optimise and easy to evaluate using attack success
rate. However, fixed-target behaviour can create a detectable signature: if many diverse
inputs are suddenly classified into the same class under a trigger, defences can search
for anomalous class behaviour, input-output instability, or common trigger patterns.
Defences such as STRIP, SentiNet, ANP, ABL, and RNP are all designed with targeted
attacks as the primary threat model [6, 7, 9, 10, 11].

Untargeted attacks remove the fixed target requirement. Instead of forcing all
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triggered inputs into one class, the attacker only aims to cause an incorrect prediction.
UBA introduced this paradigm, jointly training a trigger generator and classifier using
an evasion loss so that backdoored samples map to random wrong labels [12]. This
makes the attack more flexible and harder to detect using fixed-target detection meth-
ods. However, unconstrained destination assignment can produce implausible mis-
classifications and highly imbalanced target distributions, which may reduce semantic
realism and weaken decision-boundary consistency [12].

ProAttack addresses these limitations by guiding triggered samples toward vi-
sually coherent destination classes rather than arbitrary incorrect labels.

2.6 Vision-Language Priors and Semantic Guidance

ProAttack uses CLIP embeddings to build visually coherent destination sets. CLIP
learns a joint image-text embedding space from large-scale image-text pairs [13]. In
this space, visually and semantically related concepts tend to be proximal. This prop-
erty can be used to identify plausible destination classes for untargeted backdoor mis-
classification: for example, an image from one traffic-sign class [15] may be redirected
toward a visually similar sign class rather than toward an arbitrary unrelated category.

The use of vision-language priors changes the nature of untargeted attack de-
sign [13]. Instead of treating all incorrect labels equally, the attacker can rank potential
destination classes according to semantic similarity. This makes triggered misclassi-
fication appear more natural and also demonstrates that foundation models may indi-
rectly strengthen adversarial systems by providing external semantic knowledge.

2.7 Prototype-Based Learning in Backdoor Attacks

Class prototypes are feature-space representatives computed as the mean of penultimate-
layer activations over all samples in a class. Prototype-based reasoning is useful be-
cause it describes class neighbourhoods in the learned representation space. In ProAt-
tack, prototypes are used to assign sample-specific destinations. A candidate destina-
tion is preferred if its prototype is proximal to the clean sample feature, if the logit
margin is favourable, if the classifier weight direction aligns with the desired shift, and
if the destination distribution remains balanced across all target classes.

This design makes the attack more structured than random untargeted assign-
ment [12]. The trigger is not merely optimised to reduce the correct-class probability;
it is also guided toward destination regions that are plausible in the model’s own fea-
ture space. The combination of CLIP-level semantic coherence [13] and classifier-level
prototype assignment produces a layered form of guidance that improves both attack
success rate and semantic realism over unconstrained untargeted methods [12].

2.8 Backdoor Defences Against Untargeted Attacks

Most existing defences assume targeted backdoor behaviour and exploit the predictabil-
ity of fixed-label collapse. STRIP tests whether an input is backdoored by measur-
ing prediction entropy under strong augmentation: targeted attacks produce confident
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wrong-class predictions even after blending, while clean inputs do not [6]. SentiNet
identifies localised regions that strongly alter predictions and flags them as potential
triggers [7]. ANP and RNP prune neurons whose activation patterns are consistent with
a single target class [9, 11]. ABL weakens shortcut learning during training by identi-
fying and isolating samples that converge anomalously quickly to a target label [10].

Untargeted attacks disrupt the assumptions underlying each of these meth-
ods [12]. Since triggered predictions are not concentrated on a single class, entropy
thresholds, class-anomaly detectors, and single-target-inversion schemes lose discrim-
inative power. ShortcutProbe identified backdoor samples through internal stability
analysis, which may offer partial robustness to untargeted behaviour [19]. ProAt-
tack further challenges these defences by constraining misclassification to semantically
plausible destinations, making triggered outputs more consistent with natural error dis-
tributions.

2.9 Research Gaps

The reviewed literature reveals several gaps that motivate the two thesis contributions.
In the domain of fine-tuning security, the principal gap is organisational: existing
works are organised around trigger types or poisoning strategies [1, 16, 6], and no
prior taxonomy places fine-tuning at the centre of the analysis. This leaves dormant,
PEFT-carried, distillation-activated, and agentic backdoors without a unified frame-
work [33, 28, 31]. TWIN addresses this gap by developing a fine-tuning-centred tax-
onomy of attacks and defences that captures the dual role of adaptation in adversarial
and defensive settings.

In the domain of untargeted attacks, the principal gap is semantic: existing
methods assign triggered destinations arbitrarily [12], reducing the realism of misclas-
sification behaviour and making attacks easier to detect through inconsistency with
natural error distributions. ProAttack addresses this gap by integrating CLIP-driven
destination generation [13] and prototype-guided assignment into a jointly optimised
trigger generation framework, producing semantically plausible and visually stealthy
untargeted misclassification.

2.10 Summary

This chapter reviewed the main concepts and methods related to backdoor attacks [1, 2,
18, 8], fine-tuning-based threats and defences [26, 33, 20, 21, 22], parameter-efficient
fine-tuning risks [28, 29, 23], semantic guidance [13], prototype-based learning, and
the targeted-versus-untargeted threat distinction [12]. The literature demonstrates that
backdoor attacks have evolved from simple fixed triggers [1] to sophisticated lifecycle-
aware threats that exploit the adaptation pipeline itself. It also shows that fine-tuning
has become central to both attack and defence [20], motivating the TWIN taxonomy
presented in Chapter 3. The untargeted attack literature further reveals a semantic gap
in destination assignment [12], motivating ProAttack presented in Chapter 4.
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CHAPTER 3

TWIN: A SURVEY OF FINE-TUNING AS BOTH WEAPON
AND SHIELD IN BACKDOOR SECURITY

3.1 Introduction

This chapter presents the first research contribution of the thesis: TWIN, a survey
framework that analyses fine-tuning as both a weapon and a shield in backdoor se-
curity. The acronym TWIN stands for Two-sided Weaponisation and Immunisation
through fine-tuning. The framework recognises that fine-tuning is central to modern
model deployment: it is used to adapt pre-trained models to downstream tasks, but it
can also preserve, activate, implant, or remove backdoors.

Traditional backdoor surveys organise the literature around trigger types, poi-
soning strategies, or defence categories. However, the rapid proliferation of pre-trained
models and parameter-efficient adaptation requires a different organising principle. In
modern deployment, a model may pass static inspection before fine-tuning but become
malicious after downstream adaptation. Conversely, a model containing a backdoor
may have that backdoor weakened through careful fine-tuning. Fine-tuning is there-
fore not merely a training step; it is a security-critical stage at which adversarial and
defensive objectives directly intersect.

The motivation for TWIN is to place fine-tuning at the centre of analysis. This
clarifies how attacks exploit adaptation and how defences can leverage adaptation. It
also exposes gaps where current defences are insufficient, particularly for dormant,
PEFT-carried, multimodal, code-generation, and agentic backdoors. By making fine-
tuning the organising lens, TWIN extends existing reviews beyond trigger-centric per-
spectives and clarifies the dual role that adaptation plays in shaping the security of
pre-trained models.

The chapter is organised as follows. Section 3.2 formalises the backdoor at-
tack mechanism and introduces the TWIN taxonomy. Sections 3.3 and 3.4 describe
fine-tuning-related attacks and defences in detail, each closing with a chronological or
summary table and evaluation metrics. Section 3.5 provides an integrated analytical
discussion covering the attack-defence correspondence, identified research gaps, open
challenges, and practical recommendations for stakeholders. Section 3.6 concludes the
chapter.

3.2 Background: Attack Mechanism and the TWIN Taxonomy

3.2.1 Backdoor Attack Mechanism in Fine-Tuned Models

A backdoor attack produces a poisoned model fp that behaves like a clean model f on
benign inputs but follows attacker-influenced behaviour when a trigger τ is present. In

12



a targeted setting, the attacker poisons a fraction ρ of the training data by inserting the
trigger and assigning a target label yt :

Dp = {(x⊕ τ, yt)}, (3.1)

where ⊕ denotes trigger insertion. The model is trained on D∪Dp, causing the trigger
to become a shortcut feature that the model associates with the attacker-chosen output
while preserving clean accuracy on the unmodified distribution.

In a fine-tuning-centred setting, the poisoned artefact may be a pre-trained
checkpoint, adapter, prompt vector, dataset, or interaction trace. The malicious be-
haviour may be active before fine-tuning, survive fine-tuning, or activate only after
fine-tuning. Figure 3.1 illustrates the backdoor lifecycle in fine-tuned models.

Figure 3.1. Overview of a backdoor attack in fine-tuned models. Clean inputs behave normally,
whereas triggered inputs are redirected according to attacker intent.

3.2.2 Taxonomy Structure and Principal Axes

The TWIN taxonomy organises backdoor security into two principal axes: fine-tuning
as an adversarial activation vector and fine-tuning as a defensive immunisation mech-
anism. On the attack side, the taxonomy covers fine-tuning-resilient attacks, process-
as-trigger attacks, fine-tuning-completed backdoors, PEFT-centric attacks, and agentic
trace poisoning. On the defence side, it covers fine-tuning-based purification, PEFT
artefact inspection, weight-space dilution, adaptation-stage monitoring, and representation-
level purification.

The central analytical contribution of this organisation is the recognition that
fine-tuning is not a monolithic operation but a multi-stage, artefact-rich process that
creates multiple security control points. Attackers can target any of these points-the
pre-training checkpoint, the adapter module, the prompt vector, or the downstream
interaction trace-and defenders can monitor or intervene at any of these same points.
The taxonomy therefore provides not only a classification of existing work but a frame-
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work for identifying where new attacks and defences are likely to emerge. Figure 3.2
presents the complete taxonomy.

Figure 3.2. The TWIN taxonomy showing fine-tuning as both an adversarial activation vector
and a defensive immunisation mechanism.

3.3 Fine-Tuning-Related Backdoor Attacks

3.3.1 Activation-Oriented Attacks

Activation-oriented attacks share the common design principle that the fine-tuning pro-
cess itself serves as the trigger condition, completion mechanism, or adversarial am-
plifier, rather than a stage the attack must merely survive.

Process-as-trigger attacks keep malicious behaviour inactive before deploy-
ment and use the user’s own adaptation process as the activation condition. A model
may appear benign under static evaluation, but after supervised fine-tuning, parameter-
efficient fine-tuning, knowledge distillation, or unlearning, the hidden behaviour be-
comes active. These attacks are particularly challenging because the trigger is not
merely an input pattern; it is an element of the model lifecycle itself. Static pre-
deployment inspection is therefore structurally insufficient to detect this class of at-
tack: a model that passes inspection at one lifecycle stage may become malicious at
the next.

Fine-tuning-completed backdoors involve the attacker implanting an incom-
plete or latent backdoor into a pre-trained model, with the downstream user’s fine-
tuning completing the adversarial pathway. This may occur when a target label is
introduced, when task-specific features are learned, or when knowledge is transferred
to a student model. From a security perspective, this category is especially insidious
because the pre-trained model passes standard behavioural tests: the backdoor only
becomes active-and therefore detectable-after the user has performed adaptation, at
which point the responsibility for the malicious behaviour is ambiguous.
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Agentic trace poisoning extends the activation-oriented threat surface into
high-stakes autonomous deployment scenarios. Agentic systems use interaction traces,
tool-use demonstrations, and task-solving histories for fine-tuning. If such traces are
poisoned, future agents may learn malicious behaviour related to planning, tool se-
lection, information retrieval, or autonomous decision-making. Existing safeguards
designed for static models may not transfer to systems that learn from behavioural
histories, making this a structurally distinct threat that post-hoc input-space defences
cannot address.

3.3.2 Resilience-Oriented and Supply-Chain Attacks

A complementary set of attacks does not depend on activating behaviour through the
fine-tuning process, but instead ensures that malicious behaviour persists despite it, or
exploits the distribution infrastructure through which tuning artefacts are shared.

Fine-tuning-resilient attacks are designed to survive clean downstream fine-
tuning. Since fine-tuning can weaken backdoors through catastrophic forgetting, re-
silient attacks embed malicious behaviour in parameters or representations that are
less likely to be erased. Some attacks align poisoning gradients with expected down-
stream updates so that fine-tuning reinforces rather than erases the backdoor. Others
exploit robust transformer layers or distribute the backdoor across parameter regions
minimally perturbed by typical adaptation procedures. The existence of this category
directly undermines the defensive assumption that downstream fine-tuning on clean
data is a reliable purification strategy.

PEFT-centric attacks exploit compact tuning artefacts. Instead of compromis-
ing the full model, the attacker embeds malicious behaviour into soft prompts, prefix
vectors, LoRA adapters, or related modules. Since these artefacts are easily distributed
via model hubs and code repositories, they create a supply-chain risk that scales with
the popularity of the base model: a malicious LoRA adapter attached to a widely used
foundation model can propagate backdoor behaviour to every user who downloads and
applies it, regardless of how carefully the base model itself was verified.

Multi-target and transfer-learning backdoors represent further variations.
Multi-target attacks associate different triggers with multiple attacker-selected outputs,
distributing malicious behaviour across several target mappings and thereby reducing
the statistical signal that any single output class receives anomalous trigger-induced
probability mass. Transfer-learning backdoors exploit the reuse of pre-trained source
models: the backdoor may remain effective after downstream adaptation and propagate
across tasks and domains, demonstrating that the risk introduced at the pre-training
stage can persist far beyond the original deployment context.

3.3.3 Chronological Summary of Attacks

Table 3.1 presents a chronological summary of representative fine-tuning-related back-
door attacks surveyed in TWIN.
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Table 3.1. Chronological summary of fine-tuning-related backdoor attacks.

Attack Year Domain Fine-Tuning Role

Latent Backdoor 2019 Vision Completes backdoor
RIPPLES 2020 NLP Survives fine-tuning
BadPre 2021 NLP / BERT Survives fine-tuning
POR 2021 NLP pre-trained

models
Survives fine-tuning

Layerwise Weight Poi-
soning

2021 NLP Survives fine-tuning

Hibernated Backdoor 2022 Vision Activated by fine-
tuning

Poisoned Prompt Tuning 2022 NLP-PEFT Prompt vector attack
BadPrompt 2022 NLP-PEFT Prompt vector attack
Unified Foundation
Model BD

2023 Vision and NLP Survives fine-tuning

Multi-target Code Back-
door

2023 Code pre-trained
models

Survives fine-tuning

Deferred Backdoor 2024 Vision Activated by fine-
tuning

Fine-tuning Activated
BD

2025 LLMs Activated by fine-
tuning

Distillation Conditional
BD

2025/2026 Vision / KD Activated by distil-
lation

Dormant Backdoor 2026 Vision-language Activated by fine-
tuning

The chronological distribution of attacks in Table 3.1 reveals a significant trend:
while early attacks (2019-2021) primarily sought resilience, embedding backdoors
that survive downstream fine-tuning, more recent work has shifted toward activation-
oriented designs. Attacks from 2022 onward increasingly target the fine-tuning pro-
cess itself as the trigger condition rather than as an obstacle. This shift reflects the
maturation of pre-trained model ecosystems and the practical reality that downstream
adaptation is now the most common interaction a user has with an externally obtained
model. The emergence of PEFT-centric attacks in 2022 and agentic trace poisoning
and distillation-conditional backdoors by 2025-2026 further illustrates the expanding
attack surface as AI deployment paradigms evolve.

3.4 Fine-Tuning-Related Backdoor Defences

3.4.1 Post-Hoc Purification and Representation-Level Methods

Post-hoc defences operate on a suspicious model after training, either by retraining it
on trusted data or by directly realigning its internal representations.

Fine-tuning-based purification and repair retrains a suspicious model using

16



trusted clean data, with the goal of preserving clean-task behaviour while weakening
hidden trigger associations. Super-fine-tuning, cyclical learning-rate schedules, and
augmentation-based defences such as DeepSweep exemplify this direction. The key
advantage is practicality: fine-tuning is already part of deployment pipelines, so these
defences require no architectural changes and impose minimal infrastructure overhead.
The critical limitation, however, is that fine-tuning-resilient and process-as-trigger at-
tacks are specifically designed to survive or exploit this type of intervention, meaning
a strategy based solely on post-hoc fine-tuning is insufficient against the most sophis-
ticated threats in the TWIN taxonomy.

Weight-space dilution and adapter repair address this limitation by mixing
suspicious tuning weights with trusted weights to weaken malicious parameter direc-
tions without discarding the useful task-specific adaptation encoded in the tuning arte-
fact. Adapter repair attempts to retain the legitimate task-alignment components while
suppressing backdoor-specific directions. These methods are relevant because back-
door behaviour may be encoded in small parameter subsets that cannot be identified
by input-space or output-space analysis alone.

Representation-level purification focuses on internal embeddings rather than
input-output behaviour or weight statistics. Self-supervised knowledge distillation,
contrastive learning, and attention-map alignment can realign compromised represen-
tations with benign behaviour by enforcing geometric consistency between clean and
purified feature spaces. These defences are particularly relevant for pre-trained en-
coders and foundation models in which malicious behaviour may be hidden within
the geometry of the representation manifold rather than in easily inspectable weight
magnitudes.

Trigger reconstruction and localisation attempts to infer hidden trigger pat-
terns or identify suspicious neurons responsible for anomalous activations. Localisa-
tion methods identify input regions or model components disproportionately respon-
sible for trigger-induced behaviour changes. These methods improve interpretability
and enable targeted repair, but may be less effective against process-level triggers or
PEFT-carried backdoors in which the malicious behaviour has no spatially localised
input-space signature.

3.4.2 PEFT Artefact Inspection and In-Process Monitoring

Since adapters and prompt modules can carry backdoors independently of the base
model, a complementary class of defences targets the adaptation artefact or the adap-
tation process itself rather than the final model weights.

PEFT artefact inspection and regularisation requires that adapters be in-
spected before attachment and use. Parameter-space detectors such as PEFTGuard can
analyse adapter weights, channel-level patterns, or layer-wise statistics to identify sus-
picious signatures. Regularisation during PEFT can suppress trigger-related attention
behaviour or reduce activation of potentially malicious directions within the adapter’s
parameter subspace. This class of defence is structurally well-matched to PEFT-centric
attacks and addresses a gap that post-hoc full-model purification cannot fill, since the
malicious behaviour may reside entirely within the adapter rather than the base model.

Adaptation-stage monitoring observes the fine-tuning process itself rather
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than inspecting only the final model. It may track parameter shifts, loss dynamics,
representation drift, augmentation sensitivity, or sudden behavioural changes during
training. This paradigm is the natural defensive counterpart to process-as-trigger at-
tacks: if an attack activates during fine-tuning, monitoring during fine-tuning is in prin-
ciple both necessary and sufficient to detect it. Defenders operating at this stage effec-
tively compete with attackers inside the same adaptation pipeline, making the quality
of monitoring and the specificity of the behavioural signals critical design parameters.
Obliviate exemplifies this direction by reducing ASR during PEFT adaptation through
in-process intervention.

3.4.3 Summary of Defences and Evaluation Metrics

Table 3.2 summarises representative fine-tuning-related defences surveyed in TWIN.

Table 3.2. Summary of fine-tuning-related backdoor defences.

Defence Year Paradigm Headline Result or Role

DeepSweep 2021 Post-hoc Reduces ASR across mul-
tiple attacks via data aug-
mentation

Super-FT 2022 Post-hoc fine-tuning Reduces ASR signif-
icantly through fine-
tuning schedules

SSL-KD 2024 Self-supervised
knowledge distilla-
tion

Purifies compromised
representations

PEFTGuard 2025 Parameter-space
inspection

Detects suspicious PEFT
artefacts with high re-
ported detection perfor-
mance

Obliviate 2025 In-process defence Reduces ASR during
PEFT adaptation

Evaluation across the surveyed literature uses a consistent set of metrics. The
primary metric for attack behaviour is Attack Success Rate (ASR), which measures
how often triggered inputs produce attacker-intended behaviour. Clean Accuracy mea-
sures normal task utility. Detection Accuracy and Area Under the Curve are used for
detection-oriented defences. In PEFT settings, maximum ASR and average ASR may
both be reported across per-input target choices, as a single scalar may be insufficient
to characterise attack behaviour across diverse destination assignments. TWIN em-
phasises that evaluations should jointly consider utility and adversarial exposure: a
defence that preserves clean accuracy at the cost of failing to suppress backdoor be-
haviour provides only a superficial security guarantee, and conversely, a purification
method that eliminates backdoors but substantially degrades task performance is not
deployable in practice.
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3.5 Analysis, Challenges, and Practical Implications

3.5.1 Structural Correspondence Between Attacks and Defences

The core intellectual contribution of TWIN is the recognition that fine-tuning is simul-
taneously the most powerful mitigation tool available to practitioners and the most ac-
tively exploited vulnerability in the modern pre-trained model supply chain. Prior sur-
veys have typically organised backdoor research by trigger type (patch-based, frequency-
based, natural-language) or by attack category (targeted, untargeted, clean-label). These
organisational principles are useful for characterising individual attacks but do not cap-
ture the temporal and lifecycle relationships between attacks and defences. The TWIN
taxonomy addresses this gap by revealing which attack categories are structurally or-
thogonal to which defence categories: fine-tuning-resilient attacks are insensitive to
post-hoc purification defences; process-as-trigger attacks are invisible to static pre-
deployment inspection; and PEFT-centric attacks are missed by defences that inspect
only the base model weights.

A systematic cross-examination of the TWIN attack and defence categories
reveals a clear correspondence pattern. Fine-tuning-based purification defences are
effective primarily against fine-tuning-resilient attacks whose resistance is not total,
but are structurally insufficient against fine-tuning-activated attacks that use clean-
data fine-tuning as the trigger condition itself. PEFT artefact inspection defences
are naturally matched to PEFT-centric attacks, but may not be calibrated for non-
LoRA adapter formats or for attacks embedded across multiple PEFT modules si-
multaneously. Adaptation-stage monitoring defences provide the broadest coverage
in principle-since they observe the fine-tuning process rather than only its outputs-but
impose the highest operational overhead and require sufficiently sensitive detection
criteria to avoid high false-positive rates during benign adaptation.

3.5.2 Attack-Defence Asymmetry and Research Gaps

The chronological summary in Table 3.1 and the defence summary in Table 3.2 to-
gether reveal a notable imbalance in the maturity of the two sides of the TWIN taxon-
omy. Attacks cover the full range of fine-tuning-related threat scenarios, including dor-
mant, PEFT-carried, multimodal, code-generation, and agentic backdoors. Defences,
by contrast, concentrate primarily on post-hoc purification and PEFT artefact inspec-
tion, with comparatively limited coverage of adaptation-stage monitoring for complex
agentic settings and no reported principled defence specifically targeting distillation-
conditional backdoors.

This analysis reveals a persistent structural asymmetry: attacks can freely choose
which lifecycle stage to exploit, while defences must commit to monitoring or inter-
vening at specific stages. An attacker who selects a process-as-trigger strategy against
a practitioner relying solely on post-hoc purification effectively bypasses the entire
defence layer. Closing this asymmetry requires defences that span multiple lifecycle
stages simultaneously rather than optimising for any single intervention point. The
imbalance is an actionable finding: it identifies the most urgent research gaps and sug-
gests where new defensive investment would have the highest expected impact.
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3.5.3 Open Research Challenges

TWIN identifies several open challenges that constrain the development of effective
defences against the full range of fine-tuning-related attacks.

Computational and optimisation overhead. Fine-tuning-activated dormant
attacks often rely on bilevel or meta-learning optimisation that simulates multiple
downstream fine-tuning trajectories during attack construction. This substantially in-
creases training cost relative to standard backdoor attacks and introduces optimisation
instability when the downstream adaptation target is not precisely known at attack
time. Scaling such attacks to large foundation models or unknown downstream task
distributions remains an open technical challenge.

Controllability and stealth. Dormant backdoors must remain inactive be-
fore fine-tuning while activating reliably after it. Balancing negative controllability
(suppressing premature activation) and positive controllability (ensuring reliable post-
adaptation activation) is non-trivial, because the same parameter directions that enable
dormancy may also weaken the attack signal. Attacks that achieve high negative con-
trollability may activate less reliably, while those that activate reliably may produce
subtle unintended activations under non-triggering conditions, both of which reduce
operational effectiveness.

Data and task agnosticism. Universal triggers and dormant mechanisms must
remain effective across classification, generation, code synthesis, multimodal infer-
ence, and agentic planning without prior knowledge of the downstream adaptation
objective. The design of attack mechanisms that are simultaneously effective and ag-
nostic to downstream task specifics is an open problem, particularly for agentic settings
where the deployment context may differ radically from the poisoning context.

Scalable auditing protocols. No standardised auditing protocol currently ex-
ists for monitoring adaptation and tracing model provenance across the fine-tuning life-
cycle. Practitioners who wish to verify that a fine-tuned model has not had a dormant
backdoor activated or a malicious PEFT adapter implanted lack established bench-
marks, tool support, and operational guidance for performing such audits at scale.

3.5.4 Practical Recommendations for Stakeholders

The TWIN framework carries concrete practical implications for different stakeholder
groups in the machine learning deployment ecosystem.

Model practitioners who download and fine-tune pre-trained models should
ensure that validation encompasses not only clean accuracy but also triggered be-
haviour evaluation, fine-tuning robustness testing, PEFT adapter inspection, and prove-
nance tracking. A validation pipeline that terminates at pre-deployment inspection
and ignores adaptation-stage behaviour leaves the practitioner exposed to process-as-
trigger and dormant attack categories.

Model repository operators and platform providers should adopt adapter
submission policies that include parameter-space auditing-potentially using tools such
as PEFTGuard-to prevent malicious adapters from being distributed alongside legiti-
mate model weights. The supply-chain risks highlighted by PEFT-centric attacks are
most acute in open-hub settings where any user can upload and share adapters with

20



minimal vetting.
AI researchers developing new foundation model architectures or adaptation

protocols should recognise that the structure of the adaptation procedure itself-its gra-
dient flow, parameter update magnitude, and layer-wise sensitivity-determines which
backdoor survival and activation mechanisms are feasible. Architectures that make
adaptation more predictable and auditable may therefore provide security benefits be-
yond the usual performance-efficiency trade-offs that guide architectural design.

Policy-makers and standards bodies should note that TWIN’s lifecycle per-
spective implies future AI security standards must mandate auditing at adaptation
stages and require provenance metadata for fine-tuned model artefacts. Standards that
evaluate only final-model accuracy are insufficient to address the threat landscape de-
scribed in the TWIN taxonomy.

3.6 Summary

This chapter presented TWIN as a fine-tuning-centred taxonomy of backdoor security
in pre-trained models. The taxonomy organises attacks according to whether fine-
tuning serves as a resilience challenge, an activation condition, a completion mech-
anism, or a PEFT-exploitation vector, and organises defences according to how they
leverage or monitor the adaptation process. The chronological review of attacks from
2019 to 2026 reveals a clear trend toward process-level and dormant attack designs that
exploit the adaptation lifecycle rather than merely surviving it. The defence landscape,
while advancing rapidly, exhibits a structural imbalance relative to the breadth of attack
categories, with dormant, agentic, and cross-modal backdoors remaining underserved
by current mitigation methods. The analysis, open challenges, and stakeholder recom-
mendations presented in Section 3.5 together constitute an actionable research agenda
for closing this imbalance.
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CHAPTER 4

PROATTACK: PROTOTYPE-GUIDED UNTARGETED
BACKDOOR ATTACK ON DNN

4.1 Introduction and Motivation

This chapter presents the second research contribution of the thesis: ProAttack: Prototype-
Guided Untargeted Backdoor Attack on Deep Neural Networks. Conventional targeted
backdoors map all triggered inputs to a single fixed class. Although this produces
high attack success, the deterministic target behaviour can be exploited by defences
that search for anomalous class collapse, consistent trigger responses, or fixed-label
forensic signatures. Untargeted attacks are more flexible because they only require
an incorrect prediction; however, if triggered samples are mapped to arbitrary unre-
lated classes, the misclassification may appear semantically implausible and therefore
detectable through consistency-based analysis.

ProAttack is motivated by the need to retain untargeted flexibility while con-
straining misclassification to visually coherent destinations. The method uses CLIP-
based visual-semantic similarity to build plausible destination sets, prototype-guided
scoring to assign sample-specific destinations, and a U-Net trigger generator to pro-
duce image-dependent perturbations. The method also draws on the availability of
foundation-model representations: CLIP provides a visual-semantic embedding space
in which class proximity can be estimated without task-specific supervision, and clas-
sifier prototypes provide task-specific feature geometry grounded in the downstream
training data. Together, these components produce destination assignments that are si-
multaneously faithful to visual appearance and consistent with the classifier’s learned
feature structure.

The chapter is organised as follows. Section 4.2 presents the system overview
and formal problem statement. Section 4.3 describes the full methodology. Section 4.4
covers the experimental evaluation. Section 4.5 provides a unified discussion of results,
complexity, advantages, limitations, and security implications. Section 4.6 concludes
the chapter.

4.2 System Overview and Problem Formulation

The overall architecture of ProAttack consists of three stages. Stage 1 performs CLIP-
driven target generation. Stage 2 computes class prototypes and assigns sample-specific
destinations. Stage 3 jointly trains a U-Net trigger generator and classifier. Figure 4.1
illustrates the end-to-end pipeline.
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Figure 4.1. Overall architecture of ProAttack showing CLIP-driven target generation,
prototype-guided destination assignment, and joint backdoor training.

Let Fθ : X →Y denote a deep neural network classifier with parameter vector
θ , input space X , and label space Y = {1,2, . . . ,K}. Let the clean training dataset be

Dc = {(xi,yi)}N
i=1, (4.1)

where xi is the input image and yi is the ground-truth label. A trigger generator Gξ :
X → X with parameters ξ produces an input-dependent perturbation. The triggered
image is

x̂i = Gξ (xi). (4.2)

The attacker jointly optimises (θ ,ξ ) so that four conditions hold:

(i) the model preserves clean accuracy: Fθ (xi) = yi;

(ii) triggered samples are misclassified: Fθ (x̂i) ̸= yi;

(iii) triggered predictions belong to a visually coherent destination set T (yi) ⊂ Y \
{yi};

(iv) perturbations remain imperceptible: ∥x̂i − xi∥ is small.

This formulation differs from targeted attacks because there is no single global
target label. It also differs from arbitrary untargeted attacks because destination classes
are constrained by semantic plausibility, introducing a novel intermediate attack paradigm
between pure untargeted chaos and rigid targeted determinism.

4.3 Proposed Methodology

4.3.1 CLIP-Driven Target Generation

The first stage constructs a destination set T (c) for every source class c. A frozen CLIP
ViT-B/32 image encoder maps each training image into an ℓ2-normalised embedding
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ei ∈ R512. For each class, K-means clustering with n = 2 clusters is applied to capture
intra-class visual variation. The two centroids for class c are denoted {µ

(1)
c ,µ

(2)
c }. For

source class s and candidate destination t, the similarity is

S(s, t) = max
p,q∈{1,2}

〈
µ
(p)
s ,µ

(q)
t

〉
, s ̸= t, (4.3)

where ⟨·, ·⟩ denotes cosine similarity, and S(s,s) =−1 prevents self-selection. The top
Ktop = 3 classes form the plausible destination set T (s). Using two sub-clusters rather
than a single centroid captures intra-class visual diversity and avoids underestimating
semantic proximity between visually varied classes. The CLIP-driven target generation
pipeline is shown in Figure 4.2.

Figure 4.2. CLIP-driven semantic target generation pipeline producing the per-class plausible
destination set T (c).
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4.3.2 Prototype Computation and Destination Assignment

After clean pre-training, class prototypes are computed from the penultimate-layer
features of the classifier. Let φ(x) denote the 512-dimensional feature representation.
The prototype for class c is

Pc =
1

|D(c)| ∑
(x,y)∈D(c)

φ(x), (4.4)

where D(c) = {(x,y) ∈ Dc : y = c}. The prototype represents the central feature lo-
cation of class c in the learned representation space. CLIP provides class-level visual
coherence from a vision-language objective, whereas prototypes provide task-specific
geometric structure grounded in the downstream dataset. ProAttack combines both:
CLIP narrows the destination candidates to visually plausible alternatives, and proto-
types further refine the choice to classes accessible within the classifier’s own feature
geometry.

For each sample (xi,yi), each candidate destination r ∈ T (yi) is scored by

Si(r) =−α∥Pr −φ(xi)∥2 −β
(

fyi(xi)− fr(xi)
)

+ γ cos
(
Pr −φ(xi),Wr −Wyi

)
+η cos

(
φ(xi),Pr

)
−ρUyi,r,

(4.5)

where fc(xi) is the logit for class c, Wc is the final-layer classifier weight for class c, and
Uyi,r is the prior assignment count for destination r from source yi. The five terms re-
spectively encode prototype proximity (−α), logit-gap margin (−β ), weight-gradient
alignment (+γ), feature-prototype similarity (+η), and load-balancing penalty (−ρ),
with reported values α = 0.30, β = 0.25, γ = 0.25, η = 0.10, ρ = 0.10. The destina-
tion ri is then sampled from a temperature-scaled distribution:

ri ∼ Cat(softmax(si/τ)) , τ = 1.0, (4.6)

where si = [Si(r)]r∈T (yi). Stochastic sampling prevents deterministic collapse to a sin-
gle destination per class.

4.3.3 U-Net Trigger Generator

ProAttack uses a four-level U-Net generator with base width 32, comprising double
convolution blocks, max pooling, transposed convolution upsampling, and skip con-
nections. The final output is bounded by a tanh activation and scaled by perturbation
budget ε = 0.05:

x̂i = clip[0,1]
(
xi + ε ·Gξ (xi)

)
. (4.7)

Skip connections preserve fine spatial detail from encoder stages, allowing perturba-
tions that are structurally correlated with the input while remaining within the imper-
ceptibility budget. Unlike fixed patch triggers or simple autoencoders, the U-Net pro-
duces a distinct input-dependent perturbation for every image, making spatial pattern
averaging by defences ineffective. The U-Net architecture is shown in Figure 4.3.
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Figure 4.3. Four-level U-Net trigger generator. Output is tanh-bounded and scaled by ε = 0.05.

4.3.4 Joint Training Objective

The generator and classifier are optimised alternately: ξ is updated with θ frozen, then
θ is updated on clean data with ξ frozen. Let pi = softmax(Fθ (x̂i)) be the triggered
prediction, and let zi = φ(xi), z′i = φ(x̂i) denote clean and triggered features.

The evasion loss suppresses correct-class probability for triggered inputs:

LEV =
1
N

N

∑
i=1

pi,yi. (4.8)

The directional loss aligns triggered feature displacement ∆zi = z′i − zi with the direc-
tion Vi = Pri − zi toward the destination prototype:

Ldir =− 1
N

N

∑
i=1

∆z⊤i Vi

∥∆zi∥2∥Vi∥2
. (4.9)

The feature-attraction loss closes the Euclidean gap to the destination prototype:

Latt =
1
N

N

∑
i=1

∥z′i −Pri∥
2
2. (4.10)
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A small weight λatt = 0.1 prevents this term from imposing targeted-attack behaviour.
The residual and total variation losses constrain perturbation magnitude and smooth-
ness:

LRC =
1
N

N

∑
i=1

∥x̂i − xi∥2
2, LTV =

1
N

N

∑
i=1

(∥∇hδi∥1 +∥∇vδi∥1) . (4.11)

The clean classification loss maintains benign accuracy:

LCE =− 1
N

N

∑
i=1

logsoftmax(Fθ (xi))yi. (4.12)

The balance loss maximises entropy over triggered predictions to prevent destination
collapse. For mini-batch subset Bc of class c, the normalised mean predicted probabil-
ity for destination r ∈ T (c) is

q̃c,r =
qc,r

∑r′∈T (c) qc,r′
, qc,r =

1
|Bc| ∑

i∈Bc

pi,r, (4.13)

yielding

Lbal =
1
K

K

∑
c=1

∑
r∈T (c)

q̃c,r log q̃c,r. (4.14)

The combined generator and classifier objectives are

Lgen = λEV LEV +λdirLdir +λattLatt +λRCLRC +λTV LTV +λbalLbal, Lcls = λCELCE ,
(4.15)

with λEV = 1.0, λdir = 0.5, λatt = 0.1, λRC = 0.5, λTV = 0.3, λbal = 0.05, λCE = 1.0.

4.3.5 Algorithmic Workflow

Listing 4.1. ProAttack training workflow.

Input : Clean dataset Dc, classes K, perturbation budget epsilon
Output: Backdoored classifier F_theta, trigger generator G_xi

1. Extract CLIP embeddings for all training samples.
2. Apply K-means (n=2) per class; compute pairwise similarities.
3. Select top-K_top visually coherent destinations per class.
4. Pre-train classifier; compute class prototypes.
5. Score and sample destination labels per training sample.
6. Initialise U-Net generator.
7. Alternately update generator (evasion, directional, attraction,

residual, TV, balance losses) and classifier (cross-entropy).
8. Evaluate CA, ASR, PSNR, SSIM, LPIPS at each checkpoint.
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4.4 Experimental Evaluation

4.4.1 Experimental Setup and Evaluation Metrics

ProAttack is evaluated on three benchmark datasets. CIFAR-10 contains 50,000 train-
ing and 10,000 testing images across 10 classes. GTSRB contains traffic-sign im-
ages across 43 classes and is relevant for safety-critical recognition scenarios. CIFAR-
100 contains 100 classes and provides a fine-grained setting for testing semantically
constrained misclassification. ResNet-18 is used for CIFAR-10 and CIFAR-100, and
PreActResNet-18 is used for GTSRB. The trigger generator is a four-level U-Net with
base width 32 and ε = 0.05.

The evaluation metrics are: Clean Accuracy (CA) on benign inputs; Attack
Success Rate (ASR), the fraction of triggered samples misclassified to CLIP- approved
destinations; Accuracy Drop (AD), the utility cost of backdoor injection; Destination
Score (DS), the diversity and balance of destination assignments; and imperceptibility
metrics PSNR, SSIM, and LPIPS, which assess pixel-level fidelity, structural simi-
larity, and deep-feature perceptual distance respectively. Reporting all three imper-
ceptibility metrics is essential because optimising for any single measure can mask
weaknesses revealed by the others.

4.4.2 Results and Comparative Analysis

Table 4.1 summarises attack performance. ProAttack achieves high ASR while keep-
ing clean accuracy degradation below 0.65% across all datasets, confirming that the
joint training objective successfully decouples triggered and clean-input behaviour.

Table 4.1. Attack performance of ProAttack across benchmark datasets.

Model Dataset BCA (%) CA (%) ASR (%) DS (%) AD (%)

ResNet-18 CIFAR-10 94.93 94.42 97.80 85.67 0.51
PreActResNet-18 GTSRB 98.80 98.16 97.30 87.23 0.64
ResNet-18 CIFAR-100 75.94 75.38 96.20 88.32 0.56

BCA: Baseline Clean Accuracy, CA: Clean Accuracy, ASR: Attack Success Rate, DS:
Destination Score, AD: Accuracy Drop.

Table 4.2. Trigger imperceptibility metrics on the test set.

Dataset SSIM PSNR (dB) LPIPS

CIFAR-10 0.9768 29.76 0.0024
GTSRB 0.9712 31.42 0.0037
CIFAR-100 0.9234 27.81 0.0127
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Table 4.3. Comparison with representative backdoor attacks on CIFAR-10/ResNet-18.

Method Type Trigger ASR (%) PSNR (dB) SSIM

BadNets Targeted Fixed patch 88.93 27.49 0.9763
WaNet Targeted Warping 97.60 37.72 0.9905
UBA Untargeted Autoencoder 96.48 28.10 0.9727
ProAttack Untargeted U-Net 97.80 29.76 0.9768

The CIFAR-100 result (96.20% ASR over 100 classes) is particularly notable
because the larger class space makes destination selection harder, yet the method re-
mains competitive, validating the robustness of prototype-guided scoring under in-
creased class granularity. The improvement over UBA (+1.32 pp on CIFAR-10, +6.03
pp on GTSRB) confirms that guiding feature displacement toward prototype struc-
ture produces more reliable misclassification than arbitrary wrong-label assignment.
ProAttack is the only method in Table 4.3 that is simultaneously untargeted, visually
constrained, and generated by a learned trigger network.

4.5 Discussion

4.5.1 Attack Effectiveness, Imperceptibility, and Complexity

The experimental results demonstrate consistent attack success with negligible utility
cost. The GTSRB triggers achieve the highest PSNR (31.42 dB), reflecting the rel-
atively simple colour statistics of traffic-sign images. CIFAR-100 shows the lowest
PSNR (27.81 dB) owing to greater image diversity; nonetheless, PSNR above 27 dB
and LPIPS below 0.013 remain well within acceptable perceptual bounds. The low
LPIPS across all datasets-particularly 0.0024 on CIFAR-10-confirms that the residual
and total variation losses together ensure perceptual smoothness beyond what pixel-
level metrics alone capture.

Regarding computational cost, CLIP embedding extraction and prototype com-
putation are one-time preprocessing steps that do not affect convergence time. The
destination scoring function is evaluated once per sample over only Ktop = 3 candi-
dates, keeping per-sample cost constant. Joint training is the most demanding stage
due to the four-level U-Net, but the architecture width (base width 32) keeps overhead
bounded and practical for standard benchmark pipelines. The semantic destination
quality and input-conditional trigger stealth justify the additional cost over the simpler
UBA autoencoder.

4.5.2 Advantages, Limitations, and Security Implications

ProAttack offers several advantages over prior methods. It avoids the rigid, detectable
output of fixed-target attacks, making fixed-target defences such as Neural Cleanse less
effective since no single reverse-engineerable target label exists. It avoids the seman-
tic implausibility of unconstrained untargeted methods by restricting misclassification
to visually coherent classes. Prototype-guided assignment ensures sample-specificity,
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preventing destination collapse. The U-Net produces image-dependent perturbations
that cannot be identified by spatial pattern averaging. The balance loss explicitly dis-
tributes triggered predictions across multiple destinations, complicating forensic attri-
bution.

The method carries important limitations. Evaluation is limited to benchmark
datasets under digital settings; physical-world robustness and defence-aware evalua-
tion against STRIP, SentiNet, ANP, ABL, and RNP remain as future work. Perfor-
mance on ImageNet-scale benchmarks is untested and prototype quality may degrade
as class count grows beyond two K-means clusters per class. The structured destina-
tion guidance, while improving stealth, introduces a partial semantic regularity that
specialised defences analysing destination distributions could potentially exploit.

From a security perspective, defences assuming fixed or single-target behaviour
are insufficient against semantically structured untargeted attacks. Clean accuracy
alone is not a reliable security indicator: ProAttack maintains CA within 0.65% of
baseline while achieving ASR above 96% on every dataset. Imperceptibility should
be evaluated jointly across PSNR, SSIM, and LPIPS rather than any single measure.
Foundation-model representations such as CLIP are dual-use: attackers can exploit
them to improve destination coherence, while defenders can use the same semantic pri-
ors to flag anomalous destination distributions. Security practitioners should therefore
include triggered behaviour evaluation, multi-metric perceptual analysis, and supply-
chain auditing in any comprehensive model validation protocol.

4.6 Summary

This chapter presented ProAttack, a semantically guided untargeted backdoor attack
that integrates CLIP-driven target generation, prototype-guided destination assignment,
a U-Net trigger generator, and a multi-term joint training objective. Experiments across
CIFAR-10, GTSRB, and CIFAR-100 demonstrate ASR exceeding 96%, clean accu-
racy degradation below 0.65%, and strong trigger imperceptibility across all three per-
ceptual metrics. Comparative analysis confirms that ProAttack advances the state of
the art by combining semantic coherence with input-dependent trigger generation, ad-
dressing limitations of both rigid targeted attacks and unconstrained untargeted meth-
ods. The discussion establishes that evaluating models against this attack class requires
multi-metric imperceptibility assessment, triggered behaviour testing, and awareness
of foundation-model-assisted adversarial design.
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CHAPTER 5

CONCLUSION AND FUTURE SCOPE

5.1 Conclusion

This thesis presented a comprehensive study of backdoor security in deep neural net-
works through two complementary research contributions. The first contribution, TWIN,
examined fine-tuning as a central security mechanism in modern pre-trained models.
It demonstrated that fine-tuning can function both as an adversarial weapon and a de-
fensive shield. On the attack side, fine-tuning may preserve, activate, complete, or
carry backdoors through PEFT modules and adaptation traces. On the defence side,
fine-tuning can purify models, repair adapters, monitor adaptation, dilute suspicious
weights, and realign representations.

The second contribution, ProAttack, addressed the limitations of conventional
untargeted backdoor attacks by introducing semantic structure into destination selec-
tion. It employed CLIP embeddings to construct visually coherent destination sets,
classifier prototypes to assign sample-specific destinations, and a U-Net generator
to create imperceptible input-dependent triggers. The reported experimental results
demonstrated high attack success on CIFAR-10, GTSRB, and CIFAR-100, while main-
taining low clean accuracy degradation and strong trigger imperceptibility.

The combined thesis demonstrates that backdoor security is evolving from sim-
ple trigger-based analysis to semantic, adaptive, and lifecycle-aware security. Attacks
are becoming more flexible and less predictable, while defences must account for
model adaptation, parameter-efficient tuning, and multimodal deployment.

5.2 Major Findings

The principal findings of this thesis are as follows:

1. Fine-tuning is a security-critical stage, not merely a model customisation step.

2. PEFT artefacts such as adapters and prompts can function as independent carri-
ers of backdoor behaviour.

3. Effective defences must monitor the model lifecycle, including pre-training, fine-
tuning, deployment, and post-deployment adaptation.

4. Untargeted backdoor attacks can be made more realistic by constraining desti-
nations to visually coherent classes.

5. CLIP embeddings provide a useful semantic prior for selecting plausible desti-
nation classes.
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6. Class prototypes help align attack behaviour with the classifier’s internal feature
geometry.

7. U-Net-based trigger generation supports image-dependent and visually subtle
perturbations.

5.3 Limitations

This thesis does not introduce new experiments beyond those reported in the two
source papers. The TWIN contribution is survey-based and relies on the literature
available at the time of writing. For ProAttack, the evaluation is confined to benchmark
image datasets under digital trigger settings. The thesis does not include implemen-
tation code, does not conduct defence-style experiments, does not evaluate attacks in
physical-world settings, and does not perform large-scale evaluation on frontier foun-
dation models.

5.4 Future Scope

Future research may naturally extend the work presented in this thesis in several direc-
tions. From a defensive perspective, fine-tuning-stage monitoring mechanisms should
be developed not only to observe but also to identify and flag process-as-trigger be-
haviour during adaptation. PEFT artefact inspection should be broadened to cover
LoRA, QLoRA, DoRA, prompt tuning, prefix tuning, and agentic adapters. Another
important direction is provenance-aware model deployment. Every model checkpoint,
adapter, prompt module, and fine-tuning dataset should carry verifiable provenance in-
formation. Auditing should measure both utility and adversarial exposure in a manner
that supports formal verification. Future defences should integrate semantic analy-
sis, representation diagnostics, parameter-space inspection, and continuous adaptation
monitoring to address the increasingly complex backdoor threat landscape.

ProAttack-style semantic untargeted attacks should be evaluated against robust
defences such as STRIP, SentiNet, ANP, ABL, and RNP. Physical-world evaluations
are also necessary, particularly in traffic-sign recognition or autonomous driving sce-
narios where real-world conditions introduce additional variability. Extending the ap-
proach to broader datasets such as ImageNet, as well as to multimodal foundation
models, would strengthen the generalisability of the findings.
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