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ABSTRACT

The detection of image manipulation chains in JPEG-compressed environments re-
mains among the most consequential and technically demanding problems in the field
of digital image forensics. Real-world forgeries rarely involve isolated, single-step
processing operations; instead, they are constructed through ordered sequences of ma-
nipulations, spatial filtering, blurring, resampling, and noise injection which are sub-
sequently subjected to lossy JPEG compression prior to distribution. This compound
character of practical forgeries fundamentally undermines single-operation forensic
detectors, which perform well in controlled settings but fail to generalise when succes-
sive operations systematically obscure earlier forensic evidence.

This thesis presents AFNet (AttentionForensicNet), a novel attention-driven dual-
stream convolutional network that addresses the combined challenges of manipula-
tion chain detection and lossy compression through strategic integration of the Convo-
lutional Block Attention Module (CBAM) within a dual-stream forensic framework.
AFNet processes 256 x 256 grayscale image patches through two dedicated streams:
the Noise Residual Attention Stream (NRAS), which extracts spatial-domain forensic
fingerprints through residual learning, and the Compression Artifact Stream (CAS),
which operates in the DCT frequency domain to model JPEG-specific artefacts and
their interaction with prior manipulation traces. CBAM is integrated at three comple-
mentary locations, within every residual block of both streams, after the initial con-
volutional layers of each stream, and within the cross-stream fusion layer, enabling
the network to perform dynamic, content-aware feature selection at each stage of the
processing hierarchy.

Comprehensive experimental evaluation on the RAISE ALL benchmark demon-
strates that AFNet achieves 97.17% overall test accuracy, surpassing all evaluated
baseline systems including constrained CNNs, multi-scale residual networks, and prior
dual-stream architectures. Per-class analysis reveals especially pronounced improve-
ments on the hardest compound smoothing chains: 97.79% on MF—GB chains and
92.15% on GB—MF chains, compared to 84.10% achieved by the strongest single-
stream competitor. Cross-dataset evaluation on the DRESDEN and UCID bench-
marks confirms that the attention-learned features generalise across diverse camera
systems and acquisition conditions. Ablation studies validate that every CBAM inte-
gration point contributes uniquely, and that joint channel-spatial attention is superior to
channel-only or spatial-only alternatives. The complete attention augmentation intro-
duces only 0.08 M additional parameters and approximately 2.2% additional inference
latency, establishing AFNet as both highly effective and computationally practical.

viii



CHAPTER 1

INTRODUCTION

The deep penetration of digital imaging technologies into the areas where their im-
pact is most critical—legal matters, journalism, medicine, intelligence, and social me-
dia—raises serious concerns about the need to verify the authenticity of visual images
reliably using computation [2]. With advanced image editing programs and sophis-
ticated Al-enabled content-generation systems, the technological hurdles for forgery
have been drastically reduced, putting enormous strain on content verification pipelines
[3]. The stakes of forensic failure can be devastating: fake photos can influence court
cases, manipulated medical imagery leads to incorrect diagnosis, and fabricated news
photos can disseminate fake news at large scales.

The study of digital image forensics has become the scientific field responsible for
the detection and analysis of alterations to images [4]. Ideally, a forensic technique
is supposed to do more than simply ascertain whether there have been any alterations
made to an image; it should be able to trace all the processing steps used on the image,
including the nature of each step, its parameters, and the order of steps. This type of
investigation, referred to as manipulation chain detection, is much more difficult than

mere operation detection and forms the crux of this our work.

1.1 Image Manipulation Operations and Their Forensic Signatures

Every typical operation on the spatial domain used in forensic analyses causes an iden-
tifiable and analyzable change to the signal of the image. Median filtering is often
applied for impulse noise removal, and the impact it makes on the correlation structure
of pixels in a photograph is distinctively different from the normal pattern, causing de-
viations within the noise residual spectrum [5]. Applying Gaussian blurring will cause
certain low-pass effects in the residual domain, since Gaussian blurring averages out
the high frequency signals of the pixel matrix [6]. Resampling, scaling, and rotation of
an image will cause periodic distortions to the pixel matrix due to interpolation tech-
niques; hence, creating distinct peaks in the spectrum at identifiable frequencies [7].
The process of contrast enhancement changes the distribution of pixels in an image,



breaking the camera response model [8].

Recent advances in the construction of one-shot fingerprinting algorithms allow
identifying these separate forensic fingerprints with good accuracy in a laboratory set-
ting [2, 3]. What makes the problem difficult is that operations are executed sequen-
tially. When combining two operations, we do not get the sum of their fingerprints —
we get something entirely new and much more complex. Notably, using median filter-
ing and Gaussian blur in sequence will leave a significantly different forensic footprint
compared to reversing their order, and both of these footprints will be completely dis-
tinct from the footprints left by each operation separately [2, 4]. Order-insensitive sys-
tems will fail to recognize such cases consistently, making the design of order-sensitive

systems necessary.

1.2 JPEG Compression and the Forensic Detection Challenge

In virtually all real-world forensic scenarios, manipulated images are ultimately sub-
jected to JPEG compression before distribution, through social media upload, email
transmission, or consumer device storage. JPEG compression introduces its own fam-
ily of artefacts: blocking discontinuities at 8 x8 block boundaries in the spatial do-
main, and quantization noise in the DCT coefficient domain. These compression-
induced perturbations interact with and partially mask the forensic traces of prior
spatial-domain manipulations, because quantization noise can modify the subtle sta-
tistical anomalies left by earlier operations [4, 9]. This interaction is the primary rea-
son why effective forensic chain detection under real-world conditions demands ded-
icated compression-aware architectures capable of explicitly modeling DCT-domain

behaviour while amplifying the most informative forensic evidence [9, 10].

1.3 Limitation of Equal Feature Weighting in Dual-Stream Systems

The dual-stream architecture, in which separate network branches process spatial-
domain and frequency-domain representations in parallel before combining their fea-
tures for classification, has emerged as the dominant design paradigm for compression-
aware forensic chain detection [4, 10]. The pioneering research by Kadha et al. [9]
illustrated how a combination of a noise residual extraction pipeline in the spatial do-
main and a compression feature extraction pipeline in the DCT domain results in sig-
nificantly improved accuracy compared to both approaches used separately, achieving
an accuracy of over 91.98%. Despite the remarkable results achieved with the dual

stream method, one significant the equality of the importance assigned to each ex-



tracted channel and every position in space when extracting and combining features.
In forensic studies, the importance assigned to each feature equally is certainly not
optimal. The forensics information that would help distinguish the two manipulation
chains does not exist equally among the channels and spatial positions; some frequency
ranges, some spatial locations, and some neural network layers have significantly more
discriminative ability [11, 12].

1.4 Attention Mechanisms as a Principled Solution

Attention mechanisms offer a compelling computational model for solving the prob-
lem of feature weighting. By training to give varying degrees of importance to each
of the feature channels and spatial locations, the attention mechanism helps allocate
the representational capabilities of the network towards the salient aspects of the fea-
ture representation. The Convolutional Block Attention Module (CBAM) [1], which
employs sequential application of channel and spatial attention, has shown consistent
performance improvements in different computer vision applications. The successful
use of CBAM in forensic analysis applications such as image splicing detection [11]
and copy-move forgery detection [12] corroborates the transferability of this feature

selection mechanism to the domain of forensic analysis.

The key idea underlying our work is that the insertion of CBAM in a number of ap-
propriately selected locations within a dual-stream architecture can help the network
deal with compression noise and extract the salient discriminating characteristics in a
way that results in significant improvements in detection accuracy of compound ma-

nipulation chains, which pose a severe challenge for non-adaptive algorithms.

1.5 Problem Statement

As digital images become easier to manipulate, verifying their authenticity has become
one of the most pressing challenges in forensic research. Current detection methods
struggle to keep pace with modern editing tools, and the following core problems re-
main largely unsolved:

1. Vanishing Forensic Traces: When an image is processed using common op-
erations such as median filtering, it leaves behind faint statistical fingerprints.
However, these traces are fragile any subsequent editing step can quietly erase

or disguise them, leaving investigators with nothing to analyze.

2. Masking Effect of JPEG Compression: Almost every picture uploaded online

is subject to compression using JPEG. The compression algorithm creates its

3



own noise, adding to the already existing artifacts and thus masking them in

such a way that false alarms become commonplace.

3. Masking Due to Multi-step Image Manipulation: Editing an image usually
includes cropping, resizing, applying filters, and then saving the result. During
each of the following steps, any traces left behind during a previous step are
covered up by another one. Hence, it becomes hard to recreate the whole history

of manipulations done to an image file.

4. Limitations due to Low Resolution Images: Almost all existing forensic meth-
ods were created using images with high resolution. As soon as a high-resolution
image is scaled down, any features it used to contain become less noticeable and
even trained classifiers fail to distinguish between real textures and fabricated

ones.

1.6 Objectives of the Study

The main aim of this research is to design a robust framework for image forensics that

handles real-world complexities. The following goals have been set:

1. Detection of Single-operation Manipulations: Developing a basic detection
model for identifying the difference between unaltered images and those manip-
ulated by applying a specific operation, e.g., Median Filtering, by utilizing subtle
pixel correlations which cannot be identified with an unaided eye.

2. Tolerance of Post-compression Artifacts (JPEG): As most digital photographs
are compressed using JPEG, the proposed model must be trained to differentiate
JPEG compression artifacts from the actual image manipulations.

3. Reconstruction of a Manipulation Chain: In real-life situations, many im-
ages have undergone several manipulations before publication. While detection
has been limited to classifying images into tampered or genuine, the proposed
project will try to reconstruct the exact chain of manipulations (e.g., Median

Filtering — Compression — Blurring).

4. Detection on Low-Resolution Images: Forensics is not always performed on
high-resolution images. This objective deals with detecting image manipulations

on low-resolution or down-scaled images.



1.7 Organisation of the Thesis

Organization of the remainder of this thesis Chapter 2 lays down the theoretical and
technical framework of image forgery forensics, namely, the concept of image ma-
nipulation forensics, the DCT transform and JPEG compression, residual learning and
CBAM attention. Chapter 3 gives a detailed review and critique of the related lit-
erature, identifying the research gap that necessitates AFNet. Chapter 4 covers the
technical details regarding the proposed method and the experimental setup. Chapter 5
provides an account of the experiments and their results, with both overall performance
and class-wise performance. Chapter 6 discusses the results and their implications.
Chapter 7 concludes the thesis.



CHAPTER 2

TECHNICAL BACKGROUND

This chapter provides the theory and technology that lies behind AFNet architecture.
First, the nature of traces left by typical image manipulations is addressed, and the
influence of the JPEG compression process on that is discussed. The next step is to
outline the deep learning elements AFNet relies on, and to finish the chapter presents
the dataset preparation.

2.1 Image Manipulation Operations and Forensic Fingerprints

Any image processing algorithm affects the intrinsic statistical behavior of the im-
age in a unique way. Statistical patterns exhibited by natural images result from the
camera’s light-capturing process, its sensor response, texture distributions, and the in-
terdependencies of neighboring pixels. Processing introduces deviations from those
known statistical patterns, which become forensic fingerprints, recognizable traces of
the manipulation. Median Filtering (MF) replaces each pixel by the median value
among its neighbors, which makes it an efficient tool for impulse noise suppression.
However, MF leads to the loss of the local pixel correlation behavior resulting in easily
noticeable abnormalities in the noise residual power spectrum [5]. These abnormalities
survive JPEG compression to some extent, making MF one of the easier to detect algo-
rithms. Gaussian Blur (GB) performs convolution of the image with a Gaussian filter,
gradually decreasing high-frequency content. The corresponding noise residual ex-
hibits low-pass attenuation that is different from anomalies in the median filtering case
and from JPEG blocking effects [6]. Resampling (RS), involving scaling and rotation,
modifies the sampling grid by means of interpolation. This causes interdependencies
between pixels not present in the original image, resulting in the appearance of peri-
odic peaks in the frequency domain [7]. Additive White Gaussian Noise (AWGN)
superimposes zero mean Gaussian noise on the pixel values, thereby increasing the
broadband noise level consistently across the entire signal. AWGN may also be added
intentionally as an anti-forensic technique to obscure evidence of other alterations.
Contrast Enhancement and Histogram Equalization alter the pixel intensities in



such a way as to distort the camera response function, leading to unique comb-shaped
artifacts in the pixel intensity distribution histogram [8]. It should be noted that when
transformations are performed one after another, their respective marks do not simply
sum together. Each transformation changes the signal in a different manner, thus cre-
ating a complex signal fingerprint reflecting the type and order of all transformations
applied. The results of applying median filtering followed by Gaussian blur will be
distinctly different from applying Gaussian blur followed by median filtering, while
both will be significantly different from just applying one filter or the other [2].

2.2 JPEG Compression and Its Forensic Impact

JPEG is the most popular image encoding format used in consumer, industrial, and
online imaging applications, and the importance of JPEG in forensic analysis arises in
two respects: it adds its own exploitable artefacts, and it interacts with artefacts left
behind by previous manipulations in a manner that conceals them. The JPEG tech-
nique involves partitioning an image into non-overlapping 8 x 8 pixel blocks, applying
the Discrete Cosine Transform to the data in each block, quantizing the resulting co-
efficients according to a factor-quality based table, and finally, encoding them using
entropy coding. The quantization step is inherently lossy each coefficient is rounded to
the nearest grid value, and the rounding error is permanently discarded. This produces
blocking discontinuities in the spatial domain and grid-like patterns in the DCT coef-
ficient histograms, both of which remain statistically measurable even at high quality
factors where they are invisible to the human eye. For chain detection, the critical
challenge is that this quantization noise spectrally overlaps with the residual traces left
by prior spatial-domain manipulations such as median filtering and Gaussian blurring.
When the QFs are low, the masking effect could be so pronounced that it completely
overwhelms the manipulation footprint [4, 10]. The problem becomes even more pro-
nounced when multiple compression cycles occur at the acquisition stage and once
more during online dissemination. This is the primary rationale behind approaches
that model behavior in the DCT domain.

2.3 Deep Learning Building Blocks

AFNet draws on four interconnected deep learning concepts, each playing a specific

role in the forensic detection pipeline.



2.3.1 Convolutional Neural Networks

CNNs represent an effective method for learning hierarchical, spatially-aware feature
representations from data, and therefore naturally lend themselves to the forensic appli-
cation due to the strong dependence of the discrimination signal on spatial information.
Each layer learns filters to apply over its inputs to generate feature maps with increas-
ing levels of abstraction the deeper into the network one goes, while the pooling pro-
cess decreases the spatial resolution of these outputs and nonlinear activation functions
allow for more advanced modelling. One of the more interesting forensically adapted
CNNe s is the constrained convolutional model developed by Bayar and Stamm [3]. This
model involves the addition of a sum-to-zero normalization constraint on the weights
of the first layer of the model during training. By doing so, the first layer of the model
must immediately focus on detecting high-frequency residual information rather than

low-frequency information that comprises the general smoothness of a given scene.

2.3.2 Residual Networks

The central challenge in using deep CNNs for forensics is that the forensic signal is
much smaller in comparison to the major scene component. Given a conventional deep
network that learns from raw pixel values, the network would tend to learn the scene
semantics rather than forensic residuals since the scene component adds more to the
loss function. In order to solve this problem, residual networks introduce a different
architecture where each block learns the difference between the desired output and
the input whereas a skip connection ensures that the input signal remains intact till it
reaches the output [6].

2.3.3 DCT and Frequency-Domain Analysis

Discrete Cosine Transform serves as both the underlying mathematics of the JPEG
encoding algorithm and a powerful forensic tool. Discrete Cosine Transform trans-
forms every pixel block of size 8 x 8 to spatial frequency coefficients; where low-order
coefficients contain information on the coarse structure of an image, and high-order
coefficients describe textures and edges. One benefit of using the DCT transform is the
creation of a pattern within the transformed coefficients even for operations that can-
not be easily distinguished in the spatial domain [4]. CAS branch of AFNet directly
uses DCT transform to extract frequency features from 25 DCT coefficient maps using
dilated convolution.



2.3.4 Attention Mechanisms: CBAM

In regular convolutions, all channels and spatial locations have equal weightage. How-
ever, for forensic purposes, an equal weightage approach falls short since the discrim-
inative features lie within specific frequency ranges, certain spatial locations such as
edges and textures, and particular stages of processing. This problem is tackled by
the Convolutional Block Attention Module (CBAM) [1], which uses channel attention
followed by spatial attention. The channel attention mechanism makes use of global
average and global max statistics on feature maps and employs a multi-layer percep-
tron to weigh these statistics; global average represents the general activation levels of
channels, while the global max represents the maximum activations [13]. Following
that, spatial attention locates the useful areas using channel-wise pooling, concatena-
tion, and 7 x 7 convolutions with sigmoid activations. The large kernel size is suitable
for accommodating the extended nature of forensic artifacts such as resampling arti-
facts. In the forensic scenario, channel attention filters out channels that have high
contributions from JPEG blocking artifacts shared by all compressed images, while re-
taining channels that have manipulation-specific artifact information. Spatial attention,
on the other hand, helps the model concentrate on edges and texture boundaries where
those artifacts are likely to be found. There is evidence from previous forensic studies
on splicing [11] and copy-move forgery [12] detections showing that this approach can
help.

2.4 Dataset, Manipulation Categories, and Resolution Analysis

2.4.1 Dataset Construction

Both training, validation, and testing datasets are obtained from the RAISE ALL
benchmark [14], which is publicly available and consists of 3,000 high-quality raw
TIFF images under varying imaging conditions for diverse cameras. The choice of
the RAISE ALL dataset is justified by the fact that using an uncompressed raw for-
mat guarantees a dataset completely void of any previous compression artifacts. First,
the image undergoes a JPEG compression with quality factor QF; = 90 to mimic in-
camera compression. Then, a particular manipulation is performed, followed by an-
other JPEG compression with QF, € {50,60,70, 80,90} to represent the image recom-
pression when distributed. Finally, the image is transformed to grayscale and cut into
non-overlapping patches of size 256 x 256, resulting in 30,000 training samples, 8,000
validation samples, and 15,000 testing samples. For evaluating the model performance
on cross-dataset evaluation, the models trained on RAISE ALL are tested on DRES-



DEN [15] and UCID [16].

2.4.2 Manipulation Categories

Six different manipulation types are investigated, all of which are forensic applica-
tions of image processing: Median Filtering (MF) is performed on kernels 3 x 3 and
5 x 5. Apart from its usual application of suppressing noise in the image, median fil-
tering is often utilized as an anti-forensic tool as it partially obfuscates the presence of
other types of manipulations while preserving the characteristic artifact of its own [5].
Gaussian Blur (GB) is performed using kernels 3 x 3 and 5 x 5. Gaussian blurring is
frequently used for artistic effects, privacy protection, and simulating the shallow depth
of field [6]. Resampling (RS) is done using bicubic interpolation at scale factors 1.2
and 1.5. This process is part and parcel of the editing process and also commonly used
in image splicing when the areas need to be made compatible with each other in terms
of scaling [7]. Additive White Gaussian Noise (AWGN) is added at standard devi-
ations o € {0.5,2.0} to replicate the effects of acquisition noise and also intentional
anti-forensic processing. Unaltered images have only the double JPEG compression
procedure performed on them, acting as the negative control. There are two types of
compound chain: MF — GB and GB — MF, which form the basis of the major
stress test cases. These chains combine two smoothing processes whose distinct fin-
gerprints may partially overlap, and whose resultant effects on DCT energy are almost

indistinguishable from a heavily compressed clean image.

2.4.3 Image Resolution and Forensic Implications

The level of resolution that forensic analysis is done impacts the efficacy of detec-
tion in several ways. The forensic fingerprint is localized and is a statistical anomaly
within groups of pixels, noise, and DCT coefficients. The lower the resolution, the less
number of pixels will be used to detect such anomalies. This work considers four patch
resolutions: 32 x 32, 64 x 64, 128 x 128, and 256 x 256 pixels. With the image size be-
ing 256 x 256, the full spatial footprint of the manipulation artifacts is kept intact, and
both channels are working to their full potential. With the image size being 128 x 128,
good detail is maintained but the noise pattern is starting to deteriorate. With the im-
age size being 64 x 64, the periodicity introduced by resizing and the blocking effect of
JPEG artifacts cover fewer pixels and more emphasis will be placed on the frequency
domain patterns and learned priors.The progressive spatial downsampling within both
the NRAS and CAS streams from 256 x 256 through 128 x 128 down to 64 x 64 is
a deliberate design choice that aggregates residual evidence across multiple spatial

scales before classification, preserving discriminative information.
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CHAPTER 3

RELATED WORK

The issue of identifying and analyzing the characteristics of manipulation in an image
has received constant research focus for decades because of its significance in digital
forensics and media authenticity purposes. The literature that is pertinent to the current
research is categorized according to the following four themes: handcrafted methods
in forensic techniques, use of deep learning techniques for image manipulation detec-
tion, manipulation chain detection algorithms, and attention models used in forensic
techniques. A critical synthesis at the end of the chapter identifies the research gap that

directly motivates AFNet.

3.1 Traditional Forensic Detection Methods

The earliest computational approaches to image manipulation detection were grounded
in the design of handcrafted statistical features tailored to the known properties of spe-
cific manipulation operations. These methods were productive and yielded practically
effective detectors for individual operations, but their inherent operation-specificity

proved a fundamental barrier to generalisation.

In [5], Yuan et al. presented a blind forensic detection method based on spectral
characteristics of the pixel-level autocorrelation function to analyse the effects of me-
dian filtering. Since the median filter leads to a flattening in the autocorrelation peak,
this approach can detect the use of this filter even under moderate amounts of JPEG
compression. Spectral analysis of median filtering was first established as a promis-
ing forensic solution, becoming a reference point for other residual-based techniques.
Feng et al. [7] employed spectral energy density features based on the frequency spec-
trum as a means of detecting resampling. This method relied on the presence of period-
icity in the form of peaks within the spectrum induced by the geometric interpolation
used to achieve resampling. Cao et al. [8] provided features using histograms of pix-
els for contrast enhancement forensics. Their approach was based on observing the

comb-shaped distribution of pixels after the application of such enhancements.

All of these approaches, when taken together, illustrated the inherent tractability of
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single-operation forensic detection and delivered the characterizations needed by the
later deep-learning techniques in order to be able to learn them automatically. How-
ever, their main drawback lay in the need to have a new detector created for each

operation, which limited their ability to generalize.

3.2 Deep Learning Approaches to Manipulation Detection

The emergence of deep learning fundamentally transformed the forensic detection
landscape by enabling the automatic learning of discriminative features directly from
data, bypassing the need for hand-engineered feature descriptors and providing sub-
stantially improved generalisation across manipulation types and compression condi-

tions.

Bayar and Stamm [3] introduced constrained convolutional neural networks in which
the first convolutional layer was subject to a sum-to-zero normalisation constraint. This
constraint forced the layer to suppress low-frequency scene content and produce out-
put activations dominated by high-frequency residuals, precisely the domain in which
manipulation signatures reside. The resulting networks demonstrated generalisable
detection capability across a wide range of manipulation types without prior knowl-
edge of the specific operation, because the constrained initialisation naturally aligned
the network’s inductive biases with the forensic task. Boroumand and Fridrich [6]
subsequently demonstrated that deep residual architectures adapted to the forensic set-
ting achieved strong performance by concentrating network capacity on manipulation-
induced noise residuals rather than scene semantics, confirming the value of residual

learning for forensic feature extraction.

Rana et al. [17] introduced the Multi-Scale Residual Dense Network (MSRD-CNN),
amore architecturally sophisticated single-stream framework comprising three sequen-
tial components: a multi-scale residual preprocessing module for adaptive noise extrac-
tion, a hierarchical feature extraction body employing Feature Extraction Blocks with
dense residual connections, and a softmax classification head. MSRD-CNN achieved
97.07% and 97.48% accuracy on the BOSSBase and DRESDEN datasets for general-
purpose manipulation detection, establishing that multi-scale residual aggregation in
the spatial domain could yield excellent broad manipulation classification. However,
as its per-class performance analysis reveals, the absence of DCT-domain modelling
causes sharp degradation on compound smoothing chains under heavy JPEG compres-
sion, underscoring that spatial-only architectures are insufficient for the forensic chain
detection problem.
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3.3 Manipulation Chain Detection

Detecting the particular case of manipulative sequences, meaning more than just the
fact that the image was manipulated, but determining which type of operations and in
what sequence they were used, is an area of significant research interest because of its

importance in practice.

Chu et al. [2] provided a foundational theoretical and empirical analysis establish-
ing that different orderings of the same operations produce measurably distinct forensic
fingerprints. This work formalized the theoretical basis for order-aware chain detection
and demonstrated that classifiers insensitive to operation ordering will systematically
fail in multi-operation scenarios, motivating the development of architectures that ex-

plicitly model the sequential structure of manipulation chains.

Liao et al. [4] developed a two-stream CNN for robust detection of operator chains
under realistic compression conditions, demonstrating that joint spatial-domain and
DCT-domain processing significantly outperformed single-stream approaches for JPEG-
compressed inputs. Yu et al. [10] proposed a two-stream network specifically for
JPEG manipulation classification, showing that parallel processing of image-domain
and DCT-domain representations achieved high chain classification accuracy by cap-

turing the complementary information available in both domains.

Kadha et al. [9] synthesised these findings into the ReMReNet dual-stream architec-
ture, combining a Noise Residual Extraction stream for spatial-domain forensic traces
with a Compression Feature Extraction stream for DCT-domain analysis. This design
achieved above 91.98% accuracy across various manipulation chain categories, estab-
lishing the dual-stream paradigm as the leading approach. However, in ReMReNet,
all extracted features’ channels and spatial locations are implicitly weighted equally
in intra-stream processing and inter-stream fusion, limiting its ability to discriminate
in forensics situations in which the important information is only present in certain

channels and locations.

3.4 Attention Mechanisms in Image Forensics

It has been found that attentional systems can be successfully employed in many com-
puter vision problems, as well as in forensics applications, showing how the capacity

to assign weights to informative attributes readily extends to the domain of forensics.

SE-net [13], on the other hand, pioneered the technique of channel-wise recalibra-
tion based on global pooling and gating operation that learns scalar weights repre-

senting the importance of the channel features given their global properties. When
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considering forensic applications, channel attention of SE-type facilitates the filtering
out of channels carrying scene information irrelevant to the forensic task while simul-
taneously enhancing channels capturing relevant forensic data. In addition, the concept
of CBAM [1] extends channel attention by including spatial attention into it, thereby
offering more holistic feature refinement. Multiple vision tasks confirmed experimen-
tally that CBAM consistently exceeds SE-channel attention performance, encouraging

its incorporation into AFNet.

In their study, Zhou et al. [11] have proven that attention-based localization was
able to enhance the detection of image splicing, as the attention mechanism enabled
the representational capability to be focused on the boundaries of the real and tampered
image regions. The effectiveness of attention-based localization was further verified
for copy-move forgery using different images and compressions [12].

3.5 Research Gap and Motivation

A careful examination of the literature reveals a well-defined gap at the intersection of
dual-stream compression-aware forensics and adaptive attention-based feature weight-
ing. The most effective existing chain detection architectures [4, 9, 10] correctly adopt
the dual-stream paradigm but apply uniform implicit weighting to all extracted fea-
tures. Simultaneously, the demonstrated effectiveness of CBAM-style attention in re-
lated forensic tasks [11, 12] suggests that similar gains are achievable for chain detec-
tion, yet this combination has not been systematically studied. AFNet directly fills this
gap by integrating CBAM at multiple complementary locations within a dual-stream
architecture, combining the demonstrated strengths of both design strategies in a single
coherent framework. Table 3.1 summarises the principal methodological streams and
positions AFNet within the landscape.

The table makes clear that AFNet uniquely combines dual-stream compression-
aware architecture with systematic multi-point attention integration, occupying a de-

sign point that has not previously been explored in the published literature.
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Table 3.1. Comparison of Major Image Forensic Detection Approaches.

Representative Key Strengths | Limitations Method Category
Work
Yuan et al. [5], | Interpretable Cannot gener- | Handcrafted Sta-
Feng et al. [7] and  tailored | alise across dif- | tistical Features
to specific | ferent manipu-
operations lation types
Bayar & | Suppresses Single-stream | Constrained CNN's
Stamm [3] scene content, | with no
works across | frequency-
manipulation domain mod-
types elling
Rana et al. [17] Rich multi- | Single-stream, | Multi-Scale Resid-
scale  spatial | degrades under | ual Networks
feature extrac- | heavy JPEG
tion compression
Liao et al. [4], Yu | Combines All  extracted | Two-Stream Net-
et al. [10] spatial and | features are | works
frequency- weighted
domain repre- | equally
sentations
Kadha et al. [9] Best chain | Uniform fea- | Dual-Stream with

detection accu-
racy before this
work

ture weighting
applied at the
fusion stage

DCT

Zhou et al. [11], | Spatially selec- | Not extended | Attention-Based
Zhong & Pun [12] | tive, focuses | to manipu- | Forensics
on tampered | lation  chain
regions detection
Our work Dual-stream Marginal AFNet (Pro-
with  multi- | computational | posed)
point  atten- | overhead only
tion at every
processing
stage
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CHAPTER 4

PROPOSED METHODOLOGY

This chapter provides a comprehensive technical description of the AFNet architecture
and the experimental pipeline in which it is evaluated. The presentation proceeds from
the dual-stream backbone through the CBAM module and its three integration points,
the complete network assembly with classification head, the training strategy, and the

dataset construction and evaluation protocol.

4.1 Overview of the AFNet Architecture

AFNet processes 256 x 256 grayscale image patches through two parallel streams that
extract complementary forms of forensic evidence before combining them for classifi-
cation. The Noise Residual Attention Stream (NRAS) operates on the raw pixel repre-
sentation to extract spatial-domain forensic fingerprints through hierarchical residual
learning. The Compression Artifact Stream (CAS) operates in the DCT frequency do-
main to model the characteristic patterns introduced by JPEG compression and their
interaction with prior manipulation traces. The outputs of both streams are fused, re-
fined by a cross-stream attention module, and passed through a classification head to
produce the final manipulation chain prediction. The overall architecture of AFNet is
illustrated in Figure 4.1.

4.2 Noise Residual Attention Stream

The NRAS receives a single-channel grayscale input of shape 1 x 256 x 256. Two ini-
tial 3 x 3 convolutional layers with 64 output channels, each followed by Batch Nor-
malisation and ReLU nonlinearity, perform the first-stage feature extraction, establish-
ing a residual-enriched representation that de-emphasises smooth low-frequency scene
content in favour of the high-frequency statistical anomalies introduced by manipula-

tion operations.

The main body of the NRAS is organised into four sequential processing stages.

Stages 1 and 2 each consist of four standard residual blocks operating at 32 channels
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Figure 4.1. AFNet dual-stream architecture with NRAS and CAS streams, DCT
transformation, CBAM-enhanced fusion, and classification head.

while maintaining the full 256 x 256 spatial resolution, enabling the extraction of fine-
grained noise textures at the original scale. Each residual block comprises two 3 x 3
convolutional layers with Batch Normalisation and ReLLU, connected by a skip connec-
tion that carries the block input to the output. Stages 3 and 4 each begin with a pooling
residual block that progressively downsamples spatial dimensions from 256 — 128
and 128 — 64 pixels respectively while increasing the channel count to 64. The output
tensor of the NRAS is thus of shape 64 x 64 x 64. The stream architecture is illustrated
in Figure 4.2.
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Figure 4.2. NRAS stream with convolutional layers, regular residual blocks (cyan), and
pooling residual blocks (orange).

4.3 Compression Artifact Stream

The CAS operates in the DCT frequency domain to explicitly model the interaction
between JPEG compression artefacts and prior spatial-domain manipulation traces.
The stream begins with an 8 x 8 block-based DCT transformation of the grayscale
input, which generates 25 frequency feature maps of shape 25 x 256 x 256. Each of
these maps corresponds to a specific DCT coefficient position across all 8 x 8 blocks of
the image, providing a representation in which the spatial layout of frequency-domain

information is directly accessible to subsequent convolutional processing.
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These 25 frequency maps are processed through two parallel convolutional branches,
one with a standard dilation rate of 1 and one with a dilation rate of 4, each produc-
ing 32 output channels. The standard-dilation branch captures local frequency patterns
within and immediately around individual DCT blocks. The dilated branch, with its
expanded receptive field, is specifically designed to detect the extended periodic com-
pression artefacts that arise across multiple adjacent DCT blocks and that standard
convolutions with small kernels cannot identify. Concatenating the two branch out-
puts along the channel dimension yields a 64 x 256 x 256 representation that benefits
from both local and extended-range frequency analysis. Two 3 x 3 convolutional lay-
ers followed by four residual stages matching the NRAS structure reduce the spatial
dimensions to produce a 64 x 64 x 64 output, dimension-matched to the NRAS output

CAS Output

for subsequent fusion. The CAS stream architecture is illustrated in Figure 4.3.
Stage 4
Il Reoular Residual i egular Residual
Ch:

Stage 1 Stage 2
:
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:
Channels : 32 Channels : 64
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B4x 26 x 256 Spacial Size - 256 x 256 Spacial Size : 256 x 256 D . 266 > 128 Downsampling : 128 -> 64

Figure 4.3. CAS stream with DCT transformation, parallel dilated convolutions, and residual
blocks.

4.4 CBAM Module

The CBAM module [1] applied at each integration point in AFNet performs sequential
channel and spatial attention refinement. Given an input feature tensor F € REXH*W
the channel attention sub-module computes a C-dimensional weighting vector using
both global average pooling and global max pooling to capture complementary statis-
tics of each channel, processing both through a shared MLP with bottleneck ratio

r = 16 and summing with a sigmoid:

M, (F) = 6 (MLP (AvgPool (F)) +MLP (MaxPool (F))) (4.1)

The resulting channel-refined feature F' = M(F) ® F is passed to the spatial at-
tention sub-module, which computes a H X W spatial weighting map by channel-wise

pooling, concatenation, and 7 x 7 convolution:

M;(F') = o (Convy,7 ([AvgPool,.(F'), MaxPool.(F)]) ) 4.2)

The final output is:
F'=M,(F)oF (4.3)
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This two-stage refinement simultaneously suppresses uninformative channels and
uninformative spatial positions. In the forensic context, channel attention suppresses
channels dominated by JPEG blocking artefacts common to all compressed images
(and therefore non-discriminative for chain classification) while amplifying channels
encoding the specific statistical anomalies of each manipulation type. Spatial attention
then focuses on the image regions, the edges, texture boundaries, and periodic patterns,
where these anomalies are most spatially concentrated. Figures 4.4 and 4.5 illustrate

the CBAM channel attention and spatial attention module architectures respectively.
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Figure 4.4. CBAM Channel Attention Module: uses global average pooling and global max
pooling, processed through a shared MLP with bottleneck ratio r = 16, and sigmoid activation
to produce the channel attention map [1].

4.5 Multi-Point CBAM Integration Strategy

The architecturally distinctive feature of AFNet is the integration of CBAM at three
complementary and independently motivated locations, each addressing a specific rep-

resentational need in the overall forensic pipeline.

4.5.1 CBAM within Residual Blocks

The first and most impactful integration point inserts a CBAM module within every
residual block, positioned between the output of the second convolutional layer and
the residual skip addition. By refining the transformed residual before it is added to the
skip-connection path, the attention module prevents uninformative or noise-dominated
residuals from accumulating as the signal propagates through successive blocks. Ab-
lation experiments confirm this placement provides the largest individual contribution
to overall accuracy, consistent with the interpretation that per-block refinement yields
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Figure 4.5. CBAM Spatial Attention Module: uses channel-wise average pooling and max
pooling, concatenation, 7 x 7 convolution, and sigmoid activation to produce the spatial
attention map [1].

compounding benefits across the full network depth. Figures 4.6 and ?? illustrate the
CBAM-augmented regular and pooling residual blocks respectively.

4.5.2 CBAM after Initial Convolutional Layers

The second integration point places CBAM immediately after the initial convolutional
layers of each stream, before features enter the main residual body. At this early stage,
the module acts as an adaptive gating mechanism that evaluates the initial extracted
features and suppresses channels and regions dominated by scene content or camera-
system noise, directing the subsequent residual processing toward the portions of the
feature representation that carry forensic information. This early-stage filtering allows
all subsequent residual blocks to concentrate on refining already-selected forensic fea-

tures rather than sifting through raw unfiltered activations.

4.5.3 CBAM within the Cross-Stream Fusion Layer

The third integration point applies CBAM to the fused feature tensor produced by con-
catenating the NRAS and CAS outputs and passing them through a 1 X 1 convolutional
projection. The NRAS and CAS streams carry qualitatively different types of forensic
evidence, spatial noise residuals and DCT compression patterns respectively and their
relative discriminative informativeness varies with the specific manipulation chain and
the JPEG quality factor. The cross-stream fusion CBAM learns to reweight the com-
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bined 128-channel representation according to the input-specific evidence, amplify-
ing NRAS channels when spatial traces are well-preserved and CAS channels when
frequency-domain evidence is more discriminative. This adaptive cross-stream balance

is a capability that fixed-weight fusion architectures fundamentally cannot provide.

4.6 Complete Architecture and Classification Head

After the cross-stream CBAM module, the attention-refined 128 x 64 x 64 feature ten-
sor is passed through global average pooling, collapsing the spatial dimensions to pro-
duce a 128-dimensional feature vector. This vector is processed by a fully connected
classification head with the structure 128 — 64 — num_classes, with a Dropout layer at
rate 0.5 between the two linear layers to regularise training. The complete architectural

assembly is illustrated schematically in Figure 4.1.

4.7 Training Strategy

AFNet is trained using cross-entropy loss with label smoothing at € = 0.1. Label
smoothing prevents the network from becoming overconfident on the confusable com-
pound chain classes particularly MF—GB and GB—MF, which share many statistical
properties by replacing the hard one-hot target with a softened distribution that assigns
a small probability mass to all classes. The optimiser is AdamW with base learning
rate 0.0001 and weight decay 0.0005, providing adaptive per-parameter learning rates
with L2 regularisation through the weight decay term. A step learning rate scheduler
reduces the learning rate by 50% every 10 epochs, enabling large initial parameter
updates followed by progressively finer refinements as training converges.

The effective training batch size is 16, achieved through gradient accumulation
where necessary. Data augmentation during training includes horizontal flipping and
random rotation within +10°, increasing training distribution diversity without distort-
ing the manipulation-specific forensic features that the network is trained to detect.
Training is halted by early stopping with patience of 10 epochs, preventing overfitting
to the training partition. All experiments are conducted on an NVIDIA RTX 4080

using PyTorch 2.0 with mixed-precision training.

4.8 Dataset Construction and Experimental Setup

The first evaluation set comprises images extracted from the RAISE ALL benchmark
[14] that includes 3,000 high-quality raw TIFF images. The images in this dataset go
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through the following processing steps: the initial JPEG compression using the quality
factor of QF| = 90; applying the required manipulation; secondary JPEG compression
using QF, € {50,60,70,80,90}; converting the images to grayscale; and extracting
non-overlapping 256 x 256 patches. These processing steps mimic actual forensic set-
tings where images are compressed upon acquisition, manipulated, and subsequently
re-compressed before being disseminated

The study encompasses six manipulation categories: Median Filtering (kernel sizes
3 x 3 and 5 x 5), Gaussian Blur (kernel sizes 3 x 3 and 5 x 5), Resampling (bicu-
bic at scale factors 1.2 and 1.5), Additive White Gaussian Noise (AWGN) with ¢ €
{0.5,2.0}, and Unaltered. The compound chain categories MF—GB and GB—MF
are included to specifically evaluate chain detection performance. The dataset is parti-
tioned into 30,000 training, 8,000 validation, and 15,000 test images. The DRESDEN
[15] and UCID [16] datasets serve as held-out benchmarks for cross-dataset generali-

sation evaluation.

All baseline methods, Bayar and Stamm [3], Yu et al. [10], Liao et al. [4], MSRD-
CNN [17], and Kadha et al. [9] are re-evaluated on RAISE ALL under the same train-
ing and compression settings to ensure fair comparison. For MSRD-CNN, results are
reproduced from RAISE ALL using the published architecture and the same patch
extraction pipeline, since the original results were reported on BOSSBase and DRES-
DEN.
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CHAPTER 5

EXPERIMENTAL RESULTS AND EVALUATION

This chapter presents a comprehensive account of the experimental results obtained
by applying AFNet and the evaluated baseline systems to the RAISE ALL benchmark
and the cross-dataset evaluation corpora. The presentation covers overall accuracy
comparison, per-class performance analysis, ablation studies that isolate individual
CBAM contributions and compare attention formulations, cross-dataset generalisation

evaluation, and computational overhead analysis.

5.1 Overall Performance on RAISE ALL

Table 5.1 presents the training, validation, and test accuracy results for all evaluated
methods on the RAISE ALL benchmark, aggregated across all five compression qual-

ity factor settings.

Table 5.1. Overall Accuracy Comparison on RAISE ALL (%).

Model Train Val Test

Bayar & Stamm [3] 91.20 90.85 91.14

Yu etal. [10] 93.45 93.10 93.62
Liao et al. [4] 9430 93.80 94.21
MSRD-CNN [17] 95.10 94.72 95.33
Kadha et al. [9] 96.24 96.15 96.56
AFNet (Ours) 97.75 98.56 97.17

AFNet achieves a test accuracy of 97.17%, surpassing all evaluated baseline meth-
ods by a clear margin. The overall performance progression from Bayar and Stamm
[3] through MSRD-CNN [17] and Kadha et al. [9] to AFNet reflects a coherent line of
architectural development, with each step addressing the limitations of the previous de-
sign. The constrained CNN of Bayar and Stamm achieves 91.14%, demonstrating the

value of content-suppressive feature learning but limited by its single-stream, spatial-
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only design. MSRD-CNN extends this to 95.33% through multi-scale residual aggre-
gation but remains restricted to the spatial domain. Kadha et al. adds DCT-domain
modeling through a dual-stream design, reaching 96.56%. AFNet’s further improve-
ment to 97.17% through adaptive feature weighting confirms that attention-based fea-
ture selection provides significant additional benefit beyond what dual-stream design

alone achieves.

It is noteworthy that AFNet’s validation accuracy of 98.56% exceeds its test accu-
racy of 97.17%, suggesting that the CBAM-induced regularisation which suppresses
uninformative features and directs representational capacity toward forensically rele-
vant signals reduces overfitting relative to architectures without attention. The 1.39
percentage point gap between validation and test performance is consistent with nor-
mal generalisation behaviour and does not indicate over-tuning to the validation set.

5.2 Per-Class Performance Analysis

Table 5.2 presents the per-class accuracy, precision, recall, and F1-score for MSRD-
CNN [17], Kadha et al. [9], and AFNet across all five manipulation categories on the
RAISE ALL test set.

Table 5.2. Per-Class Performance Comparison on RAISE ALL (%).

al MSRD-CNN [17] Kadha et al. [9] AFNet (Ours)
ass
Acc Prec Rec F1 Acc Prec Rec F1 Acc Prec Rec F1

Original  96.10 95.80 96.10 9595 98.86 98.45 98.86 98.65 99.60 99.16 99.60 99.38
MF 9542 95.10 9542 9526 97.64 9724 97.64 97.44 98.47 98.30 98.47 98.39
GB 94.85 9450 94.85 94.67 9648 96.15 96.48 9631 97.85 97.55 97.85 97.70
MF—GB 9123 88.60 91.23 89.90 9596 9254 9596 9422 97.79 94.82 97.79 96.28
GB—MF 84.10 88.20 84.10 86.10 89.56 93.45 89.56 91.46 92.15 96.04 92.15 94.05
Average 9234 9244 9234 9238 9570 95.57 9570 95.62 97.17 9717 97.17 97.16

The per-class results reveal an interpretable and theoretically coherent pattern across
all three systems. The single-operation categories (MF, GB) and the unaltered class
are handled reliably by all three architectures, reflecting the relative simplicity of de-
tecting well-characterised, 1solated forensic fingerprints even in the presence of JPEG
compression. MSRD-CNN achieves strong results on these categories, with 95.42%
for MF and 94.85% for GB, consistent with the effectiveness of multi-scale spatial

residual processing for single-operation scenarios.

The compound manipulation chains reveal the most diagnostically significant ar-
chitectural differences. MSRD-CNN'’s performance degrades sharply to 91.23% on
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MF—GB and further to 84.10% on GB—MF, a decline of 11.32 percentage points
from its best single-class result. This degradation reflects the inability of a single-
stream spatial-domain architecture to model the complex interaction between com-
pound smoothing traces and heavy JPEG compression artefacts. The dual-stream de-
sign of Kadha et al. substantially improves chain class performance through DCT-
domain modeling, reaching 95.96% on MF—GB and 89.56% on GB—MF. However,
the 6.40 percentage point gap between its best and worst chain classes indicates that

equal-weight feature fusion still leaves significant discriminative capacity unrealised.

AFNet’s CBAM-augmented attention architecture closes these gaps substantially.
The 97.79% accuracy on MF—GB represents improvements of 1.83 percentage points
over Kadha et al. and 6.56 points over MSRD-CNN. The 92.15% accuracy on GB—MF
represents improvements of 2.59 points over Kadha et al. and 8.05 points over MSRD-
CNN. The 99.60% accuracy and 99.16% precision on unaltered images further demon-
strate that the attention mechanism effectively suppresses false-positive detections on
clean images, a critical property for forensic systems operating under real-world con-

ditions where false alarms carry material costs.

5.3 Ablation Studies

Table 5.3 presents the results of the ablation study conducted to isolate the individual
and combined contributions of the three CBAM integration points and to compare

CBAM against alternative attention formulations.

The ablation results provide several important and consistent findings. Every indi-
vidual CBAM placement yields a positive contribution over the no-attention baseline,
confirming that each integration point provides genuine and non-redundant forensic
benefit. CBAM within the residual blocks provides the largest individual contribution,
improving test accuracy by 0.39 percentage points over the baseline. This result is con-
sistent with the interpretation that per-block feature refinement produces compounding
benefits as the refined representations propagate through successive network layers,
preventing uninformative residuals from accumulating. CBAM after fusion provides
the smallest individual contribution (0.22 points), reflecting that the most discrimi-
native features have already been selectively amplified by the within-stream attention

modules by the time the fusion stage is reached.

Critically, the full model combining all three placements achieves 97.17%, which
exceeds the simple additive sum of the individual incremental contributions, demon-
strating genuine synergistic interaction. The early-stage gating attention allows the

residual block attention to operate on already-refined feature maps, and the cross-
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Table 5.3. Ablation Study: Effect of Attention Placement and Formulation on Validation and
Test Accuracy (%).

Configuration Val  Test

(a) Attention Placement Ablation

Baseline dual-stream network with no attention modules ap- 96.15  96.56
plied at any stage

CBAM inserted inside every residual block of both NRAS 97.24  96.95
and CAS streams, with no attention at the fusion or early-
stage layers

CBAM applied only at the cross-stream fusion layer where 96.85 96.78
NRAS and CAS features are concatenated, with no atten-
tion inside the streams

CBAM placed after the initial convolutional layers at the 97.56 97.04
entry point of both NRAS and CAS streams, with no atten-
tion in residual blocks or at fusion

Full AFNet model with CBAM at all three locations: in- 98.56 97.17
side every residual block, after the early-stage convolu-

tional layers of both streams, and at the cross-stream

fusion layer

(b) Attention Formulation Ablation

Squeeze-and-Excitation (SE) modules [13] applied at all 97.64 96.82
three positions; SE performs channel-only recalibration us-

ing global average pooling followed by a bottleneck MLP,

without any spatial attention component

Channel attention component of CBAM applied alone atall 97.38 96.91
three positions; uses both global average and global max

pooling with a shared MLP to reweight feature channels,

but omits the spatial attention step

Spatial attention component of CBAM applied alone at all 97.12 96.74
three positions; uses channel-wise average and max pool-

ing followed by a 7 x 7 convolution to highlight informative

spatial regions, but omits the channel attention step
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stream fusion attention benefits from the more discriminative NRAS and CAS rep-
resentations produced by the preceding two attention stages. This synergy is the key

architectural rationale for the multi-point integration strategy.

The comparison with alternative attention formulations provides further valida-
tion. SE modules achieve 96.82%, channel-only CBAM variants achieve 96.91%, and
spatial-only variants achieve 96.74%, all below the full CBAM result of 97.17%. The
ordering spatial-only < SE < channel-only < CBAM confirms that joint channel-
spatial attention provides complementary benefits that neither type alone can fully de-
liver. Spatial attention is uniquely important for localising the spatially concentrated
forensic patterns of operations such as median filtering and resampling, while channel
attention is uniquely important for suppressing channels dominated by JPEG noise that

is common to all compressed images regardless of manipulation.

5.4 Cross-Dataset Generalisation

Table 5.4 presents the accuracy results on the DRESDEN and UCID benchmarks for
models trained exclusively on RAISE ALL.

Table 5.4. Cross-Dataset Evaluation: Accuracy on DRESDEN and UCID (%).

Model DRESDEN [15] UCID [16]
MSRD-CNN [17] 94.20 93.10
Kadha et al. [9] 94.56 93.84
AFNet (Ours) 95.84 95.12

AFNet achieves 95.84% on DRESDEN and 95.12% on UCID, with consistent mar-
gins of approximately 1.28 percentage points over Kadha et al. on both benchmarks.
These cross-dataset results are important for two reasons. First, they confirm that the
CBAM-learned attention patterns generalise across different camera systems and imag-
ing conditions, providing strong evidence that the attention mechanism amplifies gen-
uinely forensic, domain-invariant features rather than RAISE ALL-specific statistical
regularities. Second, the consistency of the AFNet advantage across two independent
external benchmarks rules out the possibility that the RAISE ALL results reflect over-
fitting to the specific characteristics of the training dataset. The ability to generalise
across datasets is a prerequisite for practical forensic deployment, where the camera
device and acquisition conditions of the evidence image will in general differ from

those of the training corpus.
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5.5 Computational Overhead Analysis

The CBAM augmentation introduces a total of 0.08M additional parameters across
all three integration points, representing a 1.0% increase in parameter count over the
baseline dual-stream architecture. Training time is extended by 3.6%, and inference
latency increases by 1 millisecond per batch, from 45ms to 46ms (a 2.2% relative in-
crease). Given that AFNet achieves a 0.61 percentage point improvement over the
strongest prior architecture at this marginal computational cost, the attention augmen-
tation provides an exceptionally favourable performance-to-overhead trade-off and is
fully viable for practical forensic deployment. The minimal parameter overhead also
reduces the risk of overfitting, which is consistent with the regularisation effect ob-

served in the validation performance comparison.
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CHAPTER 6

DISCUSSION AND ANALYSIS

This chapter critically interprets the experimental findings of Chapter 5 in their broader
technical, methodological, and practical contexts. The discussion addresses the ar-
chitectural factors explaining AFNet’s performance, the mechanisms by which atten-
tion addresses the compound chain detection challenge, the implications of the cross-
dataset results, and the limitations of the present study.

6.1 Architectural Development and the Role of Each Design Decision

The hierarchical performance witnessed among the reviewed methods follows a well-
defined architectural evolution, which is theoretically understandable. First, Bayar
and Stamm [3] showed that the addition of content-suppressive convolutional con-
straints greatly helped in manipulation detection due to the matching inductive biases
and residual forensics in the image. Second, with MSRD-CNN [17], the single stream
paradigm was enhanced through multi-scale residual aggregation such that hierarchies
of richer spatial representations improved overall accuracy in detecting generalized
manipulations. Third, Kadha et al. [9] made the fundamental shift from single to dou-
ble streams, understanding the need to explicitly model the DCT domain because,
through JPEG compression, frequencies arise that cannot be separated from manipu-
lated images within a spatial stream only. Finally, AFNet takes the architecture for-
ward by incorporating content-aware attention mechanisms to guide representation at

different levels of processing.

From the results of the ablation analysis, we can see that no component on its own
will work effectively for AFNet. The complete function of AFNet arises from a com-
bination of the synergy between dual streams processing, DCT domain modeling, and
multi-point attention fusion. The lack of any of these elements will affect the perfor-
mance adversely, but the adverse effects do not simply combine, because the cross-
stream fusion attention works better with intra-stream attention representation and the

intra-stream residual block attention works best after the gating attention process.
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6.2 Channel and Spatial Attention in the Forensic Context

The different functions of channel attention and spatial attention deserve individual
consideration. With the use of channel attention, the network can dampen the feature
channels that are affected by the JPEG compression artifacts, which are present in any
image due to compression and have no discriminative information about the manip-
ulation chains. The reduction in importance of such channels will help improve the
signal-to-noise ratio for the manipulation-based characteristics, which remain in other
feature channels. It is especially relevant to consider channel attention when work-
ing with the CAS stream, as many of the DCT maps contain only quantization noise

patterns.

This is augmented by the use of spatial attention that detects and enhances areas
of the image that have high spatial concentration of manipulation artifacts. Median
filter and Gaussian blur produce artifacts mainly along edge and texture edges where
the changes are maximum. Resampling artifacts are spread out throughout the image
but still retain a specific spatial periodical nature. The 7 x 7 spatial attention mask is
sufficient to detect such patterns, making it possible to localize the parts of the image

most useful for classification.

The attention mechanism across the streams in the fusion stage brings about yet
another benefit specific to the dual-stream framework, that of adjusting the importance
weightage of NRAS and CAS features based on the extent of manipulation and com-
pression of each particular image fed into the system. It is the very thing that a fixed
weight fusion architecture is unable to achieve and contributes greatly to the superior

performance of AFNet.

6.3 The Compound Smoothing Chain Detection Problem

However, since the GB—MF pair poses a consistently difficult problem, a special ex-
amination is required here. Indeed, the methods of Gaussian blurring and median fil-
tering have an effect of reducing image frequencies, but by using them consecutively,
one can achieve a combined effect that makes the energy distribution in the DCT do-
main similar to that of a highly compressed original image. This resemblance is the
root cause of the systematic difficulty: the network must distinguish between a clean
but heavily compressed image and an image that has undergone compound smoothing
before compression, based on statistical differences that are progressively attenuated
at lower quality factors.

The progression of GB—MF accuracy from 84.10% (MSRD-CNN) through 89.56%
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(Kadha et al.) to 92.15% (AFNet) reflects the compounding benefits of each architec-
tural addition. The absence of DCT-domain modeling in MSRD-CNN accounts for
the largest single gap; adding dual-stream frequency analysis in Kadha et al. provides
a substantial improvement; and the additional adaptive weighting in AFNet narrows
the gap further. The 7.83 percentage point improvement of AFNet over MSRD-CNN
on this single class represents the most significant per-class gain achieved across all
evaluated architecture comparisons, and it is directly attributable to the combination of

DCT-domain modeling and attention-based feature amplification.

6.4 Generalisation and Domain Invariance

The consistent performance advantage of AFNet over all competing architectures on
DRESDEN and UCID provides strong evidence that the CBAM-learned attention weig-
hts encode domain-invariant forensic features rather than RAISE ALL-specific statis-
tical regularities. The approximately 1.28 percentage point advantage over Kadha et
al. on both external datasets, a smaller margin than on RAISE ALL itself but still
consistent and statistically meaningful suggests that the attention mechanism acts as
a regulariser, reducing the network’s tendency to exploit dataset-specific cues that do

not transfer across camera systems and imaging conditions.

This generalisation property is a practical prerequisite for deployment in real-world
forensic workflows, where the camera provenance of the evidence image is rarely con-
trolled and may differ substantially from the training corpus. The cross-dataset evalu-
ation provides the methodological evidence needed to support AFNet’s credibility as a

forensically practical system rather than merely a benchmark-optimised model.

6.5 Limitations

Several limitations of this study should be acknowledged for completeness and to mo-
tivate future research. The evaluation is restricted to grayscale images; the extension
to colour imaging, which provides additional forensic information in the chrominance
channels, remains unexplored. The compound smoothing chain GB—MF achieves
92.15% accuracy, indicating that the problem is not fully solved and that meaningful
headroom for improvement remains. The evaluation is limited to two-operation chains;
the behaviour of AFNet on longer chains of three or more operations is unknown and
merits systematic investigation. Finally, the robustness of AFNet against adversarial
anti-forensic post-processing has not been evaluated, and such evaluation is important

for understanding the security properties of the proposed system.
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CHAPTER 7

CONCLUSION AND FUTURE WORK

7.1 Conclusion

This thesis has presented AFNet, an attention-driven dual-stream convolutional net-
work for detecting image manipulation chains in JPEG-compressed environments. The
central contribution is the systematic integration of the Convolutional Block Attention
Module at three distinct and complementary locations within a dual-stream forensic
architecture: within every residual block of both the Noise Residual Attention Stream
and the Compression Artifact Stream, after the initial convolutional layers of each
stream, and within the cross-stream feature fusion layer. This multi-point attention
strategy enables hierarchical, content-adaptive feature selection across the full depth of
the processing pipeline, simultaneously suppressing compression-induced noise, am-
plifying subtle inter-chain discriminative features, and dynamically balancing spatial-
domain and frequency-domain evidence according to the specific characteristics of

each input.

Comprehensive evaluation on the RAISE ALL benchmark demonstrates that AFNet
achieves 97.17% overall test accuracy, establishing a new state-of-the-art result that
surpasses all evaluated baselines. The performance gains are most pronounced on the
compound smoothing chains that most severely challenge prior architectures: 97.79%
accuracy on MF—GB chains and 92.15% on GB—MF chains, compared to 84.10%
achieved by the strongest single-stream competitor and 89.56% by the strongest dual-
stream baseline without attention. Cross-dataset evaluation on DRESDEN and UCID
confirms generalisation across different camera systems and imaging conditions, with
consistent margins of approximately 1.28 percentage points over the strongest prior
approach. Ablation studies establish that all three CBAM integration points contribute
non-redundantly and that their combination yields synergistic benefits exceeding the
sum of individual contributions. The complete attention augmentation introduces only
0.08M additional parameters and 2.2% additional inference latency, confirming that
the attention-based enhancement is computationally negligible relative to its forensic
benefit.
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Taken together, these results establish that the combination of dual-stream compres-
sion-aware architecture with systematic multi-point CBAM integration is a highly ef-
fective design strategy for forensic manipulation chain detection, and that adaptive
feature weighting provides significant and consistent performance improvements over
uniform-weight dual-stream baselines. The proposed approach offers direct practical
benefits for verifying social media content, authenticating legal and journalistic evi-

dence, and moderating images in operational forensic pipelines.

7.2 Future Work

Several directions for future research emerge from this thesis. Extending AFNet to
process colour images would enable exploitation of additional forensic information
available in the chrominance channels, particularly relevant for contrast enhancement
and saturation-based manipulations. Exploring multi-scale attention mechanisms that
operate across multiple DCT coefficient groups simultaneously could capture richer
frequency-domain interactions and may further close the performance gap on the chal-
lenging GB—MF category. Investigating adversarial training against anti-forensic
post-processing would quantify and improve the robustness of AFNet in adversarial
deployment settings. Extending the evaluation framework to chains of three or more
operations would address a practical gap, since real-world forgeries may involve more
complex processing histories than the two-operation chains studied here. Domain-
adaptive fine-tuning of the CAS stream on forensic-specific frequency data could fur-
ther improve performance under extreme compression conditions. Finally, developing
saliency-based visualisation tools that highlight the spatial regions driving AFNet’s
classification decisions would improve the interpretability of the system and facilitate
its adoption by forensic practitioners who need to explain their analysis conclusions to

non-expert stakeholders.
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