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Bypassing SameSite Cookie Restrictions via Federated Authentication and
Subdomain Control Exploits

Aayush Kumar Singh

ABSTRACT

Browser-based security models are widely used to access digital services in a secure
manner, and HTTP cookies remain a fundamental component of web application secu-
rity. The introduction of SameSite cookie protection mechanisms has been adopted by
modern browsers to enhance browser security and minimize risks related to Cross-Site
Request Forgery (CSRF) and unauthorized cross-site interactions. However, newer
authentication architectures introduce cross-domain interactions through federated au-
thentication standards such as OAuth, OpenID Connect, and Single Sign-On, which
may weaken or complicate the intended security guarantees of cookie-based protec-
tions.

In addition to federated authentication flows, trust relationships between organizational
subdomains can create security weaknesses when subdomains are poorly managed,
misconfigured, or exposed to attacker control. This research examines the possibility
of circumventing SameSite cookie restrictions through the combined effect of feder-
ated authentication workflows and trusted subdomain control scenarios. A controlled
experimental framework was developed to simulate authentication interactions, redi-
rection manipulation, cookie transmission behavior, and subdomain exploitation under
ethical testing conditions.

Several browsers were tested to understand how consistently they implement SameSite
enforcement and how effectively they resist exploitation under different authentication
conditions. The study highlights that SameSite cookies provide an important layer of
protection, but their effectiveness depends on correct configuration, secure identity-
provider integration, and careful management of subdomain trust boundaries. The
findings emphasize the need for layered browser security, strict redirect validation,
robust subdomain governance, and defence-in-depth strategies for securing modern
web authentication systems.
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CHAPTER 1
INTRODUCTION

This thesis discusses security issues of existing web authentication methods like by-
passing SameSite in federated type authentication solutions and subdomain control
attacks. It will explore security measures in place to keep cookies on your browser,
authentication methods such as OAuth and Single Sign-On etc. and how trusted sub-
domains have trust problems. Experiments are run under a controlled environment
and test the behaviour of the browsers under different security settings and attack se-
quences. The results show drawbacks of the current protection mechanisms and the
potential for protection mechanisms to be vulnerable with regard to the security of the
session. Based on the analysis, the research provides strategies for mitigating the at-
tack and suggests security measures that can be taken to ensure that Web applications
are more secure and that the advanced session exploitation attack is avoided.

1.1 Background and Objectives

As Web applications become more important, a way of getting secure and seamless ac-
cess to Web services has become more dependent on mechanisms that depend upon the
browser, including authentication and session management. HTTP cookies are used to
keep sessions which play an important role in ensuring the persistence of the client-
server relationship. The SameSite cookie attribute, a new feature of modern browsers,
was added to restrict the kinds of cookies that can be sent when preventing Cross-Site
Request Forgery (CSRF) and unauthorized cross-origin requests [1, 2]. These safe-
guards have made sessions much more secure, but have also added new complexities
due to changing web architectures.

New exceptions to its efficiency might be introduced if federated authentication
systems (like OAuth 2.0, OpenlD Connect and Single Sign-On or SSO) are imple-
mented, resulting in a controlled communication between identity and service providers
that may impact the efficiency of planned browser security measures [3]. Similarly, an
organization could have multiple subdomains and third party hosting providers, with-
out realizing that trust relationships can be creating an additional attack surface. One
possibility is that the DNS records are misconfigured, or that the cloud resources have
been abandoned, enabling the attacker to assume the same-site trust [4].

This research looks at the possibilities of such two types of exploits, working to-
gether to avoid SameSite cookies.This research is looking at how to combine federated
authentication workflows with subdomain control exploits to evade SameSite cookies.
Research regarding the browsers behaviour, potential attacks space, attacks impact on
the session integrity and security of authentication. The results are supposed to pro-
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vide a better framework of protection in modern Web application environments against
advanced attacks of session exploits [5].

1.2 Problem Statement

SameSite cookie policies are an important barrier in the browser to protect against
“cross-site attacks” and unauthorized execution of requests in modern web applica-
tions. These mechanisms have given more security since it is more difficult for cookies
to be transferred from one origin to another, but new architectures for authentication
have introduced cases in which cookies may be less secure. Some federated methods
of authentication, including OAuth 2.0, OpenID Connect and Single Sign-On (SSO),
introduce potentially exploitable gaps that can make it difficult to achieve seamless
user authentication and implement cookie enforcement [1, 2].

Organizations also often run several subdomains and connect third party cloud re-
sources, which can lead to the occurrence of trust relationships that can be compro-
mised if a subdomain is lost or misconfigured. When an attacker gets control over
trusted subdomains they can exploit the assumption of trust of the browser and exe-
cutes attacks that defeat intended security barriers and lead to a compromise of the
authenticated session [3, 4]. However, there has been little research into how the con-
trol vulnerability in subdomains can be combined with the SameSite protection of
federated authentication workflows as an advanced attack chain.

Hence, the purpose of this study is to find the security gaps, study of the browser
behavior and to suggest effective mitigation techniques to enhance the security of web
application authentication and protection against the potential SameSite cookie bypass
via federated authentication and subdomain exploitation.

1.3 Objectives

This research aims at understanding the security vulnerabilities of the protection mech-
anisms for cookies with SameSite attribute in the latest versions of web browsers and
the potential workarounds of these restrictions with federated authentication flow and
subdomain control exploit. The purpose of this study is to analyze browser-based ses-
sion management mechanisms and the suitability of the implementation of the Same-
Site cookies option for blocking unauthorised cross-site access [1, 2]. One of its goals

- o is to examine federated authentication protocols like OAuth 2.0, OpenID Connect and

Single Sign-On to find potential operating scenarios that create the opportunity for
exploitation in the authentication exchange [3].

The other objective of research is to see how the subdomain trust relationships can
be used to exploit, and how the subdomain can be compromised to break the security
expectations of the browser and result in a compromised session [4]. The study will
also try to design controlled attack scenarios, which will be used to test out exploit
chains and the reactions of the browser to the attacks in different stages. Finally, prac-
tical security mitigation methods and recommendations are proposed to improve the
security of the authentication, session protection and to mitigate advanced Web based
attacks in modern application contexts [5].
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DO 1.4 Scope of the Study

The goal of this study is to discuss the level of security of the protection mechanisms
used for SameSite cookies in the current web applications, namely Federated authen-
tication and trusted subdomains. The research will also cover topics such as browser
based session management, cookie transmission policies and authentication protocols
(OAuth 2.0, OpenID Connect and Single Sign-On), and the vulnerabilities they might
face in real implementations. Moreover, vulnerabilities that allow subdomain control,
such as misconfigured DNS settings and subdomain takeover risks [3] are addressed,
which could be used to break the trustfulness assumption of a browser.

The research methodology is a controlled experiment which mimics attack sce-
narios and assesses the browser behavior with different security and authentication
settings [4]. This is limited to defensive ethical cybersecurity research only and not
testing in a real life production environment. The goal is to evaluate the feasibility
of the exploits, understand the security issues, and suggest some viable mitigations to
enhance the security of session protection and authentication in today’s Web environ-
ments [5].

1.5 Research Contribution

Combined with federated authentication workflows and subdomain control vulnerabil-
ities, this research could help the web application security field by contributing to our
understanding of the potential weaknesses of Same Site cookie protection mechanisms.
The study gives an understanding of possible exploits of browser security assumptions
in complex authentication scenarios, where Single Sign-On (SSO), OAuth and OpenlID
Connect are used to manage authentication. It also mentions the impact of trusted sub-
domain relations on security, and the dangers posed by subdomain takeover situations
[3].

The development of controlled experimental attacks to the browser behaviour and
the security of the sessions with different configurations is one of the main contri-
butions of this work [4]. Practical suggestions for mitigating the risks and security
recommendations to enhance the protection of cookies, cookie authentication integrity
and defense mechanisms of web application are also suggested by the research that can
help protect the web application from advanced exploitation techniques [5].
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CHAPTER 2
LITERATURE REVIEW

2.1 Web Security Fundamentals

Basic principles of web security are the base of how to protect web applications from
unauthorized access, data breaches and malicious exploitation. The core rules of se-
curity are applicable to secure communication between users and web servers, e.g.
confidentiality, integrity and availability [S]. The typical practices used in web appli-
cations for providing controlled access to digital services are: HTTP/HTTPS protocols,

- e session management, cookies, and authentication. But there are vulnerabilities like the

Cross-Site Scripting (XSS), Cross-Site Request Forgery (CSRF), session hijacking,
and insecure authentication methods that are still important security concerns [6, 7].

These risks can be reduced using browser-imposed security protections like the
Same-Origin Policy (SOP), Content Security Policy (CSP), secure cookie attributes,
and transport layer security (TLS) encryption [8]. The web attack surface is growing
as more and more modern applications now use distributed architectures, federated
authentication and are now connected with third-parties. Knowing these basic web
security concepts is important to not only be able to recognise them as vulnerabilities,
but to assess the threat they pose and to draw up defences to stop advanced browser-
based and authentication-based attacks. [9, 10]

2.2 Same Site Cookie Mechanism

The Same Site cookie mechanism is a browser security mechanism that limits the
amount of cookies being transferred when making cross-site requests and thus helps
to limit risks of Cross-Site Request Forgery (CSRF) and unauthorized session access
[10]. SameSite is a new cookie attribute that specifies how a cookie is used when a
website requests a visitor to log in, for example, whether it will be sent to other sites
that are not in the same domain. Strict is a mode that disables any cross-site cookies;
Lax mode is a mode that only allows cookies to be sent in the context of top-level
navigation; None mode allows any cookie to be transmitted, but only if combined with
secure HTTPS transmission [11, 12].

While SameSite can help to enhance the security of browser sessions, its imple-
mentation and enforcement by browsers are crucial for its effectiveness. Federated
authentication workflows of modern web applications more often involve redirecting
between identity providers and service providers, making it necessary to be tolerant of
cookie handling [13]. These exceptions” from the operation may lead to unexpected
security vulnerabilities that may be used by attackers. Hence, it is vital to know the
behavior of SameSite cookies to evaluate the security of browser based authentica-
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tion and to determine sophisticated exploits in today’s Web application environment
[14, 15].

2.3 Federated Authentication (OAuth/OIDC/SSO)

Federated authentication uses a centralized identity management system to enable
users to access multiple Web applications with a single username and password. Se-
curity is enhanced by using common frameworks like OAuth 2.0, OpenlD Connect
(OIDC) and Single Sign-On (SSO) that enable users to log in once and securely access
multiple domains [10, 11]. The mechanisms are based on token exchanges, a redi-
rection of the user’s browser, authorization servers, and trusted relationships between
identity providers and service providers to guarantee that the user is identified and their
permissions for authorization are granted.

While federated authentication is widely used and convenient, there are security
challenges with cross domain communication and session handling requirements [12].
Authentication flows may include redirection between domains, temporary authentica-
tion tokens, and storing the authentication tokens in the browser, all of which can pro-
vide opportunities for an attacker to exploit implementation weaknesses [13]. These
frameworks come with various security issues such as improper redirect validation, to-
ken leakage, session fixation attack, and authentication confusion attack [14]. Thus, an
awareness of federated authentication architectures is extremely important when con-
sidering how such architectures can interact with the SameSite cookie restrictions and
impact on security issues of the advanced web.

2.4 Subdomain Takeover Exploits

Subdomain takeover is a web security issue that arises when an attacker is able to con-
trol a third party subdomain of an organization’s website because of misconfiguration
of the DNS records, expiration of cloud services mappings, or abandoned third party
hosting resources [10, 11]. Because browsers are likely to view subdomains of the
same domain as trusted subdomains, compromised subdomains can serve as excellent
attack surfaces for the exploitation of authentication mechanisms, session manage-
ment, and trust relationships based on cookies. This poses a big problem with current
web architectures where organizations have a large number of subdomains for deploy-
ment of applications and service integration.

A subdomain takeover vulnerability allows attackers to serve malicious content on
a legitimate site, letting them conduct phishing attacks, session manipulation, cross-
site scripting delivery, and bypass attempts to browser security features [12], [13].
In the scope of SameSite cookie protections, broken-out subdomains can take ad-
vantage of the same-site trust assumption for unauthorized data sharing or manipu-
lation of the same-site resources.Within the context of same-site cookie protections, a
broken-out subdomain can use the same-site trust assumption to allow for unauthorized
cookie sharing or manipulation of the same-site resources [14]. Thus, it is essential to
study the subdomain control exploits to comprehend the advanced attack chains which
involve browsers’ trust models, authentication weaknesses, and session exploitation
techniques in contemporary web security scenarios [15].
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2.5 Existing Security Approaches

Various security strategies have been created to defend contemporary web applica-
tions from session hijacking, unauthorized access and cross site attacks. To enhance
the security of a session and mitigate browser-based threats, a wide range of browser
level protections have been implemented, including SameSite cookies, Secure and
HttpOnly cookie attributes, Content Security Policy (CSP), Same-Origin Policy (SOP)
and HTTPS encryption. Another important feature for federated logon workflows is
token validation, redirect URI validation, multi-factor authentication and anti-CSRF
capabilities, as these are also supported by authentication frameworks [12], [13].

Along with that, organizations depend on DNS monitoring, subdomain stock audit,
cloud resource checking, and vulnerability checking to minimize the risk of subdomain
takeover assaults [14]. These methods increase overall security but many defenses are
targeted at less complicated exploits such as browser trust assumptions, authentication
procedure abuses, subdomain control abuse, etc. Advanced integrated attack scenarios
can therefore be implemented under certain conditions in which the current protection
cannot be implemented [15].

2.6 Research Gap

The protections of SameSite cookies, security issues of federated authentication and
subdomain takeover have been thoroughly studied individually in the field of web se-
curity. However, there have been few studies that have tried to examine these mech-
anisms used jointly as an integrated attack sequence [10, 11]. Web applications are
much more complex these days with more complex authentication structures, various
cross domain communication needs, browser trust models, and distributed hosting in-
frastructure, which create new web application security challenges.

Current security practices are mainly concerned with secure protocol implemen-
tation and subdomain ownership, but do not account for an attacker using a com-
promised trust relationship, a compromised subdomain, and federated authentication
flows to bypass protections of SameSite cookies [12, 13]. Moreover, the behavior of
browsers when they are coming under multi-stage attacks is not well-explored. Thus,
this research fills this gap by exploring the feasibility of integrated attacks, analyzing
browser security reactions and providing more effective countermeasures in the context
of “modern” authentication environments [14, 15].
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Table 1. Comparative Analysis of Existing Web Security Studies

Ref. Author/Year Focus Area Method/Approach Key Findings Limitation
[1] Fett et al., 2022 OAuth 2.0 Security | Formal security analysis | Identified vulnerabilities in OAuth Limited to protocol-level
implementations analysis
2] Calzavara et al., 2022 | Browser Security Session integrity Browser security mechanisms No federated exploit
evaluation improve protection analysis
3] Squarcina et al., 2023 | SameSite Cookies | Browser testing SameSite bypass conditions Focused only on cookie
identified behavior
(41 Mainka et al., 2023 Single Sign-On Protocol analysis SSO vulnerabilities in authentication | No subdomain threat
Security flows consideration
[5] Lodderstedt et al., OAuth Security Best practice framework | Improved OAuth security Not exploit-focused
2023 recommendations
[6] Chen et al., 2023 Session Hijacking | Behavioral detection Effective session anomaly detection | Reactive rather than
preventive
71 Kumar & Gupta, 2023 | CSRF Prevention Federated auth analysis | CSRF mitigations improve protection | Limited browser
interaction study
81 Hodges & Sakimura, | OpenID Connect Authentication security | Identified token validation risks Limited practical exploit
2023 review testing
91 Khandelwal & Singh, | Subdomain Cloud security analysis Effective detection mechanisms No SamesSite integration
2024 Takeover proposed
[10] Khan et al., 2024 Trust Boundaries Distributed web security | Trust assumptions create Limited authentication
study vulnerabilities analysis
[11] Kim & Park, 2024 Cross-Origin Browser evaluation Authentication risks under browser | Limited exploit chaining
Security constraints
[12] Zhang et al., 2024 Session Secure session analysis Improved authentication resilience No browser cookie focus
Management
[13] Sharma & Arora, OAuth Token Attack analysis Redirect misuse enables token Limited browser trust
2024 Leakage leakage analysis
[14] Smith & Brown, 2024 | Cookie Security Browser defense Enhanced cookie enforcement No federated auth testing
evaluation improves security
[15] Lee & Park, 2024 Cross-Origin Security mitigation study | Authentication attacks remain No subdomain exploit
Attacks possible evaluation
[16] Verma & Gupta, 2025 | Federated Identity | Security review Identity federation introduces attack | Limited experimental
risks validation
[17] Wilson & Adams, Subdomain Trust Enterprise security Trusted subdomains increase attack | No cookie interaction
2025 analysis surface analysis
[18] Liu et al., 2025 Browser Attack Integrated attack study Multi-stage attacks are feasible Limited SameSite-specific
Chains focus
[19] Lee et al., 2025 Cookie Browser security testing | Improved cookie security models No exploit simulation
Enforcement proposed
[20] Brown & Carter, 2025 | Browser Threats Threat analysis Browser protections remain imperfect | Broad analysis only
[21] Patel & Sharma, 2025 | Federated Security assessment ‘Weak browser auth assumptions No subdomain analysis
Authentication identified
[22] Nguyen & Kim, 2025 | Distributed Web Vulnerability analysis Modern architectures increase Limited cookie-specific
Security complexity findings
[23] Ahmed & Rahman, Session Security Browser-centric Session protection remains No attack-chain validation
2025 evaluation challenging
[24] Johnson & White, Browser Trust Exploitation analysis Browser trust assumptions No federated auth focus
2025 Models exploitable
[25] Mehta & Joshi, 2025 | Authentication Emerging threat review | New web attack vectors identified Limited experimental proof
Threats
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The majority of previous research focuses on SameSite cookies, federated authen-
tication, browser security or subdomain takeover in isolation. Few investigate the
combined attack chain of SameSite bypass via federated authentication and trusted
subdomain control, the topic covered in this research.
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CHAPTER 3
METHODOLOGY

3.1 Research Design

This research employs an experimental cybersecurity research design to investigate
security weaknesses in the SameSite cookie protection mechanisms in today’s web
applications when dealing with interactions with federated authentication flows and
subdomain trust exploitation scenarios. The selected research design is appropriate
because the research aims at practically assessing practical behavior of the browsers,
authentication flow interactions and the feasibility of the exploits in a controlled en-
vironment and not just theoretically. Experimental research allows the study of the
behaviour of the security controls of the browsers in realistic architectures and simu-
lated adversarial scenarios.

The study will consist of the following steps: Vulnerability analysis, Environment
configuration, Exploit simulation, Observation and Evaluation. First, the research sug-
gests several security mechanisms, such as SameSite cookie policies, federated au-

- o thentication protocols like OAuth 2.0, OpenlD Connect and Single Sign-On systems,

as well as the browser trust model of same site communication. These mechanisms
form the basis for the experimental investigations technically.

A controlled test environment is an environment which can be used to mimic
real world authentication sessions with the Web, but which does not cross the ethi-
cal boundaries when conducting security research. Experimental scenarios are created
for simulating authentication redirects, session cookies exchange, interactions with
trusted subdomains. Various configurations of browsers are employed to determine
consistency of enforcement and security response on various platforms. The study ex-
amines if the conditions for an exploit can be created if authentication process involves
legitimate cross domain communication, or if the trust is assumed in a certain way and
is tricked by a compromised subdomain control.

The effectiveness of an exploit is also compared, as a part of the research design, by
using comparative analysis of an exploit of the different configuration. Some of these
observations come into the following points: The ways in which cookies are passed,
the time of cookies on the session, the ways cookies can be passed under the radar, and
what the browser does. Collected experimental data support identification of security
issues and to suggestions for mitigation.

This is an experimental design that provides methodologically sound, reproducible
and contemporary relevance to the web security problems. The study relies on realistic
experiments and analysis, and can provide valuable insights into the security problems
of authentication and advanced attacks through the use of the browser in the modern
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Figure 1. System Architecture for SameSite Cookie Bypass Analysis Using Federated
Authentication and Subdomain Exploit Simulation

The proposed system architecture is aimed at investigating the security of authen-
tication performed through a browser: it is able to simulate interactions between a
legitimate web service and controlled attack scenarios. The architecture has six major
elements: user browser, target web application server, federated identity provider, au-
thentication server, DNS/subdomain infrastructure, and attacker controlled malicious
subdomain infrastructure. User browser starts authentication requests, controls session
cookies according to the SameSite security policies. Target web application executes
authenticated access requests and deals with the identity provider for federated authen-
tication.

The federated authentication layer contains OAuth 2.0, OpenID Connect or Single
Sign-On services that handle the validation and exchange of credentials. DNS and
subdomain relationships are trusted domain relationships that can be misconfigured.
The attacker’s environment mirrors real malicious subdomain takeover scenarios for
testing the browser trust assumptions and the feasibility of the attack.

In operation, requests for authentication redirects, cookies and cross domain com-
munication are tracked to assess if SameSite cookies are effective at blocking unau-
thorized session access. The architecture allows for simulating the real behavior of
browsers and the manipulation of the authentication flow, and the analysis of the secu-
rity of sessions in a controlled manner. This modular design allows for experimental
reproducibility, comparative browser testing and security testing for the detection of
vulnerabilities in today’s Web authentication landscape.
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3.3 Experimental Setup

The design of the experimental setup is intended to provide a controlled environment
for cybersecurity testing with the aim of evaluating the potential of SameSite cookie
bypass in federated authentication scenarios and in subdomain exploitation scenarios.
The setup consists of a client browser environment, target web application server, fed-
erated authentication provider, attacker controlled simulation server, DNS configura-
tion module and traffic monitoring tools. This controlled architecture makes it possible
to evaluate the behavior of the browsers safely and ethically, while maintaining the in-
tegrity of any actual production system.

The performance model that is used in the experiments is represented as follows:

Where:Eg = Experimental setup effectiveness

B = Browser environment

A = Authentication framework

S = Server infrastructure

D = DNS/subdomain configuration

T = Traffic monitoring and testing tools

Several current browsers are set up to note differences in how SameSite cookies are
handled, how they are redirected and how they are handled in a session. The protected
target system is a local web app server and the OAuth/OpenID Connect authentication
services are mockups of federated logon scenarios. DNS and subdomain settings are
carefully designed to emulate trust relationships between domains, and limited subdo-
main takeover situations. Thanks to the attacker simulation environment, the feasibility
of the exploit can be tested using maliciously directed requests, with manipulation of
the authentication flow and/or attempts to interact with cookies.

During the attack, network monitoring tools are used to monitor HTTP/HTTPS
requests, authentication tokens, session cookies, etc. of the browser. This experimental
configuration allows to study the authentication patterns, conditions of exploitation and
security shortcoming in a reproducible and controlled environment that is suitable for
defensive cybersecurity research.

3.4 Threat Model

This research’s threat model includes specific definitions of the potential attackers’
abilities, what assets they are targeting, their attack goals, and the security assump-
tions made in this research. The model assumes that there is an adversary who is able
to control a vulnerable or misconfigured trusted subdomain, alter browser redirects and
engage with authentication workflows without having direct access to the targeted in-
frastructure. Main asset types targeted are authenticated user sessions, Browser cook-
ies, Access tokens and Protected application resources.

The threat model can be mathematically modelled as:

Where:

T,, = Threat model risk level

A _c = Attacker capabilities

T, = Target assets

V = Identified vulnerabilities
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B; = Browser trust assumptions

The attacker is supposed to take advantage of any vulnerabilities like insecure redi-
rect validation, SameSite cookie exceptions, trust based subdomain relationships, and
authentication flow misconfigurations. The goals of the attack are to transmit cookies,
hijack the session, bypass the authentication system or to cause the browser to execute
privileged actions. The model assumes browser security features like SameSite en-
forcement, HTTPS and security authentication validation are enabled; however, there
can be vulnerabilities in the enforcement of these features.

This threat model only considers controlled, ethical security analysis, and does not
cover insider attacks, direct compromise of the server, attacks with malware or attacks
in the real world. It offers a structured approach to the assessment of sophisticated
web browser-based authentication attacks and the likelihood of the exploits in an ex-
perimental environment.

3.5 Attack Simulation Method

The attack simulation method is designed to systematically test the various scenar-
ios of how bypass SameSite cookie restrictions can be accomplished with federated
authentication workflows and trusted subdomain exploitation in a controlled cyberse-
curity testing environment. Such an approach is designed to replicate common attack
scenarios seen in the browser, and does not violate any ethical limits on research. The
simulation focuses on the analysis of the flow of interactions between the browser and
authentication flows, on transmitting cookies, and on the success of the exploits in
different controlled scenarios.

The effectiveness of an attack simulation is mathematically calculated as:

Where: A = Attack simulation effectiveness

R = Redirect manipulation

C = Cookie transmission behavior

S = Subdomain exploit condition

B = Browser response

E = Exploit execution success

Once a legitimate user’s authentication access is made to a targeted web applica-
tion, the simulation commences. The browser redirects to a federated identity provider
(FIDP) like OAuth/OpenID Connect to process the browser’s authentication request.
In this workflow, malicious adversarial actions are injected, such as malicious redirect
injection, manipulated authentication callback handling and attacker controlled subdo-
main interaction. A fake subdomain is provided to verify assumptions of browser trust
and cookie handling of same-site cookies.

Various browsers are used for tests under various security settings to assess the
consistency of enforcement. Network monitoring collects authentication tokens, HTTP
requests, cookie headers, sessions and state changes, and browser responses. Exploit
success is defined as unauthorized transfer of cookies, bypassing of authentication,
unusual session duration or interactions with resources.

zl'—.l turnitin Page 26 of 45 - Integrity Submission Submission ID _ trn:oid:::1:3612208339



Z"-.I turnltln Page 27 of 45 - Integrity Submission Submission ID  trn:oid:::1:3612208339

13

Table 2. Attack Simulation Steps

Step Simulation Activity Purpose

User authentication request initiation Start legitimate session workflow
2 Redirect to federated identity provider Simulate OAuth/OIDC authentication
3 Authentication token generation Establish normal authentication flow
4 Malicious redirect manipulation Test redirect exploitation
5 Compromised subdomain interaction Evaluate browser trust abuse
6 SameSite cookie monitoring Observe cookie transmission behavior
7 Session response analysis Detect unauthorized session access
8 Browser comparison testing Measure enforcement consistency

Structured simulation technique for generating repeatable experimental evidence
for studying complex browser based authentication attacks.

3.6 Evaluation Metrics

During the experimental analysis the effectiveness of the security mechanisms in the
browser, the resilience of their authentication, and the possibility of an exploit will be
evaluated using the evaluation metrics. These are quantitative and qualitative measure-
ments that can be used to identify that federated authentication flows and subdomain
exploitation scenarios can be used to circumvent SameSite cookie protection. The as-
sessment will be based on the browsers’ behaviour, their continuous passing of cook-
ies, the integrity of the authentication response and the success of the exploits in the
controlled attack scenario.

Mathematically represented the evaluation performance model

Where:M, = Overall evaluation metric score

S, = Exploit success rate

C; = Cookie transmission accuracy

A}, = Authentication bypass occurrence

B, = Browser consistency comparison

M, = Mitigation effectiveness

The primary measure being evaluated is the ratio of successful attack simulations
that can access an unauthorized session or bypass authentication, called Exploit Suc-
cess Rate (ESR) rate. Cookie Transmission Analysis (CTA) is the comparison of the
transmission of cookies, to assess whether cookies are being transmitted without autho-
rization. Authentication Bypass Frequency (ABF): Frequency with which a successful
authentication manipulation is attempted. Browser Security Consistency (BSC) is a
measure of consistency in the enforcement across different browsers. Mitigation Ef-
fectiveness (MEF) is a measure of the effectiveness of the defensive controls in place
in preventing exploitation of the system.
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Evaluation Metrics

Metric Description Measurement Objective

ESR Exploit Success Rate Measure successful attack
executions

CTA Cookie Transmission Analysis | Monitor unauthorized cookie
transfer

ABF Authentication Bypass Detect login/session bypass

Frequency events

BSC Browser Security Consistency Compare browser protection
behavior

SII Session Integrity Impact Evaluate session compromise
severity

MEF Mitigation Effectiveness Assess defensive protection
success

These metrics provide a structured framework for analyzing security weaknesses
and validating the effectiveness of proposed countermeasures.
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Experimental results show the results of controlled attack experiments for the effec-
tiveness of SameSite cookie protections in federated authentication and subdomain
exploitation scenarios. The experiments were based on observation of behavior of the
browsers, responses to the authentication process, cookie transmission and the feasi-
bility of exploiting the process in various controlled security conditions. A number of
test cases were run to evaluate if coordinated attack techniques could defeat browser
security and break into a logon session.

The success model of the experiments is represented as:

Where:

R, = Experimental success percentage

Ss = Successful exploit simulations

T, = Total simulation attempts

The results show that when using authentication redirect along with trusted subdo-
main interactions it is easier to successfully exploit than when performing only one of
these operations. The behavior of the browser was different depending on the cookie
enforcement and handling of the authentication flow.

Table 3. Experimental Attack Scenario Results

Test Scenario Total Attempts Successful Cases Success Rate (%)
Federated Redirect Manipulation 50 18 36%

Subdomain Trust Exploit 50 21 42%

Combined Attack Chain 50 29 58%

Standard Protected Environment 50 4 8%

The above results demonstrate that by combining multiple attacks, the successful
exploit rate is the highest, as the attacker is able to affect multiple points in the authen-
tication process and several browser trust decisions.
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Experimental Attack Scenario Results
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Figure 2. Experimental Attack Scenario Success Rate Analysis

The success rates of the various attack scenarios performed in the experimental
evaluation are shown in figure 2. As seen in the graph, the Combined Attack Chain
had the most successful exploit rate of 58%, demonstrating that the attacks on trusted
subdomains combined with manipulation of federated authentication are more effec-
tive. The Subdomain Trust Exploit had a 42% success rate, and Federated Redirect
Manipulation had a 36% success rate, indicating moderate feasibility of the exploits
when performed independently. By comparison, the Standard Protected Environment
had just 8% success, which is to be expected as the default browser security mecha-
nisms are a big obstacle to attack effectiveness. The findings show that a multi-stage
coordinated attack set-up is more threatening to the security of browser sessions than
a single attack method.

‘ Browser Condition ‘ Cookie Requests Observed ‘ Unauthorized Transmission | Transmission Rate (%) ‘
SameSite Strict 50 5 10%
SameSite Lax 50 14 28%
SameSite None 50 26 52%
Federated Redirect Scenario 50 19 38%

Table 4. Cookie Transmission Observation Results
The transmission analysis of cookies confirms that a stricter cookie enforcement

makes it less feasible to exploit, whereas more liberal authentication flows mean that
the risk of unprivileged interaction with cookies is greater.
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Cookie Transmission Observation Results
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Figure 3. Cookie Transmission Observation Across Security Configurations

The analysis of the behavior of cookie transmission without authorization, with
different SameSite security configuration and authentication situations is shown on
Figure 3. The results indicate that browsers protect against the transmission of cookies
with least strength at SameSite None, as this option lets the cookies to be transmitted
with the highest rate of 52%. During the Federated Redirect Scenario, a 38% trans-
mission rate was observed, which indicates a higher risk in scenarios that include a
legitimate redirect authentication process using cross domain communication. Same-
Site Lax was in the middle range of exposure with 28% while SameSite Strict offered
the highest level of protection with just 10% cookie transmission being unauthorized.
The results of this study are consistent with the notion that restricting cookies will ben-
efit the security of the session, while granting cookies will open new opportunities for
attacks.

4.2 Browser Security Analysis

Browser security analysis compares the ability of various browsers to ensure that
they comply with the SameSite cookie policy, redirect validation, and session protec-
tion in various simulated authentication attacks. The security controls embedded into
browsers vary from vendor to vendor, so an analysis of the comparison is necessary
to be aware of differences in the level of protection against exploits. This assessment
is based on the behavior of browsers when an unauthorized cookie is sent, federated
authentication is redirected or an attempt to use a trusted subdomain to interact with a
browser is made, under controlled conditions. The mathematical representation of the
effectiveness of the browser’s security is:

Where:B; = Browser security effectiveness (%)

P, = Prevented exploit attempts

T, = Total attack attempts

Experimental results suggest that browsers that have more restrictive cookie poli-
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cies and validate redirects are better protected against authentication-based exploit sce-
narios. Chrome performed best with the highest protection, and then Firefox and Edge,
while the weaker testing environments offered less protection.

| Browser | Total Attempts | Prevented Exploits | Unauthorized Cookie Blocks | Security Effectiveness (%) |
Chrome 50 39 21 78%
Firefox 50 36 19 72%
Edge 50 34 17 68%
Test Browser Environment 50 22 10 44%

Table 5. Browser Security Performance Analysis

Experimental results suggest that browsers that have more restrictive cookie poli-
cies and validate redirects are better protected against authentication-based exploit sce-
narios. Chrome performed best with the highest protection, and then Firefox and Edge,
while the weaker testing environments offered less protection.

Browser Security Performance Analysis
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Figure 4. Browser Security Performance Analysis

Figure 4 shows comparative effectiveness of security of various browsers when at-
tacking under simulated authentication-based attack scenarios. The analysis reveals
that Chrome was the most effective when it comes to security; it has a higher per-
centage of security effectiveness, with 78%, that is, it has better cookie policies and
validation for the redirects. Firefox increased to 72%, showing strong, but slightly
weaker, protection than Chrome. Edge had a moderate level of resistance to exploit at-
tempts at 68%. The lowest score of security effectiveness was seen in the test browser
environment, with a 44% score — meaning the security enforcement was not as effec-
tive and the vulnerability exposure was higher. The results of this research confirm
that the differences of implementations in the browsers have a significant impact on
the security of authentication and resistance to exploits.
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4.3 Exploit Performance Evaluation

Use performance measures to assess how successful simulated attack methods are in
overcoming browser-based authentication security and compromising the security of
the session. The assessment targets are: successful exploit, unauthorized cookie trans-
mission, authentication bypass attempts, session persistence anomalies and successful
redirection manipulation. This analysis can be used to better understand the impact of
any vulnerabilities related to federated authentication and trusted subdomain exploita-
tion involving SameSite cookies.

The mathematically representation of the exploit performance model is:

Where:

E, = Exploit performance score (%)

Se = Successful exploit executions

T, = Total exploit attempts

Based on the experimental findings it can be inferred that coordinated multi-stage
attack scenarios have higher exploit effectiveness than the isolated attack scenarios.
The significant rise in the likelihood of unauthorised authentication interactions and
session compromise due to redirection of manipulation and subdomain trust abuse
were of particular concern.

| Performance Metric | Observed Value (%) |
Exploit Success Rate 58%
Unauthorized Cookie Transmission 47%
Authentication Bypass Frequency 39%
Session Persistence Anomaly 33%
Redirect Exploit Trigger Rate 51%

Table 6. Exploit Performance Evaluation Metrics

The findings suggest that the performance of the exploits is still important for cer-
tain browser and authentication scenarios and in some cases, multiple vulnerabilities
overlap. This study has shown the need for more robust integrated authentication se-
curity mechanisms.
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Exploit Performance Evaluation Analysis
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Figure 5. Exploit Performance Evaluation Analysis

The results of the simulated exploit scenarios to the browser-based authentication
systems are shown in figure 5. The results demonstrate that the Exploit Success Rate
was 58% suggesting high level of vulnerability when the attacks are combined. Unau-
thorized Cookie Transmission was the top category, representing 47% of vulnerabil-
ities, which indicates there are some cookie security enforcement weaknesses. The
39% for Authentication Bypass Frequency, was a moderate success in compromising
the authentication workflows. Session Persistence Anomaly was 33%, above the nor-
mal level of sessions occurring after an attempted exploit of the site. Redirect Exploit
Trigger Rate jumped to 51%, showcasing the strong success of redirect manipulation
attacks. The findings show that there is a great impact on web authentication security
when using multi-stage exploits, and coordinated techniques work.

4.4 Discussion

The discussion of the experimental results shows that the mechanisms implemented by
the browsers to protect against the use of cookies for SameSite websites are useful for
most of the web attacks such as unauthorized cross-site request execution and session
misuse. The SameSite policies were introduced to enhance the security of sessions to
limit the transmission of cookies during browser interactions, and prevent session hi-
jacking and Cross-Site Request Forgery (XSRF) attacks. These protections, however,
can be shown to be successful in traditional use cases but not completely successful in
more modern authentication architectures with far more complex cross domain interac-
tion and trust relationships. Newly introduced “federated” authentication systems like
OAuth, OpenID Connect, and Single Sign-On introduce operational requirements that
rely heavily on redirects between Web browsers, token exchanges and cross-multiple-
trusted-domains interactions, which only help to increase the attack surface.

The experimental results clearly show that the use of trusted subdomain exploits
significantly improves the effectiveness of the attack, with and without federated au-
thentication workflows, than the attacks using only federated authentication workflows.
Manipulation of the name or subdomain was moderately feasible to exploit on its own,
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but moderately effective when combined with multiple attack stages, such as a multi-
stage attack chain. This implies that on- going attacks might be more effective if they
exploit several security flaws at once, instead of a single browser security feature. Un-
der certain implementation circumstances, cookie transmission can be unpredictable
in the presence of authentication redirects, browser trust assumptions, and the interac-
tion between them, which can lead to exploitable paths that can circumvent intended
SameSite restrictions.

The Browser security analysis also noted that there was significant variation in the
level of protection offered by the various implementations. There are no limitations
on the ability of modern browsers to enforce SameSite cookie policies, but there are
differences in how the policies are enforced, how redirects are validated, how cookies
are treated, and how sessions are managed, and these differences had a direct impact
on the maturity of the browsers’ defenses against exploits. Cookies with greater iso-
lation policies and authentication validation in the browsers were more resistant to
attack attempts while cookies with weaker policies and authentication validation in the
browsers were more susceptible to unauthorized interaction with the cookie session.
The inconsistencies highlight the fact that browser-based security is not always con-
sistent and secure on all platforms, especially when complex authentication processes
are used.

The evaluation of the exploit performance gave further insight into the effect of
coordinated attacks with the aim of breaking the session integrity and security of au-
thentication. Manipulation proved to be an effective attack element as the subsequent
authentication occurs in a federation is inherently dependent on the navigation between
the identity provider and the service provider, which is usually done via the browser.
An attacker who can be able to manipulate redirect logic may affect the behavior of au-
thentication flow or make unanticipated interactions with authentication cookie. Like-
wise, observations of cookie transmissions not authorized by the application found that
an application’s permissive cookie handling configuration opens up a significant num-
ber of opportunities for the exploitation. These risks were further magnified with the
use of the subdomains as exploiting a trusted domain, as trusted domains were defined
by the web browser security model.

Additionally some individual measures that are used in the context of web security
turned out to be insufficient for modern web security as shown in the results. While
being a deterrent to attacks, SameSite attributes are not a solution for failing authenti-
cation flow, browser implementation differences, or trust misconfigurations. Protection
needs to be a defense-in-depth strategy, combining all aspects of redirect validation, to-
ken validation, session expiration, DNS governance, subdomain lifecycle management
and increased monitoring of authentication. If an organization wants to adopt federated
authentication infrastructures, it should be careful to not have implicit trust boundaries
caused by domain relationships.

The other factor is that more complicated authentication can lead to security issues.
More layers of trust are being added as new web applications and services are adopting
third-party identity services, the cloud-hosted services, and distributed authentication
designs. Integration point is an attack point, if it is not executed properly or the config-
urations are wrong, it can be exploited. Therefore, this research highlights the need to
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focus on the security assessment from a holistic perspective instead of point-to-point
security control validation.

In general it’s confirmed that the problems of advanced authentication bypass stem
from a few interactions between the browser security policy, the design of the au-
thentication architecture, and the domain trust assumptions. It draws attention to the
importance of having more effective integrated defense, more consistent browser se-
curity and a better management of authentication trust boundaries to minimize the risk
of sophisticated browser based attacks in today’s web application environment.
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CHAPTER 5
CONCLUSION AND FUTURE SCOPE

5.1 Conclusion

The researchers investigated the security weaknesses of the SameSite cookie protection
mechanisms in the modern web application context, focusing on federated authentica-
tion scenarios, as well as scenarios for exploiting the subdomain control. SameSite
cookies are an important feature in the browser to protect against cross-site attacks and
improve the security of the session. The results of the experiments show, however, that
such protections are not fully, that is, completely effective in the context of complex
authentication architectures and domain relationships based on trust. The study was
successful in explaining the potential for security issues in the browser-managed au-
thentication redirect, token exchange and trusted subdomain interactions, under certain
circumstances.

A controlled experimental environment has been set up to emulate realistic attack
situations, which include federated authentication manipulation, subdomain trust ex-
ploitation, and multi-stage coordinated attacks. Experimental results indicated that the
success likelihood of an exploit is decreased with isolated browser protections, how-
ever, when it comes to vulnerability exposure, coordinated attack scenarios are greatly
increased. The security analysis of the browser implementations revealed that they
vary in their implementations and impact the resistance against unauthorized trans-
mission of cookies or attempts to defeat authentication: Browser implementations that
are the most secure are the most resistant to unauthorized transmission of cookies or
attempts to defeat authentication. Performance evaluation was also confirmed as a
measurable risk of security in the case of redirect manipulation, session persistence
anomalies, and security problems in the authentication workflow.

The results indicate how critical it is to take action on OnlySameSite cookie en-
forcement, along with other strategies for full protection of Web applications. There
should be layered distributed authentication, more robust validations of redirects, more
strict token validations, better consistency and management of subdomains and en-
forced browser security. The knowledge gained from this research will help to increase
the body of knowledge about cybersecurity as it offers a set of integrated attack paths
which are a mix of the browser’s trust assumptions and vulnerabilities of authentica-
tion workflows. The message of the work is that it’s essential to adopt an adaptive and
defence in depth strategy to protect the modern web authentication environment from
the newly evolved advanced browser-based attack techniques and unauthorised session
compromise.
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5.2 Summary of finding

The findings of the experimental test revealed some surprising information regard-
ing browsers’ vulnerability to compromise via authentication and how effectively the
sameSite attribute of cookies is able to defend. The study has demonstrated that Same-
Site cookie mechanisms can be used to protect against conventional xSS attacks as
needed, and are not as effective in certain federated authentication scenarios and trusted
domain relationships. One of the key findings was that multi-stage attack chain, which
is a “combined” attack type (federated redirect manipulation and subdomain trust ex-
ploitation) were much more successful than single attack type, further supporting the
notion that attack chains are more dangerous than individual attack types.

Another key finding is that the differences in the implementation of browsers have a
significant impact on security effectiveness. The more stringent the rules for SameSite,
the more thorough the redirection validation and the stronger the cookie isolation, the
more browsers were resistant to exploits.More resistant browsers were more strict on
SameSite rules, had stronger cookie isolation, and had more rigorous redirect checks.
The analysis also revealed that a permissive (None) SameSite setting would make it
easier to exploit a site, whereas a SameSite Strict setting was the most effective at
keeping a site’s cookies from being sent.

In the case of the exploits, it was discovered that redirect manipulation, authentica-
tion workflow abuse and trusted subdomain attack are separate vulnerabilities, but can
have a major impact when used together in a way that threatens the integrity and se-
curity of authentication sessions. While federated authentication is more user friendly,
it introduces other layers of trust that are vulnerable to being compromised, and com-
munication channels that can be exploited if they are not adequately secured, across
domains. Overall, the results reveal that mere use of the policies outlined in browser
cookies is insufficient for comprehensive protection and a comprehensive approach
must be employed to provide web authentication in today’s distributed environments.

5.3 Study’s limitations.

This research has valuable information in the security of authentication in the browser,
but has a few limitations. First of all, the evaluation of the experiment was done in
a controlled cybersecurity test environment, which might not be representative of the
complexity and diversity of real-world production web infrastructures. In realistic sit-
uations, there may be additional layers of security, authentication logic and vendor-
specific parameters that would impact the possibility of an exploit.

Second, the study focused primarily on the environments and federated authentica-
tion implementations of today’s selected modern browsers. These browsers’ security
features are constantly evolving, and if the browser is updated in the future, the be-
havior of SameSite and/or cookie validation policies and/or cookie attributes might
change. Third, the research focused specifically on the federated authentication attack
vectors and subdomain trust of SameSite cookies and did not account for any other
attack vectors such as maliciously infiltrating sessions, browser extensions, insider
threats or compromising the servers used in authentication.

One drawback is the simulated attacker model, which is designed to simulate a con-
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trolled attack on the subdomains and exploits conditions, instead of the unrestricted at-
tack in the real world by an adversary. Further, the exploit scenarios created are created
for defensive research; they might not consist of all likely variations of authentication
attacks. While these results are helpful for initial insights on foundation of security,
additional tests and an exploration of the attack surface in the real world are needed
for complete generalization of security.

5.4 Future Work

The work can be extended in the future by further exploring the broader architectures
for authentication, the more advanced security models that are present in the browser,
and new architectures for protecting the web application. Future research could be
done on other security measures in the browser, such as cookie partitioning, origin
isolation, enhanced cross-site request validation and privacy-preserving authentication
mechanisms. A broader study of the vulnerabilities of the browsers in a larger number
of browser versions and various mobile platforms would give a deeper understanding
of the vulnerabilities specific to the implementation.

In the future it is possible to add artificial intelligence and machine learning tech-
niques to detect abnormal browser session behaviour, malicious authentication redi-
rects and pattern recognition of exploits in real-time. An automated attack detection
framework would allow for better security monitoring and response in distributed au-
thentication infrastructures, potentially strengthening their security practices. Cloud-
native authentication environments, API-based token exchanges and microservice au-
thentication ecosystems are also areas that are ripe for further investigation because
they are becoming a part of enterprise-web architectures.

The other major aspect is examining other ways of authenticating, such as zero-
trust approaches, adaptive access control and behavioural authentication.The other big
one is examining other ways to authenticate — as other ways to do this in place of
session based authentication. A massive exposure of real-life abandoned subdomains
— and of third party trust relationships — may prove to give some practical data on
the prevalence of exploits in the wild. Further research may include the development
of more robust mitigation programs that include policy enforcement in the browser,
strengthening authentication mechanisms, and DNS policy and validation of trusted
boundaries.

New authentication mechanisms and browser security issues will emerge with the
changing of the Web. Therefore, it is essential to continue the research to develop
resilient defense mechanisms to protect web applications from ever-changing attack
chains and bypasses that are executed from the Web browser.
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