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ABSTRACT

The high dynamics and relational nature of data generated by modern interconnected systems, such as
financial transaction networks, loT settings, communication networks, and cyber-physical systems, pose a
significant challenge for anomaly detection. Such environments often have evolving graph structures,
temporal dependencies and complex interaction patterns that cannot be captured by traditional machine
learning approaches.

In this thesis, we propose GNN-based spatio-temporal frameworks for anomaly detection in dynamic
network systems via three major contributions: DySTAL-AD, CaT-GNN and STARGATE. DySTAL-AD
(Dynamic Self-Attention and LSTM-based Anomaly Detection) is an anomaly detection approach for loT
communication networks based on dynamic graph construction, structural and temporal self-attention, and
LSTM refinement. We evaluate the framework on the CICIDS-2017, CICIDS-2018 and CICloT-2022
datasets, and achieve better Precision, Recall, Fl-score and Accuracy compared to GCN, GAT, GRU and
DySAT baselines.

The second contribution, CaT-GNN [29] (Causal-Temporal Graph Nﬁal Network), fuses causal reasoning
with temporal graph learning to provide robust and interpretable fraud detection in dynamic financial
transaction networks. To tackle the issue of temporal drift and spurious correlations, we propose a
framework with Temporal Graph Encoder and Causal Inspector and Causal Intervener modules.
Experiments on the Elliptic Bitcoin and PaySim datasets show improved AUC, Fl-score, and interpretability
compared to existing temporal and graph-based models.

The third work, STARGATE (Spatio-Temporal Anomaly Recognition with Graph Attention Networks and
Transformer Encoder), is proposed for anomaly detection in satellite telemetry systems. We use Graph
Attention Networks (GAT) to model the spatial dependencies and a Transformer encoder to learn long-range
temporal dependencies in the telemetry sequences. Exfiifimental results on NASA SMAP and MSL datasets
show strong anomaly detection capability with high Precision, Recall and F1-score, compared to existing
baseline and hybrid models.

Overall, the proposed frameworks demonstrate that the combination of graph representation learning,
temporal modeling, self-attention mechanisms, recurrent refinement, transformer-based sequence learning,
and causal reasoning can greatly improve the performance, robustness, and interpretability of anomaly
detection in evolving complex network systems. This thesis provides scalable and efficient solutions for
applications of cybersecurity, financial security, and satellite telemetry anomaly detection.

Keywords: Graph Neural Networks, Dynamic Graphs, Temporal Learning, loT Security, Fraud Detection,

Satellite Telemetry, Graph Attention Networks, Transformer Encoder, Dynamic Self-Attention, Causal
Learning, Anomaly Detection.
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%hapter 1
INTRODUCTION

1.1 Background

The fast evolution of connected systems has transformed the contemporary dig-
ital infrastructure. Internet of Things (IoT) devices, financial transaction sys-
tems, communication networks, satellite telemetry systems and cyber-physical in-
frastructures continuously generate massive volumes of highly interconnected and
we-dependent data . Such systems can be naturally represented as graphs
where nodes are entities and edges are interactions between them. These envi-
ronments are prone to anomalous activities such as cyber intrusions, distributed
attacks, fraudulent financial transactions, malicious communications, and teleme-
try failures that often manifest themselves in the form of abnormal structural and
temporal interaction patterns. The detection of such anomalies is key to ensure
the security, reliability, operational stability and resilience of the system.
Traditional anomaly detection methods are largely based on hand-crafted sta-
tistical features and shallow machine learning algorithms E] These techniques
work reasonably well in small-scale or static environments but fail to capture com-
plex relational dependencies and temporal evolution in modeﬁdynamic systems .
Recent advances in deep learning have introduced recurrent architectures such as
Long Short-Term Memory (LSTM) networks and Gated Recurrent Units (GRU)

that effectively model temporal dependencies in sequential data These meth-

ods, however, treat the observations independently and do not explicitly learn the
relational graph structures.

aé&ph Neural Networks (GNNs) have emerged as powerful architectures for
learning on graph-structured data. Models such as Graph Convolutional Net-
works (GCN), Graph Attention Networks (GAT), and GraphSAGE effectively cap-
ture structural relationships using neighborhood aggregation mechanisms .

Nevertheless, most existing GNN architectures assume static graph topology and




cannot adequately model evolving interactions over time. Dynamic graph learn-
ing addresses this limitation by representing systems as sequences of evolving
graph sngpshots . Furthermore, Transformer-based temporal learning ap-
[)I'OHI‘]]PS%H.VE shown strong capability in modeling long-range temporal dependen-
cies in sequential and graph-based systems . In parallel, causal reasoning
has emerged as an important research direction for improving model robustness

and interpretability by disentangling causal relationships from spurious correla-

tions .

1.2 Problem Statement

Modern complex network systems such as IoT environments, communication in-

frastructures, satellite telemetry systems, and financial transaction networks gen-

erate massive volumnes of interconnected and time-dependent data, where anoma-

lous activities are often hidden within evolving structural and temporal interac-

tion patterns

tistical methods or conventional machine learning techniques fail to effectively

Traditional anomaly detection approaches based on sta-

capture dynamic topology evolution, relatiyal dependencies among entities, and
araph Neural Networks (GNNs) can

model structural relationships and recurrent architectures such as LSTM and GRU

long-term behavioral changes. Although

can capture temporal dependencies, existing approaches generally focus on either
structural or temporal learning independently and lack a unified model for jointly
modeling both aspects. Furthermore, most existing models suffer from challenges
such as class imbalance, poor interpretability, sensitivity to spurious correlations,

and limited robustness

under evolving network conditions. Existing methods for
telemetry anomaly detection also face difficulty in modeling long-range temporal

dependencies and complex spatial interactions among telemetry channel

Therefore, there is a need to develop unified spatio-temporal graph learning models
capable of integrating structural representation learning, temporal evolution mod-
eling, Transformer-based sequence learning, and causal reasoning to accurately,

robustly, and efficiently detect anomalies in dynamic complex network systems.

?3 Research Objectives

The main objectigeof this thesis is to propose robust and scalable spatio-temporal
models based on éaph Neural Networks for anomaly detection in dynamic com-
plex network systems. The research focuses on dynamic graph learning for model-
ing the evolution of structural and temporal dependencies in ToT communication

networks, financial transaction systems, and satellite telemetry environments. The

2




thesis aims to combine structural self-attention, temporal self-attention, recurrent
memory refinement, Transformer-based temporal learning, and causal reasoning
mechanisms to improve anomaly detection accuracy, robustness, and interpretabil-
ity. Furthermore, the work addresses important challenges including topology evo-
lution, long-term hehavioral modeling, temporal drift, class imbalance, spurious
correlations, and dynamic dependency learning. The proposed models are evalu-
ated on benchmark intrusion detection, fraud detectign, and telemetry anomaly
detection datasets to demonstrate their effectiveness compared to existing state-
of-the-art graph-based and temporal learning approaches .

1.4 Research Contributions

m}e major contributions of this thesis are centered around the development of ad-
vanced spatio-temporal and causal graph learning models for anomaly detection
in dynamic network systems. First, a Dynamic Self-Attention and LSTM-based
model named DySTAL-AD is proposed for anomaly detection in evolving loT com-
munication networks, where dynamic graph construction, structural self-attention,
temporal self-attention, and recurrent memory refinement are jointly integralﬁ]
to capture topology evolution and persistent anomalous behavior. Second, we
propose a Causal-Temporal Graph Neural Network (CaT-GNN) which com-
bines the temporal graph representation learning and causal reasoning for robust
and interpretable fraud detection in dynamic financial transaction networks
by intervention-based debiasing and causal attention mechanisms . Third, a
hybrid model named STARGATE is proposed for anomaly detection in satellite
telemetry systems by integrating Graph Attention Networks with Transformer en-
coders to jointly model spatial telemetry dependencies and long-range temporal
dynamics [11)J1820]. The proposed models demonstrate superior or highly compet-
itive performance on benchmark datasets including CICIDS-2017, CICIDS-2018,
CICIoT-2022, Elliptic, PaySim, NASA SMAP, and NASA MSL datasets

The thesis further establishes that integrating graph representation learning, tem-

poral modeling, self-attention mechanisms, recurrent refinement; Transformer-
based sequence learning, and causal reasoning significantly improves anomaly de-

tection robustness, generalization capability, scalability, and interpretability in

evolving complex network environments.




Chapter 2
LITERATURE REVIEW

2.1 Traditional Anomaly Detection Approaches

and tradi-

Early anomaly detection approaches were based on statistical anal
tional machine learning algorithm# detect abnormal patterns in network systems
ethods like Support Vector Machines (SVM),

Random Forests, Decision Trees, Logistic Regression, and k-Nearest Neighbors

and transactional environments.

(kNN) were widely used for intrusion detection and fraud analysis because of

their simplicity and relatively low computational complexity . Such methods

were usually based on manually designed statistical features from traffic flows or
transaction logs, like the packet counts, flow duration, byte statistics, transac-
tion amount, and behavioral frequencies. These methods performed reasonably
well in small-scale, relatively static environments but had significant limitations

when applied to modern complex network systems. Most traditional techniques

analyzed samples independently and failed to capture relational dependencies be-
tween communicating entities or transactional participants. Moreover, they could
not effectively model evolving temporal behavior, topology changes, and long-term
sequential dependencies. Consequently, these methods struggled to generalize in
highly dynamic environments such as IoT networks, communication systems, fi-

nancial transaction graphs, and telemetry systems, where anomalies often arise

from coordinated or evolving interactions rather than isolated even

?2 Deep Learning Approaches for Sequential Mod-
eling

With the advancement of deep learning, powerful architectures were introduced to

automatically learn hierarchical feature representations from large-scale data. Re-




current neural network architectures such as Long Short-Term Memory (LSTM)

networks and Gated Recurrent Units (GRU) became widely adopted in anomaly
detection research for modeling sequential and temporal patterns in network traf-
. LSTM networks addressed

the vanishing gradient problem using memory cells and gating mechanisms, en-

fie, telemetry streams, and financial transactions

abling effective learning of long-term temporal dependencies. GRU provided a
computationally efficient alternative with similar temporal learning capability. Re-

current models significantly outperformed traditional machine learning methods

in modeling communication flow dynamics, attack progression, transaction behav-

ior, and telemetry sequence anomalies . These approaches were success-
fully applied in cybersecurity applications to detect emerging attack patterns and
in financial systems for transaction fraud analysis. However, recurrent architec-
tures primarily operated on vectorized sequential data and ignored the relational
graph structure among interacting entities. As a result, graph-based dependen-
cies such as communication topology, neighborhood interactions, and collaborative
anomalous behavior could not be explicitly modeled. This limitation motivated
the integration of graph representation learning with temporal modeling for more

comprehensive anomaly detection models.

93 Graph Neural Networks

Graph Neural Networks (GNNs) have become an effective method of learning over
graph-structured data by explicitly learning the relationship among connected en-
tities. In network security and fraud detection systems, nodes may be devices,
users, accounts, telemetry channels or transactions, and edges may be communi-
cations, transfers or behavioral relationships. The Graph Convolutional Networks
(GCN) proposed by Kipf and Welling became one of the basic architectures for
graph learning . GCN generalized the convolution operations from Euclidean
domains to non-Euclidean graph domains through the neighborhood aggregation
mechanisms, which can effectively learn the spatial dependencies among connected
nodes. Graph Attention Networks (GAT) further improved the learning of
graph representations by adding attention mechanisms to give adaptive impor-
tance weights to neighboring nodes. This , in turn , allowed the model to give
more weight to influential neighbors and improved the quality of the representation

GraphSAGE further pushed the scalability of GNNs by introducing inductive
neighborhood sampling and aggregation, which enables efficient learning on large
graphs . These graph learning methods greatly enhanced the power of anomaly
detection by learning the structural relations among entities. However, most ex-

isting GNN architectures assumed static graph topology and did not consider




temporal evolution in dynamic systems. In real-world environments, e.g., loT sys-
tems, transaction networks and satellite telemetry infrastructures, communication
patterns are ever-changing and the relational structures are dynamically evolving.
Thus, the assumption of static graphs constrains the effectiveness and robustness

of traditional GNN-based anomaly detection models.

2.4 Dynamic Graph Learning and Temporal Graph

Neural Networks

To overcome the limitations of static graph learning, researchers introduced dy-
namic graph learning methods capable of modeling evolving graph structures

over time. Dynamic graph representation learning treats systems as sequences

of temporal graph snapshots or continuous-time interaction streams, enabling
the modeling of topology evolution, interaction drift, and temporal dependen-

cies. EvolveGCN extended traditional GCN architectures by dynamically evolv-

ing graph convolution parameters using recurrent neural networks Tempo-
ral Graph Networks (TGN) introduced memory-based architectures for learning
continuous-time graph interactions through temporal message passing and event-

driven updates

. Self-attention-based dynamic graph models such as Dynamic
Self-Attention Networks (DySAT) integrated structural self-attention and tempo-
ral self-attention to jointly capture graph structure and temporal evolution without

relying entirely on recurrent processing

Transformer-hased temporal gegaph
architectures further improved dynamic representation learning by modeling long-
range temporal dependencies using self-attention mechanisms . Recent
studies also explored graph-transformer hybrid models for telemetry anomaly de-

tection and spatio-temporal learning in complex system . These methods

achieved significant performance gains in evolving network environments by ef-
fectively modeling dynamic topology changes and temporal interaction patterns.
However, several challenges still remain, including limited capability for long-term
anomaly persistence modeling, computational complexity in large-scale dynamic
graphs, lack of interpretability, and vulnerability to noise and spurious correla-
tions. Furthermore, many dynamic graph models remain correlation-driven and
lack mechanisms for causal reasoning and robust generalization under temporal
distribution shifts.




2.5 Causal Representation Learning and Explain-

able Graph Learning

Causal representation learning has recently emerged as an important research di-
rection for improving robustness, interpretability, and generalization of deep learn-
ing systems. Conventional machine learning and graph learning models primarily
learn statistical correlations instead of true causal relationships, making them
vulnerable to spurious patterns, distribution shifts, and adversarial conditions. In
anomaly detection applications, this limitation often leads to unstable predictions
and poor generalization when system hehavior evolves over time. To address these
challenges, causal learning models attempt to distinguish causally relevant features

from non-causal correlations using intervention-based reasoning, invariant learn-

ing, and structural causal modeling |2 9. Techniques such as Invariant Risk

Minimization (IRM) improve robustness by enforcing consistency acr

ss multiple
environments. In graph learning, CausalGNN and related approaches introduced
causal regularization mechanisms to reduce spurious neighborhood influence and

improve stable prediction capability . More recent temporal causal graph mod-

els integrated dynamic graph learning with causal reasoning to improve robustness
under evolving graph conditions . Explainable graph learning methods addi-
tionally aim to identify important nodes, edges, and subgraphs responsible for
model predictions, thereby improving interpretability in security-critical applica-
tions such as fraud detection, intrusion detection, and telemetry anomaly analysis.
Nevertheless, most existing causal graph learning approaches remain limited to
static graphs or simplified temporal settings. A major research gap therefore ex-
ists in developing unified models that jointly incorporate dynamic graph learning,
temporal modeling, Transformer-based sequence learning, causal reasoning, and

interpretability for anomaly detection in evolving complex network systems.

2.6 Research Gap and Motivation

Based on the comprehensive literature survey, several important research gaps

have been identified in existing anomaly detection models for dynamic network
systems. Traditional machine learning approaches cannot effectively model strue-
tural and temporal dependencies, while recurrent neural architectures lack the ca-
pability to represent relational graph structures. Existing graph neural networks
effectively capture spatial dependencies but generally assume static graph topol-
ogy, limiting their applicability in evolving environments. Dynamic graph learn-

ing methods improve temporal representation capability but often fail to capture




long-term anomaly persistence and remain vulnerable to spurious correlations and
temporal distribution shifts. Furthermore, interpretability and causal reasoning

remain under-explored in dynamic graph-based anomaly detection systems. Exist-

ing telemetry anomaly detection methods also face limitations in jointly modeling

spatial dependencies and long-range temporal evolution . Most existing ap-

proaches focus independently on structural learning, temporal modeling, or causal

reasoning rather than integrating all aspects into a unified model. These chal-

lenges motivate this thesis to develop advanced spatio-temporal and causal graph
learning models that jointly integrate dynamiec graph construction, structural self-
attention, temporal modeling, recurrent refinement, Transformer-based sequence

learning, and causal reasoning to improve robustness, interpretability, scalability,

and anomaly detection performance in evolving complex network environments.
Table

structural learning, temporal modeling, dynamic graph capability, causal reason-

compares existing anomaly detection approaches with respect to

ing, and interpretability.

Table 2.1: Comparison of Existing Models and Research Gaps

Model Structural | Temporal | Dynamie | Causal ility | Major Li

Traditional ML No No No No Low Cannot model relational and tem-

poral dependencies,

LSTM / GRU No Yes No No. Low Ignares graph structure and entity
relationships

GON Yes No No No. Maderate Assumes static graph topology.

GAT Yes No No No. Maderate Cannot capture temporal evolu-
tion,

CraphSACGE Yes Partial Partial No. Maderate Weal temporal dependency learn-
ing.

EvolveGCN Yes Yes Yes No Maderate Linited interpretability and mem-

ory modeling,

TGN Yes Vs Vs No Moderate High computational complexity.
DySAT Yes Yes Yes No Maderate Lacks causal rensoning capability.
Transformer-based Models Partial Yes Partial No Maderate Weak relational graph representa-

tion capubility.

CawalGNN Yea Partial No Yes High Limited support for dynamic tem-
poral graphs

Telemetry Anomaly Models No Yes No No Maderate Cannot jeintly model spatial and

temporal dependencies

DySTAL-AD (Propased) Yes Yes Yes Partial High Improves temporal  refinement
and anomaly persistence detec-

tion,

CaT-GNN (Propased) Yes Yes Yes = High Integrates causal reasoning with
temporal graph learning.
STARGATE (Proposed) Yes Yes Yes Partial High Integrates GAT and Transformer

for telometry anomaly detection.

Existing methods fail to jointly capture dynamic graph evolution, temporal de-
pendencies, causal relationships, and interpretability. These limitations motivate
the proposed DySTAL-AD, CaT-GNN [1], and STARGATE models for robust
spatio-temporal anomaly detection.




Chapter 3

DATASETS AND
PREPROCESSING

3.1 Datasets

The proposed spatio-temporal anomaly detection models are evaluated using bench-
mark datasets from cybersecurity, financial fraud detection, and satellite telemetry
domains. These datasets were selected because they contain realistic network traf-
fic, dynamic interactions, temporal dependencies, telemetry sequences, and diverse
attack or anomaly scenarios. The datasets used in this thesis include CICIDS-2017,
CICIDS-2018, CICToT-2022, Elliptic Bitcoin Transaction Dataset, PaySim Mobile
Money Transaction Dataset, NASA SMAP, and NASA MSL datasets 5.

Together, these datasets provide a comprehensive evaluation environment for an-

alyzing the robustness, scalability, interpretability, and generalization capability
of the proposed DySTAL-AD, CaT-GNN , and STARGATE models under dif-

ferent real-world conditions.

?1.1 CICIDS-2017 Dataset

The CICIDS-2017 dataset is one of the most commonly used benchmark datasets
research . It was developed by the Canadian Institute for Cybersecurity (CIC)
and contains realistic enterprise network traffic and multiple modern attack sce-
narios. The dataset contains benign and malicious traffic under realistic user
behaviour profiles. Attack types: DDoS, DoS, PortScan, Brute Force, Botnet
activity, infiltration attacks, web attacks.

Each traffic flow contains statistical and protocol-hased features extracted us-
ing CICFlowMeter, including packet count, byte rate, flow duration, source and

destination ports, protocol information, and inter-arrival time statistics. The




evolving communication behavior and temporal attack patterns make the dataset
highly suitable for dynamic graph-based anomaly detection. In this thesis, the

dataset is used to evaluate the DySTAL-AD model for binary anomaly detection.

3.1.2 CICIDS-2018 Dataset

The CICIDS-2018 dataset is an extended and more comprehensive version of
CICIDS-2017 It contains large-scale enterprise-level network traffic with di-
verse cyberattack scenarios including brute-force attacks, botnet communication,
DDoS attacks, infiltration attacks, and malicious communication behavior.
Compared to CICIDS-2017, the dataset contains larger traffic volume, higher
diversity, and more complex temporal communication patterns. It also includes
highly imbalanced attack distributions, making anomaly detection significantly
more challenging. The dynamic topology evolution and heterogeneous communi-
cation_patterns make this dataset highly suitable for evaluating spatio-temporal
graph Eming models. In this work, CICIDS-2018 is used to evaluate the robust-

ness and scalability of DySTAL-AD under large-scale network environments.

3.1.3 CICloT-2022 Dataset

The CICIoT-2022 dataset is specifically designed for loT security and anomaly de-
tection research. It contains communication traffic generated from heterogeneous
IoT devices operating in dynamic environments. The dataset includes both nor-
mal communication and multiple attack scenarios such as DDoS attacks, spoofing
attacks, reconnaissance activities, and malicious device interactions.

IoT environments involve constrained devices, dynamic topology evolution,
heterogeneous communication protocols, and highly variable traffic hehavior. The
dataset captures these characteristics throngh continuously evolving communica-
tion patterns among IoT devices. Each traffic instance contains flow-level features
such as packet statistics, communication frequency, protocol information, and be-
havioral attributes.

The evolving interaction patterns naturally form dynamic graph structures
over time, making the dataset highly suitable for evaluating graph-based temporal
anomaly detection models. In this thesis, CICIoT-2022 is used to evaluate the
capability of DySTAL-AD in modeling topology drift and long-term anomalous
communication behavior.
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3.1.4 Elliptic Bitcoin Transaction Dataset

The Elliptic Bitcoin Transaction Dataset is a large-scale cryptocurrency trans-
action graph dataset designed for anti-money laundering fraud detection re-

search

. The dataset represents Bitcoin transactions as graph structures where
nodes correspond to transactions and edges represent Bitcoin flow between trans-
actions. The dataset contains 49 temporal graph snapshots collected over time,
making it highly suitable for temporal graph learning and dynamic fraud detec-
tion.

Each transaction node contains 203 handcrafted features describing transac-
tional behavior, temporal activity, and structural properties. Transactions are
labeled as licit, illicit, or unknown. Illicit transactions are associated with fraud-
ulent activities such as money laundering and suspicious financial operations.

The dynamic and interconnected nature of cryptocurrency transactions makes
the dataset ideal for evaluating temporal graph neural networks and causal rea-
soning models. In this thesis, the dataset is used to evaluate the proposed CaT-

GNN model for accurate and understandable fraud detection.

3.1.5 PaySim Mobile Money Transaction Dataset

PaySim is a synthetic financial transaction dataset generated using real-world mo-
bile money transaction logs collected from an African mobile payment platform.
The dataset simulates realistic mobile money behavior while preserving user pri-
vacy. It contains millions of transaction records representing activities such as
cash transfer, payment, debit, cash-out, and account transfer operations.

Each transaction contains attributes including transaction amount, transaction
type, account balance information, timestamp details, and fraud labels. Fraudu-
lent transactions simulate real-world financial fraud scenarios including suspicious
transfers and unauthorized account activities.

The dataset is highly imbalanced because fraudulent transactions represent
only a very small portion of the total transaction volume. Additionally, transac-
tion behavior evolves over time, creating temporal (Eemlenrier} and distribution
shifts. These characteristics make PaySim suitable for evaluating the robustness
and scalability of the proposed CaT-GNN model under dynamic financial en-

vironments.

3.1.6 NASA SMAP Dataset

The NASA Soil Moisture Active Passive (SMAP) dataset is a satellite teleme-

try dataset widely used for anomaly detection research in spacecraft systems .
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The dataset contains multivariate telemetry sequences collected from spacecraft
sensors and monitoring channels. Each telemetry channel records continuous tem-
poral measurements related to satellite subsystem operations and environmental
conditions.

The dataset contains both normal operational sequences and anomalous teleme-
try behavior caused by system faults, communication disturbances, and abnormal
spacecraft conditions. The highly correlated telemetry channels and long temporal
dependencies make anomaly detection particularly challenging.

In this thesis, the SMAP dataset is used to evaluate the proposed STARGATE

model for spatio-temporal anomaly detection in satellite telemetry systems.

3.1.7 NASA MSL Dataset

The NASA Mars Science Laboratory (MSL) dataset is another benchmark teleme-
try anomaly detection dataset containing spacecraft telemetry sequences collected
. Similar to SMAP, the dataset contains mul-
tivariate temporal sensor measurements collected from multiple spacecraft subsys-

from the Curiosity rover mission

tems.

The dataset includes anomalous telemetry behavior caused by operational
faults, communication irregularities, and abnormal subsystem activities. The
telemetry channels exhibit strong temporal dependencies and inter-channel cor-
relations, making the dataset suitable for evaluating advanced spatio-temporal
learning models.

In this thesis, the effectiveness of the STARGATE model in modeling spatial
telemetry relationships and long-range temporal dependencies for anomaly detec-

tion in satellite systems is evaluated on the MSL dataset.




Table 3.1: Summary of Datasets Used in the Th

Dataset Domain Type Temporal Na- | Major Attacks / | Purpose in Thesis
ture Anomalies
CICIDS-2017 Cybersecurity | Network Dynamic DoS, DDoS, PortSean, | Evaluation of DySTAL-
Traffic Brute Foroe, Botnet AD for intrusion and
anomaly detection.
CICIDS-2018 Cybersecurity Enterprise Dynamic Web attacks, Botnet, | Testing robustness
Network DDoS8, Infiltration and  scalability under
Teaffic largescale traffic envi
ronments.

IoT Security IoT Commu- | Highly Dynamic | DDoS, Spoofing, Re- | Evaluation of dynamic
nication Traf- connaissance topology learning in het-
fic erogencaus ToT environ-

ments.
Elliptic  Bitcoin | Finan. Transaction Temporal Ilicit Bitcoin Transac- | Evaluation of CaT-GNN
Dataset curity Craph Graph  Snap- | tions for fraud and money

shots laundering detection.
PaySim Dataset | Financial Se- | Mobile Dynamic Frandulent Money | Testing causal-temporal
curity Money Trans- Transfers fraud detection capabik
actions ity.

NASA SMAP | Satellite Sys | Telemetry Sequential Tem- | Sensor Failures, | Evaluation of STAR-
Dataset tems Time Series poral Telemetry Anoma- | GATE  for  satellite
lies telemetry anomaly de

tection.
NASA MSL | Satellite Sys- | Telemetry Sequential Tem- | Operational  Faults, | Testing long-range
Dataset tems Time Series | poral Abnormal  Telemetry | temporal and  spatial
Behavior anomaly modeling capa-

bility.

EZ Data Preprocessing

Data preprocessing is an essential step to improve the quality, stability, and ef-

fectiveness of deep learning models. Since the datasets used in this thesis con-

tain ne

v records, missing values, categorical attributes, redundant information,
temporal inconsistencies, and severe class imbalance, multiple preprocessing oper-

ations are performed prior to model training and evaluation.

3.2.1 Data Cleaning

The raw datasets initially contain duplicate records, corrupted entries, incomplete

communication flows, and inconsistent feature values. Such noisy samples can
negatively affect the learning process and degrade model performance. There-
fore, duplicate traffic flows, invalid transaction records, and corrupted telemetry
sequences are removed during preprocessing. Furthermore, samples containing un-
defined or infinite feature values are filtered to ensure data consistency and stable

model optimization.
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3.2.2 Missing Value Handling

Several datasets contain missing or undefined feature values due to incomplete net-
work communication, sensor failures, or transaction logging errors. Missing values

can adversely affect model convergence and produce unstable learning behavior.

To address this

sue, missing numerical values are handled using zero imputation
or statistical replacement methods such as mean substitution. This ensures con-
sistent feature dimensionality across all samples and improves numerical stability

during training.

3.2.3 Feature Normalization

The datasets contain features with significantly different numerical ranges. Fea-
tures such as packet counts, transaction amounts, telemetry sensor values, byte
rates, and communication durations may vary substantially in magnitude. Large
feature variations can negatively influence gradient-based optimization and bias
the ming process toward dominant features. Therefore, Min-Max normaliza-
tion 1s applied to scale numerical features into the range [0, 1]. The normalization

process is defined as:

2 = vin (31)

Lmaz — Lmin
where x represents the original feature value and z’ denotes the normalized fea-
ture value. Feature normalization improves convergence speed, training stability,

and numerical robustness during optimization.

3.2.4 Categorical Feature Encoding

Some of the datasets contain categorical attributes such as protocol type, trans-
action category, service type, communication flags and telemetry channel identi-

fiers. Since deep learning architectures require numerical input representations,

categorical features are transformed using one-hot encoding. This process con-

verts categorical variables into binary vectors while pr

rving category-specific
information. One-hot encoding prevents the model from incorrectly interpreting

categorical variables as ordinal numerical values.

3.2.5 Dynamic Graph Construction

To model evolving interactions, traffic flows, transaction records, and telemetry
observations are segmented into temporal windows using a sliding window mech-

anism. For each temporal window, graph snapshots are constructed where nodes
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represent entities such as devices, users, transactions, or telemetry channels, while
edges represent interactions or relational dependencies among them. Node fea-
tures are generated by aggregating statistical communication, transactional, or
telemetry attributes within each temporal window.

The dynamic graph construction process enables the proposed models to cap-
ture topology evolution, interaction drift, temporal dependencies, and spatial cor-
relations . The resulting graph sequences serve as inputs to the proposed

spatio-temporal and causal graph learning architectures.

3.2.6 Temporal Sequence Construction

For telemetry anomaly detection, sequential telemetry observations are segmented
into fixed-length temporal sequences using sliding temporal windows. Each se-
quence captures long-range temporal dependencies among telemetry channels over
time. This preprocessing strategy enables Transformer-based architectures to ef-
fectively learn temporal patterns, contextual dependencies, and anomalous teleme-

try behavior

3.2.7 Class Imbalance Handling

Since anomalous events are rare compared to normal behavior, datasets for anomaly
detection are usually highly imbalanced. This imbalance may bias the model to-
ward majority classes and decrease the sensitivity of anomaly detection. To miti-
gate this issue, weighted loss functions are utilized during training. Higher weights
are assigned to anomalous samples to increase their contribution during optimiza-
tion. Weighted binary cross-entropy and causal regularization losses are employed

to improve detection performance for minority anomaly classes.

3.2.8 Train-Test Splitting

Datasets are divided into training, validgiion, and testing subsets using stratified
splitting strategies. As a rule of thumb, %70 of the data is used for training, 15%
for validation and 15% for testing. Stratified sampling ensures that the distribution
of normal and anomalous samples remains consistent across all subsets. This
prevents biased evaluation results and provides reliable performance estimation

under highly imbalanced conditions.

3.2.9 Feature Extraction and Representation Learning

The normalized feature vectors are converted into graph-based and sequential

representations suitable for deep learning. Graph adjacency matrices represent
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structural relationships among entities, while temporal graph snapshots capture
dynamic interaction evolution over time. For telemetry datasets, temporal se-
quences preserve long-range dependencies among sensor channels. These processed
representations form the foundation of the proposed DySTAL-AD, CaT-GNN

and STARGATE models for learning spatio-temporal and causal anomaly patterns

effectively
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Chapter 4
PROPOSED METHODOLOGY

This chapter presents the proposed spatio-temporal graph learning models devel-
oped for anomaly detection in dynamic complex network systems. The method-
ologies are designed to jointly model structural dependencies, temporal evolution,
dynamic topology changes, long-range sequential behavior, and causal relation-
ships using Graph Neural Networks (GNNs), self-attention mechanisms, recur-

rent learning, Transformer-based temporal modeling, and causal reasoning tech-

niques . The chapter consists of three major models: DySTAL-AD
for IoT anomaly detection, CaT-GNN |1 for robust and interpretable fraud detec-
tion, and STARGATE for satellite telemetry anomaly detection. Dynamic graph
snapshots are constructed using temporal sliding windows where nodes represent
entities and edges represent interactions among them. Structural and tempo-
ral dependencies are learned using graph aggregation and attention mechanisms,
while recurrent and Transformer architectures capture long-term temporal behav-
ior. The proposed models are evaluated on benchmark datasets including CICIDS-
2017, CICIDS-2018, CICIoT-2022, Elliptic Bitcoin, PaySim, NASA SMAP, and
NASA MSL datasets

ness, interpretability, scalability, and anomaly detection performance in evolving

. Experimental results demonstrate improved robust-

complex network environments.

4.1 DySTAL-AD: Dynamic Self-Attention and
LSTM Model

4.1.1 Overview

DySTAL-AD is a Dynamic Self-Attention and LSTM-based model designed for
binary anomaly detection in evolving [oT communication networks. The model

combines dynamic graph construction, structural self-attention, temporal self-
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attention, and recurrent memory refinement to effectively model evolving com-
munication patterns and persistent anomalous behavior.

The overall architecture consists of the following stages:
1. Dynamic graph construction

2. Structural self-attention learning

3. Temporal self-attention learning

4. LSTM-based temporal refinement

5. Binary anomaly classification

The proposed model converts network traffic into a sequence of dynamic graph
snapshots and learns topology-aware temporal representations for robust anomaly
detection.
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gigure 4.1: Architecture of the Proposed DySTAL-AD model

Figure illustrates the overall architecture of the proposed DySTAL-AD
model. The model first converts IoT traflic lows into dynamic graph snapshots
using sliding temporal windows. Structural and temporal self-attention mecha-
nisms are then applied using the DySAT model to capture evolving graph depen-
dencies and temporal interactions. The generated embeddings are further refined
using an LSTM layer to model long-term anomalous behavior, followed by a fully

connected classification layer with sigmoid activation for anomaly prediction.

4.1.2 Problem Formulation

Let the raw IoT traffic flows be represented as:

X = e, a0, 23, ...,

(4.1)
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where each traffic flow x; contains protocol-level and statistical communication
features such as packet count, byte rate, duration, source IP, destination IP, and

communication flags.
22

The traffic is segmented into temporal windows to generate a sequence of dy-

namic graph snapshots:

G = {G],GQ, G:},...,GT} (4.2)

where each graph snapshot at time ¢ is defined as:

G, = (Vu EL) (4-3)
Here:
e 1} denotes the set of active devices or entities.
e F, represents communication interactions between entities.

Qhe objective of the model is to learn a mapping function:

[ G—={0,1} (4.4)
where:
e () represents benign behavior.

e 1 represents anomalous behavior.

4.1.3 Dynamic Graph Construction

The first stage of DySTAL-AD involves transforming raw traffic flows into dynamic
graph representations. Since communication patterns evolve continuously over
time, static graph representations are insufficient for capturing topology drift and
temporal interaction changes.

The traffic flows are segmented using sliding temporal windows of duration At.

For each time window, a graph snapshot is constructed as:

Go= (Vi Ey) (4.5)

ﬂere nodes correspond to communicating devices and edges represent inter-
actions between devices during the time interval

Each node is assigned a feature vector:

2f = [fi. fo. fs, oo ] (4.6)
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where the feature vector may include:
e Packet count

e Byte rate

e Flow duration

e Protocol type

e Connection frequency

e Communication statistics

The dynamic graph sequence:

G={G1,Gs,...,Gr} (4.7)

captures evolving communication behavior and topology changes over time.

4.1.4 Structural Self-Attention Module

The structural self-attention module captures spatial dependeggies among con-
nected entities within each graph snapshot. Instead of assigning equal importance
to neighboring nodes, the attention mechanism learns adaptive importance weights
based on nogg interactions.

For each node i and its neighboring node j, the attention coeflicient is computed

o P (LeakyReLU (a® [WhY|WRY]))
Y Yienq) exp (LeakyRe LU (aT[Wh{|[WA]))

(4.8)
where:

o ¥ is the learnable weight matrix.

e a is the attention vector.

o || denotes concatenation.

e N(i) represents neighboring nodes.

The normalized attention score of; indicates the relative importance of neigh-
bor j for node i.

The node embedding update is computed as:
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£struct t t A
A DI (4.9)
JEN(E)
ﬁlem o(-) denotes the nonlinear activation function.

To improve representation stability, multi-head attention is employed:

M
plstruct — al Y al"wrh! (4.10)
m=1 \jeN({)
where M denotes the number of attention heads.
The structural attention mechanism enables the model to focus on influential

communication relationships associated with anomalous behavior.

4.1.5 Temporal Self-Attention Module

‘While structural attention captures spatial dependencies within each graph snap-
shot, temporal self-attention models topology evolution and interaction drift across
different time windows.

For node ¢, the structural embeddings across all timestamps are represented

as:

Hi — {}l:‘xil'ufji: }l?,xil'ur:l ..... th‘eruﬂt} (411)

Temporal attention computes the relevance between different timestamps using

query-key similarity:

Tk
By = 7;“‘1’(‘“ ]2 (4.12)
> n=1 exp(af ki)
7
where:
e ¢, is the query vector.
e [ is the key vector.
e v. is the value vector.
The temporally refined embedding is then computed as:
T
Rt =N " B, (4.13)
T=1

Temporal self-attention allows the model to capture long-range temporal de-
pendencies and gradual anomaly emergence without relying solely on recurrent

updates.




4.1.6 LSTM-Based Temporal Refinement

Although temporal attention effectively captures topology evolution, persistent
anomalous behavior may span longer temporal durations. Therefore, DySTAL-
AD integrates an LSTM refinement module to model long-term behavioral depen-
dencies.

Let z; denote the temporally refined embedding at time ¢. The LSTM performs
sequential updates using gating mechanisms.

he forget gate is defined as:

fi=0(Wsz, + Uph,_y + ) (4.14)

The input gate is:

iy = a(Wizy + Ushy_1 + by) (4.15)

The candidate cell state is:

¢ = tanh(W.z, + Ulhy 1+ b,) (4.16)
The memory cell update becomes:

a=l0a1+i O (4.17)
The output gate is:
0= a(W,z, + Ushy_y + by) (4.18)

Finally, the hidden state is updated as:

hy = o, ® tanh(c,) (4.19)

The final hidden state hy represents long-term spatio-temporal behavior.

4.1.7 Binary Anomaly Classification

The final hidden representation is mapped into anomaly probability using a fully

connected classifier followed by sigmoid activation:
g =o(W.hy+b,) (4.20)
where:
e jj € [0,1] represents anomaly probability.
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e W, and b. are learnable classifier parameters.

4.1.8 Loss Function

Since anomaly detection datasets are highly imbalanced, weighted binary cross-

entropy loss is employed:

L= —wylog(f) — wo(1 — y)log(l —§) (4.21)
where:
e y € {0.1} is the ground-truth label.

e wy and w, are class weights.

The weighted loss improves sensitivity toward minority anomalous samples.

4.2 CaT-GNN : Causal-Temporal Graph Neu-

ral Network

4.2.1 Overview

CaT-GNN is for reliable and explainable fraud detection in dynamic financial
transaction systems . The model integrates temporal graph learning with causal
inference to distinguish causal transaction patterns from spurious correlations.

The architecture consists of:
1. Temporal Graph Encoder
2. Causal Inspector Module
3. Causal Intervener Module

4. Fraud Classification Layer
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Figure 4.2: Architecture of the Proposed CaT-GNN model

Figure presents the architecture of the proposed CaT-GNN model for

fraud detection in dynamic transaction systems. The model consists of a Temporal

Graph Encoder to learn evolving transaction representation, a Causal Inspector
Module to
perform intervention-based reasoning. The last classifier estimates the probability

to learn causal attention weights, and a Causal Intervener Module

of fraud and creates causal attribution maps for better interpretability .

4.2.2 ynamic Transaction Graph Representation

The financial system is represented as a temporal graph sequence:

{G1,Gy,...,Gr} (4.22)

where:

7= (Vi By, Xo) (4.23)
Here:
e 1/ represents accounts or users.
e [, represents financial transactions.
e X, denotes node feature matrices.
The objective is to predict fraud probability:

b= folG) (4.24)
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4.2.3 Temporal Graph Encoder
The Temporal Graph Encoder learns evolving transaction embeddings [1).

The embedding update is computed as:

1
B = WX+ W — bt 4.25
), =0 1X; + ZJ.G%:} NG| [ + ( 5)

where:
e N(i) denotes neighboring transactions.

e 117] and T, are learnable parameters.

This operation captures both temporal continuity and relational dependencies.

4.2.4 Causal Inspector Module

The Causal Inspector identifies causally influential relationships using attention-
based causal reasoning.

The causal attention weight is computed as:

af; = softmaz;(p(hf, h})) (4.26)

where ¢(-) is implemented using a multilayer perceptron.

The causal embedding becomes:

e = Z c.ufjhj- (4.27)

JEN(i)
This suppresses noisy correlations while emphasizing causally important inter-

actions.

4.2.5 Causal Intervener Module

The Causal Intervener improves robustness through intervention-based reasoning
inspired by Pearl’s do-calculus.

The intervened embedding is:

Bt = ! 46! (4.28)

where:

5 = g (W, X" (4.29)




The intervention simulates counterfactual scenarios by perturbing non-causal
features.

The causal regularization loss is defined as:

Leansal = ”"}f - ';';“b”i (4-3[))

This forces prediction consistency under interventions.

4.2.6 Fraud Classification

The final representation is formed by concatenating multiple embeddings:

z = [RillcflIh] (4.31)

The fraud probability is computed as:
it = o(W2 +b) (4.32)

4.2.7 Overall Training Objective

The overall loss combines supervised classification and causal regularization:

L= Loy + MLwusa (4.33)

sup

where:

Ly == Y[y} log(if) + (1 = yf) log(1 — 3] (4.34)

Here:

e L., is supervised binary cross-entropy loss.
® L ... improves causal robustness.

e A, controls causal regularization strength.

The model parameters are optimized m an end-to-end fashion using the Adam

optimizer with learning rate scheduling and early stopping .
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4.3 STARGATE: Spatio-Temporal Anomaly Recog-
nition with Graph Attention Networks and

Transformer Encoder

4.3.1 Overview

STARGATE is a hybrid Graph Attention Network (GAT) and Transformer-based
model designed for anomaly detection in satellite telemetry systems. The model
jointly models spatial dependencies among telemetry channels and long-range tem-
poral dependencies in telemetry sequences. STARGATE integrates graph-based
spatial representation learning with Transformer-based temporal sequence mod-
eling to effectively capture evolving telemetry behavior and anomalous system
dynamics.

The overall architecture consists of the following stages:
1. Telemetry sequence construction

2. Graph-based spatial dependency modeling

3. Graph Attention Network (GAT) learning

4. Transformer-based temporal learning

5. Anomaly classification

The model converts telemetry observations into spatio-temporal graph repre-
sentations and learns telemetry-aware temporal embeddings for robust anomaly

detection.

Data Praprocessing & Graph Canstruction

Grapn-Level Repreasntation
via Glcal Mean Peoling

?igure 4.3: Architecture of the Proposed STARGATE model

Figure illustrates the overall architecture of the proposed STARGATE
model. The model first constructs telemetry graph sequences using temporal win-
dows. A Graph Attention Network learns spatial dependencies among telemetry
channels, while the Transformer encoder captures long-range temporal dependen-
cies across telemetry sequences. The learned spatio-temporal representations are

passed through fully connected layers for anomaly classification.
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4.3.2 Problem Formulation

Let the telemetry sequence dataset be represented as:

X ={z1, 22,23, ..., 2N} (4.35)

where each telemetry observation x; contains multivariate sensor measurements
collected from spacecraft telemetry channels.
The telemetry data is segmented into temporal windows to construct graph

sequences:

G ={G1, G2 Gs,...,Gr} (4.36)

where each graph snapshot is represented as:

Gy = (Vi. Ey) (4.37)
Here:
e 1} denotes telemetry channels.

e F; represents correlations among telemetry channels.

%e objective of the model is to learn a mapping function:

[:G— {??1} (4.38)
where:
e () represents normal telemetry behavior.

e 1 represents anomalous telemetry behavior.

4.3.3 Telemetry Sequence Construction

The telemetry data is Inented into fixed-length temporal windows using a slid-
ing window mechanism. Each window captures sequential telemetry behavior over
time.

For each temporal window, telemetry graphs are constructed where nodes cor-
respond to telemetry channels and edges represent channel relationships computed
using correlation-based similarity measures.

Each telemetry node is assigned a feature vector:

ab =[f1. fo. faro oo ] (4.39)
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where the features may include:

e Sensor measurements
e Channel statistics

e Temporal variations

e Frequency information

e Telemetry behavioral features

The generated graph sequence:

G ={G1,Ga,....Gr} (4.40)

captures evolving telemetry dependencies and temporal system behavior.

4.3.4 Graph Attention Network Module

The Graph Attention Network module captures spatial dependencies among teleme-
try channels within each graph snapshot. Instead of assigning equal importance
to neighboring telemetry channels, the attention mechanism learns adaptive im-
portance weights.

For telemetry node ¢ and neighboring node j, the attention coefficient is com-

puted as:

t

exp (LeakyReLU (a” [Whi|[WhY])) 4?1
i = D ren XD (LeakyRe LU (o™ [Whi|[Wh])) (440)

where:

e W is the learnable weight matrix.

e o is the attention vector.

e || denotes concatenation.

e N(i) represents neighboring telemetry channels.
The node embedding update is computed as:

R D (4.42)
JEN(i)

Multi-head attention is further utilized to improve representation stability:
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M
t,spatial _
h; =

o | > al"wmh (4.43)

m=1 JEN(i)

where M denotes the number of attention heads.
The GAT module enables the model to focus on important telemetry relation-

ships associated with anomalous system behavior.

4.3.5 Transformer-Based Temporal Learning
The Transformer encoder captures long-range temporal dependencies among teleme-
try sequences using self-attention mechanisms.

For the telemetry embedding sequence:

H={hy, hy ... "hr} (4.44)

query, key, and value representations are computed as:

Q=HW, (4.45)
K =HWy (4.46)
vV =HW, (4.47)

ﬁlem Wea, Wi, and Wy, are learnable projection matrices.

The self-attention operation is computed as:

%tention(@, K,V) = softmax (?/Iz_j) v (4.48)

where dj. represents the dimensionality of the key vectors.

Multi-head attention is applied as:

MultiHead(QQ, K, V) = Concat(head,, .. ., head;,)Wo (4.49)

where:

head; = Attention((Q;, K;, V;) (4.50)

The Transformer encoder effectively captures long-range temporal dependen-

cies and evolving telemetry behavior.
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4.3.6 Anomaly Classification

21
The final Transformer representation gpassed through fully connected layers fol-

lowed by sigmoid activation for anomaly prediction:
g =o(W.hr+b.) (4.51)
where:
e j € [0,1] represents anomaly probability.

e W, and b. are learnable classifier parameters.

4.3.7 Loss Function

?Hla.[’y cross-entropy loss is utilized for anomaly classification:
A )
L= —ylog(y) = (1 —y)log(1 —3) (4.52)
where:

e y € {0,1} is the ground-truth label.

e §j is the predicted anomaly probability.

The loss function enables effective optimization for telemetry anomaly detec-

tion.
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Chapter 5

EXPERIMENTAL RESULTS
AND DISCUSSION

This chapter presents the experimental evaluation of the proposed DySTAL-AD,
CaT-GNN , and STARGATE models on benchmark datasets from cyberse-
curity, financial fraud detection, and satellite telemetry domains. The exper-
iments evaluate the effectiveness of the proposed models in terms of anomaly
detection capability, robustness, temporal learning, dynamic graph representa-
tion, Transformer-based sequence modeling, and causal reasoning. The proposed
methods are compared against several baseline models including recurrent archi-
tectures, static graph neural networks, dynamic graph learning approaches, and
Transformer-based anomaly detection models. The performance is evaluated us-
ing standard classification metrics including Accuracy, Precision, Recall, Fl-score,
and AUC-ROC.

5.1 Experimental Setup

All experiments are implemented using Python, PyTorch, and PyTorch Geometric
models. The models are trained on GPU-enabled systems to accelerate dynamic
graph computation and deep learning optimization. The structural self-attention
and Graph Attention Network modules utilize four attention heads with an embed-
ding dimension of 128. The LSTM refinement_module in DySTAL-AD consists
of two stacked recurrent layers for modelingﬁg—tenn temporal dependencies,
while the STARGATE model employs Transformer encoder layers for long-range
telemetry sequence learning. A dropout rate of 0.5 is applied to reduce overfitting
and improve model generalization capability.

The models are optimized using the AdamW optimizer with a learning rate

of 1072, Training is performed for a maximum of 100 epochs with early stopping
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based on validation Fl-score to prevent overfitting. Gradient clipping is addi-
tionally emp?!ed to stabilize recurrent and Transformer-based optimization. The
datasets are divided into training, validation, and testing subsets using a stratified

70:15:15 split to preserve anomaly class distribution across all subsets.

5.? Evaluation Metrics

The proposed models are evaluated using multiple classification metrics to provide

comprehensive analysis of anomaly detection performance.

5.2.1 Accuracy

gcclua,cy measures the proportion of correctly classified samples and is defined as:

TP+ TN
TP+TN+ FP+FN
where TP, TN, FP, and F'N denote true positives, true negatives, false posi-

Accuracy =

tives, and false negatives respectively.

5.2.2 Precision
Precision measures the correctness of positive anomaly predictions:

TP
TP+ FP

Higher precision indicates lower false positive rates.

Precision =

5.2.3 Recall

Recall measures the capability of the model to correctly identify anomalous sam-

ples:

P
TP +FN

Higher recall indicates better anomaly detection sensitivity.

Recall =

5.2.4 Fl-score

Fl-score balances precision and recall:

Flo 2 x Precision % Recall
" Precision + Recall

It is particularly important for highly imbalanced anomaly detection datasets.
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5.2.5 ?UC—ROC

Area Under the Receiver Operating Characteristic Curve (AUC-ROC) measures
the separability between normal and anomalous classes across multiple thresholds.
Higher AUC values indicate stronger classification capability and better discrimi-

nation between normal and anomalous samples.

5.3 Results of DySTAL-AD Model

The DySTAL-AD model is evaluated on CICIDS-2017, CICIDS-2018, and CICIoT-
2022 datasets. The proposed model is compared against baseline models including
GCN, GAT, GRU, and DySAT.

5.3.1 Results on CICIDS-2017 Dataset

Table [5.1] presents the performance results on the CICIDS-2017 dataset.

Table 5.1: Performance results on CICIDS-2017

elodel Precision | Recall | F1-score

GCN 0.9843 0.9872 0.9858
GAT 0.9920 0.9902 0.9908
GRU 0.9923 0.9872 0.9898
DySAT 0.9900 0.9964 0.9924

DySTAL-AD 0.9944 0.9982 0.9958

The results indicate that DySTAL-AD achieves ﬁe best overall performance
across all baseline models. The model achieved the highest Precision, Recall and
Fl-score, which indicates its better ability to detect anomalous network behavior.
The improved recall value shows that the combination of structural self-attention,
temporal self-attention and recurrent refinement can detect persistent anomalous
communication patterns. Compared with DySAT, the extra LSTM refinement

layer enhances temporal consistency and long-term anomaly modeling.

5.32 Results on CICIDS-2018 Dataset

Table 5.2 presents the performance comparison on the CICIDS-2018 dataset.
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Table 5.2: Performance Comparison on CICIDS-2018

?lodel Precision | Recall | F1-score

GCN 0.8377 0.9209 0.8687
GAT 0.8410 0.9121 0.8700
GRU 0.8325 0.9167 0.8680
DySAT 0.8400 0.9156 0.8703

DySTAL-AD 0.8467 0.9279 0.8787

Due to the larger scale and more diverse attack scenarios, the anomaly de-
tection of CLCIDS-2018 dataset is much more difficult. DySTAL-AD obtains
consistently better results than all the baselines in all evaluation metries. The
improvement in Fl-score shows better balance between precision and recall in
highly dynamic network environments. Results indicate that the proposed model
is effective in capturing the changing communication behavior and topology drift

of large scale enterprise networks.

5.3.3 Results on CICIoT-2022 Dataset
Table [5.3] presents the performance comparison on the CICIoT-2022 dataset.

Table 5.3: Performance Comparison on CICIoT-2022

alodel Precision | Recall | F1-score

GCN 0.7472 0.7942 0.7625
GAT 0.7343 0.7693 0.7245
GRU 0.8116 0.8102 0.8123
DySAT 0.7786 0.7995 0.7802

DySTAL-AD 0.8186 0.8162 0.8109

The CICIoT-2022 dataset reflects the highly heterogeneous IoT communication
environments with evolving device interactions and dynamic topology changes.
DySTAL-AD shows the highest precision and recall values, demonstrating the
strong generalization capability under complex IoT conditions. Although the GRU
is slightly competitive with F1l-score, the proposed model offers better structural-
temporal integration by means of dynamic graph learning and attention mecha-
nisms. The results show the robustness of DySTAL-AD for real world IoT anomaly

detection scenarios.




5.3.4 Accuracy Comparison Across Datasets

Figure @sents the accuracy comparison of different baseline models on the
CICIDS-2017, CICIDS-2018, and CICIoT-2022 datasets. The proposed DySTAL-
AD model consistently achieves the highest accuracy across all datasets, demon-
strating its effectiveness in modeling evolving communication patterns and dy-

namic graph structures.

Model Accuracy Comparison Across Datasets

1.00 — . e

0.95
Z0.90 1 —e— CICIDS 2017
5 —&— CICIDS 2018
g —e— CICloT 2022
0.85
0.80

™ A ] A Q
& & & o ;
G & o 6’@},
oY
Models

Figure 5.1: Accuracy gomparison of Different Models Across CICIDS-2017,
CICIDS-2018, and CICIoT-2022 Datasets

The results demonstrate that conventional graph neural networks such as GCN
and GAT can achieve satisfactory performance by modeling structural dependen-
cies, but they are not efficient to model the temporal evolution and the topology
drift. GRU and other recurrent models, enhance the temporal learning capabil-
ity. However, they do not well model the relational graph interactions. Dynamic
graph learning methods (e.g., DySAT) can combine the structure and tempo-
ral attention mechanism to achieve better performance. However, the proposed
DySTAL-AD model is better in accuracy because it integrates dynamic graph
construction, structural self-attention, temporal self-attention, and LSTM-based
temporal refinement together.

In the experiments, DySTAL-AD performs best on CICIDS-2017 dataset, reach-
ing an accuracy of 99.7% or above, demonstrating a good intrusion detection abil-

ity in the enterprise network environment. Similarly, on the CICIDS-2018 dataset,
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the model obtains the best p mance with the accuracy of about 92.6%, which
demonstrates the robustness of the model under more complex and large-scale
attack scenarios. DySTAL-AD also achieves superior performance over baseline
models on the CICIoT-2022 dataset by effectively addressing the heterogeneous
IoT communication behavior and dynamic topology evolution.

In summary, the results verify that the combination of dynamic graph learn-
ing with attention mechanism and recurrent refinement significantly enhances the

anomaly detection performance in the dynamic network systems.

5.4 Results of CaT-GNN model

The CaT-GNN model is evaluated on the Elliptic Bitcoin Transaction Dataset
and PaySim Mobile Money Dataset for fraud detection.

5.4.1 AUC Performance Comparison

Figure Qows the AUC comparison of different baseline models on the Ellip-
tic and PaySim datasets. The proposed CaT-GNN [1] model achieves the highest
AUC score of 0.757 for Elliptic and 0.864 for PaySim dataset, outperforming the re-
current, static graph and temporal graph learning baselines. This validation shows
that the combination of the causal reasoning and the temporal graph representa-
tion learning is effective for robust fraud detection under the evolving transaction

behavior.

10 AUC Comparison Across Models (Elliptic vs PaySim)
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Figure 5.2: Cross Model AUC Comparison for PaySim and Elliptic Datasets
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5.4.2 Precision Performance Comparison

The comparison of the precision across different models is illustrated in Figure[573]
CaT-GNN obtains highest precision values on both datasets, showing it can
reduce false positive predictions while maintaining strong fraud detection perfor-
mance. The causal intervention mechanism directs the model to pay attention to

transaction relationships that are causally important, rather than noisy correla-

tions.
r Precision Comparison Across Models (Elliptic vs PaySim})
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Figure 5.3: Cross Model Precision Comparison for Elliptic and PaySim Datasets

5.4.3 F1l-score Performance Comparison

Figure shows the comparison of F1 score between baseline models. The pro-
posed CaT-GNN [1] consistengly obtains the best F1-score on both datasets, which
indicates the improvement ofée balance between precision and recall. The results
confirm that the combination of temporal graph learning and causal reasoning en-
hances robustness and generalization ability in the dynamic financial transaction

settings.
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Figure 5.4: Cross Model F1-Score Comparison for Elliptic and PaySim Datasets

5.4.4 Discussion

Experimental results demonstrate that the proposed CaT-GNN outperforms
the traditional recurrent models, static graph neural networks and temporal graph
learning baselines in all evaluation metries. LSTM and GRU can capture temporal
dependencies but they cannot model relational transaction structures, while GCN
and GAT can capture graph dependencies but they do not model temporal evolu-
tion well. Temporal graph models such as TGCN enhance dynamic representation
learning but are susceptible to false correlations and noisy transaction behaviors.
To overcome these limitations, we propose a CaT-GNN model that integrates
temporal graph learning with causal reasoning and intervention-based regular-
ization. Dynamic transaction interactions are learned by the Temporal Graph
Encoder. Causal relationships are detected by the Causal Inspector, which filters
out noisy correlations. Moreover, the Causal Intervener increases the robustness
to temporal drift and changing transaction distributions . Thus, CaT-GNN
obtains better fraud detection accuracy, robustness, interpretability and general-

ization ability in both eryptocurrency and mobile financial transaction datasets.

5.5 Experimental Results of STARGATE

This section presents the experimental evaluation of the proposed STARGATE
framework on satellite telemetry anomaly detection datasets. The framework is
compared against several baseline anomaly detection models including LSTM,
One-Class SVM (OCSVM), OSHAD-CSL, Variational Graph Encoder (VGE), and
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TA-LSTM-AE. The experiments analyzeﬁe effectiveness of STARGATE in terms
of Precision, Recall, Fl-score, convergence behavior, and training stability under

different architectural configurations.

5.5.1 Comparative Performance Analysis

The comparative performance evaluation demonstrates that the proposed STAR-
GATE framework achieves superior anomaly defection capability compared to
existing baseline approaches. The integration of @raph Attention Networks and
Transformer encoders enables the framework to jointly model spatial telemetry
dependencies and long-range temporal behavior more effectively than traditional

recurrent and graph-based methods.

F1 Score Comparison Across Models
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Figure 5.5: Fl-score Comparison Across Different Models

Figure shows the Fl-score comparison across different anomaly detection
models. The proposed STARGATE framework achieves the highest Fl-score of
0.914, outperforming LSTM, OCSVM, OSHAD-CSL, VGE, and TA-LSTM-AE.
The improvement demonstrates the effectiveness of combining graph-based spa-
tial learning with Transformer-based temporal modeling for telemetry anomaly

detection.
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Precision Comparison Across Models
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Figure 5.6: Precision Comparison Across Different Models

Figure[5.6] presents the precision comparison of different models. STARGATE
achieves the highest precision value of 0.954, indicating lower false positive rates
and improved anomaly discrimination capability compared to baseline methods.
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Figure 5.7: Recall Comparison Across Different Models
Figure[5.7]illustrates the recall performance comparison across models. STAR-
GATE achieves a recall value of 0.881, demonstrating strong capability in correctly

identifying anomalous telemetry behavior while maintaining stable prediction per-

formance.

41




5.5.2 Effect of Window Length

The effect of temporal window length on model performance and computational
complexity is analyzed to determine the optimal sequence length for telemetry

anomaly detection.

F1 Score and Training Time vs. Window Length for STARGATE
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Figure 5.8: Fl-score and Training Time versus Window Length

shows the relationship between F1l-score and training time for differ-
ent temporal window lengths. The results indicate that moderate window lengths
achieve better anomaly detection performance while maintaining computational
efficiency. Larger window sizes slightly improve temporal dependency modeling

but increase training complexity.

5.5.3 Training Loss Analysis for Hidden Nodes

The influence of hidden node dimensions on training convergence is analyzed to

evaluate model stability and learning behavior.
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Training Loss vs. Number of Hidden Nodes
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Figure 5.9: Training Loss versus Number of Hidden Nodes

Figure[5.9] presents the training loss curves for different hidden node configura-
tions. The results show that increasing hidden dimensions improves convergence
speed and representation capability up to an optimal threshold, after which the

performance gain becomes marginal.

5.5.4 Training Loss Analysis for Transformer Layers

The effect of Transformer encoder depth on training performance is further eval-

uated using different numbers of Transformer layers.

Training Loss vs. Number of Transformer Layers
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Figure 5.10: Training Loss versus Number of Transformer Layers




Figure

shows the training loss behavior for varying Transformer depths.
The results indicate that deeper Transformer architectures improve temporal rep-

resentation learning and convergence stability, although excessive depth may in-
crease computational complexity.

5.5.5 Validation Loss Analysis for Hidden Nodes

Validation performance under different hidden node configurations is analyzed to
evaluate generalization capability.

Validation Loss vs. Number of Hidden Nodes
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Figure 5.11: Validation Loss versus Number of Hidden Nodes
Figure 5.1 illustrates the validation loss curves for different hidden node di-
mensions.

The results demonstrate stable generalization performance with re-
duced validation loss for moderate hidden node configurations.

5.5.6 Validation Loss Analysis for Transformer Layers

The effect of Transformer depth on validation performance is evaluated using
multiple encoder layer configurations.
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Validation Loss vs. Number of Transformer Layers
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Figure 5.12: Validation Loss versus Number of Transformer Layers

Figure presents the validation loss comparison for different Transformer
layer configurations. The results show that multi-layer Transformer encoders im-
prove temporal learning capability and anomaly detection robustness while main-

taining stable generalization performance.

5.5.7 Biscussion

The experimental results demonstrate that the proposed STARGATE framework
effectively captures both spatial telemetry relationships and long-range temporal
dependencies through the integration of Graph Attention Networks and Trans-
former encoders. Compared toggnventional recurrent and graph-based methods,
STARGATE achieves superior #;

maintaining stable convergence and strong generalization capability. The analysis

ecision, Recall, and Fl-score performance while

of hidden node dimensions, Transformer depth, and temporal window size further
confirms the robustness and scalability of the proposed framework for satellite

telemetry anomaly detection.

5.6 Comparative T)iscussion

The overall experimental results demonstrate that the proposed DySTAL-AD,
CaT-GNN
highly competitive performance compared to existing baseline methods across cy-

and STARGATE frameworks consistently outperform or achieve

bersecurity, financial fraud detection, and satellite telemetry datasets.
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The superior performance of DySTAL-AD is primarily attributed to the ef-
fective integration of dynamic graph construction, structural self-attention, tem-
poral self-attention, and recurrent memory refinement, which jointly enable the

framework to capture evolving communication behavior, topology drift, and long-

term anomaly persistence more effectively than static graph or temporal-only ap-
proaches. Similarly, the improved performance of CaT-GNN . demonstrates the
importance of incorporating causal reasoning into dynamic graph learning. The
Causal Inspector and Causal Intervener modules improve robustness and inter-
pretability by suppressing spurious correlations and enforcing prediction consis-
tency under intervention-based perturbations. The STARGATE framework fur-
ther demonstrates that combining Graph Attention Networks with Transformer
encoders significantly improves telemetry anomaly detection by jointly modeling
spatial telemetry dependencies and long-range temporal behavior.

The experiments further establish that dynamic graph learning substantially
improves anomaly detection capability, while structural and temporal attention
mechanisms enhance representation quality and long-term behavioral modeling.
Transformer-based temporal learning improves sequential dependency capture in
telemetry systems, and causal reasoning enhances robustness and interpretability
under evolving conditions. Overall, the proposed frameworks demonstrate strong
generalization capability across cybersecurity, financial, and satellite telemetry
domains, establishing that integrating graph representation learning, temporal
modeling, self-attention me(‘&mimns: recurrent refinement, Transformer architec-
tures, and causal reasoning provides a robust and scalable solution for anomaly

detection in evolving complex network systems..
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Chapter 6

CONCLUSION AND FUTURE
WORK

In this thesis, we proposed three advanced Graph Neural Network based spatio-
temporal frameworks, namely DySTAL-AD, CaT-GNN , and STARGATE, for

anomaly detection in dynamic IoT communication networks, financial transac-

tion systems, and satellite telemetry environments. DySTAL-AD integrated dy-
namic graph construction, structural self-attention, temporal self-attention, and
LSTM refinement to capture evolving communication behavior and long-term
anomalies. CaT-GNN

ing and intervention-based regularization to improve robustness, interpretability,

combined temporal graph learning with causal reason-

and fraud detection capability under temporal drift and evolving transaction pat-
terns. STARGATE further integrated Graph Attention Networks and Transformer
encoders to jointly model spatial telemetry dependencies and long-range tempo-
ral behavior for satellite telemetry anomaly detection. Experimental results on
benchmark datasets including CICIDS-2017, CICIDS-2018, CICToT-2022, Ellip-
tic, PaySim, NASA SMAP, and NASA MSL demonstrated that the proposed
frameworks achieved superior or highly competitive performance compared to ex-
isting baselipe methods in terms of Accuracy, Precision, Recall, Fl-score, and
AUC-ROC. Future work may focus on real-time streaming anomaly detection,
lightweight edge-deployable graph neural networks, self-supervised graph repre-
sentation learning, explainable AI techniques, federated graph learning, and more
efficient Transformer-based temporal graph architectures for scalable, adaptive,
and privacy-preserving anomaly detection in dynamic complex network environ-

ments.
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