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Deep Learning Approaches for Multimodal Human Activity
Recognition

Vinay Rana

ABSTRACT

The rapid proliferation of digital platforms has given rise to two critical and structurally
distinct categories of cyber threat: cyberbullying embedded in multimodal social-media
content, and network intrusion attacks manifested in enterprise-level packet traffic.
Existing detection systems address these threats in isolation and are characterised by
a reliance on unimodal inputs, limited cross-modal reasoning, poor generalisation to
class-imbalanced data, and an inability to capture the simultaneous spatial and temporal
dependencies inherent in real-world attack behaviour.

For Cyberbullying Detection, a Hybrid Multimodal Image-Text Classification frame-
work is proposed, evaluated on the Facebook Hateful Meme Dataset comprising 10,000
meme samples. Meme images are processed by a Dense Residual High-Resolution
Network (DR-HRNet), which maintains high-resolution spatial feature maps through-
out its four-stage parallel branch architecture and enriches them via a Dense Residual
Convolutional Block (DRCB) that combines dense connectivity with residual learning.
Meme captions are concurrently encoded by Multi-Scale DeBERTa (MC-DeBERTa),
an enhanced transformer that exploits disentangled self-attention with relative posi-
tion embeddings and stacks a Multi-Scale Dilated Convolutional Block (MDCB) atop
the encoder to capture linguistic patterns at multiple granularities. The extracted vi-
sual and textual feature vectors are fused via Multimodal Compact Bilinear (MCB)
Pooling, which models higher-order cross-modal interactions in a computationally
efficient manner. The fused representation is classified by an Adaptive EfficientNetV2
backbone augmented with a Transformer Spatial Pooling (TSP) module that captures
global contextual relationships before the final softmax decision layer. The proposed
framework achieves a test accuracy of 99.5% and an F1-score of 99.30% on the Bully
and Non-Bully classes respectively, with a macro-average AUC of 0.995, significantly
outperforming unimodal and conventional multimodal baselines.

For Network Intrusion Detection, a Graph-Based Hybrid GAT-BiLSTM framework is
proposed, evaluated on the CICIDS2017 benchmark comprising approximately 2.83
million labelled network flows across five consolidated traffic categories (BENIGN,
DDoS, PortScan, DoS, and Other). Each network flow is modelled as a node in a
cosine-similarity k-Nearest Neighbour (kNN) graph with k = 10 and an adaptive dis-
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tance threshold, enabling the structural relationships between flows to be explicitly
represented. Two stacked multi-head Graph Attention Network (GAT) layers with
batch normalisation, dropout, and residual connections learn spatial inter-flow topology
by dynamically assigning differential attention weights to neighbouring nodes. The
resulting node embeddings are processed by a Bidirectional Long Short-Term Memory
(BiLSTM) network that captures long-range temporal dependencies in both forward and
backward directions, modelling the sequential behavioural evolution of network traf-
fic. A two-layer Multi-Layer Perceptron (MLP) head with a class-frequency weighted
cross-entropy loss function performs the final five-class classification, counteracting
the extreme class imbalance that is mitigated further through controlled random under-
sampling and stratified node splitting. Training employs the AdamW optimiser with
ReduceLROnPlateau scheduling and early stopping. The proposed framework achieves
a test accuracy of 94.20%, precision of 94.53%, recall of 94.20%, and F1-score of
94.20%, with a macro-average ROC-AUC of 0.997, outperforming standalone GNN,
CNN, MLP, and LSTM baselines on all metrics.

Collectively, this thesis demonstrates that hybrid deep learning architectures designed
with specialised feature extractors, learned fusion or graph-aggregation mechanisms,
and imbalance-aware training strategies provide a principled and effective approach
to multi-domain cyber threat detection. The two proposed methodologies advance the
state of the art in their respective domains and establish a generalised design philosophy
for future cross-domain intelligent cybersecurity systems.

Keywords: Cyberbullying Detection, Dense Residual High-Resolution Network, Multi-
Scale DeBERTa, Multimodal Compact Bilinear Pooling, Adaptive EfficientNetV2,
Network Intrusion Detection, Graph Attention Network, Bidirectional LSTM, Class
Imbalance.



vi

LIST OF PUBLICATIONS

International Conferences

1. Rana, V. and Rahul, 2026. Hybrid Multimodal Image-Text Classification for Cyberbullying
Detection using DR-HRNet and MC-DeBERTa with Adaptive EfficientNetV2. In Proceed-
ings of the 7th International Conference on Data Analytics & Management (ICDAM-2026).
(Scopus-Indexed, Accepted for Presentation, Scheduled during 12–14 June 2026)

2. Rana, V. and Rahul, 2026. Graph-Based Hybrid GAT-BiLSTM Framework for Robust
Intrusion Detection in Imbalanced Network Traffic. In Proceedings of the 7th Interna-
tional Conference on Data Analytics & Management (ICDAM-2026). (Scopus-Indexed,
Accepted for Presentation, Scheduled during 12–14 June 2026)



vii

TABLE OF CONTENTS

Acknowledgement i

Candidate’s Declaration ii

Certificate iii

Abstract iv

List of Publications vi

Table of Contents vii

List of Table[s] x

List of Figure[s] xi

List of Symbols, Abbreviations and Nomenclature xii

1 Introduction 1
1.1 Background and Motivation . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 The Rise of Cyber Threats in the Modern Times . . . . . . . . . . . . 2

1.2.1 Cyberbullying as a Social Cyber Threat . . . . . . . . . . . . 2
1.2.2 Network Intrusion as an Infrastructure Cyber Threat . . . . . . 3

1.3 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.4 Research Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.5 Key Contributions of the Work . . . . . . . . . . . . . . . . . . . . . 5
1.6 Thesis Organisation . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2 Literature Review 8
2.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
2.2 Cyberbullying Detection . . . . . . . . . . . . . . . . . . . . . . . . 9

2.2.1 Classical Machine Learning Approaches . . . . . . . . . . . . 9
2.2.2 CNN and RNN Based Methods . . . . . . . . . . . . . . . . . 10
2.2.3 Transformer-Based Methods . . . . . . . . . . . . . . . . . . 10
2.2.4 Multimodal Fusion Approaches . . . . . . . . . . . . . . . . 10
2.2.5 Recent Works (2024–2025) . . . . . . . . . . . . . . . . . . . 11

2.3 Network Intrusion Detection Systems (NIDS) . . . . . . . . . . . . . 12
2.3.1 Signature-Based vs Anomaly-Based IDS . . . . . . . . . . . . 12
2.3.2 Machine Learning and Deep Learning Approaches . . . . . . 13



viii

2.3.3 Graph Neural Network Approaches . . . . . . . . . . . . . . 14
2.3.4 Encrypted Traffic, Flow-Level Detection, and Class Imbalance 14

2.4 Hybrid Deep Learning in Cybersecurity . . . . . . . . . . . . . . . . 15
2.5 Identified Research Gaps . . . . . . . . . . . . . . . . . . . . . . . . 16

3 Datasets and Preprocessing 18
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
3.2 Cyberbullying Detection Dataset . . . . . . . . . . . . . . . . . . . . 18

3.2.1 Facebook Hateful Meme Dataset . . . . . . . . . . . . . . . . 18
3.2.2 Dataset Statistics and Split . . . . . . . . . . . . . . . . . . . 19

3.3 Network Intrusion Detection Dataset . . . . . . . . . . . . . . . . . . 19
3.3.1 CICIDS2017 Dataset . . . . . . . . . . . . . . . . . . . . . . 19
3.3.2 Feature Groups and Label Distribution . . . . . . . . . . . . . 20

3.4 Preprocessing Pipeline for Cyberbullying Detection . . . . . . . . . . 21
3.4.1 Image Preprocessing . . . . . . . . . . . . . . . . . . . . . . 21
3.4.2 Text Preprocessing . . . . . . . . . . . . . . . . . . . . . . . 22

3.5 Preprocessing Pipeline for Network Intrusion Detection . . . . . . . . 23
3.5.1 Column Standardisation and Missing Value Handling . . . . . 23
3.5.2 Removal of Non-Predictive Identifier Columns . . . . . . . . 24
3.5.3 Attack Label Cleaning, Grouping and Encoding . . . . . . . . 24
3.5.4 Feature Normalisation . . . . . . . . . . . . . . . . . . . . . 24
3.5.5 Class Balancing via Random Undersampling . . . . . . . . . 25

4 Proposed Methodologies 26
4.1 Methodology 1 - Multimodal Cyberbullying Detection . . . . . . . . 26

4.1.1 Framework Architecture Overview . . . . . . . . . . . . . . . 26
4.1.2 Image Feature Extraction using DR-HRNet . . . . . . . . . . 28
4.1.3 Text Feature Extraction using MC-DeBERTa . . . . . . . . . 29
4.1.4 Multimodal Feature Fusion using MCB Pooling . . . . . . . . 30
4.1.5 Classification using Adaptive EfficientNetV2 . . . . . . . . . 31

4.2 Methodology 2 - Graph-Based Hybrid Network Intrusion Detection . 32
4.2.1 Framework Architecture Overview . . . . . . . . . . . . . . . 32
4.2.2 Graph Construction using k-Nearest Neighbours . . . . . . . . 32
4.2.3 Spatial Feature Learning using GAT . . . . . . . . . . . . . . 33
4.2.4 Temporal Feature Learning using BiLSTM . . . . . . . . . . 34
4.2.5 Classification using MLP . . . . . . . . . . . . . . . . . . . . 35
4.2.6 Training Strategy . . . . . . . . . . . . . . . . . . . . . . . . 35

4.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36



ix

5 Results and Discussion 37
5.1 Implementation Details . . . . . . . . . . . . . . . . . . . . . . . . . 37

5.1.1 Training Configuration and Hyperparameters . . . . . . . . . 37
5.2 Results and Discussion – Cyberbullying Detection . . . . . . . . . . 39

5.2.1 Training and Testing Accuracy and Loss . . . . . . . . . . . . 39
5.2.2 Confusion Matrix Analysis . . . . . . . . . . . . . . . . . . . 39
5.2.3 ROC Curve and AUC Analysis . . . . . . . . . . . . . . . . . 41
5.2.4 Performance Comparison Metrics . . . . . . . . . . . . . . . 41
5.2.5 Discussion of Results . . . . . . . . . . . . . . . . . . . . . . 44

5.3 Results and Discussion - Network Intrusion Detection . . . . . . . . . 45
5.3.1 Confusion Matrix Analysis . . . . . . . . . . . . . . . . . . . 45
5.3.2 ROC Curve and AUC Analysis . . . . . . . . . . . . . . . . . 47
5.3.3 Performance Metrics Evaluation . . . . . . . . . . . . . . . . 48
5.3.4 Comparison with Baseline Models . . . . . . . . . . . . . . . 49
5.3.5 Discussion of Results . . . . . . . . . . . . . . . . . . . . . . 52

5.4 Comparative Analysis Across Domains . . . . . . . . . . . . . . . . . 53
5.4.1 Comparative Performance Analysis . . . . . . . . . . . . . . 53
5.4.2 Deep Learning Effectiveness Across Domains . . . . . . . . . 53
5.4.3 Challenges in Multimodal and Network Data . . . . . . . . . 54
5.4.4 Strengths and Limitations of the Proposed Frameworks . . . . 54

5.5 Summary of Key Results . . . . . . . . . . . . . . . . . . . . . . . . 55

6 Conclusion, Future Work, and Social Impact 56
6.1 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
6.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
6.3 Social Impact . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

References 59

List of Publications and their Proofs 64

Plagiarism Report 74

Curriculum Vitae 84



x

LIST OF TABLE[s]

2.1 Evolution of detection methodologies across cyberbullying and network
intrusion detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.2 Analysis of existing cyberbullying detection techniques . . . . . . . . 12

2.3 Summary of recent machine and deep learning approaches for network
intrusion detection. . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

3.1 Class distribution of the Facebook Hateful Meme dataset across the
three official splits . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

3.2 Principal feature groups in CICIDS2017 . . . . . . . . . . . . . . . . 20

3.3 Approximate raw label distribution in merged CICIDS2017 before
balancing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.4 Label consolidation from CICIDS2017 sub-categories to five unified
classes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

4.1 Side-by-side comparison of the two proposed architectures. . . . . . . 27

5.1 Training hyperparameters for the cyberbullying detection framework . 37

5.2 Training hyperparameters for the network intrusion detection framework 38

5.3 Confusion matrix - Hybrid GAT+BiLSTM+MLP (CICIDS2017) . . . 45

5.4 Per-class AUC scores of Hybrid GAT+BiLSTM+MLP . . . . . . . . 48

5.5 Performance comparison across models on NIDS . . . . . . . . . . . 50

5.6 Cross-domain performance summary . . . . . . . . . . . . . . . . . . 53



xi

LIST OF FIGURE[s]

1.1 Cyber threat domains in the digital ecosystem . . . . . . . . . . . . . 3

2.1 Comparison of multimodal fusion strategies and the proposed MCB
fusion framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.2 Signature-Based and Anomaly-Based IDS . . . . . . . . . . . . . . . 13

3.1 Parallel dual-branch preprocessing pipeline for cyberbullying detection 21

3.2 Five-stage preprocessing pipeline . . . . . . . . . . . . . . . . . . . . 23

3.3 Log-scale class distribution before and after random undersampling . 25

4.1 Block diagram of the proposed Cyberbully detection model . . . . . . 27

4.2 DR-HRNet four-stage parallel branch architecture . . . . . . . . . . . 28

4.3 MC-DeBERTa architecture . . . . . . . . . . . . . . . . . . . . . . . 31

4.4 Architecture of the proposed hybrid GAT-BiLSTM-MLP intrusion de-
tection framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

5.1 Training and Testing Accuracy and Loss Curve . . . . . . . . . . . . 40

5.2 Confusion matrix of Cyberbully Detection . . . . . . . . . . . . . . . 40

5.3 ROC curve of Cyberbully Detection . . . . . . . . . . . . . . . . . . 41

5.4 Accuracy of Cyberbully Detection . . . . . . . . . . . . . . . . . . . 42

5.5 Precision of Cyberbully Detection . . . . . . . . . . . . . . . . . . . 43

5.6 Recall of Cyberbully Detection . . . . . . . . . . . . . . . . . . . . . 43

5.7 F1 Score of Cyberbully Detection . . . . . . . . . . . . . . . . . . . 44

5.8 Confusion Matrix (Proposed model) . . . . . . . . . . . . . . . . . . 47

5.9 ROC Curve (Proposed model) . . . . . . . . . . . . . . . . . . . . . 48

5.10 Performance Metrics accross models on NIDS . . . . . . . . . . . . . 49

5.11 Performance evaluation of the GNN model. . . . . . . . . . . . . . . 50

5.12 Performance evaluation of the CNN model. . . . . . . . . . . . . . . 51

5.13 Performance evaluation of the MLP model. . . . . . . . . . . . . . . 51

5.14 Performance evaluation of the LSTM model. . . . . . . . . . . . . . . 52



xii

LIST OF SYMBOLS, ABBREVIATIONS AND NOMENCLATURE

Symbols Description
! Attention weight (GAT); Focal Loss weight
!i j Normalised GAT attention weight from node j to node i
!c Class weight for class c, defined as !c = N/n̂c

∀ Focal loss focusing parameter (∀ = 2.0)
#k(·) k-th stochastic augmentation transform applied to an image
∃ Small numerical constant for optimiser stability (AdamW)
% Learning rate in gradient-based optimisation
& L2 weight-decay coefficient in AdamW
µ j Feature-wise mean used for StandardScaler normalisation
∋ Gaussian kernel deviation; sigmoid activation function
∋ j Per-feature training-set standard deviation in StandardScaler
( ReduceLROnPlateau learning-rate reduction factor (( < 1)
)t Model parameter vector at optimisation step t
→ Feature concatenation operator
↑ Element-wise (Hadamard) multiplication
↓ Convolution operator
↔ ·↔2 ω2 (Euclidean) norm
↗ Vector/matrix transpose
! Summation operator
∀ Product operator
argmax Argument of the maximum
tanh(·) Hyperbolic tangent activation function
sm(·) Softmax function

Abbreviations Full Form
ACK Acknowledgement (TCP flag)
AdamW Adam with Decoupled Weight Decay
APT Advanced Persistent Threat
AUC Area Under the (ROC) Curve
BENIGN Normal (non-attack) network traffic class
BERT Bidirectional Encoder Representations from Transformers
BiGRU Bidirectional Gated Recurrent Unit
BiLSTM Bidirectional Long Short-Term Memory
CNN Convolutional Neural Network



xiii

CICIDS2017 Canadian Institute for Cybersecurity IDS Dataset 2017
CICFlowMeter Network flow feature extraction tool developed by CIC
CLIP Contrastive Language–Image Pre-training
CLS Classification token added to transformer input sequence
CNet CentralNet multimodal fusion architecture
CSV Comma-Separated Values
DBN Deep Belief Network
DeBERTa Decoding-enhanced BERT with Disentangled Attention
DDoS Distributed Denial of Service
DINOv2 Self-supervised Vision Transformer (version 2)
DNN Deep Neural Network
DoS Denial of Service
DPI Deep Packet Inspection
DR-HRNet Dense Residual High-Resolution Network
DRCB Dense Residual Convolutional Block
DTU Delhi Technological University
EfficientNet Efficient Neural Network (scalable CNN architecture)
FHM Facebook Hateful Meme (dataset)
FIN Finish flag (TCP control signal)
FN False Negative
FP False Positive
GAT Graph Attention Network
GATConv Graph Attention Convolution layer
GIN Graph Isomorphism Network
GNN Graph Neural Network
GPU Graphics Processing Unit
GRU Gated Recurrent Unit
HRNet High-Resolution Network
HTTPS Hypertext Transfer Protocol Secure
IAT Inter-Arrival Time
IDS Intrusion Detection System
IoT Internet of Things
IR Imbalance Ratio
JSON JavaScript Object Notation
kNN k-Nearest Neighbour
LIME Local Interpretable Model-agnostic Explanations
LSTM Long Short-Term Memory



xiv

MC-DeBERTa Multi-Scale DeBERTa
MCB Multimodal Compact Bilinear (Pooling)
MDCB Multi-Scale Dilated Convolutional Block
MLP Multi-Layer Perceptron
MobileNetV2 Lightweight convolutional neural network architecture v2
NaN Not a Number
NB Naïve Bayes
NIDS Network Intrusion Detection System
NSL-KDD NSL Knowledge Discovery and Data Mining dataset
PSH Push flag (TCP control signal)
RF Random Forest
ReLU Rectified Linear Unit
ResNet Residual Network
RNN Recurrent Neural Network
ROC Receiver Operating Characteristic
RoBERTa Robustly Optimised BERT Pre-training Approach
RST Reset flag (TCP control signal)
SEP Separator token in transformer input sequences
SHAP SHapley Additive exPlanations
SSL Secure Sockets Layer; also Self-Supervised Learning
SVM Support Vector Machine
SYN Synchronise flag (TCP control signal)
TCP Transmission Control Protocol
TLS Transport Layer Security
TN True Negative
TP True Positive
TSP Transformer Spatial Pooling (module)
UTF-8 Unicode Transformation Format – 8-bit
VGG Visual Geometry Group (CNN architecture)
ViT Vision Transformer
XAI Explainable Artificial Intelligence
XGBoost Extreme Gradient Boosting
XLM-RoBERTa Cross-lingual RoBERTa model
XMTF Cross-Modal Transformer Fusion framework

Nomenclature Meaning
xi Feature vector of the i-th network flow (node)



xv

x̃i j Normalised value of feature j for sample i
X Preprocessed feature matrix, X ↘ RN≃73

y Ground-truth label vector, y ↘ {0,1,2,3,4}N
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CHAPTER 1

INTRODUCTION

1.1 Background and Motivation

The accelerated digitisation of technology has revolutionised the way that human
beings communicate, conduct business and manage critical infrastructure. Billions of
people are interacting everyday via social media, cloud and cloud services, networked
enterprise systems, and producing an unprecedented level of digital data . This digital
revolution carries with it great socioeconomic advantages, but it has at the same time,
laid the groundwork for a variety of cyber attacks [1, 2]. Two categories of such
threats have emerged as particularly pressing concerns for researchers, policymakers,
and practitioners alike: cyberbullying in online social spaces and network intrusions
targeting digital infrastructure.

Cyberbullying is when someone uses digital technology to mean to cause harm,
or does so over and over again. Harass, threaten, demean or harm people (through
abusive texts), Hostile memes, offensive images and coordinated online attacks [3, 4].
According to recent world estimates, at least one out of three young people in the
world has been exposed to the internet form of bullying that negatively affects academic
performance and/or mental health [5]. The anonymous and viral nature of social media
increases the psychological effects of this type of abuse, which requires intelligent
detection systems that are able to analyse complex multimodal content at scale [6].

Network intrusion, on the other hand, is accessing or attacking a network without
permission. Denial of Service (DDoS), brute force, and Advanced Persistent Threats
(APTs) activity directed at computer networks [2]. Check Point Research reported a
38% rise in global cyberattacks between 2021 and 2022, with organisations facing an
average of more than 1,200 attacks per week. The rise in the use of encryption further
makes detection difficult as the traditional methods would not be effective. Deep Packet
Inspection (DPI) techniques can’t stop encrypted traffic payloads [7, 8].

The similarity in the way cyberbullying comes about with network intrusion in
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terms of application structure is that in both cases the adversary embeds malicious intent
in legitimate looking data hateful memes which appear funny on the surface, or attack
traffic that looks like benign network flows. So, a common deep learning framework to
attack the two threats is of important scientific and practical interest.

Our work is motivated by three important insights . First, existing cyberbullying
detection systems employ unimodal analysis either text or image [9, 10]. They disre-
gard the cross-modal semantic interactions found in today’s multimodal hate speech.
Secondly, conventional Network Intrusion Detection Systems (NIDS) assume the net-
work flows as independent and identically distributed objects. They overlook the rich
topological and temporal structure underlying coordinated attacks [11, 12].

This work bridges that gap by proposing and evaluating two complementary
hybrid deep learning systems: a multimodal cyberbullying detector built upon Dense
Residual High-Resolution Networks (DR-HRNet) and Multi-Scale DeBERTa (MC-
DeBERTa) with Multimodal Compact Bilinear (MCB) pooling and Adaptive Efficient-
NetV2 and a graph-based network intrusion detector that combines GAT, BiLSTM, and
MLP classifiers. Together, these systems demonstrate that hybrid deep learning archi-
tectures can achieve robust, high-accuracy cyber threat detection across fundamentally
different threat domains.

1.2 The Rise of Cyber Threats in the Modern Times

Cyber threats have evolved in such a way as to closely match the evolution of
digital technology. Cloud ecosystems, as well as devices connected via Internet-of-
Things (IoT), are also increasingly used for communication. The number of attacks
against and the sophistication of such attacks has increased, as have their variety.
Figure 1.1 shows digital ecosystem.

The attacks are becoming increasingly sophisticated and diverse as we see the
rise of communication platforms, cloud ecosystems, and internet-of-things devices.

1.2.1 Cyberbullying as a Social Cyber Threat

Cyberbullying is a type of social aggression. It takes advantage of the anonymity
and reach of digital platforms. Online harassment is different from the usual bullying
because the information shares quickly and the effects are long-lasting [4] . Single
modality detection systems have been challenged by hateful memes. An image and a
caption can be two innocuous things, but they can also be hateful when put together [13,
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Figure 1.1: Cyber threat domains in the digital ecosystem

14].

Informal and changing online language makes it difficult to detect. There’s more
to it than sarcasm, coded references and unbalanced datasets [15]. Initial approaches
were using SVM, NB, and RF. These features were handcrafted but didn’t capture the
true meaning of the context [16].

BERT and DeBERTa boosted the ability to detect text. The ResNet and Efficient-
Net models improved the visual classification. However, in unimodal systems there is
no interaction between text and images. The gap sparked increasing interest in the area
of detection of multimodal cyberbullying [10, 17].

1.2.2 Network Intrusion as an Infrastructure Cyber Threat

One of the greatest threats and most economically damaging forms of network
intrusion is denial of service.The DoS is the most common and costly network intrusion.
Intrusions range from a wide variety of attack methods DDoS flooding, port scanning,
DoS attack, brute-force. Each has a different network traffic signature and each has
different levels of difficulty for automated detection [18, 19]. Traditional IDSs used to
do signature-based matching. But it isn’t enough to be able to defend against zero-day
exploits and polymorphic attacks, which are constantly changing [20].
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The increasing use of transport-layer encryption (TLS/SSL) introduces a problem
with it. Additional challenge: Encrypted traffic is now a larger percentage of the total
traffic. The analysis of network flows is no longer possible for the most part of network
traffic at the payload level for majority of traffic. This type of Anomaly-based NIDS
works on the statistical features of the flow, such as the number of packets, inter-arrival
times, etc., have thus come into the limelight [7, 21]. Machine Learning models
and Deep Learning models such as, LSTM networks, convolutional neural networks
and autoencoders have been shown to be effective to these flow-level features with
considerable success [11, 22, 23].

A major issue in almost all the NIDS benchmark datasets is the severe class
imbalance. This imbalance causes standard classifiers to exhibit a strong bias towards
the majority class [24]. In order for NIDS to be effective, it must include both The
architecture-level innovations and data-level strategies to address the imbalanced net-
work traffic.

1.3 Problem Statement

Given the increasing sophistication and multimodal nature of cyber threats across
both social media and network infrastructure domains, existing detection approaches
suffer from three fundamental deficiencies:

Problem 1: Unimodal representation. Current cyberbullying detectors fail to
capture cross-modal interactions between image and text in hateful content, while NIDS
models fail to exploit the graph-topological and temporal structure of network flows.

Problem 2: Inadequate feature fusion. Existing multimodal fusion strategies
rely on simple concatenation or shallow attention that cannot model higher-order inter-
modal dependencies.

Problem 3: Poor performance under class imbalance. Standard classifiers
exhibit high false-negative rates for minority-class threats (hateful content and rare
attack types) due to inadequate handling of severe class imbalance in real-world datasets.

1.4 Research Objectives

RO1. Multimodal Cyberbullying Detection: To design and implement a hybrid multi-
modal deep learning architecture that simultaneously extracts rich spatial features
from images using a Dense Residual High-Resolution Network (DR-HRNet)
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and deep semantic-contextual features from text using a Multi-Scale DeBERTa
(MC-DeBERTa) model, and fuses them using Multimodal Compact Bilinear
(MCB) pooling for accurate binary classification of cyberbullying content.

RO2. Graph-Based Network Intrusion Detection: To construct a hybrid graph-based
deep learning framework that models network flows as nodes in a similarity graph,
learns spatial interaction patterns using multi-head Graph Attention Network
(GAT) layers, captures temporal behavioural dependencies using a Bidirectional
LSTM (BiLSTM), and classifies traffic into five categories using a Multi-Layer
Perceptron (MLP) with class-weighted loss.

RO3. Handling Class Imbalance: To evaluate and implement effective strategies
for mitigating class imbalance in both domains, including data augmentation,
controlled undersampling, and algorithm-level weighted loss functions, with the
goal of improving minority-class recall.

RO4. Empirical Validation: To evaluate both proposed systems on publicly available
benchmark datasets the Facebook Hateful Meme Dataset and the CICIDS2017
network intrusion dataset using standard performance metrics including accu-
racy, precision, recall, F1-score, and ROC-AUC, and to compare results against
relevant state-of-the-art baselines.

RO5. Cross-Domain Analysis: To derive insights from both experimental systems re-
garding the advantages of hybrid deep learning architectures, the role of attention
mechanisms, and the shared challenges of generalisation and class imbalance
across cyber threat detection domains.

1.5 Key Contributions of the Work

Contribution 1: Novel Multimodal Cyberbullying Detection Framework. A
hybrid end-to-end architecture combining DR-HRNet for multi-scale spatial image
feature extraction, MC-DeBERTa for multi-scale contextual text feature extraction,
MCB Pooling for higher-order cross-modal feature fusion, and Adaptive EfficientNetV2
with a Transformer Spatial Pooling (TSP) module for classification. The proposed
framework achieves 99.20% - 99.50% accuracy and an F1-score exceeding 99% on the
Facebook Hateful Meme Dataset, outperforming state-of-the-art baselines.

Contribution 2: Novel Graph-Based Hybrid NIDS Framework. A hybrid
architecture that represents network flows as nodes in a cosine-similarity kNN graph,
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learns topological attack patterns using two stacked multi-head GATConv layers with
batch normalisation and residual connections, models temporal flow evolution using a
BiLSTM, and classifies flows using an MLP with class-frequency-weighted Focal loss.
The proposed system achieves 94.2% accuracy and F1-score with a macro ROC-AUC
of 0.997 on the CICIDS2017 dataset, surpassing all evaluated baselines (GNN, CNN,
MLP, LSTM).

Contribution 3: Systematic Handling of Class Imbalance. A comprehensive
empirical study of class imbalance mitigation strategies in both domains, demonstrating
that the combination of controlled random undersampling at the data level and class-
frequency-weighted loss at the algorithm level yields superior minority-class detection
performance.

Contribution 4: Multi-Domain Comparative Analysis. A unified cross-domain
analysis that identifies shared principles governing the effectiveness of hybrid deep learn-
ing architectures across structurally distinct cyber threat domains, providing insights
applicable to future multi-domain threat detection research.

1.6 Thesis Organisation

The remaining sections of this work are structured as follows:

Chapter 2 provides a detailed review of previous work in both cyberbullying
detection and network intrusion detection, covering classical machine learning methods,
CNN/RNN-based deep learning approaches, transformer-based models, multimodal
fusion systems, and graph-neural-network-based methods. Research gaps motivating
the proposed contributions are identified at the end of the chapter.

Chapter 3 describes the two benchmark datasets used in this work the Facebook
Hateful Meme Dataset and the CICIDS2017 network intrusion dataset along with the
preprocessing pipelines applied to each. Dataset statistics, class distributions, and the
rationale for design choices in preprocessing are presented.

Chapter 4 presents the technical details of both proposed systems. For Domain 1,
the DR-HRNet image feature extractor, MC-DeBERTa text feature extractor, MCB
pooling fusion mechanism, and Adaptive EfficientNetV2 classifier are described with
supporting mathematical formulations. For Domain 2, the kNN graph construction
procedure, multi-head GAT layers, BiLSTM temporal modelling, MLP classification
head, and training strategy are detailed.
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Chapter 5 is a complete empirical evaluation of both systems presented. The
analysis includes a confusion matrix, ROC curves and performance metrics such as
accuracy and F1 score, precision and recall along with the training convergence curves
of all models which are compared with the baselines. The results of both domains are
described next. This section deals with why hybrid architectures better than single
paradigm alternatives, role of attention mechanism, how class imbalance was handled
and at what cost, computational complexity and overhead of each framework, and
finally shortcomings of the proposed work.

Chapter 6: concludes the work by giving the summary of contributions, findings,
social impact and ethical issues, limitations and scope for future research.
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CHAPTER 2

LITERATURE REVIEW

This chapter reviews existing literature across two domains central to this work:
cyberbullying detection and network intrusion detection. Rather than cataloguing every
published work, the goal is to trace how methods have evolved in each domain, identify
what has and has not been solved, and explain where the proposed frameworks fit in.

This chapter reviews the current research work in two domains that are very
important to the work presented in this thesis. This is cyberbullying detection and
network intrusion detection. We do not try to enumerate all the published work but trace
what methods were tried, what was solved and what remained unsolved, and where our
proposed frameworks sit.

2.1 Overview

Cyber threat detection includes several security challenges such as flagging cyber-
bullying posts and identifying suspicious network traffic in enterprise networks.

What connects all of them. distinguishing adversarial or harmful behaviour from
legitimate is the chief difficulty. Manoeuvre in loud, high-volume information data
streams A broad range of problems are covered by Cyber Threat Detection from flagging
malicious social. Finding malicious packets in enterprise networks [6, 18].

Threats can be categorised into two types at a high level. When it comes to
Research work in law software and engineering under this topic which was recently
done. Network-based threats are attacks that are powered through resources in the
communication infrastructure. Examples include denial of service attack, port scan,
intrusion attempts, and malware.

Up to now, the preferred methods in both domains have been somewhat different,
but highly effective hybrid architectures that use building blocks from various learning
methods [1, 25, 26]. Table 2.1 highlights the key approaches for the detection in text
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and image domain till date.

Table 2.1: Evolution of detection methodologies across cyberbullying and network
intrusion detection

Era Cyberbullying NIDS Key Limitation

Rule-based
(⇔2008–2013)

Keyword lists,
blacklists

Snort, signature
matching

Cannot detect
unknown threats

Classical ML
(⇔2013–2017)

SVM, Naïve
Bayes, Random
Forest

SVM, Decision
Tree, kNN

Manual feature
engineering

Shallow DL
(⇔2017–2020)

CNN, LSTM, GRU LSTM, CNN, Au-
toencoder

Single modality;
limited context

Transformers
(⇔2020–2022)

BERT, RoBERTa,
DeBERTa, ViT

Attention-based
anomaly detection

High compute;
unimodal

Multimodal /
Graph (⇔2022–
2024)

CLIP, CentralNet,
MCB Fusion

GNN, GAT, Graph
autoencoders

Shallow fusion;
imbalance issues

Hybrid (cur-
rent)

DR-HRNet + MC-
DeBERTa + Effi-
cientNetV2

GAT + BiLSTM +
MLP

This work

2.2 Cyberbullying Detection

Research in cyberbullying detection has broadly divided into five phases. We
trace that trajectory here, stressing what was achieved and what was not.

2.2.1 Classical Machine Learning Approaches

The early work introduced hand-crafted features such as word n-grams and
bag-of-word vectors that were fed into a classifier. Support vector machine. Naïve
Bayes algorithm. Random forest [6]. SVM was widely used as it is effective in high
dimensional text spaces but were reported to degrade rapidly on the more informal and
misspelling heavy language found on social media [15]. While using these methods, the
more fundamental difficulty involved structure since they required surface-level lexical
signals, which were more likely to miss things like irony, sarcasm, coded language, and
the visual [16].



Chapter 2: Literature Review 10

2.2.2 CNN and RNN Based Methods

Deep learning eliminates manual feature engineering requirements. Applying
a convolutional neural network (CNN) to text enables the use of 1-D convolutions to
capture local n-gram patterns. In these images, you will find CNNs originally designed
for images (VGG, ResNet, etc.) [27]. Arshed et al. [28] introduced the CVID visual
cyberbullying dataset and showed that DenseNet201 reached 99% accuracy on it. On
the text side, Tabassum and Nunavath [29] compared nine models across image and
text branches, finding that ViT reached 99.5% on image data and RoBERTa reached
99.2% on text but both remain unimodal, so they simply cannot detect cross-modal
hateful content that characterises real-world memes. Hybrid CNN-RNN architectures
that combined local and sequential modelling showed incremental gains but ran into the
same single-modality ceiling [30].

2.2.3 Transformer-Based Methods

BERT and its variants changed text-based cyberbullying detection considerably.
Bidirectional pretraining on large corpora gave these models the contextual under-
standing needed to handle figurative language and implicit threats [31]. RoBERTa
improved on BERT through better pretraining strategies [29], and DeBERTa went
further by separately encoding content and positional information through disentan-
gled attention particularly useful for the short, syntactically irregular sentences that
dominate social media [9, 32]. On the visual side, Vision Transformers applied patch-
based self-attention to image classification. Kumari and Kaur [3] proposed XMTF,
combining DINOv2 visual features with a transformer text encoder for code-mixed
meme analysis. The persistent limitation is that most of these systems are unimodal,
and fusing two transformer-based representations across modalities remains an open
problem [14, 33, 34].

2.2.4 Multimodal Fusion Approaches

The community has largely converged on three fusion strategies: early (con-
catenating raw features before encoding), late (encoding each modality independently
and combining decisions), and intermediate (interacting between modality-specific
representations mid-encoding). Figure 2.1 illustrates these strategies, including the
MCB-based approach proposed in this work.

Mohammedjany et al. [9] combined VGG16 with XLM-RoBERTa through at-
tention, CLIP alignment, and CentralNet fusion, but only managed 74% accuracy a
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Figure 2.1: Comparison of multimodal fusion strategies and the proposed MCB fusion
framework

clear sign that the fusion strategy itself was the bottleneck. Singh et al. [10] used a
BiLSTM-AHCNet for text, a tuned EfficientB0 for images, and a horse herd optimi-
sation weighting scheme to combine predictions, but simple weighted late fusion still
leaves cross-modal interactions unaddressed. Wandeto et al. [31] concatenated BERT
and ResNet50V2 features directly. Luo et al. [17] took a different approach entirely,
proposing RSBully a reinforced multi-agent subgraph neural network that exploits
the social network graph structure rather than post-level image-text content, achieving
strong results but requiring access to the full relational graph of users and posts.

2.2.5 Recent Works (2024–2025)

The past two years have seen a wider spread of approaches. Phosit et al. [33]
tackled Thai-language memes, demonstrating the need for language-specific adaptations
in the text encoder. Yang et al. [14] proposed CyberGenDet for cross-lingual detection
and content generation across multiple language pairs. Jha et al. [13] added multimodal
explainability on top of detection, identifying which image regions and text phrases
drive a bullying prediction an important step for content moderation at scale. Li et
al. [35] introduced GIN-based multimodal feature transformation with multi-feature
voting targeting irony-aware detection. Tahir and Nawaz [4] proposed HUEID for Urdu
text incorporating emoji signals, and Mahmud and Roy [5, 36] extended multimodal
detection to Romanized Bangla. Despite this range of work, most systems still rely
on simple concatenation or late fusion, few explicitly model higher-order cross-modal
interactions, and class imbalance handling remains inconsistently reported across the
literature. Table 2.2 summarises the key cyberbullying works reviewed above.
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Table 2.2: Analysis of existing cyberbullying detection techniques

Author & Year Dataset Techniques Limitation

Tabassum et
al. [29] (2024)

Self-collected &
Public

ViT, RoBERTa,
CNN, LSTM

Unimodal; no cross-
modal fusion

Mohammedjany
et al. [9] (2025)

Social media
meme dataset

VGG16, XLM-
RoBERTa, CLIP

Shallow fusion; low ac-
curacy

Singh et al. [10]
(2024)

Multimodal social
media

BiLSTM-
AHCNet,
EfficientB0

Simple weighted fusion

Arshed et al. [28]
(2025)

CVID dataset DenseNet201,
VGG, ViT

Visual only; no text
modality

Luo et al. [17]
(2025)

Real-world social
media

RSBully (Graph
NN)

Graph-structure depen-
dent

Wandeto et
al. [31] (2024)

Custom multi-
modal

BERT +
ResNet50V2

Naive feature concate-
nation

Kumari &
Kaur [3] (2025)

Code-mixed
memes

XMTF (DI-
NOv2 + Trans-
former)

Language specific

2.3 Network Intrusion Detection Systems (NIDS)

The research on NIDS is posterior to that on cyberbullying detection. It has been
suffering from the same problem for a long time; how to create models that are reliable
enough to catch new attack patterns but not so unreliable that they generate so many
false alarms that the operators cannot act upon them adequately. In this section we shall
look at the .

2.3.1 Signature-Based vs Anomaly-Based IDS

Signature-based IDS tools like Snort and Suricata match traffic against a known-
attack database. They’re reliable for threats people have seen before [2]. The problem
is structural: a zero-day leaves no signature to match, and every time attackers change
their approach, someone has to update the rules manually [18].

Anomaly-based IDS take the opposite approach: build a model of normal traffic
and flag deviations from it. This gives them some ability to catch novel attacks, but
introduces a practical difficulty any legitimate traffic that falls outside the training
distribution triggers an alert, leading to high false-positive rates [20]. Figure 2.2
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illustrates the two architectures.

Figure 2.2: Signature-Based and Anomaly-Based IDS

2.3.2 Machine Learning and Deep Learning Approaches

Supervised ML brought systematic performance gains to anomaly-based detection.
ALzaher and AlJarullah [20] sconducted an overview of intrusion detection using
machine learning in supervised, unsupervised, and hybrid approaches. They reflected
upon previous studies by mentioning how effective popular supervised models like
SVM and Decision Trees are within the domain of known attacks. At the same time,
unsupervised methods allow zero-day detection through behavioral analysis. Tree-based
models achieved strong classification accu- racy and SHAP improved interpretability
by identifying influential traffic features [37].

For unsupervised detection, Mozaffari et al. [38] showcased an anomaly de-
tection system accessible on the web that can dynamically adjust to real-time high-
dimensional network streams through the utilization of supervised, semi-supervised, and
self-supervised learning. Sattar et al. [7] presented ET-SSL, an autonomous contrastive
learning algorithm for detecting anomalies in concealed settings. This model uses
packet length, inter-arrival time, and flow duration to detect abnormalities successfully
across datasets such as CIC-Darknet2020 and UNSW-NB15. It is scalable and robust
in detecting zero-day assaults. Ferrag et al. [22] benchmarked a range of architectures
RNN, DNN, CNN, DBN, autoencoders across 35 datasets, establishing CNNs as a
reliable baseline. Yin et al. [11] presented LSTM networks for the detection of stealthy
and evolving attacks. Sajid et al. [39] hybrid models improved sequential learning and
achieved higher detection rates than standalone ML/DL models. Alsoufi et al. [40]
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extended autoencoder-based detection to IoT environments. Kim and Lee [12] cre-
ated a deep autoencoder and classifier hybrid architecture that outperformed all others
on benchmarked datasets. Regardless, there are ongoing problems with high false-
positive rates, restricted real-time deployment capabilities, and low generalizability to
imbalanced datasets.

2.3.3 Graph Neural Network Approaches

Fu et al. [41] graph-based modeling captured traffic interactions and achieved
strong detection results without requiring labeled data. Ferriyan et al. [42] built the
HIKARI-2021 encrypted traffic dataset and ran GNN-based methods on it. Graph
representations found structural attack signatures that flat feature vectors simply don’t
see. Ibraheem et al. [21] showed that careful feature selection improves ML-based
anomaly detection in HTTPS traffic, though without exploiting graph structure.

Graph Attention Networks extend the basic GNN by learning to weight each
neighbour’s contribution based on feature compatibility. This is well-suited to NIDS,
where the relevance of neighbouring flows varies with the attack type. The proposed
framework uses two stacked multi-head GATConv layers with batch normalisation
and residual connections, combined with BiLSTM to capture temporal flow sequences
simultaneously.

2.3.4 Encrypted Traffic, Flow-Level Detection, and Class Imbalance

The shift to HTTPS and TLS 1.3 has made payload inspection increasingly futile
for a growing share of real-world traffic. Papadogiannaki and Ioannidis [8] survey the
move to statistical flow-level analysis as the dominant detection approach for encrypted
traffic. Elmaghraby et al. [43] showed that flow-level features alone support competitive
detection accuracy on encrypted benchmark datasets, validating the approach taken
in this work. The CICIDS2017 dataset [44] is built around this paradigm, using
CICFlowMeter-extracted flow statistics without any payload content.

Class imbalance is the most persistent practical obstacle in NIDS evaluation.
Benign traffic routinely accounts for 80% or more of any real-world dataset, pushing
standard loss functions to favour the majority class and producing high false-negative
rates for rare attack categories [24]. Goldschmidt and Chudá [24] analysed 89 IDS
datasets and identified imbalance as the single most damaging data quality issue,
recommending combined data-level and algorithm-level mitigation. This work uses
random undersampling at the data level together with class-frequency-weighted cross-
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Table 2.3: Summary of recent machine and deep learning approaches for network
intrusion detection.

Author & Year Dataset Models Limitation

Ferrag et al. [22]
(2020)

35 datasets; CI-
CIDS2018

RNN, DNN,
CNN, Autoen-
coder

Limited generalisation

Singh et al. [37]
(2025)

CICIDS, USTC-
TFC, CSE

XGBoost +
SHAP

No temporal/graph
modelling

Fu et al. [41]
(2023)

92 real-world
datasets

Graph-based
GNN

Computationally ex-
pensive

Ferriyan et
al. [42] (2021)

HIKARI-2021 Encrypted
dataset + DL

Synthetic attacks only

Sajid et al. [39]
(2024)

CICIDS, UNSW,
NSL-KDD

XGBoost+LSTM,
CNN+LSTM

No graph; flow-
independent

Sattar et al. [7]
(2025)

CIC-
Darknet2020;
UNSW-NB15

ET-SSL (con-
trastive)

Unsupervised; no class
labels

Yin et al. [11]
(2017)

KDD Cup 99;
NSL-KDD

LSTM (RNN) Unimodal sequential;
no graph

entropy loss at the algorithm level a dual strategy that ensures balanced gradient updates
across all five traffic categories.

Table 2.3 summarises the NIDS works reviewed above.

2.4 Hybrid Deep Learning in Cybersecurity

No single learning paradigm handles every aspect of modern cyber threats, which
has pushed researchers toward frameworks that combine convolutional, recurrent, atten-
tion, and graph modules in a single end-to-end system. In NIDS, hybrid CNN+LSTM
models were an early step; Sajid et al. [39] showed they outperform either component
alone, but without graph structure they still treat flows independently. Adding GNN
layer to capture inter-flow topology. Which combined with BiLSTM to model sequential
flow behaviour, provides coordinated attacks . This is the core idea behind the GAT-
BiLSTM-MLP framework proposed here, which achieved 94.2% F1 on CICIDS2017
compared to 90.65% for a standalone GNN and 59.53% for a standalone LSTM.

In cyberbullying detection, the hybrid philosophy involves pairing specialist
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image encoders with specialist text encoders through a fusion mechanism capable of
modelling cross-modal interactions, rather than simply concatenating outputs. The
DR-HRNet + MC-DeBERTa + MCB + Adaptive EfficientNetV2 framework realises
this: multi-resolution spatial features from the image branch and multi-scale contextual
features from the text branch are fused through MCB pooling, which approximates the
full bilinear outer product between modalities. The system reached 99.20%–99.50%
accuracy on the Facebook Hateful Meme Dataset.

2.5 Identified Research Gaps

The review above reveals a consistent set of shortcomings that the proposed
frameworks directly address.

Cyberbullying detection gaps. Standard image encoders progressively downsam-
ple spatial resolution, discarding fine-grained visual cues that matter for meme-based
bullying detection. DR-HRNet preserves high-resolution feature maps throughout all
four stages. Most transformer text encoders operate at a single receptive field scale,
missing multi-granularity linguistic patterns; MC-DeBERTa adds MDCB dilated convo-
lutions to address this [28]. The dominant fusion strategy across the literature is naive
concatenation or simple late fusion; MCB pooling provides higher-order cross-modal
interaction modelling that has not previously been applied in this domain. Finally, class
imbalance is inconsistently reported many systems quote overall accuracy without a
per-class breakdown, which hides poor recall on the minority (hateful) class.

NIDS gaps. Most deep learning NIDS models treat each flow as an indepen-
dent vector, completely ignoring the inter-flow topology that coordinated attacks pro-
duce [41]. Spatial (graph) and temporal (sequence) modelling are rarely combined
in a single end-to-end architecture, despite the two being complementary rather than
competing. Class imbalance is widely acknowledged but inconsistently handled; the
dual strategy of undersampling plus weighted loss used here is underutilised in the
literature. Explainability remains an open challenge [45, 46].

Cross-domain observations. This work brings together two independently
developed works each addressing a distinct cyber threat domain with its own dataset,
architecture, and evaluation setup. The cyberbullying detection work (Chapter 4) and
the NIDS work operate on different data types, use different hybrid architectures, and
are not designed as a unified joint model. The work combines them to examine whether
similar hybrid design principles richer feature representations, stronger fusion, and
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explicit handling of class imbalance produce consistent gains across domains that are
typically studied in isolation. Real-time deployment and cross-dataset generalisation
remain open challenges for both.

The gaps identified here directly motivate the architectural choices described in
Chapter 4, and the datasets used to evaluate them are introduced in Chapter 3.
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CHAPTER 3

DATASETS AND PREPROCESSING

3.1 Introduction

This encompasses number of cyber threat areas which vary significantly in terms
of data structure. Cyberbullying in Social Media memes and Intrusion detection in
enterprise network traffic. Every domain requires its own set of data and its own
pre-processing pipeline.

For Cyberbullying Detection, the Facebook Hateful Meme Dataset [47] is used.
It pairs meme images with their overlaid text, making it the standard benchmark for
systems that must jointly reason over visual and linguistic content to identify bullying
intent [9, 10].

For Cyberbullying Detection, FHM Dataset [47] is used. It is the common
benchmark for this feature. Systems that are required to collectively infer meaning from
the visual and linguistic information to detect bullying. intent [9, 10].

For Network Intrusion Detection, CICIDS2017 dataset [44] is used. Produced
at the Canadian Institute for Cybersecurity, using a realistic network setup. It offers
flow level statistical capabilities for a wide variety of contemporary attacks and is one
of the most well-known benchmarks for intrusion detection [22, 39].

3.2 Cyberbullying Detection Dataset

3.2.1 Facebook Hateful Meme Dataset

Dataset published by Facebook AI Research known as FHM (Hateful Meme) [47].
It is part of an open challenge on multimodal hateful content detection. Each sample is
a meme image with the text caption overlaid on it, exactly as it appears on the image. Is
found on sites such as Facebook, Twitter and Instagram.
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One of its notable characteristics is that it has many samples labeled as benign,
a property it displays because its input is confounded [9, 10]. Dataset genuine stress-
test for multimodal architectures. It comprises 10,000 samples, each labelled Bully
or Non-Bully, with images as standardised JPEG files and captions as UTF-8 JSON
entries. The dataset was obtained from its Kaggle mirror under non-commercial research
terms [29, 47].

3.2.2 Dataset Statistics and Split

Table 3.1 shows the class distribution across the three official splits. Overall,
the ratio is approximately 37.6% Bully to 62.4% Non-Bully, with the imbalance
concentrated in the training set. The development and test sets are near-balanced to
allow fair evaluation [29, 47].

Table 3.1: Class distribution of the Facebook Hateful Meme dataset across the three
official splits

Split Bully Non-Bully Total Bully (%)

Training Set 3,019 5,481 8,500 35.5
Development Set 247 253 500 49.4
Test Set 490 510 1,000 49.0

Overall 3,756 6,244 10,000 37.6

The three partitions ship pre-defined and non-overlapping [47]. The training set
(8,500 samples) utilised for parameter optimisation, the validation set (500 samples) for
hyperparameter selection and the test set (1,000 samples) for performance reporting.
This fixed split is kept without modification to allow direct comparison with prior
work [9, 10, 29].

3.3 Network Intrusion Detection Dataset

3.3.1 CICIDS2017 Dataset

The CICIDS2017 dataset was developed to address the well-known weaknesses
of older IDS benchmarks like KDD-Cup 99 and NSL-KDD, which had outdated attack
types and unrealistic traffic profiles [18, 44]. It was captured over five consecutive days
on a purpose-built testbed, combining realistic background traffic with seven families
of modern attack traffic [22, 44].

Covered attack categories include Brute Force, DoS/DDoS, Infiltration, Botnet,
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Table 3.2: Principal feature groups in CICIDS2017

Feature Group Representative Features Description

Flow Duration Flow Duration (s) Total elapsed time of the flow
Byte Statistics Total Length Fwd/Bwd

Pkts
Byte-level traffic volume

TCP Flag
Counts

FIN, SYN, RST, PSH,
ACK flags

TCP control-signal distribution

Packet Length Pkt Len
Mean/Std/Variance

Size heterogeneity of packets

Rate-Based Flow Pkts/s, Flow
Bytes/s

Throughput metrics

Packet Counts Total Fwd/Bwd Packets Volume in each traffic direction
Header Lengths Fwd/Bwd Header

Length
Protocol overhead indicators

Identifier
Columns

Src IP, Dst IP, Flow ID,
Src Port, Timestamp

Removed before training
(Sec. 3.5.2)

Inter-Arrival
Time

Flow IAT
Mean/Std/Min/Max

Timing between consecutive
packets

Label BENIGN, DDoS,
PortScan, DoS, . . .

Ground-truth traffic category

Heartbleed, PortScan and Web Attacks,alongside normal (BENIGN) flows. Flow-level
features were extracted using CICFlowMeter, yielding 78 numerical attributes per flow
covering packet statistics, inter-arrival times, flag counts, and protocol metadata [39,44].
All daily CSV files were merged into single DataFrame before preprocessing.

3.3.2 Feature Groups and Label Distribution

Table 3.2 lists the principal feature groups. The Label column stores the fine-
grained traffic category string.

Table 3.3 shows the raw label distribution before preprocessing. The heavy domi-
nance of BENIGN traffic directly motivates the undersampling strategy in Section 3.5.5.

The Imbalance Ratio (IR) between BENIGN and the rarest attack class exceeds
200,000:1 in the raw corpus:

IR =
nmajority

nminority
(3.1)

This places the dataset firmly in the extreme imbalance regime [22]. The prepro-
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Table 3.3: Approximate raw label distribution in merged CICIDS2017 before balancing

Original Label Approx. Count Share (%)

BENIGN 2,096,484 83.12
DoS 193,748 7.68
DDoS 128,016 5.08
PortScan 90,819 3.60
Other 13,295 0.52

Total 2,522,362 100.00

cessing pipeline in Section 3.5 reduces the effective IR to 1:1.

3.4 Preprocessing Pipeline for Cyberbullying Detection

The cyberbullying pipeline runs two independent branches in parallel one for
images, one for text before passing their outputs to the respective feature-extraction
modules. Figure 3.1 shows the structure.

Raw Meme Image (J)

Resize to 224≃224

Gaussian Denoising

Augmentation
(Rotate/Flip/Crop/Scale)

Preprocessed Image JA

Raw Meme Caption (T )

Data Cleaning
(URLs, Symbols, Emojis)

WordPiece Tokenisation

Token Sequence W

Image Branch Text Branch

Figure 3.1: Parallel dual-branch preprocessing pipeline for cyberbullying detection

3.4.1 Image Preprocessing

User-generated memes vary widely in resolution, aspect ratio, compression qual-
ity, and illumination [47]. Three sequential steps homogenise the input [9, 30].

Resizing. Every image J is rescaled to (h,w) = (224,224) pixels using bilinear



Chapter 3: Datasets and Preprocessing 22

interpolation, satisfying the DR-HRNet backbone’s input requirement:

JR = Resize(J, h, w) (3.2)

Denoising. A Gaussian low-pass filter suppresses JPEG compression artefacts
and other high-frequency noise while preserving structural cues:

JN = G∋ ↓ JR (3.3)

where G∋ is Gaussian kernel having standard deviation ∋ and ↓ denotes convolution.

Augmentation. Stochastic geometric and photometric transformations reduce
overfitting and expand the effective training set [9]:

JA =
{

#1(JN), #2(JN), . . . , #k(JN)
}

(3.4)

Applied transforms include random horizontal flipping, rotation by up to ±15↖,
uniform scaling, and random cropping.

3.4.2 Text Preprocessing

Social-media captions typically contain informal grammar, emojis, non-standard
abbreviations, and URLs [6, 27]. Two steps prepare raw captions for MC-DeBERTa.

Cleaning. URLs and hyperlinks are removed via regex matching. Mention sigils
(@) and hashtag markers (#) are stripped while keeping the embedded tokens. Emojis
and special characters are removed, and redundant whitespace is collapsed to single
spaces.

Tokenisation. The cleaned caption T is segmented using the WordPiece subword
tokeniser with the DeBERTa-v3 vocabulary [9]:

W = {w1, w2, . . . , wn} (3.5)

Boundary tokens [CLS] and [SEP] are added, and sequences are padded or
truncated to a maximum of 128 tokens before entering MC-DeBERTa’s embedding
layer.
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3.5 Preprocessing Pipeline for Network Intrusion Detection

Preparing raw CICIDS2017 flows for training involves five sequential stages:
column standardisation, identifier removal, label grouping, feature normalisation, and
class balancing. Figure 3.2 shows the full workflow.

Raw CICIDS2017 CSV Files (Merged DataFrame)

Stage 1: Column Standardisation & Missing-Value Handling

Stage 2: Removal of Non-Predictive Identifier Columns

Stage 3: Attack Label Cleaning, Grouping & Encoding

Stage 4: Feature Normalisation via StandardScaler

Stage 5: Class Balancing via Random Undersampling

Model-Ready Feature Matrix X ↘ RN≃73 and Label Vector y

Figure 3.2: Five-stage preprocessing pipeline

3.5.1 Column Standardisation and Missing Value Handling

CICFlowMeter CSV files contain column names with leading and trailing whites-
pace, which prevents reliable indexing. All column names are stripped before down-
stream processing [44]. Four data-quality issues are then addressed: infinite values
(+Inf, -Inf) are replaced with NaN to prevent gradient explosions; missing numerical
values are imputed with zero to preserve row count; rows with a null Label field are
discarded; and exact duplicate rows are removed to prevent the model from memorising
repeated flow fingerprints.

Then four data-quality problems are discussed: infinite values, missing values,
outliers and data entry errors. The NaN value is used for missing numerical values to
avoid exploding gradients. Zero is inserted when the value is missing. Exact duplicate
rows are removed so that model doesn’t have to memorize repeated flow fingerprints.
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3.5.2 Removal of Non-Predictive Identifier Columns

The following columns are excluded from feature extraction [39, 44] (Flow ID,
Source IP, Destination IP, Source Port, and Destination Port). These are specific to
the testbed. Eliminating them cuts down the number of features in model from 78 to
73, and if they removed, number of features in model decreases from 78 to 73, Limits
learning of model to traffic-behavioural patterns only.

3.5.3 Attack Label Cleaning, Grouping and Encoding

The raw Label field has 14 inconsistent, fine-grained sub-type strings of attacks.
whitespace and capitalisation. All labels are normalised and then combined into five.
The super-categories as illustrated in Table 3.4. This makes the statistical unlearability
of rare a problem that can be resolved. Identifies sub-types and yields a taxonomy that
is closer to the taxonomy IDS tools report. threats [18, 22].

Table 3.4: Label consolidation from CICIDS2017 sub-categories to five unified classes

Class Original Sub-Labels

BENIGN BENIGN
DDoS DDoS
PortScan PortScan
DoS DoS Hulk, DoS GoldenEye, DoS Slowhttptest, DoS

Slowloris
Other Bot, Web Attack - Brute Force, Web Attack - Sql Injec-

tion, Infiltration

3.5.4 Feature Normalisation

All 73 numerical features are normalised using StandardScaler [25, 39]:

x̃i j =
xi j ⇑µ j

∋ j
(3.6)

where µ j and ∋ j are the per-feature training-set mean and standard deviation. Nor-
malisation matters here for two reasons. First, gradient-based optimisers converge
faster when features share comparable numerical ranges [25]. Second, the kNN graph
construction preceding the GAT layers uses cosine similarity: without normalisation,
features with large absolute magnitudes (e.g. byte counts in the millions) would distort
the similarity metric and corrupt the attention mechanism’s edge weighting [2, 44].
The scaler is fitted on training partition and used identically to development and test
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partitions.

3.5.5 Class Balancing via Random Undersampling

Even after five-class consolidation, the BENIGN class remains the numerical
majority by a large margin. Random undersampling caps each class at a maximum
Nmax samples [22, 39]:

n̂c = min
(
nc, Nmax

)
(3.7)

This brings the effective IR from ↙ 1000:1 to 1:1 and also keeps per-epoch
computation tractable, since the unfiltered BENIGN class alone exceeds 2 million
samples. After undersampling, the data is shuffled (fixed seed) and split into the final
feature matrix X ↘ RN≃73 and label vector y ↘ {0,1,2,3,4}N .

BENIGN DDoS PortScan DoS Other
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Figure 3.3: Log-scale class distribution before and after random undersampling
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CHAPTER 4

PROPOSED METHODOLOGIES

This chapter describes two deep learning systems built to detect cyber threats
in different domains: cyberbullying in social media memes, and intrusion attacks in
network traffic. The two problems are quite different one involves multimodal content
where harmful intent spans both image and text, the other involves flow-level network
data where individual flows only reveal their nature in relation to neighbouring flows so
each required a different design.

Section 4.1 covers the multimodal cyberbullying detector. It runs parallel im-
age and text branches (DR-HRNet [48] and MC-DeBERTa [49]), fuses their outputs
with Multimodal Compact Bilinear (MCB) Pooling, then classifies using Adaptive
EfficientNetV2 with a Transformer Spatial Pooling (TSP) module.

Section 4.2 covers the graph-based intrusion detection system. It builds a flow-
similarity graph, learns spatial relationships with Graph Attention Networks (GAT) [11],
models temporal dynamics with a Bidirectional LSTM (BiLSTM), and outputs five-class
traffic labels via an MLP [50], with class-frequency weighted focal loss.

Table 4.1 compares both architectures at a glance.

4.1 Methodology 1 - Multimodal Cyberbullying Detection

4.1.1 Framework Architecture Overview

Meme-based cyberbullying is inherently multimodal: the image alone is often
innocent; the offence emerges from the image and caption together. Image-only or
text-only classifiers cannot handle this, so the framework runs two dedicated feature-
extraction branches in parallel, one per modality, and fuses their outputs before classifi-
cation.

The pipeline works as follows. A raw meme image J is preprocessed and fed
into DR-HRNet to produce a spatial feature map Fimg. The corresponding caption T
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Table 4.1: Side-by-side comparison of the two proposed architectures.

Component Cyberbullying NIDS

Input Meme image + text caption Network flow feature vector
Feature Extrac-
tor

DR-HRNet (image), MC-
DeBERTa (text)

kNN graph + GAT layers

Sequence Model - BiLSTM
Fusion MCB Pooling Feature concatenation
Classifier Adaptive EfficientNetV2 +

TSP
MLP + Softmax

Loss Function Binary cross-entropy Class-frequency weighted Fo-
cal loss

Output Classes 2 (Bully / Non-Bully) 5 (BENIGN, DDoS, PortScan,
DoS, Other)

Reported Accu-
racy

99.50% 94.20%

is tokenised and encoded by MC-DeBERTa to give Ftxt. MCB Pooling combines both
into a joint vector ffusion, which an Adaptive EfficientNetV2 [51] with a TSP module
and softmax head then classifies. Figure 4.1 shows the full block diagram.

Figure 4.1: Block diagram of the proposed Cyberbully detection model
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4.1.2 Image Feature Extraction using DR-HRNet

HRNet Parallel Branch Architecture

After preprocessing, the features of images are obtained using a DR-HRNet [48].
The HRNet design is also appropriate for feature extraction operations where the spatial
information is needed because it is designed to support high-resolution representations
in the entire network instead of restoring them at subsequent stages. The best way to
leverage this ability is to simply eliminate the last pooling layer of the standard HRNet
and use the raw high-resolution feature maps that the network has generated directly as
the input of further processing. DR-HRNet is designed as shown in Figure 4.2.

Figure 4.2: DR-HRNet four-stage parallel branch architecture

The HRNet architecture does this using parallel convolutional branches at mul-
tiple resolutions with high-to-low resolution feature streams linked in parallel. These
parallel branches are repeatedly fused at different resolution levels, allowing the net-
work to constantly communicate between the fine and coarse feature representations to
come up with strong, high-resolution feature maps with contextual information. The
obtained output feature maps are equal to the sum of the correspondingly up-sampled
representations of all the parallel branches, which can be represented as in equation 4.1,

f̌ (q)S =
Q

!
j=1

Tj⇐q

(
f (q)S

)
(4.1)

Here, f (q)S represents the feature map of the q-th branch, Tj⇐q represents the resolution
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transformation operation, and Q represents the number of parallel branches.

The network takes an input image that has the size of 3!224!2243 and is first
filtered by two 3!3 convolutional layers at a 2-stride rate, with the resulting feature
maps of size 64!56!5664. HRNet is made of four steps, each of which is a subnetwork
comprising several parallel branches. The number of channels and the spatial resolution
of each branch are half and double that of the previous branch. Every branch is
made with residual blocks, and a block consists of two 3x3 convolutional layers. The
initial stage is a high-resolution subnetwork and produces feature maps at the original
resolution. Since the second stage, more lower-resolution branches are added gradually,
and the high-resolution branches are maintained and continued in all the later stages.
Between consecutive stages, fusion layers can be used to allow feature aggregation of
resolutions either by upsampling or downsampling to provide dimensional consistency.

Following the fourth step in the HRNet, the multi-resolution fused feature maps
are then fed into a DRCB. DRCB combines heavy connectivity with residual learning
to enhance feature reuse, contextual representation, and gradient propagation. Using the
summation of hierarchical features of the last stage of the HRNet, the DRCB uses the
representations obtained to refine them and increase discrimination at multiple scales.
Allow the stimulus to the DRCB to be represented as Y0. The dense version of feature
extraction is as in Equation 4.2,

Ffinal = Y0 +
L

!
l=1

Yl (4.2)

Here, Yl represents the output of the l-th convolution layer, and L represents the
number of layers in the DRCB. Consequently, the proposed DR-HRNet provides an
effective way to combine the spatial preservation capability of HRNet with the strong
representational power of dense residual learning, resulting in robust and context-aware
feature maps that can be used to achieve high-quality downstream classification.

4.1.3 Text Feature Extraction using MC-DeBERTa

Token, Type and Relative Position Embeddings

MC-DeBERTa is a DeBERTa-v3 encoder extended with a Multi-Scale Dilated
Convolutional Block (MDCB). Each token w j in the input sequence W = {w1, . . . ,wn}



Chapter 4: Proposed Methodologies 30

is embedded as:
e j = et

j + ep
j + eR

j (4.3)

where et
j is the token embedding, ep

j is segment type embedding, and eR
j is relative

position embedding. The relative formulation encodes inter-token distances rather than
absolute positions, which suits the variable lengths and informal grammar of meme
captions.

Disentangled Self-Attention Mechanism

Each Transformer layer uses disentangled self-attention: every token maintains
distinct position vectors and content. The attention weights come from 4 interaction
terms. The contextualised encoder output is:

Ch = Tr(e) (4.4)

where Tr(·) is the disentangled Transformer encoder and Ch ↘ Rn≃d .

Multi-Scale Dilated Convolutional Block (MDCB)

On top of the Transformer’s hidden states, the MDCB applies parallel 1-D dilated
convolutions at several dilation rates [49]. Smaller rates capture local n-gram patterns;
larger rates capture phrase-level dependencies. For dilation rate D:

ChD = ∋
(
CWD ↓Ch +BD

)
(4.5)

All outputs are concatenated and projected to give Ftxt. Figure 4.3 shows the full
MC-DeBERTa architecture.

4.1.4 Multimodal Feature Fusion using MCB Pooling

MCB is used to combine the extracted image and text features by effectively
integrating heterogeneous modalities by modeling the higher-order interaction between
visual and textual features. Use the image feature vector fimage and the text feature
vector ftext , the fused representation is calculated as in Equation 4.6,

f f usion = MCB( fimage, ftext) (4.6)
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Figure 4.3: MC-DeBERTa architecture

where f f usion represents the joint multimodal feature vector.

4.1.5 Classification using Adaptive EfficientNetV2

Fused-MBConv and MBConv Backbone

The fused feature map can be denoted by the following Equation 4.7,

f ↘ Rh≃w≃c (4.7)

The encoded feature map obtained after going through the Adaptive Efficient-
NetV2 backbone is seen in Equation 4.8,

fe = ∃effv2( f ) (4.8)

Where, fe ↘ Rh́≃ẃ≃ć represents the deep discriminative features of the last stage
of EfficientNetV2.
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Transformer Spatial Pooling (TSP) Module

The TSP module treats spatial positions of fe as tokens and applies scaled dot-
product self-attention to weight regions by their global relevance:

Att(q,k,v) = sm
(

qkT
∝

D

)
v (4.9)

Softmax Classification Head

The globally pooled TSP output passes through a fully connected layer to logits
o ↘ RK (K = 2), then softmax:

p(Y = k) =
exp(ok)

!K
i=1 exp(oi)

(4.10)

The model trains end-to-end with binary cross-entropy loss and Adam. On the
Facebook Hateful Meme Dataset it achieves 99.45% accuracy and 99.30% F1-score.

4.2 Methodology 2 - Graph-Based Hybrid Network Intrusion Detection

4.2.1 Framework Architecture Overview

In network traffic, a single flow rarely tells you much on its own. A SYN packet is
unremarkable; thousands from the same source in a second is a SYN flood. Flat feature-
vector models miss this because they treat each flow independently. The proposed
framework models flows as nodes in a similarity graph, learns the graph’s spatial
topology with GAT, captures temporal flow ordering with BiLSTM, and classifies into
five traffic types with an MLP.

The preprocessed feature matrix X ↘ RN≃73 feeds a kNN graph construction
step, two stacked multi-head GATConv layers, a BiLSTM, and finally an MLP with
class-frequency weighted softmax. Figure 4.4 shows the full architecture.

4.2.2 Graph Construction using k-Nearest Neighbours

The feature matrix X is converted into a graph G = (V ,E ) where each flow is a
node. An edge (vi,v j) is added when v j is among the k = 10 nearest neighbours of vi
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Figure 4.4: Architecture of the proposed hybrid GAT-BiLSTM-MLP intrusion detection
framework

by cosine similarity:

cos_sim(xi,x j) =
x↗i x j

↔xi↔2 ·↔x j↔2
(4.11)

Cosine similarity is preferable to Euclidean distance here because it is magnitude-
invariant, which matters given the wide numerical range of standardised flow features.
Edges beyond the 70th-percentile distance threshold are pruned to remove spurious
long-range connections [41].

Since kNN is directional by nature, the graph is symmetrised: for every directed
edge (vi ⇐ v j), the reverse (v j ⇐ vi) is added with equal weight. Symmetric message
passing stabilises the learned node representations.

4.2.3 Spatial Feature Learning using GAT

Standard graph convolutions aggregate all neighbours with equal weight. In
network traffic this is wrong: a DDoS flow and a DNS query that happen to be similar in
feature space should not contribute equally to each other’s representation. GAT learns
per-edge attention weights instead [11]. The raw attention score for an edge j ⇐ i is:

ei j = LeakyReLU
(

a↗
[
Whi ↔Wh j

])
(4.12)

normalised across the neighbourhood N (i):

!i j =
exp(ei j)

!k↘N (i) exp(eik)
(4.13)
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Node representations update via:

h⇒i = !
j↘N (i)

!i j Wh j (4.14)

Multi-head attention with K = 8 is used to capture diverse neighbourhood patterns.
Heads are concatenated in the first GATConv layer and averaged in the second:

h(1)i =
∥∥∥

K

k=1
∋

(

!
j↘N (i)

!(k)
i j W (k)h j

)
(4.15)

Each GATConv layer is followed by dropout, batch normalisation and a resid-
ual connection. The resulting node embeddings HGAT ↘ RN≃dGAT are passed to the
BiLSTM.

4.2.4 Temporal Feature Learning using BiLSTM

The GAT layers encode which flows are structurally similar; the BiLSTM then
captures how flows evolve over time. The standard LSTM gates are [11]:

ft = ∋(Wf xt +Uf ht⇑1 +b f ) (4.16)

it = ∋(Wixt +Uiht⇑1 +bi) (4.17)

ct = ft ↑ ct⇑1 + it ↑ tanh(Wcxt +Ucht⇑1 +bc) (4.18)

ot = ∋(Woxt +Uoht⇑1 +bo), ht = ot ↑ tanh(ct) (4.19)

The BiLSTM reads the GAT output in both directions and concatenates the results,
giving each node a representation conditioned on both past and future context:

⇑⇐
h t = LSTM(xt ,

⇑⇐
h t⇑1) (4.20)

⇓⇑
h t = LSTM(xt ,

⇓⇑
h t+1) (4.21)

h(BiLSTM)
t =

[⇑⇐
h t ;

⇓⇑
h t

]
(4.22)
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4.2.5 Classification using MLP

The BiLSTM output passes through a two-layer MLP [2]:

z(1)t = ReLU
(
W1 h(BiLSTM)

t +b1
)

(4.23)

z(2)t = ReLU
(
W2 z(1)t +b2

)
(4.24)

with dropout (0.3) after each ReLU. The five-class prediction is:

pt,c =
exp(ot,c)

!C
k=1 exp(ot,k)

, ŷt = argmax
c

pt,c (4.25)

To reduce the effect of the remaining class imbalance after undersampling, a
class-frequency weighted focal loss was used [22]. The class weight for class c is
computed as:

!c =
N
n̂c

(4.26)

The focal loss function is defined as:

LFL =⇑ 1
N

N

!
t=1

!t(1⇑ pt)
∀ log(pt) (4.27)

where ∀ = 2.0 controls focus on hard-to-classify samples, pt predicted probability
of the true class for sample t, and !t denotes the weight assigned to the corresponding
class.

4.2.6 Training Strategy

Graph nodes are split 70/15/15 using stratified sampling, which preserves class
proportions across all three sets. Without this, rare attack classes could end up under-
represented in the test set and produce over-optimistic numbers.

The model trains with AdamW, which couples Adam’s adaptive updates with
decoupled L2 weight decay:

)t+1 = )t ⇑% · m̂t/(
√

v̂t + ∃)⇑%&)t (4.28)

A ReduceLROnPlateau scheduler drops the learning rate by factor ( < 1 whenever
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validation loss stalls, and early stopping restores the lowest-validation-loss checkpoint
as the final model. On CICIDS2017 the model achieves 94.20% accuracy, 94.53%
precision, 94.20% recall, and 94.20% F1-score.

4.3 Summary

For cyberbullying, the system extracts image features via DR-HRNet + DRCB
and text features via MC-DeBERTa + MDCB (Eq. 4.3–4.5), fuses them with MCB
Pooling , and classifies with EfficientNetV2 + TSP (Eq. 4.9–4.10), reaching 99.5%
accuracy on the Facebook Hateful Meme Dataset [47].

For NIDS, the system builds a kNN cosine-similarity graph (Eq. 4.11), learns
spatial topology through two GAT layers (Eq. 4.12–4.15), models temporal dynamics
with BiLSTM (Eq. 4.16–4.22), and classifies with a weighted-loss MLP (Eq. 4.23–4.27),
reaching 94.20% accuracy on CICIDS2017 [44].

The experimental evaluation for both models is in Chapter 5.
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CHAPTER 5

RESULTS AND DISCUSSION

5.1 Implementation Details

5.1.1 Training Configuration and Hyperparameters

Both frameworks were built in Python 3.10 and trained using PyTorch with GPU
acceleration. The cyberbullying model and the intrusion detection model have different
architectural constraints, so their training setups differ in a few meaningful ways.

Hyperparameter Settings

For the cyberbullying detection framework, the simulation parameters used during
training are listed in Table 5.1.

Table 5.1: Training hyperparameters for the cyberbullying detection framework

Parameter Value

Optimizer Adam
Learning Rate 1≃10⇑3

Loss Function CrossEntropy
Batch Size 16
Epochs 100
Training Split 80%
Testing Split 20%
Input Image Size 224≃224
Text Sequence Length 20 tokens (padded/truncated)
Text Embedding Dimension 100
MC-DeBERTa LSTM Hidden Dim 128 (bidirectional)
Image Feature Dim (DR-HRNet) 128
Text Feature Dim (MC-DeBERTa) 128
Fused Feature Dim (MCB) 256
Classifier Hidden Dim 128
Dropout (Classifier) 0.4
DataLoader Shuffle True
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For the network intrusion detection framework, the hyperparameters are listed in
Table 5.2.

Table 5.2: Training hyperparameters for the network intrusion detection framework

Parameter Value

Optimizer AdamW
Learning Rate 8≃10⇑4

Weight Decay 1≃10⇑5

Betas (0.9, 0.999)
Loss Function Focal Loss (∀ = 2.0, class-frequency !)
Hidden Feature Dim 128
GAT Attention Heads 8
BiLSTM Hidden Size 64 (per direction)
Dropout Rate 0.3
Edge Dropout Rate 0.1
Gradient Clipping max_norm = 1.0
Max Epochs 50
Early Stopping Patience 25 epochs
LR Scheduler ReduceLROnPlateau (factor = 0.5, patience = 5)
Training Split 70%
Validation Split 10%
Testing Split 20%
kNN Graph (k) 10 (cosine distance, 70th percentile threshold)

Optimisation Techniques

For the cyberbullying model, the Adam optimiser with CrossEntropy loss handled
the binary classification across the two modalities.

For the intrusion detection model, a class-frequency-based Focal Loss (gamma
= 2.0) was used to address the heavy class imbalance in network traffic. This loss
function up-weights minority attack classes during backpropagation so the model does
not simply overfit to BENIGN traffic. A ReduceLROnPlateau scheduler reduced the
learning rate by a factor of 0.5 when validation accuracy stalled for five consecutive
epochs. Training ran for a maximum of 50 epochs, with early stopping triggered if no
improvement in validation accuracy was observed for 25 consecutive epochs. The split
was 70% training, 10% validation, and 20% testing, all stratified by class.
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5.2 Results and Discussion – Cyberbullying Detection

The cyberbullying detection framework was evaluated on the Facebook Hateful
Meme Dataset, that have both image and text data across Bully and Non-Bully classes.
Dataset has 10,000 text samples. Dataset contained 37.7% bully samples and 62.3%
non-bully samples.

5.2.1 Training and Testing Accuracy and Loss

Training Accuracy Curve

FHM curve is noisy but it climbs from 0.4 to near perfect by epoch 100, which is
model actually learning.

Validation Accuracy Curve

The validation accuracy curve tracks the training curve. It converging near 1.0
by the end of training. The two curves do not change drastically, which indicates the
model is generalising. The smooth convergence relative to Dataset reflects the more
balanced class distribution in the Hateful Meme Dataset.

Training Loss Curve

Training loss drops sharply in the first 20 epochs and continues to decrease through
the full 100 epochs. The rapid descent reflects the effectiveness of the multi-modal
fusion in quickly capturing cross-modal dependencies between image and text features.

Validation Loss Curve

The validation loss tracks the training loss closely and levels off after the first few
epochs. The two curves stay close throughout, with no meaningful divergence between
them.

The training and testing accuracy and loss curves are represented in Figure 5.1.

5.2.2 Confusion Matrix Analysis

The confusion matrix for the Facebook Hateful Meme Dataset is shown in Fig-
ure 5.2.
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Figure 5.1: Training and Testing Accuracy and Loss Curve

Figure 5.2: Confusion matrix of Cyberbully Detection

Bully Class Detection Performance

Out of 490 occurrences of Bully in the actual dataset, the algorithm successfully
classified 488 occurrences, and misclassified just 2. Thus, the false negative classifica-
tion rate for Bully is below 0.5%. The importance of an exceptionally low false negative
classification rate for Bully is due to the good performance of the algorithm in this area.

Non-Bully Class Detection Performance

Out of 510 actual Non-Bully samples, 508 were correctly classified and 2 were
incorrectly flagged as Bully. A false positive rate this low means the system would
not generate excessive spurious alerts in practice. The near-symmetry between false
positives and false negatives across both classes reflects a well-calibrated classifier that
is not trading one type of error for the other.
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5.2.3 ROC Curve and AUC Analysis

ROC Curve Interpretation

The ROC curve for the FHM Dataset shows both the Bully and Non-Bully class
curves pushing very close to the top-left corner. This shape means model achieves high
tpr before accumulating any meaningful number of false positives the ideal behaviour
for a detection system.

AUC Score Analysis

The AUC scores on the Facebook Hateful Meme Dataset are 99.21% for Bully
class and 99.34% for Non-Bully class. Both values are very close to 1.0, confirming
that model’s ability to separate 2 classes is robust across all possible decision, not just
the one chosen during evaluation.

Figure 5.3 demonstrates the ROC curve.

Figure 5.3: ROC curve of Cyberbully Detection

5.2.4 Performance Comparison Metrics

The proposed DR-HRNet + MC-DeBERTa + Adaptive EfficientNetV2 framework
is compared against five baseline models on the FHM Dataset.
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Accuracy Comparison

The model achieves 99.5% accuracy on Bully and 99.2% on Non-Bully classes,
well above MobileNetV2 (the next best at 94.00% and 93.00% respectively). The gap
is large enough that it cannot be attributed to random variation. Figure 5.4 represents
the Accuracy.

Figure 5.4: Accuracy of Cyberbully Detection

Precision Comparison

The proposed model achieves 99.6% precision on Bully and 99.3% on Non-Bully
classes. Figure 5.5 represents the Precision.

Recall Comparison

The proposed model achieves 99.1% recall on Bully and 99.4% on Non-Bully
classes. Figure 5.6 represents the Recall.

F1-Score Comparison

The proposed model achieves 99.5% recall on Bully and 99.2% on Non-Bully
classes. Figure 5.7 represents F1 Score.

In all four metrics, the proposed model consistently outperforms every baseline
on the FHM Dataset. Nearest competitor (MobileNetV2) trails by several percentage
points on every metric.
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Figure 5.5: Precision of Cyberbully Detection

Figure 5.6: Recall of Cyberbully Detection
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Figure 5.7: F1 Score of Cyberbully Detection

5.2.5 Discussion of Results

Impact of DR-HRNet

DR-HRNet handles image feature extraction by preserving multi-scale spatial
representations throughout the network. CNNs that downsample aggressively early on,
DR-HRNet maintains high-resolution branches in parallel and fuses them using dense
residual connections. For FHM Dataset, the hateful intent is frequently expressed in
the visual. In the case of cues, this spatial fidelity is important. The model can detect
texture, composition and The visual elements that would not be captured without higher
resolution representation, in the context of which they are used.

Impact of MC-DeBERTa

MC-DeBERTa is extension of DeBERTa architecture that extracts text features.
To get multi-scale contextual information. Using attention over content and relative
vocabulary. It is capable of processing informal language, online slang, and implicit
references, like position embeddings. Much improved over previous models. Captions
of hateful memes usually consist of few words, but they are packed with context.
MC-DeBERTa’s ability to recognize relationship between positions in short sequences
allows it to do so. Suitable text for this type of text.
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Effectiveness of MCB Fusion

Multimodal Compact Bilinear Pooling combines the image and text feature
vectors into joint representation that represents cross-modal interactions. MCB models
the pairwise correlations between image and text features without memory explosion
that full bilinear pooling would require. For FHM Dataset, where hateful content often
only makes sense when image and caption are considered together, this fusion step is
what ties two modalities into coherent representation.

Performance of Adaptive EfficientNetV2

Adaptive EfficientNetV2, augmented with a Transformer Spatial Pooling (TSP)
module, performs the final classification over the fused multimodal features. The TSP
module allows the classifier to attend to spatially and semantically relevant regions
of the fused representation rather than treating all positions equally. The very high
accuracy (99.50%) and AUC scores (99.21% and 99.34%) on the Facebook Hateful
Meme Dataset suggest that this combination MCB fusion feeding into a spatially-aware
classifier is well-suited to the multimodal nature of the problem.

5.3 Results and Discussion - Network Intrusion Detection

The framework was evaluated on the CICIDS2017 dataset, which contains flow-
based records of both benign and attack traffic. After preprocessing and label consoli-
dation, five traffic categories were used: BENIGN, DDoS, DoS, PortScan, and Other.
Class balancing via random undersampling was applied to prevent the model from
favouring to majority-class predictions.

5.3.1 Confusion Matrix Analysis

The confusion matrix for the Hybrid GAT+BiLSTM+MLP model is reproduced
in Table 5.3.

Table 5.3: Confusion matrix - Hybrid GAT+BiLSTM+MLP (CICIDS2017)

True \Predicted BENIGN DDoS DoS Other PortScan

BENIGN 2533 111 11 2 2
DDoS 1 2608 50 0 0
DoS 29 224 2372 33 1
Other 12 9 2 2373 263
PortScan 0 0 8 13 2638
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BENIGN Traffic Classification

Of 2,659 BENIGN samples, 2,533 were correctly classified. The main source of
misclassification was DDoS (111 samples), likely because high-volume benign traffic
can share statistical properties with DDoS flows. The false positive rate for BENIGN is
nonetheless low relative to the class size.

DDoS Attack Classification

DDoS classification is strong, with 2,608 out of 2,659 samples correctly identified.
Only 1 DDoS sample was misclassified as BENIGN, which is exactly the kind of error
that matters most in a real IDS. The 50 samples confused with DoS are understandable -
both attack types involve traffic volume patterns that can overlap.

DoS Attack Classification

DoS shows the highest within-class confusion, with 224 samples misclassified
as DDoS and 29 as BENIGN. This is expected given the structural similarity between
DoS and DDoS flows when analysed at the flow-feature level. Despite this, 2,372 out
of 2,659 samples are correctly identified.

PortScan Attack Classification

PortScan achieves near-perfect classification, with 2,638 out of 2,659 samples
correct and only 8 and 13 samples confused with DoS and Other respectively. PortScan
has a distinctive low-bandwidth, high-connection-count signature that the graph-based
model captures well.

Other Attack Classification

The Other class, which aggregates less frequent attack types, is the most challeng-
ing category. 2,373 samples are correctly identified, but 263 are confused with PortScan.
This confusion is partly a consequence of the label grouping - the Other category con-
tains heterogeneous attacks whose flow-level features may partially resemble PortScan
patterns.

Figure 5.8 represents confusion matrix.
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Figure 5.8: Confusion Matrix (Proposed model)

5.3.2 ROC Curve and AUC Analysis

Multi-Class ROC Curve

The multi-class ROC curves for the Hybrid GAT+BiLSTM+MLP model show all
five class curves pushed tightly toward the top-left corner of the plot. Each class curve
rises steeply before any meaningful accumulation of false positives - the hallmark of a
classifier with strong discriminative ability. This behaviour holds across all five traffic
categories, including the harder-to-separate Other class.

Macro-Average AUC Analysis

The per-class AUC scores for the Hybrid GAT+BiLSTM+MLP model are:

All five classes exceed 0.98, and the macro-average AUC is 0.997. This means
that regardless of which traffic class is being evaluated, the model can reliably separate
it from the rest. The DoS class has the lowest individual AUC (0.988), consistent with
the confusion matrix showing some DoS/DDoS overlap.

Figure 5.9 represents confusion matrix.
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Table 5.4: Per-class AUC scores of Hybrid GAT+BiLSTM+MLP

Traffic Class AUC

BENIGN 0.998
DDoS 0.997
DoS 0.988
Other 0.994
PortScan 0.998

Figure 5.9: ROC Curve (Proposed model)

5.3.3 Performance Metrics Evaluation

Accuracy Evaluation

The proposed model achieves an accuracy of 94.20%. Given the five class
structure the inherent difficulty of separating correlated attack types, this is a strong
result. For a deployed IDS, high precision is important to avoid alert fatigue due to
excessive. False positives harm analysis effectiveness.
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Precision Evaluation

Overall precision is 94.53%, meaning that when the model raises an alert for a
particular traffic class, it is correct more than 94% of the time. For a deployed IDS, high
precision is important - alert fatigue from excessive false positives degrades analyst
effectiveness.

Recall Evaluation

Due to matching accuracy figure, recall of 94.20% indicates that the model is not
missing attacks in a systematic manner. The balance of precision and recall is a direct
result of the focal loss and class balancing strategy.

F1-Score Evaluation

The value of 94.20% F1-score confirms the model is not gaming either metrics at
the cost of the other. On an imbalanced five class data set , macro F1 that is this high
indicates that model performing consistently across the majority and minority classes.

5.3.4 Comparison with Baseline Models

Table 5.5 and Figure 5.10 represents the full performance comparison.

Figure 5.10: Performance Metrics accross models on NIDS

Comparison with GNN

The standalone GNN demonstrates an impressive accuracy of 0.9065, and the
macro AUC across classes is competitive we can see from the per class ROC curves that
it is effecting strong class separation. The accuracy and F1 of the hybrid is beaten by it
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Table 5.5: Performance comparison across models on NIDS

Model Accuracy Precision Recall F1-Score

Hybrid GAT + BiLSTM + MLP 0.9420 0.9453 0.9420 0.9420
GNN 0.9065 0.9139 0.9065 0.9063
CNN 0.9013 0.9023 0.9013 0.9004
MLP 0.7258 0.7585 0.7258 0.7107
LSTM 0.5953 0.6774 0.5953 0.5830

by some 3.5 percentage points. The reason behind this gap is that the local topological
relationships of the flows are represented by the GNN, but not the sequential dependence
that the BiLSTM does. This difference is most visible in multi-stage attacks spread over
time. Figure 5.11 represents GNN confusion matrix and ROC curve.

(a) ROC Curve (b) Confusion Matrix

Figure 5.11: Performance evaluation of the GNN model.

Comparison with CNN

The CNN model reaches 90.13% accuracy, just below the GNN. CNNs can
learn local feature patterns from flow vectors, but they do not model the relational
structure between flows or temporal dependencies. The confusion matrix for the CNN
shows slightly more off-diagonal errors than the GNN, particularly for the Other class.
Figure 5.12 represents CNN confusion matrix and ROC curve.

Comparison with MLP

The MLP model drops noticeably, to 72.58% accuracy and 71.07% F1. The
confusion matrix shows considerably more misclassifications across all classes com-
pared to the graph-based models. This confirms that treating each network flow as
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(a) ROC Curve (b) Confusion Matrix

Figure 5.12: Performance evaluation of the CNN model.

an independent input, without any relational or sequential context, loses too much
structural information for reliable multi-class intrusion detection. Figure 5.13 represents
MLP confusion matrix and ROC curve.

(a) ROC Curve (b) Confusion Matrix

Figure 5.13: Performance evaluation of the MLP model.

Comparison with LSTM

The standalone LSTM is the weakest baseline at 59.53% accuracy and 58.30% F1.
Its ROC curves show noticeably lower AUC values, particularly for BENIGN (0.95) and
DDoS/DoS (0.94), compared to the hybrid model. Sequence modelling alone, without
the spatial graph structure that GAT provides, is not enough to reliably classify the five
traffic categories. The LSTM results effectively show what happens when relational
structure is ignored and the answer is a substantial performance drop. Figure 5.14
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represents CNN confusion matrix and ROC curve.

(a) ROC Curve (b) Confusion Matrix

Figure 5.14: Performance evaluation of the LSTM model.

5.3.5 Discussion of Results

Impact of Graph Attention Learning

The GAT component does more than aggregate neighbourhood information - it
selectively weights neighbours based on their relevance to each node. For DDoS and
PortScan, which involve coordinated flows with distinctive interaction patterns, this
attention mechanism groups similar flows together in the feature space. The confusion
matrix confirms this: DDoS and PortScan have the sharpest on-diagonal concentrations
in the proposed model’s matrix compared to all baselines.

Effectiveness of BiLSTM Temporal Modelling

The performance gap between the GNN and the full hybrid model directly quanti-
fies what BiLSTM adds. Complex attacks like DoS variants and multi-stage intrusions
play out across a sequence of flows - the GNN sees relationships at a point in time, but
the BiLSTM captures how those relationships evolve. The bidirectional processing is
particularly useful for attacks that have both a build-up and a wind-down phase in the
traffic sequence.

Contribution of MLP Classification

The MLP classifier at the end of the pipeline takes the spatially and temporally
enriched node embeddings from GAT and BiLSTM and maps them to class probabilities.
Its role is to learn the non-linear decision boundaries that separate the five traffic
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categories once the upstream components have done the feature work. combination of
focal loss and class-weighted training pushes MLP to perform well on minority attack
classes (Other, DoS) rather than just on majority class.

Effect of Class Balancing Strategy

CICIDS2017 is dominated by BENIGN traffic. A naive model would score
reasonably on accuracy just by predicting BENIGN most of the time, while failing
badly on recall for minority attack classes. Random undersampling, combined with
class-frequency-based focal loss, forces the model to treat all five categories seriously.
The near-equal precision and recall figures (94.53% and 94.20%) across such different
class types show that this strategy worked as intended.

5.4 Comparative Analysis Across Domains

5.4.1 Comparative Performance Analysis

Table 5.6 summarises the best achieved metrics across both domains.

Table 5.6: Cross-domain performance summary

Domain Accuracy (%) Precision (%) Recall (%) F1-Score (%)

Cyberbullying De-
tection

99.50 99.60 96.40 99.50

Network Intrusion
Detection

94.20 94.53 94.20 94.20

The cyberbullying model achieves higher raw numbers across the board. This is
expected: the Facebook Hateful Meme Dataset is a binary classification problem on a
relatively balanced two-class split. The intrusion detection problem is five-class with
structurally similar attack categories, which is inherently harder. Still, 94.20% macro
F1 on a five-class imbalanced dataset is a strong result by the standards of the field.

5.4.2 Deep Learning Effectiveness Across Domains

Both domains benefit from deep learning in different ways. For cyberbullying
detection, the advantage comes from multimodal representation no single-modality
baseline comes close to the proposed framework’s performance, which is direct evidence
that combining image and text features captures information that neither alone provides.
For intrusion detection, the advantage comes from structural and temporal representation
the GNN and CNN baselines show that graph features alone or local patterns alone are
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insufficient; both spatial topology and sequential dynamics are needed.

Transformer-based components (MC-DeBERTa, TSP in EfficientNetV2) drive
the text and multimodal classification gains in Cyberbully Detection. Graph attention
and bidirectional sequence modelling drive the gains in Network Intrusion Detection.
The underlying principle is the same in both cases: architecture choices should match
the structure of the data.

5.4.3 Challenges in Multimodal and Network Data

Multimodal cyberbullying data is difficult because the label is often a function of
both modalities simultaneously. A caption that looks benign and an image that looks
benign can become hateful meme content in combination this is the defining challenge
of the Hateful Meme Dataset. The MCB fusion is the component that addresses this
directly, but it also adds complexity to the training pipeline.

Network traffic data is difficult for different reasons. The class imbalance is severe,
the boundary between DoS and DDoS is not crisp at the flow-feature level, and the
Other category is inherently heterogeneous. The confusion matrix for the model reflects
this - the only notable off-diagonal concentrations are DoS/DDoS and Other/PortScan,
both of which correspond to genuinely ambiguous pairs at the feature level rather than
model failures.

5.4.4 Strengths and Limitations of the Proposed Frameworks

Both frameworks yield significant accomplishment on their tasks and outperform
their baselines by significant margins. Compared to missing person detection and
similar problems, cyberbullying is relatively cleaner two class problem with more or
less balanced data. With score of over 0.99, test set is less subject to scepticism. With
respect to intrusion detection aspect, class imbalance very well managed, and consistent
performance is observed on all five traffic categories.

The cyberbullying framework was tested on a specific dataset and has not been
evaluated on live social media streams, where preprocessing assumptions may not hold
and class balance may shift substantially. The intrusion detection model was built on CI-
CIDS2017, which, despite being widely used, has known limitations its simulated attack
traffic may not capture full diversity of real-world adversarial behaviour. Additionally,
graph construction step in the NIDS framework introduces a computational overhead
that could be a constraint in high throughput, low-latency deployment scenarios. These
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are directions where further work is needed.

5.5 Summary of Key Results

The two frameworks presented in this work tackle structurally different problems
multimodal content moderation and network intrusion detection but reach similar
conclusions about what makes deep learning effective in each domain.

For cyberbullying detection on the Facebook Hateful Meme Dataset, the proposed
DR-HRNet + MC-DeBERTa + Adaptive EfficientNetV2 framework achieves 99.50%
accuracy, with AUC values of 99.21% and 99.34% for the Bully and Non-Bully classes
respectively. Confusion matrix shows only 4 total misclassifications across 1,000
test samples. All baseline models trail by at least 5 percentage points on accuracy,
confirming that multimodal fusion is the key differentiator.

For network intrusion detection on CICIDS2017, the Hybrid GAT+BiLSTM+MLP
model achieves 94.20% accuracy, 94.53% precision, and a macro-average AUC of 0.997
across five traffic classes. The confusion matrix concentrations along the diagonal con-
firm reliable per-class performance. The nearest competitor (GNN) is 3.55 percentage
points lower on F1, and the weakest baseline (LSTM) is over 35 percentage points
lower a gap large enough to make the architectural argument unambiguous.

Taken together, both results support the work that deep architectures tailored to
the structure of the data multimodal for content, graph-plus-sequence for network traffic
substantially outperform approaches that treat the problem as generic classification.
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CHAPTER 6

CONCLUSION, FUTURE WORK, AND SOCIAL IMPACT

6.1 Conclusion

This work addressed two structurally different problems in cyber threat detection:
identifying hateful multimodal content online, and classifying intrusion patterns in
network traffic. The two have been studied separately for years, with tools developed
for one rarely crossing over to the other. Here, both are treated as the same design
question in different clothing how do you build a classifier that holds up when the data
is noisy, imbalanced, and split across multiple information channels?

For cyberbullying, the approach was a multimodal pipeline: DR-HRNet for image
features, MC-DeBERTa for text, Multimodal Compact Bilinear Pooling for cross-modal
fusion, and Adaptive EfficientNetV2 with a Transformer Spatial Pooling module for
classification. On the Facebook Hateful Meme Dataset, this reached 99.50% accuracy
on the Bully class and 99.20% on Non-Bully, with AUC values of 0.9921 and 0.9934
respectively, and only 4 misclassifications across 1,000 test samples. Every baseline
CNN-LSTM, BiGRU, CNet, VGG19, and MobileNetV2 trailed by at least 5 percentage
points on accuracy.

For network intrusion detection, the approach was graph-based. Flows were
modelled as nodes in a cosine-similarity kNN graph (k = 10, adaptive 70th-percentile
threshold). Two stacked multi-head GAT layers learned topological attack patterns; a
BiLSTM captured sequential flow evolution; an MLP performed five-class classification
under a class-frequency-weighted Focal Loss. On CICIDS2017, this reached 94.20%
accuracy and F1-score with macro ROC-AUC of 0.997, ahead of standalone GNN
(90.65%), CNN (90.13%), MLP (72.58%), and LSTM (59.53%).

The common thread is that neither system works by using a larger model. The
cyberbullying framework works because hateful memes are deliberately multimodal the
offence often only registers when image and caption are read together, making MCB
fusion the critical component. The NIDS framework works because network attacks
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are relational and sequential flows do not occur in isolation and their order carries
information. In both cases, fitting the architecture to the actual structure of the data,
rather than applying a generic deep learning template, is what drives the performance
margins.

6.2 Future Work

The limitation in the cyberbullying framework is modality coverage. The model
handles image and text only, audio and video not included. Speech-based harassment,
manipulated video memes and more becoming common on platforms such as TikTok.
The framework is not tested on low resource language and code mixed cases. Lan-
guages especially Romanized Bangla, Urdu or Thai that have informal styles that differ
from those of English-language social media. Any Such system used for world-wide
deployment should be capable of coping with this.

For the NIDS framework issue is real-time adaptability. The model is based on a
static graph that is constructed for a set of features matrix. If deployed live in a network
operations centre then would require dynamic graph construction. There is also need of
sliding window flow buffering and incremental updates to kNN. Edge deployment is an
issue as well. The devices have an inference running. To comply with this requirement,
the network switches are kept near the network, rather than in the central data centre.
It’s not designed to do this.

The frameworks might be able to be improved by incorporating Explainable AI.
High accuracy Securing and identifying “content” is not sufficient for security and
content moderation. Analysts need to Be able to explain the rationale for a classification.
In the case of cyberbullying it means knowing which regions of the image caused the
prediction. For NIDS, it is knowing which flow nodes and graph edges caused the alert,
and for the image. SHAP, LIME, attention rollout, and GNN explainability methods are
the most promising directions. Without interpretable outputs, even a highly accurate
system will face adoption barriers from reviewers who are reluctant, reasonably, to act
on unexplained flags.

Federated learning is worth pursuing in both domains. Centralising sensitive
network traffic or user-generated content for training is legally and ethically constrained;
federated approaches would allow collaborative improvement without pooling the data
itself. And both frameworks need continual learning mechanisms the ability to adapt
to new meme formats, emerging attack types, and shifting traffic patterns without full
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retraining. Cyber threats change over time, and a system that cannot update will degrade.
That is probably the most important open problem this work leaves behind.

6.3 Social Impact

The numbers in this work correspond to real problems. Cyberbullying causes mea-
surable psychological harm depression, anxiety, academic failure, and in documented
cases, suicidal ideation hitting children, adolescents, and marginalised communities
hardest. The FHM Dataset exists because text-only and image-only filters kept failing
on this content category. A system that reaches 99.50% accuracy on Bully content and
AUC above 0.99 is close enough to deployment. Its use in a content moderation pipeline
becomes a real possibility. On major platforms millions of posts are published every
hour, even small improvement in detection rate removes a large volume of harmful
content before it reaches users particularly younger users, who are statistically most at
risk.

The NIDS framework focus on different types of threat. DDoS and DoS attacks
take essential services offline; PortScan is typically the early step before something
worse. A classifier that handles five traffic categories and achieves 94.20% F1 and
0.997 macro AUC. It maintains minority-class recall strong through dual imbalance
mitigation, gives security analysts a better alternative than single-paradigm alternatives.
It operates on flow-level features without payload inspection, making it compatible
with privacy-preserving network architectures . The data protection regulations that
increasingly restrict deep packet inspection.

Both systems reflect the same underlying point: the useful safety tools are ones
that work under conditions that actually exist. Real social media data is noisy, mul-
tilingual, and multimodal. Real network traffic is imbalanced and encrypted. Both
frameworks were built with those realities in mind.
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