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Abstract

The software defect prediction is an important issue in software quality as it helps
to detect the defective software modules at early stages of software development. Cor-
rect prediction models decrease the cost of maintenance, testing and total project risk.
Conventional software defect prediction methods, however, tend to be centralized and
use standard machine learning methods, which could have issues with class imbalance,
data privacy, heterogeneous data distribution, and lack of model generalization. These
limitations have led to a need for advanced and scalable prediction frameworks that can
perform effectively in real-world environments.

This thesis introduces a thorough research to apply federated learning and hybrid op-
timization methods to software defect prediction. The main emphasis of the work is on
the three research contributions. The first contribution involves developing a FedProx-
based federated learning framework with the aim of enhancing the model’s generalization
performance in a decentralized setup, whilst simultaneously managing Non-IID data dis-
tributions amongst the clients. The second contribution presents a MOON-based model-
contrastive federated learning framework to further reinforce the model consistency at
local sites while boosting the convergence performance in distributed scenarios. The
fourth one introduces an integrated ensemble learning-PSO-GWO optimization frame-
work for better feature selection and hyperparameter tuning and enhance the classification
accuracy for defect prediction.

Overall, this thesis highlights the potential of combining federated learning, meta-
heuristic optimization, and ensemble learning to build efficient and scalable software defect
prediction systems. The findings of this work can contribute toward the development of
intelligent and privacy-aware software engineering solutions capable of handling complex

and distributed software development environments.
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CHAPTER 1
INTRODUCTION

Software defect prediction focuses on identifying the software modules which are likely to
have the defects, helps in optimizing the allocation of testing resources, improves software
quality and reduces the testing cost [1, 2]. SDP helps to find the defective modules to
minimize the testing costs in a limited budget. A software defect is a deficiency in a
software which makes it behave in unexpected ways. The main goal of SDP is to identify
these defects in early stages of testing. Due to huge and more sophisticated growth
in the software industry, anticipating the reliability of software is an important task in
software development lifecycle. Since, practically testing all the software modules for
the defects is not possible, there is a need to detect the faulty or defect prone modules
from the huge software systems. To anticipate this task there are different techniques
to solve software defects problems in early testing. This study includes the use of meta-
heuristic optimisation techniques and ensemble learning method for feature selection from
the datasets by choosing the most influential features that contribute in predicting or
detecting the defective or non-defective software module.

SDP is an essential research topic in software engineering that seeks to predict defects
in software modules prior to deployment. Defect prediction at an early stage allows proac-
tive quality assurance, lower maintenance costs, and higher software reliability. Existing
SDP approaches utilize ML models that have been trained on past defect datasets to pre-
dict software components as defective or not. These methods generally use the centralized
collection of data due to which issues like ownership, privacy, and security of data arises.
Another problem is of imbalanced dataset in which the number of the samples which are
defective are very less in compared to the non-defective ones causing the predictions to
be skewed.

Defect prediction is one of the key challenges and the problem is to identify the defec-
tive modules with high accuracy. SDP is a complicated task due to various challenges re-
lated to software datasets. One of the main problems is that it has a very high-dimensional
feature space where software metrics usually encompass many attributes that are either
irrelevant or redundant with respect to the output target. This results in increased com-
plexity, as well as overfitting and reduced generalization capability. Imbalanced datasets
are also challenging, with defective modules being less in number than the non-defective
ones. This misconception leads to a situation where the model learns more about the
non-defective classes and learns quite less for defect classes.

Conventional machine learning models are limited in optimally selecting the features
and fine-tuning hyperparameters that are essentially important for enhancing prediction
accuracy. Many such conventional methods assume manual or heuristic-based feature se-
lection, which often leads to suboptimality. However, traditional machine learning models
require careful hyper-parameter tuning for achieving good results such as SVM or DT (De-
cision Trees). Thus, it is not possible to achieve considerable performance from traditional
SDP models. Therefore, development of optimization techniques for improving feature
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selection, model training, and defect classification is needed. Thus, an improvised defect
prediction model is developed in this study using optimization techniques.

1.1 Background of Software Defect Prediction

SDP is an essential research topic in software engineering that seeks to predict defects in
software modules prior to deployment. Defect prediction at an early stage allows proactive
quality assurance, lower maintenance costs, and higher software reliability. Existing SDP
approaches utilize ML models that have been trained on past defect datasets to predict
software components as defective or not [3, 4]. These methods generally use the centralized
collection of data due to which issues like ownership, privacy, and security of data arise.
Another problem is an imbalanced dataset in which the number of the samples which are
defective are very less in comparison to the non-defective ones causing the predictions to
be skewed.

Defect prediction is one of the key challenges and the problem is to identify the defec-
tive modules with high accuracy. SDP is a complicated task due to various challenges re-
lated to software datasets. One of the main problems is that it has a very high-dimensional
feature space where software metrics usually encompass many attributes that are either
irrelevant or redundant with respect to the output target. This results in increased com-
plexity, as well as overfitting and reduced generalization capability. Imbalanced datasets
are also challenging, with defective modules being less in number than the non-defective
ones. This misconception leads to a situation where the model learns more about the
non-defective classes and learns quite less for defect classes.

1.2 Challenges in Traditional Approaches

However, many existing software defect prediction methods have been found to have
substantial limitations for real-world situations. The traditional models are based on
centralization of data collection, posing privacy, security and ownership concerns, par-
ticularly when data is stored and accessible in several organizations. In addition, these
approaches are generally restricted to the assumption of independent and identically dis-
tributed (IID) data, which is often not realistic in the real world, causing issues with
generalization to different data sets. Another challenge with traditional machine learn-
ing models is the problem of class imbalance, noisy data, and irrelevant or redundant
features, which can negatively impact the accuracy of the predictions. Moreover, many
classical methods lack tools such as feature selection and hyperparameter optimization,
which leads to suboptimal performance of the model.

1.3 Motivation for Federated and Hybrid Approaches

A number of studies stated in this section have employed FL to SDP, confirming its
potential in improving defect prediction performance without disclosing data confiden-
tiality. For example, differential perception with inheritance FL has been suggested to
effectively capture cross-project variations [5], whereas Docker-based FL frameworks have
enabled effective model deployment and monitoring [6]. Some studies have utilized feder-
ated meta-learning [7], oversampling techniques [8], and privacy-preserving cross-project
learning [9] to enhance model performance in decentralized settings. Even after these de-
velopments, FL presents new challenges like client drift, large communication overhead,
and particularly non-IID data distributions, which compromise model convergence and
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stability [10, 11].

The model of contrastive learning which was introduced in MOON (Model Contrastive
Federated Learning) states a different solution for this challenge. MOON reflects the
local model parameters to the global model parameters under a loss function which is
contrastive in nature [12]. In the case of SDP, the representations of the features can be
exploited to improve the generalizability across projects and datasets which is a prominent
property reflected in the benchmark defect datasets of NASA like CM1, KC1, and PCI1.

Optimization and ensemble learning techniques have proven to be an effective means
to improve the performance of software defect prediction models. Many traditional models
have suboptimal feature selection and poorly-tuned hyperparameters, affecting prediction
accuracy directly. To identify the most relevant features and optimize the parameters of
the models, metaheuristic optimization algorithms like Grey Wolf Optimizer (GWO),
Particle Swarm Optimization (PSO) and Genetic Algorithm (GA) are employed [13, 14,
15, 16].

1.4 Objectives of the thesis

The main goal of this thesis is to create a useful and dependable model for software defect
prediction using state-of-the-art machine learning methodologies. One of the main focuses
is on the development of federated learning methods to tackle centralized data processing
challenges, especially in cases where privacy and data distribution are significant issues.
In this context, data heterogeneity and Non-IID distributions are explored by means of
approaches like FedProx and MOON, as a way to enhance the generalization of the models
on different datasets.

This work also focuses on using federated learning and hybrid optimization and ensem-
ble learning to improve prediction performance. Metaheuristic optimization techniques
such as GWO, PSO and GA are designed to enhance the selection of features and the tun-
ing of the hyperparameters; ensemble methods are used to get the advantages of several
models to achieve more accurate and robust results. In general, the thesis aims to give a
comparative study of these approaches and show the advantages of using their combina-
tion for constructing more efficient and scalable software defect prediction systems.

1.5 Organization of the thesis

The organisation of this thesis is as follows such that it describes the flow of the research
that is done towards SDP.This thesis is structured to make it easy to understand the
problem, the methods employed and the results obtained. The book opens with a chap-
ter that provides an overview of the software defect prediction concept, identifies major
problems with current software defect prediction methods, and outlines the motivation for
using novel techniques like federated learning and hybrid optimization. It also explains
the main goals of the research and provides the background for the research presented in
the subsequent chapters.

The second chapter explores the existing literature on software defect prediction, in-
cluding traditional machine learning approaches, ensemble and recent advances in fed-
erated learning. The third chapter describes the proposed methodology, including the
implementation of FedProx and MOON-based federated learning frameworks, as well
as the hybrid GWO-PSO-GA optimization approach combined with ensemble learning.
The fourth chapter presents the experimental results along with a detailed discussion and
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comparison of the different models. Finally, the fifth chapter concludes the thesis by
summarizing the key findings, discussing limitations, and suggesting possible directions
for future research.
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CHAPTER 2
LITERATURE REVIEW

This section of the thesis includes the study of different research that has been carried
out in the field of software defect prediction. It includes all the outcomes and findings
in respect to traditional approaches to SDP, federated learning approaches and hybrid
algorithms approach towards SDP.

SDP is widely marked as a significant area of software engineering practice by pre-
dicting defects in software modules before it is deployed, contributing to the quality of
the software and significantly minimizing maintenance costs. The availability of bench-
mark datasets like the NASA promise repository played a significant role in making SDP
possible, primarily because it depends on real defect data for model evaluation. NASA
promise repository comprises defect data from a number of software projects as one of the
most preferable datasets used in defect prediction. Thus, depending on these datasets,
many researchers are continuously working to build predictive models and improve them
in modeling accuracy, dealing with class imbalance, and discovering feature selection.

2.1 Traditional Software Defect Prediction

The NB classifier works well for small data sets due to its predictive nature,while the SVM
uses a margin-based classification strategy, making it very effective for high dimensional
data. Decision trees, on the other hand, are fast and interpretable but more prone to
overfitting. KNN is useful for non-linear relationships but has a high computational
complexity.All these conclusions depict that standard machine learning models are capable
enough to show good accuracy,but they really depend a lot on the dataset features and can
even be noisy or redundant. Thus, they adapt as evident in the need for feature selection
and hyperparameter tuning, which can be done effectively with metaheuristic optimization
methods. Predictive capability of SDP models can be enhanced enormously using hybrid
metaheuristic methods having the promise of better defect classification with reduced
computational. By using the historical data these methods help in the prediction whether
the given software module contains defects or not.These models rely on manually designed
features obtained after deriving them from source code, process measures, and history of
defects. They work well for linear and rule-based relations among the data. However,
in general, they fail when it comes to SDP-related high dimensional datasets with an
effect of feature redundancy and complicated dependencies among software measures. In
general, conventional ML models have a major downside when it comes to dealing with
highly imbalanced datasets.

2.2 Machine Learning & Ensemble Approaches

Ensemble learning methods are known to be very effective for SDP, aggregating different
classifiers to improve accuracy in prediction. RF, SVM, and gradient boosting exist as the
various models of ensemble learning widely applied, that possess better accuracy than in-
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dividual classifiers [17, 18, 19]. The RF is a blend of many DTs, using the averaging of the
prediction from multiple trees to increase stability and decrease overfitting. This greatly
helps defect detection by applying sequential model construction, thereby correcting the
errors made by the previous step: applying model boosting. The SVM ensembles use
many support vectors to maximize the classification boundary for defect-prone modules.
In the existing study it has been observed that ensemble methods perform better than in-
dividual models by reducing bias and variance and improving generalization; for instance,
RF achieved an AUC of 0.929 on the PC1 dataset, outperforming individual models like
NB and DT, while an improved RF model with hyperparameter tuning improved accuracy
by 3.9 percent. These results justify the use of ensemble methods for increasing accuracy
in defect prediction, solving the class imbalance problem, and increasing the robustness
of models, making ensemble methods a strong candidate for application in software defect
prediction.

2.3 Federated Learning in SDP

Data privacy and heterogeneity have been principal barriers in defect prediction among
organizations. Researchers have therefore initiated the study of FL structures that would
enable multiple clients (e.g., software teams or companies) to collaborate on training
without sharing raw data. FedAvg and FedProx are a few techniques that have reported
promising results by evading issues due to data silos and partial heterogeneity [10, 11].
FedProx, in particular, improved stability of the worldwide model via a proximal term that
regularized the local update so as to control client drift in non-identical distributions [10].
Despite the advances, the vast majority of available federated techniques in SDP are still
plagued with learning robust and invariant representations, especially where local data
significantly differ in structure and defect characteristics.

The recent developments in contrastive learning offer new possibilities for improving
model generalization in federated environments. Contrastive learning helps models learn
how to differentiate similar and dissimilar feature representations, which leads to more
discriminative embeddings even in a federated environment. One extension of FL is known
as Model-Contrastive Federated Learning (MOON), where contrastive loss is used in the
FL framework [12]. MOON is different from FedProx in that it is based on optimization
stability rather than local and global representation by penalizing the difference between
the local model and global model or reference model while pushing away old global repre-
sentations. This helps the model learn invariant features from clients with different data
distributions.

2.4 Optimization Techniques (GWO, PSO, GA)

The hybridization metaheuristic methods have gained much attention in the area of SDP,
due to their capability of performing better in feature selection and classification accu-
racy through the combination of the strengths of several optimization methods. A Hybrid
GWO and PSO (HGWOPSO) method was proposed for better SDP performance [20].
The work combined HGWOPSO with Gradient Boosting classifiers and reported better
AUC values than any of the single optimization algorithms considered. The findings,
therefore, reaffirm that hybrid metaheuristic-based feature selection enhances defect pre-
diction models’ accuracy and computational efficiency. Related optimization studies also
use binary GWO, PSO-based bagging, GA-based feature selection, and neural models
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optimized using GA and PSO for SDP [21, 22, 23, 24]. Another study investigated hybrid
GA and PSO approaches combined with Neural Networks for SDP. The results sug-
gested that GA-based feature selection and PSO hyperparameter optimization noticeably
boosted classifier performance especially when working with high-dimensional and imbal-
anced datasets. The hybrid approach thus improved not only predictive accuracy, but also
robustness and generalizability of SDP models. Such studies accentuate the gains from

using multiple metaheuristic-based hybrid algorithms, thus providing the justification for
using a GWO-PSO-GA hybrid in this study.
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CHAPTER 3
METHODOLOGY

The approach to SDP in order to get more robust findings and results were made in the
direction of federated learning and hybridisation of different metaheuristics algorithms.
Different approaches and methods were tried and the best result giving methods were
taken into account to solve the challenges of SDP.

3.1 Overall framework

The proposed framework which uses the part of federated learning includes the decen-
tralized learning strategy for SDP with a privacy-preserving base in FL. Multiple clients,
that is, corresponding to different software projects jointly train global models collec-
tively, without sharing raw data. Each client learns the global model parameters and
local trains on its defect-tagged dataset, then sends back only a new model weight to
the central server. Afterwards the server combines these updates via a weighted average
approach and iteratively sends the new global model back to the clients [25, 26].

In the MOON-Fed approach we make efforts to address data privacy, non-IID het-
erogeneity, and insufficient generalization in SDP within a decentralized FL paradigm
assisted by the Model-Contrastive (MOON) algorithm [12, 27]. The framework devel-
oped under that name, referred to as MOON SDP, employs a contrastive learning process
at the process level of a model so that local clients benefit from a stable, consistent rep-
resentation without model drift across non-identical datasets. By applying contrastive
regularization at the process level of federated optimization, the framework allows clients
to learn discriminative and globally consistent representations to conduct SDP.

In the hybridisation approach we introduces the hybrid metaheuristic modeling opti-
mization method combining GWO, PSO, and GA methods for selecting the features and
tuning the hyperparameters in SDP. Selection of right features is important to the re-
search of SDP because high-dimensional datasets contain redundant or irrelevant features
that diminish classification accuracy [28, 29]. The hybrid model takes advantage of the
GWO good exploration characteristic, PSO good convergence speed, and genetic diver-
sity of GA to create the most appropriate feature subset. The fitness function assesses
feature subsets that confirm only the most important features into the end model. It also
involves the outlier elimination technique of isolation forest and class balancing technique
of ADASYN (Adaptive Synthetic Sampling) to enhance predictive performance.

3.2 Federated learning approaches

Fl based decentralized approaches helps in SDP to a very great extent.The proposed
scheme establishes the setting for the joint model training over several clients without
exposing sensitive information regarding software repositories.
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3.2.1 FedProx framework

The proposed framework features a decentralized learning strategy for SDP with a privacy-
preserving base in FL. Multiple clients, that is, corresponding to different software projects
jointly train global models collectively, without sharing raw data. Each client learns the
global model parameters and local trains on its defect-tagged dataset, then sends back
only a new model weight to the central server. Afterwards the server combines these
updates via a weighted average approach and iteratively sends the new global model
back to the clients. To enhance generalization and stabilize local training across non-
identically distributed (non-IID) client datasets, the model includes the application of
the FedProx optimization method used in the local training phase [10, 30, 27|. The
built-in preprocessing functions at the client level in the learning pipeline are ADASYN-
based class balancing, polynomial feature augmentation, and normalization scaling. The
federated training process propagates over a fixed number of communication rounds to
produce a strong privacy-protective global model that learns the defect-prone patterns in
heterogeneous software repositories.

Apgregation -
Global
FedProx Model

Local data remains on device Local data remains on device

Model Updates/Global model

Server
Model Updates/Global model ‘

A4

Client 1 Client 2 Client 3

Local Preprocessing+Neural Local Preprocessing+Neural Local Preprocessing+Neural
Dataset Networks+FedProx Dataset Networks+FedProx Dataset Networks+FedProx

Figure 3.1. Federated Learning Architecture

3.2.2 MOON-Based Federated Learning

The framework developed under that name, referred to as MOON SDP, employs a con-
trastive learning process at the process level of a model so that local clients benefit from
a stable, consistent representation without model drift across non-identical datasets. By
applying contrastive regularization at the process level of federated optimization, the
framework allows clients to learn discriminative and globally consistent representations
to conduct SDP [12, 31, 32].

Among the key reasons behind this federated scheme is the latter’s native ability to
maintain confidentiality of information. In this arrangement, no bare defect raw infor-
mation is permanently held on any central server, with just learned model parameters or
gradients communicated between a client device and a central server. In this way, privacy
requirements are met in shared environment configurations, e.g., inter company software
developmental partnerships, where information exchange is otherwise not possible [9, 26].

3.2.3 Hybrid Optimization Approach (GWO-PSO-GA)

The study introduces the hybrid metaheuristic modeling optimization method combining
GWO, PSO, and GA methods for selecting the features and tuning the hyperparameters
in SDP. Selection of right features is important to the research of SDP because high-
dimensional datasets contain redundant or irrelevant features that diminish classification
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Figure 3.2. MOON-FED algorithm Architecture

accuracy. The hybrid model takes advantage of the GWO good exploration characteristic,
PSO good convergence speed, and genetic diversity of GA to create the most appropriate
feature subset. The fitness function assesses feature subsets that confirm only the most
important features into the end model. It also involves the outlier elimination technique of
isolation forest and class balancing technique of ADASYN (Adaptive Synthetic Sampling)
to enhance predictive performance.

For enhancing accuracy in defect prediction, the final subset of features is input to an
ensemble learning model comprising RF, SVM and gradient boosting. RF provides ro-
bustness and does not overfit; SVM enables one to enhance boundary-based classification;
and Gradient Boosting makes incremental adjustments for error. Hybrid GWO-PSO-GA
optimization presents an ensemble learning approach, and it produces a generalized high-
performance SDP model sufficient to deal with challenges such as high dimensionality,
imbalanced datasets, and noisy features and make it suitable to deal with real-world SDP
issues [28, 29].

3.2.4 Ensemble Learning Strategy

In this work, ensemble learning was used to enhance software defect prediction software
model performance and stability. The ensemble approach is a combination of several
machine learning models that will generate more accurate and reliable result compared
to the single classifier. For classifiers, the information they are able to extract from the
data is different; when multiple classifiers are combined, the limitations of individual
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classifiers can be overcome, including overfitting, lack of generalization ability, and biased
prediction. This study employed the ensemble framework in order to benefit from the
advantages of several base learners, enhancing the ability to classify defects over various
software datasets [28, 33, 34].

SVM proves to be powerful due to margin-based classification in tackling high-dimensional
feature spaces, which are characteristic of defect-prone software datasets. Gradient Boost-
ing focuses on correcting its learned states from the mistakes committed by misclassifica-
tion, thus increasing the accuracy of models. A voting-based ensemble is used, in which
the models are combined through a soft voting-based aggregation to boost classification
accuracy. It combines the advantages posed by individual classifiers in improving defect
detection while accommodating the shortcomings of single models.

The outcomes of the Bonferroni test show that hybridization GWO+PSO+GA is
a wonderful optimization strategy, with authentic statistically significant performance
benefits over any of the single approaches. Both GWO+PSO+GA without ensemble
learning as well as GWO+PSO+GA using Stacking Ensemble demonstrated statistically
significant performance benefits, confirming that all three can be combined to significantly
improve software defect prediction. The further addition of an ensemble improves the
accuracy.Probably, this will prove the applicability of the hybrid model GWO, PSO, and
GA as a new and original optimization method not yet treated in prior research, which
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will be an important contribution to the software defect prediction community.

3.2.5 Dataset Description

A number of preprocessing techniques applied on the dataset including ensuring it is
correct for training. Missing values were considered first; original instances were removed
or imputed using the mean for numerical features. The features have different scales with
datasets; therefore, Min-Max Normalization will standardize values in a range between
0 to 1. The class imbalance happened with a synthetic sample ADASYN technology for
generating dummy defective instances that help in improved generalization of the model.
Outliers were identified and removed using the isolation forest method, which will avoid
performance anomalies in the model. Finally, feature engineering techniques, such as
polynomial feature generation, were attempted to increase the models’ prediction ability.
They ensure that the data becomes input for it to attain the improved accuracy and
reliability of the models.We used NASA promise repository for our dataset [35].

Table 3.1. Dataset Description

Project Name | Programming Language | Number of Instances | Defective Instances (%) | Description

CM1 C 498 9.7 NASA spacecraft instru-
ment

JM1 C 10,885 19 Real-time predictive ground
system

KC1 C++ 2,109 15.4 Storage management sys-

tem for ground data pro-
cessing

KC2 C++ 522 20 Science data processing sys-
tem
PC1 C 1,109 6.8 Flight software for an

Earth-orbiting satellite

3.2.6 Evaluation Metrics

While accuracy is a measure of the percentage of correctly classified instances, it is not
always a good indicator of the overall performance of a model when dealing with imbal-
anced data. Precision is the ratio of the number of correctly predicted faulty modules to
the total number of fault prediction under certain small false positive fraction. Recall or
sensitivity reflects how good the model is in picking faulty modules but keeping a minimal
false negative. F1l-score is a harmonic mean of precision and recall as a balanced value,
particularly in cases of class imbalance. These values give a measure of model perfor-
mance in general and show how robustness and the ability to generalize across datasets
are improving defect detection.
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CHAPTER 4
RESULTS AND DISCUSSION

This section shows all the results that we derived after doing the extensive research on SDP
and finding the ways for a better defect prediction. The results combines the derivations
from all three methods that are fedprox, moon-fed and hybridisation approach.

4.1 Results of FedProx model

The predictive performance of the constructed model was evaluated employing four com-
monly used metrics in classification, namely accuracy, precision, recall, and F1-score.
These metrics therefore give a global view of the capability of the model to classify defec-
tive and non-defective software modules correctly. The final performance was computed
for each dataset, CM1, KC1, and PC1, independently at the end of all federated commu-
nication rounds. The following table presents these results.

Table 4.1. Performance of FedProx based FL approach

Dataset/Clients | Accuracy (%) | Precision (%) | Recall (%) | F1-score (%)
cml 85.42 93.42 96.67 84.22
kel 93.58 90.73 97.17 93.84
pcl 95.73 92.36 99.81 95.94

The fedProx-based FL model proposed in this work was tested on three software
defect datasets—CM1, KC1, and PCl—and achieved uniformly robust performance, as
presented in Table 1. It attained an Fl-score of 84.22% on CM1, 93.84% on KC1, and
95.94% on PC1 with recall values very close to and higher than 96% in all datasets. These
results validate that the model is robust even when project properties differ. Which means
that the model is generalising well across different datasets.

4.2 Results of MOON-Fed Model

Study measures the predictive power of the model by making use of four major met-
rics—Accuracy, Precision, Recall, and F1-score—the combined effect of which provides
the comprehensive analysis of the model’s potential in classifying the defective and non-
defective software modules. Table 1 shows the results obtained after all the rounds of
training.

The MOON-based federated learning model that we created showed promising results
in all three datasets, showing the increase in the model’s strength and flexibility in dealing
with different kinds of data sets. With Fl-scores of 85.58% for the CM1 dataset, 91.12%
for the KC1 dataset, and 95.23% for the PC1 dataset, the model demonstrates good
generalization ability and efficient classification of defects even in heterogeneous data
sets.High recall values also show the sensitivity of the model to detect the defect prone
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Table 4.2. MOON-based FL. Approach Metrics

Dataset/Clients | Accuracy (%) | Precision (%) | Recall (%) | Fl-score (%)
cml 86.40 92.70 79.48 85.58
kel 90.91 89.51 92.79 91.12
pcl 95.01 92.11 98.58 95.23

module, balanced precision verifying the reliability to suppress false positives. Such results
demonstrate that the MOON based model is not only stably converging across different
clients, but it still possesses strong predictive power in privacy preserving de-centralized
environments.

4.3 Results of Hybrid GWO-PSO-GA Model

To evaluate the performance of the suggested hybrid GWO-PSO-GA feature selection ap-
proach, the Random Forest (RF'), Support Vector Machine (SVM), and Gradient Boosting
(GB) classifiers were trained individually on the optimized feature subset (i.e., the best
subset of features determined by the hybrid optimization procedure). The classifiers were
then ensembled in a stacking ensemble approach to leverage their individual strengths
and counter prediction bias. The reason behind such an ensemble is to improve predic-
tion accuracy and generalization capability in software defect prediction tasks.

Following common SDP evaluation practice [19, 2|, the ensemble method was ex-
perimented with four main performance measures—Accuracy, Precision, Recall, and F1-
score—on five standard benchmark datasets: CM1, JM1, KC1, KC2, and PC1. The
experimentation is important in quantifying the improvements achieved through feature
optimization and ensemble learning methods. The results are presented in table , which
provides the performance measures of the proposed hybrid model in terms of GWO-PSO-
GA stacking methodology.

Table 4.3. Hybrid Approach Performance Across Multiple Datasets

Dataset | Accuracy (%) | Precision (%) | Recall (%) | Fl-score (%)
cml 96 94.16 97.73 96
ml 92 92.5 90.1 91.63
kel 92.8 90.12 96.23 93.08
kc2 90.32 89.06 92 90.48
pcl 96.7 94.5 98.65 96.53

All those measurements are compared on all datasets in a graphical form in figure that
highlights the impact of the hybrid GWO-PSO-GA feature selection by stacking ensemble
learning. The graph presents all comparative study for Accuracy, Precision, Recall, and
F1-score which shows the efficiency of the proposed method to enhance the software defect
prediction. This visualization adopts understanding the relative performance differences
over different datasets and shows the consistency and stability of the stacking ensemble
model.
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Figure 4.1. Proposed Approach Performance Metrics

4.3.1 Impact of Combining GWO, PSO, GA, and Stacking Ensemble

Where earlier models were dependent entirely on Random Forest (RF) for classifica-
tion, the incorporation of a stacking ensemble of RF, SVM, and Gradient Boosting in-
creases predictive stability as well as accuracy. Comparative analysis of GWO+PSO+RF,
GWO+PSO+GA+RF, and the suggested model GWO+PSO+GA with Stacking Ensem-
ble model is carried out to determine their performance in various datasets through Ac-
curacy, Precision, Recall, and F'1-score.

Table 4.4 also validates the accuracy comparisons of different combinations of GWO,
PSO, and GA in connection with software defect prediction on different data samples.
Also, the findings indicate that although adding an overall GA in the model has the po-
tential of not always translating into accuracy increase, like in KC1 where GWO+PSO
has 92% but again GWO+PSO+GA slipped a bit to 91.25%. However, the stacking-based
ensemble learning incorporation appeared to give most often higher accurate results prov-
ing its ability to make predictions more accurate. The combination of all three optimizers
using the stacking ensemble recorded a better 92.8% accuracy. Similar increasing trends
were reported in CM1 (96%) and PC1 (96.7%), highlighting the scalability and robustness
of the proposed framework.

Table 4.4. Accuracies of combination of GWO, PSO and GA

Dataset | GWO+PSO | GWO+PSO+GA | GWO+4+PSO+GA with stacking ensemble
cml 94.2 94.8 96
jml 90.87 90.89 92
kel 92 91.25 92.8
ke2 89.95 90.21 90.32
pcl 95.1 96 96.7

Feature selection is a significant factor in improving software defect prediction by re-
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moving redundant and irrelevant features, resulting in better generalization of the model.
In this subsection, we describe how the hybrid GWO-PSO-GA feature selection and stack-
ing ensemble model improves performance compared to standalone classifiers (Random
Forest, SVM, and Gradient Boosting) on various datasets (CM1, JM1, KC1, KC2, PC1).
The objective is to determine that the new hybrid feature selection method improves the
global performance of the standalone classifiers by improving accuracy, precision, recall,
and F1l-score, but also minimizes overfitting.

Table 4.5 is a comparison of the precision values of the three approaches—GWO-+PSO,
GWO+PSO+GA, and proposed GWO+PSO+GA with stacking ensemble—highlighting
the effectiveness of the model in classifying defective software modules with high precision.
Incorporation of GA with the GWO+PSO approach generally results in enhanced preci-
sion, particularly in cases like CM1 (91.03%) and KC2 (88.5%), even resulting in more
accurate feature selection and enhanced classification. Utilization of a stacking ensemble
also further enhances these gains to produce the highest precision values in CM1 (94.16%)
and JM1 (92.5%). These results show the benefit of the utilization of classifier diversity
to reduce the number of false positives. Although precision in PC1 is relatively lower
compared to some datasets, the consistency of the ensemble model across all datasets is
a testament to its strength and usability in real-world software defect prediction tasks.

Table 4.5. Precision of combination of GWO, PSO and GA

Dataset | GWO+PSO | GWO+PSO+GA | GWO+PSO+GA with stacking ensemble
cml 90.21 91.03 94.16
jm1 90.95 91.11 92.5
kel 91.39 89.66 90.12
ke2 87.97 88.5 89.06
pcl 97.42 94 94.5

4.3.2 Statistical Significance Analysis of Model Performance

Boxplots of accuracy and Fl-score give a holistic view of performance variability across
datasets. The results show that GWO+PSO+GA with a stacking ensemble performs
better consistently compared to the other two setups, as its median values are higher and
its variability is lower. The stacking ensemble method increases model stability with better
predictive performance. Furthermore, the hybrid GWO+PSO+GA model, even without
stacking ensemble, exhibits enhancements over the GWO+PSO setup, supporting the
efficacy of combining several metaheuristic algorithms. These results further support the
statistical significance of the proposed method in software defect prediction.
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4.3.3 Friedman Test and Bonferroni Post-hoc Analysis

To determine whether the accuracy differences among the three model variants are statis-
tically significant, the Friedman test was applied as a non-parametric comparison method
across the five datasets CM1, JM1, KC1, KC2, and PC1. The three models considered
were GWO+PSO using Random Forest, GWO+PSO+GA using Random Forest, and the
proposed GWO+PSO+GA with Stacking Ensemble. The accuracy values reported in
Table 4.4 were ranked for each dataset, where the model with higher accuracy received
the higher rank. The rank sums obtained were 6 for GWO+PSO, 9 for GWO+PSO+GA,
and 15 for GWO+PSO+GA with Stacking Ensemble, showing that the proposed model
consistently achieved the strongest ranking across the datasets.
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The Friedman test evaluates the null hypothesis that all three models perform similarly
and that any observed difference in accuracy is due to chance. In this analysis, the number
of datasets was n = 5 and the number of models was k = 3. Using the Friedman statistic,
the computed value was Y% = 8.40 with df = k — 1 = 2. The corresponding p-value was
p = 0.01499. Since this value is less than the common significance level of o = 0.05, the
null hypothesis was rejected. This indicates that at least one of the compared models has
a statistically significant difference in accuracy, supporting the claim that the proposed
stacking ensemble approach improves software defect prediction performance.

After the Friedman test confirmed a significant overall difference, a Bonferroni post-
hoc analysis was used to identify which model pairs differed significantly while con-
trolling for multiple comparisons. The pairwise comparison between GWO+PSO and
GWO+PSO+GA produced Z = 0.79 and p = 0.428, indicating no significant differ-
ence. The comparison between GWO+PSO and the proposed GWO+PSO+GA with
Stacking Ensemble produced Z = 2.53 and p = 0.0113, which is significant under the
Bonferroni-adjusted threshold of 0.0167. The comparison between GWO+PSO+GA and
the proposed stacking model produced Z = 1.74 and p = 0.0818, which was not sta-
tistically significant. These results suggest that adding GA alone does not produce a
major statistical improvement, but combining GWO, PSO, GA, and stacking ensemble
learning provides a meaningful and statistically supported improvement over the basic
GWO+PSO approach.

The suggested GWO+PSO+GA with stacking ensemble method has proved to show
remarkable enhancements in predicting software defects. Nevertheless, like any other
optimization-based complex model, there are some aspects that need to be addressed.
Computational complexity is one of the main factors. The confluence of three meta-
heuristic algorithms, namely GWO, PSO, and GA, and ensemble learning makes the
overall computation more demanding. Though it leads to even better accuracy, the pro-
cessing time may take longer than for a basic model.

4.4 Comparative Analysis

The three techniques which were evaluated in this chapter have varying levels of effective-
ness for software defect prediction. The FedProx-based federated learning model shows
strong privacy-preserving performance in terms of both accuracy and recall on all three
datasets, CM1, KC1, and PC1, suggesting that it can accurately identify defect-prone
modules. The MOON-Fed model also delivers good performance in the decentralized
setting and enhances representation learning by ensuring uniformity of the client models,
however, it is not uniform across the datasets, particularly in terms of recall and F1-Score.
The Hybrid GWO-PSO-GA model with the stacking ensemble outperforms the proposed
models due to the optimal selection of features and diversity of classifiers, which helps to
remove irrelevant features and enhance the stability of predictions.

The comparative results show that the hybrid GWO-PSO-GA stacking ensemble ap-
proach is the best of the 3 approaches discussed in Sections 4.1, 4.2 and 4.3. FedProx and
MOON-Fed are useful for privacy-preserving and federated settings, but they heavily rely
on the distribution of client data and model convergence. The proposed hybrid approach
is more consistent in various datasets like, CM1, JM1, KC1, KC2 and PC1 and shows
better accuracy, precision, recall and f1 score values. Hence, the hybrid of metaheuristic
feature selection and ensemble learning approaches gives a more powerful and scalable
approach than federation based optimization approaches for software defect prediction.
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In conclusion, the comparison suggests that both methods have specific practical appli-
cations based on the deployment needs. FedProx is appropriate when it is not possible to
centralize the software project information and it is important to control the heterogene-
ity of the clients, while MOON-Fed is appropriate when the representation consistency
across the distributed clients is important. In the case of maximizing the prediction
performance on the available benchmark datasets, the hybrid GWO-PSO-GA stacking
ensemble yields a balanced prediction performance. The enhanced performance over a
number of datasets demonstrates that the optimized selection of features, hyperparam-
eter tuning and ensemble classification help to diminish the impact of noisy, redundant
and imbalanced software metrics. Thus, the most successful model in this study will be
the hybrid approach and the federated models will be good alternatives for a cross-project
defect prediction environment that requires privacy.
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CHAPTER 5
CONCLUSION AND FUTURE SCOPE

5.1 Conclusion

In this thesis, privacy-aware and performance-driven approach to software defect predic-
tion was investigated by examining federated learning models and a hybrid metaheuristic
ensemble model. This work was mainly concentrated on three major techniques, Federated
Learning (FL) using FedProx, MOON-Fed federated learning, and the proposed Hybrid
GWO-PSO-GA feature selection with stacking, which is a federated learning technique.
The results demonstrate that federated learning models are useful when data privacy and
decentralized training are of importance, while the proposed hybrid approach results in
a better predictive performance, by leveraging optimized feature selection and classifier
diversity.

The FedProx model successfully performed well in all the three datasets (CM1, KC1
and PC1) and was able to deal with heterogeneous project data in a federated environ-
ment. The other model, MOON-Fed, also had encouraging results, enhancing the repre-
sentation learning at the client level and being generally stable on other datasets. But,
the Hybrid GWO-PSO-GA model with stacking ensemble was best in all the five models
namely: (CM1), (JM1), (KC1), (KC2), and (PC1). The proposed method achieved bet-
ter accuracy, precision, recall and F1-score by employing GWO, PSO and GA for feature
selection and stacking Random Forest, SVM and Gradient Boosting.

The comparative and statistical analyses further support the effectiveness of the pro-
posed model. The Friedman test showed a statistically significant difference among
the model variants, and the Bonferroni post-hoc analysis confirmed that the proposed
GWO-PSO-GA with stacking ensemble significantly improves performance over the basic
GWO+PSO approach. Therefore, the proposed framework can be considered a robust
and scalable solution for software defect prediction. It reduces the effect of irrelevant fea-
tures, improves classification stability, and provides better generalization across different
datasets.

5.2 Limitations

While the proposed approaches are promising, they are not without its limitations. The
evaluation was performed on three datasets used from the NASA PROMISE repository,
and these might not capture the complexity of real industrial software systems. The
framework, to that extent, is yet to be deployed within a live environment, and scalability
in terms of communication cost and client heterogeneity is yet to be proven so far.

In spite of the promising results, this work is aware of certain limitations that will
be useful for guiding future research work. The experimental investigations included
only three widely accepted benchmark datasets, which when standardized, do not truly
represent the coarseness encompassed in large industrial software systems. Scalability
analysis of the proposed framework using additional clients, diverse data modalities (e.g.,
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text-based measures or process traces), and higher non-IID scenarios could be attempted
in the future. Beyond that, reduction of the overhead further without the loss of ac-
curacy may be attempted by the running of communication efficient strategies such as
quantization or sparse model updates.

The suggested GWO+PSO+GA with stacking ensemble method has proved to show
remarkable enhancements in predicting software defects. Nevertheless, like any other
optimization-based complex model, there are some aspects that need to be addressed.
Computational complexity is one of the main factors. The confluence of three meta-
heuristic algorithms, namely GWO, PSO, and GA, and ensemble learning makes the
overall computation more demanding. Though it leads to even better accuracy, the pro-
cessing time may take longer than for a basic model. However, with optimizations and
parallel computing techniques, efficiency of execution can be further improved.

The other one is the model’s capability to map across different datasets. The frame-
work has been extensively evaluated with NASA datasets with high F1-scores and accu-
racy. Our hybrid approach has a better generalizability and when we will test it further
with the other datasets which are are of software defects we will be clearly able to un-
derstand the real world scearios. In the near future we can test our model on the more
complex datasets that contains a variety of characteristics. This will give more accuracy
but may be slower than a normal model. But when implemented with optimisation and
using parallel computing methods it can be made even more efficient to execute.

5.3 Future Works

In the future, the proposed framework could be tested on a larger and diverse number of
software defect datasets since recent SDP research did indicate there is a need for further
testing and future challenges [2].The present work used the benchmark datasets that have
been well known, but more testing of the model with industrial, open-source and real-time
project datasets would help in the ability of the model to generalize. The model could
be experimented with other datasets with different coding defects, different scales of a
project, different numbers of defects distributed across the code of a project, and different
histories of development.

The other direction to improve is to enhance the computational efficiency of the hybrid
GWO-PSO-GA with stacking ensemble approach. Using different strategies like ensemble
learning classifiers and algorithms that are metaheuristic in nature there will be an increase
in the complexity of training which we can further work on using parallel processing,
adaptive stopping criteria, efficient in terms of communication lightweight feature selection
and learning strategies.
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