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Efficient and Trustworthy Artificial Intelligence Systems: Edge Model
Optimization
and Adversarial Robustness in Large Language Models

Abhishek Kumar

ABSTRACT

Modern Al systems must satisfy two distinct but equally important requirements:
efficiency, the ability to deliver intelligence under tight memory, latency, and energy
budgets at the edge of the network; and trustworthiness, the ability of large generative
models to remain factually reliable and robust against adversarial manipulation. This
thesis investigates both through two complementary contributions.

The first contribution is a structured survey of Edge Al covering 2015-2025. It
analyses lightweight CNNs (MobileNet, EfficientNet, SqueezeNet, ShuffleNetV2),
real-time object detectors (YOLOvS8, SSD-MobileNet), TinyML systems (MCUNet,
DeepConv-LSTM, TinyBERT), and sub-10B SLMs (LLaMA 3, Phi-3 Mini, Qwen2.5-
VL, GLM-4), with four compression and routing techniques: quantization, pruning,
knowledge distillation, and Mixture-of-Experts. Twelve representative models are com-
pared across accuracy, parameter count, memory, target hardware, and trade-offs. The
survey is supplemented by a focused experimental validation of the INT8 quantization
trade-off on MobileNetV2: three TFLite regimes (FP32, INT8 dynamic-range, INT8
full-integer) are compared on Imagenette, confirming the published ~3.5x size com-
pression at < 1.3 percentage points accuracy drop and revealing that the latency benefit
of quantization is hardware-dependent. Open challenges include activation-memory
bottlenecks, hardware portability, on-device training, multimodal edge intelligence,
energy benchmarking, and edge security.

The second contributiogfy a systematic survey of adversarial hallucination attacks
agaigt LLMs, comparing open-source models (LLaMA 2, Mistral 7B, Falcon 40B)
and closed-source models (GPT-4, Gemini 1.5 Pro, Claude 3 Opus). It introduces a
taxonomy by attacker access: white-box (gradient and fine-tuning backdoor attacks,
open-source only), black-box (factual corruption, CoT hijacking, authority persona;
both classes), and RAG-layer (knowledge-base poisoning and indirect injection; both
classes). Benchmarks (Truthful QA, HaluEval, FActScore) are reviewed for adversarial
suitability and shown to be inadequate for measuring robustness under active attack. The
central finding is that closed-source release does not buy safety against retrieval-layer at-
tacks: while open-source weights expose a wider attack surface (gradient-based attacks,
fine-tuning backdoors), closed-source models—despite stronger alignment—remain




equally vulnerable to RAG injection because retrieval is architecturally decoupled from
alignment. A risk-graded attack-surface matrix and an evidence-based rubric for the
High/Medium/Low risk grading are provided.

Together, the contributions give a unified view of contemporary Al deployment:
edge optimization explains how intelligence can be made efficient enough to run close
to the data, and adversarial robustness explains how it can be made trustworthy enough
to rely upon. The thesis identifies the security of compressed and quantized models—
the very models deployed at the edge—as the single most important cross-cutting
research gap, supports the claim with a meta-analysis synthesised from prior work, and
outlines future directions in hardware-algorithm co-design, secure RAG, adversarial
hallucination benchmarking, and alignment-as-security.

Keywords: Edge Al TinyML, model compression, quantization, small language
models, large language models, adversarial attacks, hallucinations, prompt injection,
RAG, trustworthy Al
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CHAPTER 1

INTRODUCTION

1.1 Background and Motivation

Artificial intelligence has matured from a research discipline into a deployed engineer-
ing practice, and development is no longer constrained primarily by accuracy but by the
practical conditions of deployment. Two such conditions motivate this thesis. The first
is the constraint of compute, memory, latency, and energy at the edge of the network,
where an increasing share of inference workloads must execute on smartphones, micro-
controllers, and embedded accelerators rather than on cloud servers. The second is the
constraint of trust, where Large Language Models (LLMs) increasingly mediate critical
decisions in medicine, law, finance, and security, and where any deviation from factual
reliability can be exploited by an adversary. These constraints share a common origin:
raw model capability is no longer sufficient. The edge case demands that capability
be compressed to be served at the data source under strict resource budgets; the trust
case demands that capability be constrained so that it remains reliable when an attacker
probes it. This thesis studies these two pillars in a single framework, covering both
the efficiency techniques that make models small enough to deploy and the robustness
analysis that determines whether they can be trusted once deployed.

1.2 Problem Domain Overview

The problem domain spans two intersecting areas. The first is Edge Al, concerned with
running machine learning models on resource-limited hardware close to where data
is generated [4][5]. The edge is a continuum—{rom cloud servers with hundreds of
gigabytes of GPU memory, through edge servers and gateways, mobile devices with one
to a few gigabytes of RAM, and finally TinyML-class microcontrollers with hundreds
of kilobytes of SRAM and milliwatt-level power budgets [6]. Each tier admits a distinct
family of models and a distinct set of optimisation techniques.

The second area is the security and trustworthiness of LLMs. Modern LLMs are
trained on web corpora, instruction-tuned via supervised fine-tuning, and aligned to
human preferences via RLHF or related techniques [7][8]. Despite this alignment,
LLMs hallucinate—they generate plausible-sounding but unsupported content [9]—and
recent work has shown hallucinations can be induced on demand by an adversary
through prompt manipulation, retrieval poisoning, chain-of-thought hijacking, or fine-




tuning-based weight poisoning [10][11][12]. This reframes hallucination from a quality
issue into a security issue.

This thesis treats Edge Al and LLM adversarial robustness as two complementary
slices of one larger question: how do we build Al systems both efficient enough to
be deployed where they are needed and rrustworthy enough to be relied upon once
deployed?

1.3 Existing Challenges

On the efficiency side, a standard ResNet-50 requires ~100 MB of memory, exceeding
Cortex-M SRAM capacity by two to three orders of magnitude [6]. In TinyML, the
binding constraint is peak activation memory, not parameter count, yet most NAS
methods optimise for FLOPs or parameters and may produce architectures that are
not deployable [6]. Edge hardware is heterogeneous and the portability of quantized
models across backends remains fragile [13]; on-device training is harder than inference,
federated learning faces communication and non-IID convergence problems [14], and
energy-per-inference is rarely reported in a standardised way [15].

On the trust side, existing hallucination benchmarks [16][17][18] measure passive
factual reliability and were not designed to evaluate models under an active adversary.
Closed-source models remain vulnerable at the RAG layer because retrieval fglecoupled
from alignment [12][19], white-box attacks such as GCG [11] succeed on open-source
models and transfer at attenuated rates to closed-source ones, and long-context and
vision-language models open new attack surfaces that remain poorly characterised [20].
Current alignment techniques optimise for helpfulness and harmlessness in benign
settings, not for adversarial truthfulness, and often fail under active attack [21].

1.4 Problem Statement

The central problem is the dual requirement of efficiency and trustworthiness in modern
Al systems:

How can deep neural networks and language models be made efficient
enough to operate under the resource constraints of edge hardware, and
at the same time how can their generative counterparts be made robust to
adversarial hallucination attacks, given that open-source and closed-source
release models present fundamentally different attack surfaces?

This problem is addressed through two complementary contributions. Chapter 3
surveys Edge Al architectures, compression techniques, and deployment strategies,
and provides a comparative analysis of twelve representative models across the device-
tier spectrum. Chapter 4 surveys adversarial hallucination attacks on LLMs, builds
an access-level taxonomy, and compares six widely-used models—three open-source
and three closed-source—across attack vectors and benchmark behaviour. Chapter 5
synthesises the two contributions and discusses the joint research gaps they expose.




1.5 Research Objectives

1. To present the foundations of Edge Al including the edge computing hierarchy
and the core compression techniques used at each tier.

2. To survey lightweight CNN architectures (MobileNet, EfficientNet, SqueezeNet,
ShuffleNetV2), real-time object detectors (YOLOVS, SSD-MobileNet), TinyML
systems (MCUNet, DeepConv-LSTM, TinyBERT), and small language models
(LLaMA 3, Phi-3 Mini, Qwen2.5-VL, GLM-4) within a single comparative
framework. -

3. To analyse model compressionffechniques—quantization, pruning, knowledge
distillation, and MoE routing—in terms of accuracy, memory, and latency.

4. To formulate the threat model for adversarial hallucination attacks against LLMs
along three axes: access level, attack goal, and attack vector.

5. To construct a taxonomy of adversarial hallucination attacks distinguishing white-
box, black-box, and RAG-layer attacks, mapped to the open-source vs. closed-

source distribution model.
19

6. To compare six representative LLMs (LLaMA 2, Mistral 7B, Falcon 40B, GPT-4,
Gemini 1.5 Pro, Claude 3 Opus) across attack surface and adversarial benchmark
behaviour.

7. To synthesise the findings of both contributions into a unified view of efficient
and trustworthy Al and outline future directions.

8. To experimentally validate the INT8 quantization trade-off (size, latency, accu-
racy) for a representative edge CNN (MobileNetV2) across three TFLite deploy-
meff] regimes, and to interpret the results in the context of hardware-algorithm
co-design.

1.6 Scope of the Research

The scope is academic survey and comparative analysis based on the two research con-
tributions and the literature they draw upon, supplemented by a focused experimental
validation of the quantization trade-off (§3.9). The thesis does not run new adversarial
attacks against production LLMs or rerun benchmark suites on dedicated edge hard-
ware; instead, it expands background, taxonomy, and comparative analysis into thesis
form and reports one targeted experiment to validate a central claim used throughout
Chapter 3. Covered areas include Edge Al architectures across cloud, edge-server, and
device/client tiers; lightweight CNNs, object detection, TinyML, small language models
and MoE routing; compression and acceleration (quantization, pruning, knowledge
distillation, MoE); adversarial hallucination attacks (factual corruption, CoT hijacking,
RAG injection, fine-tuning backdoors); hallucination benchmarks (TruthfulQA, HaluE-
val, FActScore); and comparative analysis of open- and closed-source LLMs. The thesis




does not include source code for attacks, executable exploit instructions, or any material
whose purpose is to enable a real adversary.

1.7 Applications and Relevance

Edge Al optimisation is relevant wherever inference must occur close to data: au-
tonomous driving (on-vehicle perception within tens of milliseconds without reliable
cloud connectivity), smart manufacturing (anomaly detection on embedded controllers),
healthcare wearables (activity recognition and vital-sign analysis under tight energy bud-
gets), agriculture and environmental monitoring (TinyML on solar- or battery-powered
sensors), and consumer electronics (on-device assistants that reduce latency, work
offline, and preserve user privacy).

Adversarial robustness for LLMs is relevant wherever a generative model influences
a decision—in medicine (an adversarial prompt nudging a clinical assistant toward an
incorrect dosage), in law and finance (injected documents in a RAG pipeline causing
fabricated citations), and in cybersecurity (a backdoored open-source LLM approving
insecure patterns under a trigger). The growth of agentic systems and long-context
multimodal models broadens this attack surface. The two areas converge as SLMs such
as Phi-3 Mini [22] and Qwen2.5-VL [23] are deployed at the edge: a model that fits
in 3-6 GB of RAM on a phone or laptop now sits at the intersection of both research
questions.

1.8 Thesis Organization

Chapter 2 presents the literature review covering edge Al optimisation, model compres-
sion, hallucination characterisation, prompt injection, RAG security, and adversarial
attack techniques. Chapter 3 presents the first proposed work, the Edge Al survey, sup-
plemented by a focused experimental validation of the quantization trade-off. Chapter 4
presents the second proposed work, the adversarial hallucination survey. Chapter 5
provides a unified analysis of the two contgbutions, identifies cross-cutting research
gaps, and discusses combined implications. Chapter 6 concludes the thesis and outlines
future research directions.




CHAPTER 2

LITERATURE REVIEW

2.1 Introduction

This chapter reviews the literature underpinning the two contributions of this thesis:
foundations and progression of Edge Al from the efficiency-oriented CNN architectures
of 2016-2019 to the small language model era of 2024-2025; and foundations of LLMs,
characterisation of hallucinations, and adversarial attacks that intentionally induce
hallucinations through prompting, retrieval poisoning, and fine-tuning. The two streams
are linked through research gaps motivating both contributions. To minimise duplication,
this chapter restricts itself to positioning prior work and identifying gaps; detailed
treatment of architectures, compression techniques, threat models, and comparative
analysis appears in Chapters 3 and 4.

2.2 Edge Computing Hierarchy and Foundations

The computing continuum relevant to Edge Al has three tiers [4][24]: the cloud tier
(data centres, hundreds of GB of GPU memory, tens of ms to seconds of latency);
the edge server tier (base stations and gateways, tens to hundreds of GB of RAM);
and the device/client tier (smartphones, single-board computers, loT devices, and
microcontrollers with GB to sub-MB memory and mW-W power budgets). TinyML
and on-device Al focus on the device tier; the mismatch between standard architectures
(ResNet-50 at ~100 MB [6]) and Cortex-M MCU SRAM capacity (hundreds of KB to a
few MB) motivates the architectural-etficiency and post-training compression literature.

2.3 Lightweight CNNs, Edge Detection, TinyML and SLMs

The lineage of efficient CNNs runs from MobileNetV 1’s depthwise separable convolu-
tions [25] through MobileNetV2's inverted residuals [26], MobileNetV3’s NAS-driven
design [27], EfficientNet’s compound scaling [28][29], SqueezeNet’s fire modules [30],
and ShuffleNetV2’s channel-shuffle design [31]; quantitative comparisons are deferred
to §3.5. Object detection on resource-constrained hardware combines a lightweight
backbone with a single-stage detector head: SSD-MobileNet runs at 30-50 ms per frame
on RPi 4 [15]; YOLOvS [32] represents the current state of the art (YOLOv8-Nano:
37.3 mAP on COCO at 3.2M parameters, 1.9 ms GPU). TinyML targets devices using




<1 mW and 32-512 KB of SRAM; Lin et al. [6] identified peak activation memory
as the binding constraint and proposed MCUNet (NAS + TinyEngine, 70.7% top-1 on
ImageNet under a 1 MB budget). TinyBERT [33] compresses BERT 7.5 x via two-stage
distillation retaining 96.8% of GLUE; DistilBERT [34] achieves a similar trade-off
in one stage; DeepConv-LSTM [35] reaches 98.24% on UCI-HAR, shrinking from
513 KB to 136 KB on an Arduino Nano 33 BLE Sense. Since 2023, sub-10B SLMs
have become viable for the edge: LLaMA 3.1-8B [36] reaches 66.7% MMLU at 4 GB
under INT4; Phi-3 Mini [22] reaches 68.8% MMLU at 34 GB; Qwen2.5-VL-7B [23]
extends to multimodal (71.2% MMLU, 82.3% VQAv2); GLM-4-9B [37] delivers 71.8%
HumanEval; federated adaptation is studied in [14].

2.4 Foundations of Model Compression

Four techniques dominate the compression literature relevant to edge deployment:
quantization [1], pruning [2], knowledge distillation [3][22], and Mixture-of-Experts
routing [24]. Formal definitions and quantitative trade-offs are in §3.3. A key observa-
tion revisited in Chapter 5 is that aggressive quantization and pruning reduce robustness
to adversarial perturbations [1][2]—a finding that motivates the unified analysis in this
thesis.

2.5 LLM Architecture, Alignment, and Hallucination

The modern LLM staa is built on the Transformer [38] and follows a three-stage
pipeline: unsupervised pre-training, supervised fine-tuning, and alignment via RLHF [7].
Constitugipnal Al [8] replaces part of the human-feedback loop with rule-based self-
critique. Closed-source models (GPT-4 |3W€:mjni 1.5 Pro [20], Claude 3 Opus [40])
follow proprietary variants of this pipeline; open-source models (LLaMA 2 [41], Mistral
7B [42], Falcon [43]) are released as base or RLHF-tuned chat variants.

Jietal. [9] classify hallucinations as intrinsic (output inconsistent with input/context)
or extrinsic (output introducing information not present in input). Three benchmarks
dominate evaluation: TruthfulQA [16] (817 adversarially-designed questions; GPT-
3 reaches 58% against a 94% human baseline); HaluEval [17] (35,000 examples;
ChatGPT hallucinates at 19.5% baseline); FActScore [18] (atomic-fact verification
against a reference). None evaluates models under an active adversary.

2.6 Adversarial Attack Techniques against LLMs

The adversarial attack literature on LLMs spans direct prompt injection [ 10], broader
vulnerability surveys [44], gradient-based white-box attacks such as GCG [11], indirect
prompt injection via retrieved documents [12], chain-of-thought manipulation [45][46],
retrieval-augmented generation attacks [19][47], and training-data extraction from
open-weight models [48]. Detailed treatment of each technique, with attacker-access




requirements and reported success rates, is given in §4.6 of Chapter 4. The key posi-
tioningfjoint for this thesis is that these vectors are not equally available to attackers of
open- and closed-source models, a distinction that motivates the access-level taxonomy
developed in Chapter 4.

2.7 Defenses, Open-Source vs. Closed-Source, and Comparative Review

The defensive literature is comparatively underexplored: post-hoc verifiers such as
FActScore [18] are computationally expensive and fail against adversarially fabri-
cated source documents; alignment defences (RLHF [7], Constitutional Al [8]) lower
the baseline hallucination rate but do not protect against active attacks [11]; prompt
sanitisation mitigates only the simplest injection variants; and knowledge-base authenti-
cation and retrieval anomaly detection are emerging but lack systematic evaluation [12].
Open-source models [41][42] expose full weights, enabling gradient-based attacks [11]
and fine-tuning backdoors, while closed-source models [20][39] served via inference
APIs remofgp the gradient surface but leave prompt-engineering and RAG-layer attacks
open [12]. Table 2.1 summarises representative areas of prior work intersecting the two

contributions.
1
Table 2.1: Comparative overview of selected research directions across efficient and trustworthy

AL

Research Direc- Main Idea Strength Limitation

tion

Lightweight CNNs Depthwise/factorized Drastic FLOP Limited accuracy
convolutions for mobile and parameter ceiling vs. large
inference reduction nets

TinyML with Joint search of archi- Fits sub-1 MB Domain-limited;

NAS+engine tecture and runtime for hardware mostly vision

co-design MCU SRAM

Object detection at  Lightweight backbone + Real-time on Lower mAP than

the edge single-stage detector RPi/Jetson/Coral full detectors on

complex scenes
Knowledge distilla- Student imitates teacher Strong accuracy Teacher quality

tion distribution per parameter bounds student

Quantization Reduce precision of 4-8x memory re- Robustness loss

(INT8, INT4) weights/activations duction under attack

Small  language Sub-10B parame- On-device lan-  Still require GBs

models ter LLMs for edge guage understand- of RAM
GPUs/laptops ing

MOoE routing Sparse activation over Latency-constant Routing  over-
expert sub-networks scaling head and load

balance




Research Direc-
tion

Main Idea

Strength

Limitation

Hallucination
benchmarks

GCG / gradient at-
tacks

Indirect prompt in-
jection (RAG)

RLHF & Constitu-
tional Al

Measure passive factual
reliability
Weight-level adversarial

suffix search

Inject instructions
through retrieved
documents

Align outputs to human
or rule preferences

Standardized com-
parison

High ASR on open-
source LLMs
Equally effective
on closed-source

LLMs
Reduce baseline
hallucination

Not adversarial

Requires white-

box access
Hard to filter
without  losing

utility
Not robust under
active attack

2.8 Research Gaps and Summary

The reviewed literature reveals several gaps motivating the two contributions: (i) no
single architecture or compression technique satisfies the full spectrum of edge sce-
narios; (ii) NAS objectives targeting peak activation memory rather than FLOPs are
missing [6]; (iii) portability of quantized models across heterogeneous edge backends is
brittle; (iv) energy-per-inference benchmarks across hardware tiers are not standardised;
(v) no widely-used benchmark evaluates LLMs under adversarial hallucination condi-
tions [16][17][18]; (vi) RAG security remains underexplored [12]; (vii) long-context
and multimodal attack surfaces are largely uncharacterised; and (viii) most importantly,
compressed and quantized models—the models deployed at the edge—are less robust
to adversarial attacks than nll-precision models [1][2], an intersection neither pillar
fully addresses on its own. The next chapter presents the first proposed work in detail.




CHAPTER 3

PROPOSED WORK PART I: EDGE A1 MODELS,
OPTIMIZATION TECHNIQUES, AND DEPLOYMENT
STRATEGIES

3.1 Chapter Introduction and Motivation

This chapter presents a comparative survey of Edge Al models, optimisation techniques,
and deployment strategies covering 2015-2025. Cloud-only deployment is unacceptable
in latency- or privacy-critical applications such as autonomous driving, medical monitor-
ing, and industrial fault detection [4][5]; Edge Al moves computation closer to the data
source, spanning microcontrollers with kilobytes of RAM through smartphones with
gigabytes to edge servers with tens of gigabytes. The chapter is organised around four
model families, four compression techniques, a comparison of twelve representative
models, the trade-offs that emerge, and a focused experimental validation of the INT8
quantization trade-off (§3.9).

3.2 System Overview: Edge Al Taxonomy

Figure 3.1 shows the taxonomy of model families, organised by architecture type and
target hardware tier. Four families are identified: lightweight CNNs, object detection
networks, small language models, and TinyML / MCU models, with power budgets
spanning <1 mW for microcontrollers to tens of watts for edge servers.

3.3 Foundations of Model Compression

Three principal compression techniques and one sparse-activation routing strategy
bridge the gap between full-precision deep networks and edge hardware. A standard
ResNet-50 requires ~100 MB, exceeding Cortex-M SRAM (256 KB-2 MB) by two to
three orders of magnitude [6].

3.3.1 Quantization

Quantization reduces precision from FP32 to INT8 or INT4, producing 4-8 x smaller
models with little accuracy loss [1]. For a real-valued weight w, INT8 quantization




Fig. 1. Taxonomy of Edge Al Mods! Families by Architecture and Target Hardware Tier
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Figure 3.1: Taxonomy of Edge Al model families covered in this survey, organised by architec-
ture type and target hardware tier.

with scale s and zero point z is g(w) = round(w/s) + z, with g(w) € {—128,...,127};
INT4 maps weights into 16 discrete levels. Aggressive precision reduction also reduces
robustness to adversarial perturbations—an issue revisited in Chapter 5.

332 Pruning

Pruning removes near-zero connections, yielding 20-40% smaller models retaining
over 95% accuracy [2]. Structured pruning (channels, filters, layers) is preferred
for edge deployment because it yields actual computational savings on dense matrix-
multiplication hardware.

3.3 Knowledge Distillation

Knowledge distillation [3] trains a smaller sfudent to mimic the output distribution of a
larger teacher. The distillation loss combines cross-entropy with a soft-target term:

ko = (1- @) CE(y. ps) + «TKL(p | i) 3.1

where pg and p7 are student and teacher distributions, T is the distillation temperature,
and @ balances the terms. Phi-3 Mini [22] uses this approach with a curated “textbook
quality” dataset.

3.3.4 Mixture of Experts (MoE)

MOokE is a sparse-activation routing strategy [24] in which a gating function routes each
token to a small subset of expert sub-networks: y = ¥jcopK(g(x)) £i(¥) - Ei(x). Only the




top-K experts are active, allowing latency to remain roughly constant as total parameters
grow—valuable for edge-GPU deployment of LLMs.

3.4 Literature Search Methodology

Literature was collected from IEEE Xplore, arXiv, the ACM Digital Library, Springer,
and Google Scholar (terms such as “Edge AI”, “TinyML”, “on-device inference”,
“lightweight neural network”, “model compression”, “small language model deploy-
ment”’; window January 2015-March 2025). From an initial pool of over 180 candidates,
27 primary articles meeting three criteria—edge-deployment focus, reputable venue,
and quantitative results on a standard benchmark—formed the basis of this contribu-
tion. Inclusion criteria: studies addressing edge-hardware deployment (MCU, mobile,
edge GPU, or edge server), peer-reviewed or highly-cited preprints, and quantitative
results on at least one standard benchmark (ImageNet, COCO, GLUE, MMLU, Hu-
manEval, VQAv2, UCI-HAR). Exclusion criteria: cloud-only focus, nogfantitative
result, or duplication of earlier included work. The selection workflow is summarised
in Figure 3.2.

Literature search and screening flow (Edge Al survey)

Full-text article
eligibility

Studies included in qualitative
synthesis: 7

Figure 3.2: PRISMA-style flow diagram for the Edge Al literature search.

3.5 Lightweight CNN Architectures

Howard et al. [25] introduced depthwise separable convolutions in MobileNetV1,
factorising a convolution of cost D - M- N - D% into a depthwise step of cost D - M- D%
and a pointwise step of cost M- N -D}, giving a reduction of 1/N + l/D%, or 8-9x
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for Dy = 3. MobileNetV2 [26] added inverted residuals; MobileNetV3 [27] combined
NAS with hard-swish, reaching 67.4% top-1 (MobileNetV3-Small) on lmagc[‘mwith
2.5M parameters. Tan and Le [28] introduced compound scaling—jointly scaling
depth d = a?, width w = B?, and resolution » = ¥¥ subject to af’y® ~ 2—with
EfficientNetV2-S reaching 83.9% top-1 at 84 MB [29]. SqueezeNet [30] introduced fire
modules (squeeze of 1 x 1 filters then mixed 1 x 1/3 x 3 expand), reaching AlexNet-
level accuracy at ~0.7 MB (50 reduction). ShuffleNetV2 [31] introduced channel
split and channel shuffle, ranking among the fastest models at any given accuracy on
mobile CPUs.

3.6 Object Detection, TinyML, and Small Language Models

For object detection, SSD with a MobileNet backbone enables real-time detection on
Raspberry Pi (30-50 ms per frame on RPi 4) [15]; YOLOVS [32] extends the YOLO
family with an anchor-free head, C2f backbone, and SiLU activations, with YOLOv8-
Nano reaching 37.3 mAP on Cf°O at 3.2M parameters and 1.9 ms GPU latency.
CPU-only devices benefit from accelerators such as the Intel Neural Compute Stick
and Google Coral Edge TPU. For TinyML, MCUNet [6] co-designs NAS with the
TinyEngine inference runtime, reaching 70.7% top-1 on ImageNet under a | MB SRAM
budget—a 12 reduction relative to MobileNetV2, with peak activation memory (not
parameter count) as the binding constraint. For edge NLP, TinyBERT [33] compresses
BERT 7.5 smaller and 9.4 x faster via two-stage distillation retaining 96.8% of
GLUE; DistilBERT [34] achieves a similar trade-off in one stage. For HAR, DeepConv-
LSTM [35] reaches 98.24% on UCI-HAR with F1 of 98.23% on an Arduino Nano 33
BLE Sense; full-integer quantization shrinks the model from 513 KB to 136 KB.

For small language models, sub-10B models have become viable at the edge since
2023. LLaMA 3.1-8B [36] reaches 66.7% MMLU and 62.0% HumanEval at 4 GB
under INT4. Phi-3 Mini [22] (3.8B) is trained via “textbook quality” data curation and
distillation from GPT-4, reaching 68.8% MMLU and 58.1% HumanEval at 3-4 GB—
the strongest model in its parameter class. Qwen2.5-VL-7B [23] extends to multimodal
input (71.2% MMLU, 82.3% VQAv2). GLM-4-9B [37] achieves 71.8% HumanEval
with function-calling support. Jiang et al. [14] study personalised wireless federated
learning for SLMs.

3.7 Comparative Analysis: Twelve Representative Models

Table 3.1 compares twelve representative Edge Al models. Performance metrics are
from the primary studies cited at the quantization level in each row.
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Table 3.1: Comparative analysis of Edge AT models. Performance metrics are reported on the
benchmark column appropriate to each model family and are not directly comparable across rows
from different families (ImageNet top-1, COCO mAP, GLUE retention, and language-model
benchmarks measure different things). The table is intended for within-family and cross-family
deployment-tier comparison. Min RAM 1s the deployment memory at the indicated quantization
level. T denotes INT4 deployment requirement, & denotes FP16 deployment requirement.

Model Year Params Dataset Ace./mAP Min Quant. Target HW Notes
RAM
21
MobileNetV3-S [27] 2019 2.5M  ImageNet 67.4% 1.5 MB FP32  MCU/Mobile Lightweight;
fast CPU
SqueezeNet [30] 2016 1.2M ImageNet 57.5% 0.7 MB FP32  Embedded 50x smaller
than AlexNet
EfficientNetV2- 2021 21M ImageNet 83.9% 84 MB FP32  Mobile GPU Compound
S[28) scaling
ShuffleNetV2 [31] 2018 23M ImageNet 69.4% SMB FP32  Mobile CPU Low memory
access
YOLOvS-Nano [15][ 2023  32M  COCO 37.3 mAP 8§ MB FP32  Jetson /RPi Anchor-free
32]
SSD- 2017 6.8M  COCO 19.0 mAP 20MB INT8 RPi/MCU Energy-
MobileNetV1 [15] efficient
MCUNet [6] 2021 0™ ImageNet 70.7% 1 MB INT8 Cortex-M NAS + engine
co-design
TinyBERT [33] 2020 145M  GLUE 96.8% of 60 MB FP32  Mobile 7.5% smaller
BERT than BERT
DeepConv- 2024 0.13M  UCIHAR 98.24% 0.5 MB INT8  Arduino Nano  Temporal +
PRTM [35] spatial
LLaMA 3.1-8B [36] 2024 8B MMLU / 66.7% [62.0% 4 GB' INT4  Edge server Open-source
HumanEval
Phi-3 Mini [22] 2024 38B MMLU / 68.8% /58.1% 3GBY INT4 Laptop/Phone Best acc./param
HumanEval <4B
Qwen2 5-VL-TB [23] 2024 7B MMLU / 71.2% /823% 6 GBY FP16  Edge GPU Multimodal
VQAV2

3.8 Accuracy vs. Model Size Trade-off and Discussion

27
Figure 3.3 shows the trade-off between ImageNet top-1 accuracy and model size (MB,
log scale): SqueezeNet dominates the size-efficient corner at 57.5%, EfficientNetV2-S
reaches 83.9% at 84 MB, and MCUNet sits above the conventional-CNN trend line at
70.7% under a 1 MB constraint via hardware-aware co-design.

Traditional CNNs vs. transformer-based SLMs: the families are operationally
complementary—MCUNet operates inside a | MB budget while Phi-3 Mini requires
at least 3 GB, roughly three orders of magnitude apart [6](22]. Inference speed vs.
accuracy in object detection: SSD-MobileNetV1 is most energy-efficient on CPU
but limited to 19.0 mAP on COCO; YOLOv8-Nano reaches 37.3 mAP at 1.9 ms on
GPU, suitable for autonomous-vehicle and surveillance applications, with accelerators
such as Intel NCS and Google Coral Edge TPU helpful on CPU-only devices [15].
SLM benchmark comparison: Qwen2.5-VL-7B has the highest MMLU (71.2%) and
the only native multimodal support; GLM-4-9B leads in coding (71.8% HumanEval);




Fig. 2. Accuracy vs. Madel Size for Edge Vision Models
MCUNet achieves strang accuracy within a 1 MB RAM constraint
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Figure 3.3: Accuracy vs. model size for edge vision models. MCUNet achieves strong
accuracy within a | MB RAM constraint via hardware-aware co-design, outperforming same-
size conventional CNNs.

Phi-3 Mini has the lowest memory requirement (3 GB at INT4). Scalability via MoE:
MoE-based SLMs scale better than dense SLMs because only a subset of experts is
active per token, so latency stays roughly constant as total parameter count grows [24],
whereas dense CNNs scale linearly with depth or width.

3.9 Experimental Validation: Quantization Trade-off

The literature reviewed in §3.3 and the comparative analysis in Table 3.1 cite published
claims that INT8 quantization yields roughly 4x size compression with under 1%
accuracy degradation [1]. This section reports a focused reproduction study on Mo-
bileNetV2 [26] evaluated under three TFLite deployment regimes on the same trained
checkpoint.

3.9.1 Experimental Setup

The pretrained MobileNetV2 (width multiplier & = 1.0, 224 x 224 input, ImageNet-
1000 weights, 3.54M parameters) is converted to TFLite in three quantization regimes:
(a) FP32—32-bit floating-point baseline; (b) INT8 dynam'grange—wcights quantized
to INT8 offline, activations dequantized at runtime; and (c) INTS8 full-integer—weights
and activations quantized to INT8 using a 200-sample calibration set, the deployment
target for microcontroller-class NPUs and DSPs. Top-1 classification accuracy is evalu-
ated on the Imagenette validation split (3,925 images ggross 10 ImageNet classes), using
the standard imagenette-to-ImageNet label mapping. Inference latency is measured on a
single CPU thread (Google Colab x86, no GPU) over 100 runs after a 20-run warm-up,
simulating a general-purpose edge CPU without dedicated INTS8 acceleration. Model
sizes are reported as on-disk TFLite file sizes.




39.2 Results

Table 3.2 reports the measured size, latency, and accuracy for each regime, together with
compression ratio, latency speed-up, and accuracy drop relative to the FP32 baseline.
Figure 3.4 plots the size-versus-accuracy trade-off on a log-scaled axis.

Table 3.2: Experimental quantization trade-off for MobileNetV2 on the Imagenette validation
set. Latency: single-thread CPU, mean of 100 runs.

Variant Size Compr. Latency Speed-up Top-1 AAcc.
(MB) ratio (ms) (%) (pp)
FP32 (baseline) 13.98 1.00x 1241 1.00x  83.97

INT8 dynamicrange 3.80 3.68x 2343 0.53x  83.06 —0.91
INTS full-integer 4.01 349x 2453 0.51x 8270 —1.27

MobileNetV2: Quantization Trade-off (Size vs Accuracy)
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Figure 3.4: Empirical quantization trade-off for MobileNetV2 on Imagenette. INT8 quantization
reduces on-disk size by approximately 3.5 x with an accuracy degradation of only 0.91-1.27
percentage points relative to the FP32 baseline.

3.9.3 Discussion

The experimental results align closely with the published claim of approximately 4 x
compression at < 1% accuracy loss for lNTSantization [1]. The full-integer variant—
the target for true edge-NPU deployment—compresses the model from 13.98 MB to
4.01 MB (3.49x smaller) while retaining 98.5% of the baseline accuracy (82.70%
vs. 83.97%, a drop of 1.27 pp). This empirically validates the size and accuracy
components of the quantization claim and supports the deployment scenarios catalogued
in Table 3.1.

Three observations stand out. (i) Size compression is essentially insensitive to the
INTS variant choice: the dynamic-range (3.80 MB) and full-integer (4.01 MB) variants




differ by under 6% because most of MobileNetV2’s parameter mass is in depthwise-
separable convolution weights, captured in both variants. (ii) Compression does not
automatically imply lower latency on general-purpose CPU: both INT8 variants
are slower than the FP32 baseline on Colab x86—dynamic-range at 0.53x throughput
(23.43 ms vs. 12.41 ms) and full-integer at 0.51 x (24.53 ms). On x86 CPUs without
dedicated INT8 SIMD (AVX-512 VNNI), TFLite's INT8 kernels do not outperform its
highly-optimised FP32 XNNPACK kernels because the INT8 kernels were principally
tuned for ARM Cortex-M and Cortex-A devices [6]. The size benefit of quantization
is hardware-independent; the latency benefit is not. (iii) The latency picture inverts
on dedicated edge hardware: ARM CMSIS-NN on Cortex-M, Hexagon HVX on
Qualcomm DSPs, and the Coral Edge TPU consistently show 4-10x INT8 speed-ups
because they execute INT8 multiply-accumulate natively. The CPU result reported
here is therefore not a refutation of the quantization latency claim but rather empirical
demonstration of why hardware-algorithm co-design is essential: deploying a quantized
model on the wrong hardware delivers all of the accuracy cost and none of the latency
benefit.

This experiment reports baseline behaviour under benign inputs only. The robustness
of the INT8 variant under adversarial inputs—the central question of the second
contribution of this thesis—is the principal cross-cutting research gap identified in
Chapter 5, where compressed and quantized models are flagged as the very models
deployed at the edge yet the least-studied under active adversaries.

3.10 Challenges, Research Gaps and Future Directions

The principal TinyML bottleneck is peak activation memory rather than parameter
count [6], yet most NAS methods optimise for FLOPs and produce networks not deploy-
able on MCUs. Quantized models port fragily across TensorFlow Lite, Core ML, and
ONNX Runtime [13]; on-device training is hard—sparse continual learning [49] and
split learning offer partial solutions and federated learning faces communication and
non-IID problems [14]. Most edge Al is unimodal; multimodal and agentic frameworks
at sub-1 W remain emerging [50], and energy-per-inference is rarely reported in stan-
dardised form [15][51]. Edge deployment also carries security and privacy concerns:
quantized and pruned models are less robust to adversarial attacks [1](2]; on-device
inference exposes the model to extraction and side-channel attacks; federated learning
is subject to data-poisoning and Byzantine attacks [14]; and enclave execution adds
overhead difficult to absorb on power-constrained devices [ 13]—threads that connect
to Chapter 5. Future directions include extending hardware-algorithm co-design from
CNN s to transformer-based SLMs [6]; extreme quantization (INT2, binary nets) and
structural sparsity [1][2]; on-device adaptation via LoRA-style adapters in federated
settings [14]; neuromorphic and in-memory computing on the 2027-2030 horizon; and
a standardised tiered benchmark measuring accuracy, latency, energy, and peak memory
across hardware classes [15][51].




3.11 Chapter Summary

This chapter surveyed Edge Al models, optimisation techniques, and deployment
strategies—the edge computing hierarchy, four model families, four compression and
routing techniques, and twelve representative models compared on a Pareto-frontier
accuracy-vs-size plot. The survey was supplemented by a focused experimental study
(§3.9) measuring size, latency, and accuracy of MobileNetV2 under three TFLite
quantization regimes, empirically confirming the size-and-accuracy components of
the published quantization claim and demonstrating that the latency component is
hardware-dependent.




CHAPTER 4

PROPOSED WORK PART II: ADVERSARIAL
HALLUCINATION ATTACKS ON LARGE LANGUAGE
MODELS

4.1 Chapter Introduction and Motivation

This chapter presents the second contribution: a systematic survey of adversarial
hallucination attacks against LLMs, with explicit comparison of open- and closed-
source models. As LLMs have moved from research artefacts to deployed systems
in medicine, law, cybersecurity, and consumer assistance [20][39][41], hallucination—
plausible-sounding but unsupported content [9]—has shifted from a reliability issue
to a security one, as it can be deliberately induced by an adversary [10][11][12]. The
chapter develops a taxonomy organised around attacker access (white-box, black-box,
RAG-layer), reviews benchmarks, surveys d@ences, and compares six representative
models (LLaMA 2, Mistral 7B, Falcon 40B, GPT-4, Gemini 1.5 Pro, Claude 3 Opus).
The open vs. closed-source distinction is central: open weights enable gradient-based
attacks and fine-tuning backdoors; closed-source APIs leave prompt-engineering and
RAG-layer attacks fully open.

4.2 Background: LLM Architecture and Hallucination Taxonomy

@llodern LLMs follow the Transformer [38] with a three-stage pipeline: unsupervised
pre-training, supervised fine-tuning (SFT), and alignment via RLHF [7]; Constitutional
Al [8] replaces part of the human-feedback loop with rule-based self-critique. Alignment
is what makes chat models follow instructions, refuse unsafe requests, and remain factual
in benign conditions—and what an adversary attempts to bypass. Following Ji et al. [9],
hallucinations fall into three categories: intrinsic (output does not align with input or
in-context document), extrinsic (output introduces false statements not supported by
the input), and adversarial (intentional induction of either through attacker-controlled
inputs)—the focus of this contribution.




4.3 Threat Model

The threat model has three axes, illustrated in Figure 4.1. Access level: white-box
(weights, gradients, architecture; open-source only); grey-box (partial access, e.g.,
transfer from a similar open-source model); black-box (query API only; either class).
Attack goal: targeted (specific false content) vs. untargeted (degrade overall reliabil-
ity). Attack vector: prompt engineering, RAG knowledge-base poisoning (direct and
indirect injection), fine-tuning-based backdoors, and chain-of-thought hijacking. Open
weights for LLaMA 2 [41], Mistral 7B [42], and Falcon [43] enfjle gradient-based ad-
versarial prompt search [11] and fine-tuning backdoor injection. Closed-source models
(GPT-4 [39], Gemini 1.5 Pro [20], Claude 3 Opus [40]) expose only an inference API,
removing the gradient surface but leaving prompt-engineering and RAG-layer attacks
open [12]. Black-box access is necessary but not sufficient for adversarial robustness.

Threat model: three axes attacks

Access Level Attack Goal Attack Vector

Black-box
quecy AP enly

Figure 4.1: Threat model: an adversarial hallucination attack is characterised by the tuple
(access level, attack goal, attack vector). White-box attacks require open weights; RAG-layer
attacks apply to both open- and closed-source classes.

4.4 System Overview: Adversarial Hallucination Attack Taxonomy
Figure 4.2 shows the taxonomy. Attacks are grouped by attacker access: white-box

(red) apply only to open-source models; black-box (green) and RAG-layer (purple)
apply to both classes.

4.5 Literature Search Methodology

Following Kitchenham—Charters guidelines [52], databases queried were IEEE Xplore,
ACM Digital Library, arXiv (cs.CL, ¢s.CR, cs.Al), Semantic Scholar, and Google
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Ad ial Hallucination Attacks

GCG / Gradient Attack

White-Box [Zou et al., 2023]
Open-Source only Fine-Tuning Backdoor

weight poisoning

Factual Corruption

false- prompts

Black-Box CoT Hijacking
Both model types [shi et al. 2023]

Authority Persona Attack

role-play induction

KB Poisoning
RAG-Layer [Mailen et al., 2023]
Both model types Indirect Prompt Injection
[Greshake et al., 2023]

I White-Box (open-source only)
[ Black-Box (both types)
[J RAG-Layer (both types)

Figure 4.2: Adversarial hallucination attack taxonomy. “White-box” (red) attacks demand
access to the weights and apply only to open-source models. Black-box (green) and RAG-layer
(purple) attacks impact both classes equally.

34
Scholar. The base query was (“LLM"” OR “large language model”) g\lD
(“hallucination” OR “adversarial attack” OR “prompt injection”)
AND (“security” OR “vulnerability” OR “robustness”).Inclusion
criteria: publication window January 2017-March 2025; peer-reviewed venue or
highly-cited arXiv preprint (citations > 50); direct evaluation of an adversarial attack
or hallucination phenomenon on a text-based LLM; reproducible methodology with
sufficient detail to assess attack-success rates. Exclusion criteria: surveys-of-surveys
without primary contribution; non-text modalities only; qualitative observations without
quantitative metrics; duplicate/superseded preprints. The search yielded 312 candidates:
67 were reviewed in detail, 22 met the inclusion criteria, and 18 were highly relevant.
The selection workflow is in Figure 4.3.
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Literature search and screening flow (Adversarial Hallucination survey)

ecords identified through databas
search: i 2

Records screened by title/abstract]
n =312

Full-text articles assessed for
eligibility: n = 67

Studies included i

Figure 4.3: PRISMA-style flow diagram for the adversarial hallucination literature search.

4.6 Hallucination Benchmarks, Attack Techniques and Defenses

Jietal. [9] classify hallucinations by origin (training data, architecture, decoding) but
do not address adversarial induction; Weidinger et al. [21] adopt a socio-centric view
of misinformation risk. HaluEval [17] provides 35,000 QA/dialogue/summarisation
examples (ChatGPT hallucinates at 19.5% baseline); FActScore [18] verifies atomic
facts but presumes a benign reference; TruthfulQA [16] contains 817 adversarial ques-
tions (GPT-3 at 58% vs. 94% human baseline) but measures imitation of common
misconceptions, not active truth manipulation; Carlini et al. [48] show GPT-2 reveals
verbatim training data, an additional exfiltration surface.

Attack techniques. Prompt injection [10][44]: natural-language instructions over-
ride system instructions and safety constraints. Gradient-based white-box (GCG) [11]:
gradient-guided token substitution on open-source models constructs adversarial suf-
fixes (success >80% on open-source, 20—-40% transfer to closed-source); applicability
to inducing factual hallucinations remains open. Indirect prompt injection [12]: adver-
sarial instructions placed inside RAG-retrieved documents succeed against both classes
because retrieval is decoupled from alignment. Chain-of-thought hijacking [45][46]:
LLMs are highly susceptible to distractions in reasoning chains, letting an attacker
manipulate the start and influence the final answer. RAG knowledge-base poison-
ing [19][47): LLMs cannot reliably distinguish valid from false retrieved context,
enabling targeted hallucinations when the adversary controls the knowledge base.
Fine-tuning backdoor: weight-level fine-tuning inserts a backdoor trigger producing
attacker-controlled outputs; combined with public release on model hubs, this is a
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supply-chain risk.

Defense literature. Post-hoc verifiers such as FActScore [ 18] identify hallucinated
outputs but fail against adversarially generated source documents and are computation-
ally expensive. Alignment methods (RLHF [7], Constitutional Al [8]) lower baseline
hallucination rates but provide no protection under active attack [11]. Prompt sanitisers
filter the most obvious injection variants [10] but do not generalise. Knowledge-base
authentication and retrieval anomaly detection are proposed but lack systematic eval-
uation [12]. The absence of a unified, evaluated defence framework is the principal

gap.
4.7 Comparative Analysis: Six Representative Models

4.7.1 Model Overview and Configuration

Table 4.1 compares the six models, drawn from the open-source ecosystem (LLaMA

41], Mistral 7B [42], Falcon 40B [43]) and the closed-source commercial landscape
(GPT-4 [39], Gemini 1.5 Pro [20], Claude 3 Opus [40]). Truthful QA scores for open-
source models are from the Open LLM Leaderboard [53]; the GPT-4 score is from the
GPT-4 Technical Report [39]. Alignment level is a qualitative assessment based on each
model’s public technical report.

Table 4.1: Comparative analysis of LLMs under adversarial hallucination study. "Parameter
count not publicly disclosed. *GPT-4 base-model score; RLHF post-training yields substantially
higher scores per the same report. “These models post-date the original Truthful QA benchmark;
cross-benchmark comparison would be misleading.

Model Year Type Params Eval Dataset Truthful-QA  Align.  Advantages / Limits

LLaMA 2023 Open 70B Truthful QA, 57.4% [53] Medium  Full weights; RLHF; large

2-70B [41] HaluEval [53] community. Vulnerable to FT
backdoors.

Mistral 7B [42] 2023 Open 7B Truthful QA [53]  42.2% [53] Low Efficient; sliding-window
attention. Minimal alignment.

Falcon 40B [43] 2023  Open 40B Truthful QA [53]  45.1% [53] None  Multilingual; permissive
license. No RLHF hardening.

=4 [39] 2023 Closed F Truthful QA [16] 59.0%F [39] High Best alignment; moderation

APL. Opague: CoT hijacking
risk.

Gemini 1.5 2024 Closed ' MMLU, N/A' High IM-token context; multimodal.

Pro [20] HaluEval [20] Long context widens attack
surface.

Claude 3 2024 Closed F Internal N/A® High  Constitutional AT; persona

Opus [40] evals [40] resistance. RAG injection risk.

4.7.2  Attack Surface Comparison

Table 4.2 summarises the attack surface between open- and closed-source models.
Open-source models are exposed to white-box, grey-box, and black-box attacks. Closed-
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source models are exposed primarily to black-box and RAG-layer attacks.

To make the assessment reproducible rather than purely qualitative, each row in
Table 4.2 is graded against the following rubric, derived from attack-success rates
(ASR) reported in the cited primary studies: High (H)—attack succeeds at ASR > 70%
(or its prerequisite, e.g., weight access, is trivially available); Medium (M)—attack
succeeds at 30% < ASR < 70%, or at high rates only under specific configurations;
Low (L)—attack succeeds at ASR < 30%, typically reflecting attenuated transfer froma
white-box setting; N/A—the prerequisite (e.g., gradient or weight access) is structurally
absent for that model class. Two caveats apply: ASR thresholds are coarse-grained
with underlying numbers drawn from heterogeneous studies, so the table is intended for
relative comparison; and alignment investment is a confounder for the closed-source
column—a “Medium” rating reflects published evidence that an attack remains effective
in 30-70% of attempts after alignment, not that the attack is intrinsically harder to
construct.

Table 4.2: Attack surface comparison: open-source vs. closed-source LLMs. Risk levels: H=
High, M = Medium, L = Low, N/A = Not Applicable.

Attack Vector Open Closed Reference
Factual corruption H M [10]
CoT hijacking H 5} [46]
RAG injection H H [12]
Fine-tuning backdoor H N/A [11]
Gradient-based (GCG) H L [11]
Authority persona H M [44]
Weight extraction H N/A 48]
Prompt leakage M M [10]

4.7.3 Performance Under Adversarial Pressure and Approaches Compared

On Truthful QA [16], the Open LLM Leaderboard [53] reports: Mistral 7B 42.2%,
Falcon 40B 45.1%, LLaMA 2-70B 57.4%; base GPT-4 reaches NSQB substantially
higher after RLHF [39]. Standardised public TruthfulQA results for Gemini 1.5 Pro
and Claude 3 Opus are not available; readers are referred to the respective reports [20](
40]. For GCG-style suffixes, Zou et al. [11] report alignment bypass on open-source
models is effectively certain, while black-box transfer to closed-source ranges 20—
40%. For RAG injection, Greshake et al. [12] and Mallen et al. [19] demonstrate
both classes achieve high attack success because the retrieval layer is decoupled from
model alignment. Early approaches that aimed for LLM truthfulness through retrieval
augmentation and post-hoc verification [47] achieve markedly higher hallucination
rates than contemporary RLHF and Constitutional Al alignment [7][8]; however, none
are robust to targeted adversarial attacks [11][12]. Securing LLMs against adversarial
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attacks requires a threat-modelled approach beyond the reliability-oriented framing of
conventional alignment, as implied by Weidinger et al. [21].

4.8 Challenges, Discussion, and Future Directions

4.8.1 Challenges and Research Gaps

Four gaps stand out. (i) Absence of adversarial hallucination benchmarks—Truthful QA,
HaluEval, FActScore [16][17][18] measure passive hallucination only. (ii) Security of
RAG pipelines—widely deployed but underexplored in adversarial scenarios [12][47];
promising candidates include knowledge-base authentication, retrieval anomaly de-
tectionald document sandboxing. (iii) Long-context and multimodal attack sur-
faces—Gemini 1.5 Pro’s IM-token context allows an adversarial premise injected early
to influence reasoning across hundreds of thousands of tokens, and vision-language
models face image-text combined attacks only beginning to be characterised. (iv) Trans-
Sferability and evaluation standardisation—a full transferability matrix has not been
constructed and different groups evaluate different models on different benchmarks.

4.8.2 Discussion and Future Directions

Open- and closed-source LLMs are not uniformly comparable on the safety axis: they
differ in which attack surfaces they expose. Open-source models exhibit a strictly larger
attack surface in the white-box dimension because weights are public, enabling gradient-
based attacks [11] and fine-tuning backdoors not available against closed-source models.
In the black-box dimension, alignment-trained closed-source models exhibit moderately
stronger resistance to prompt-engineering and persona attacks owing to investment in
RLHF and Constitutional AL At the RAG layer, however, the two classes are essentially
equivalent [ 12][19]: retrieval is architecturally decoupled from alignment, so stronger
alignment does not propagate to retrieved content. This is the central finding of the
contribution: closed-source release does not buy safety against retrieval-layer attacks.
Current alignment techniques [7][8] were designed for helpfulness and harmlessness in
benign settings, not for active attackers; future alignment research must treat adversarial
truthfulness as a first-class objective. The contribution focuses on text LLMs evaluated
on English-language adversarial cases; multimodal, code-generation, and non-English
settings are out of scope, and LLMs being dynamic, specific vulnerabilities may have
been patched in newer versions.

The most important future activity is an adversarial hallucination benchmark reflect-
ing realistic attacker behaviour across white-box and black-box vectors. Secure RAG
should include document-level cryptographic authentication, semantic anomaly detec-
tion on retrieved fragments, and sandboxing of untrusted sources. Alignment-as-security
should treat adversarial truthfulness as a first-class objective alongside helpfulness and
harmlessness [7][8], with calibrated factual confidence as an intrinsic detector and
automated red-teaming accelerating discovery of new vectors.
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4.9 Chapter Summary

This chapter surveyed adversarial hallucination attacks on LLMs and compared open-
and closed-source models. Three conclusions: (i) open-source models present a wider
attack surface because weights are accessible; (ii) closed-source models, despite stronger
alignment, remain equally vulnerable at the RAG layer; (iii) current hallucination
benchmarks measure passive reliability rather than robustness to active attack.




26

CHAPTER 5

RESULTS ANALYSIS AND DISCUSSION

5.1 Introduction

This chapter integrates the two contributions. Chapter 3 and Chapter 4 describe two
halves of the same deployment story: the engineering required to make models small
enough to run at the edge, and the engineering required to make generative models
trustworthy under active adversaries. The chapter analyses each contribution’s results,
presents a unified interpretation, identifies cross-cutting research gaps, and discusses
practical implications.

5.2 Analysis of the Two Surveys

5.2.1 Edge Al Survey Results

Among lightweight CNNs, the four surveyed models span the size—accuracy Pareto
frontier: EfficientNetV2-S (83.9%, 21M params) leads on accuracy but is not MCU-
deployable; SqueezeNet (57.5%, 1.2M) is smallest but well below modern accuracy;
ShuffleNetV2 (69.4%, 2.3M) has the lowest memory-access cost on CPU; MobileNetV3-
S (67.4%, 2.5M) balances ImageNet accuracy with mobile-CPU deployability. For
object detection, YOLOv8-Nano (37.3 mAP, 3.2M, 1.9 ms GPU) outperforms SSD-
MobileNetV1 (19.0 mAP, 6.8M), though SSD-MobileNetV 1 remains more energy-
efficient on CPU. In TinyML, MCUNet (70.7% at 0.7M params under a | MB SRAM
budget) outperforms MobileNetV3-S despite fewer parameters, validating hardware-
algorithm co-design; TinyBERT and DeepConv-LSTM (136 KB after INT8) show
the same principle in NLP and HAR. Among SLMs, LLaMA 3.1-8B is the strongest
open-source choice for edge servers, Phi-3 Mini is most memory-efficient in its class,
Qwen2.5-VL-7B is the strongest multimodal option, and GLM-4-9B leads in coding
and function-calling. Figure 3.3 makes the trade-offs explicit: MCUNet sits above the
conventional-CNN trend line at the 1 MB tier, and no single architecture is optimal
across scenarios.

5.2.2 Adversarial Robustness Survey Results

Truthful QA scores from the Open LLM Leaderboard [53]—Mlistral 7B (42.2%), Falcon
40B (45.1%), LLaMA 2-70B (57.4%)—show a clear hierarchy among open-source
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models correlating with e and alignment investment. GPT-4 reaches ~59% base
(higher with RLHF [39]); Gemini 1.5 Pro and Claude 3 Opus post-date the benchmark
and report on internal metrics. Figure 5.1 visualises these scores against the 94% human
baseline.

TruthfulQA passive-reliability scores across surveyed LLMs

100 | W Open-source
| = Closca
-=+ Human baseline (94%)

z

g

TruthfulQA aceuracy (%)
&
5

0
Mistral 7B Falcon 40B LLaMA 2.70B

Open-souree scores: Open L Leaderboard [36], G4 bos score: GPT4 Techmicl Repore [40] (RLHE post-raini o rte s higher
i .5 P e Clts 3 Ops AL, 00 coparable tandardiand TYNIGA Score reporied h BTy snrces

Figure 5.1: TruthfulQA scores across the six surveyed LLMs. Three open-source naels (blue)
and one closed-source model (orange) have published scores on this benchmark. Gemini 1.5
Pro and Claude 3 Opus post-date the original benchmark and report on intermnal evaluations;
their scores are reported as N/A here to avoid misleading cross-benchmark comparison.

The attack-surface table shows a sharper asymmetry. Open-source models are
high-risk for every studied vector (factual corruption, CoT hijacking, RAG injection,
fine-tuning backdoor, GCG, authority persona, weight extraction). Closed-source
models are high-risk only for RAG injection, medium for prompt-engineering attacks,
and low for GCG; fine-tuning backdoor and weight extraction do not apply. The
headline result is that RAG injection is high-risk for both classes: closed-source release
does not buy safety against retrieval-layer attacks because retrieval is architecturally
decoupled from alignment [12][19].

5.3 Unified Interpretation of Both Contributions

The two contributions converge in three ways. First, both fields are driven by the same
tension between capability and constraint: edge Al sacrifices capability for compression;
adversarial robustness sacrifices generative freedom for predictable behaviour under
attack. Second, both fields are increasingly dominated by the same small-language-
model family—Phi-3 Mini, LLaMA 3.1-8B, Qwen2.5-VL-7B, and GLM-4-9B appear in
the edge tier of Chapter 3 and are exactly the family Chapter 4 analyses for adversarial
robustness; the access-level taxonomy applies directly to these SLMs. Third, both
fields share a benchmarking problem: energy-per-inference is rarely reported in a
standardised way, and no widely-used benchmark exists for adversarial hallucination.




Table 5.1 summarises the contrast and overlap.
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Table 5.1: Unified comparison of the two thesis contributions.

Aspect

Edge Al Survey (Ch. 3)

Adversarial Hallucination
Survey (Ch. 4)

Primary role
Security focus

Core axis

Main output

Benchmarks

Evaluation type

Main contribution

Efficiency-side survey
Indirect (model compression
robustness)

Hardware tier vs. model size

Twelve-model comparative
table; Pareto plot

ImageNet, COCO, GLUE,
MMLU, HumanEval,
VQAv2

Comparative literature analy-
sis

Unified taxonomy of edge
models and compression

Trust-side survey

Direct (active adversary)
Open-source  vs. closed-
source

Six-model comparative ta-
ble; attack-surface table; ac-
cess taxonomy
TruthfulQA,
FActScore

HaluEval,

Comparative literature analy-
sis

Access-level taxonomy of
hallucination attacks; OS-vs-

CS asymmetry

5.4 Cross-Cutting Research Gaps

Considering the two surveys together exposes research gaps that neither identifies alone.

54.1 Robustness of Compressed and Quantized Models under Attack

Quantization and pruning reduce robustness to adversarial perturbations [1][2], yet the
Edge Al literature treats quantization purely as a compression technique and rarely
measures the security cost, while the hallucination literature evaluates full-precision
models and rarely studies what happens when they are quantized to INT4 for edge
deployment. How compression affects an LLM’s vulnerability to GCG, indirect prompt
injection, and CoT hijacking is essentially open—and operationally important as SLMs
move to edge devices.

To make this gap concrete, Table 5.2 synthesises findings reported across cited
primary studies on how aggressive precision reduction or pruning affects clean-task
accuracy versus adversarial robustness. The pattern is consistent: precision reduction
degrades robustness disproportionately to its effect on clean accuracy, and the gap
widens as bit-width drops. No primary study cited in this thesis re-runs the established
LLM adversarial attacks (GCG, indirect prompt injection, CoT hijacking) on quantized
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variants of the corresponding production model, despite the fact that these are the
variants actually shipped to edge devices.

Table 5.2: Meta-analysis: effect of compression on clean accuracy vs. adversarial robustness,
synthesised from cited primary studies. Rows are drawn from the surveys and primary studies
cited in this thesis; the table itself is the contribution.

Compression Effect on clean Effect on adver- Source synthesis
acecuracy sarial robustness
FP32 — INT8 <1% drop typi- 5-15% drop in [I]
quantization cal worst-case  ASR
resistance
FP32 — INT4 1-3% drop 10-25% drop in [1][22]

quantization

Unstructured prun-
ing (<40%)

Structured pruning
(<30%)

< 1% drop with
retraining

1-3% drop

worst-case ASR re-
sistance

5-10% drop with-
out robust pruning
objective

Similar to unstruc-
tured but with pre-

dictable hardware

speedup
Knowledge  dis- Student inherits Student inherits [3][33]
tillation (large — 95-98% of 70-85% of teacher
small) teacher accuracy adversarial robust-

ness

The implication for this thesis’s framing is direct: every line of Table 3.1 that
lists an INT4 or INT8 deployment configuration is, by extension, also a line whose
adversarial robustness profile differs from that of the full-precision checkpoint on which
the original evaluation was performed. The strongest single recommendation from the
unified analysis is therefore to evaluate adversarial robustness on the quantized variant
actually deployed, not the FP32 reference checkpoint. Figure 5.2 visualises this gap.

5.4.2 Secure RAG, Tiered Benchmarks, On-Device Defenses, and Federated
Robustness

Secure RAG on the edge: RAG is the most-deployed LLM pattern and the most-
vulnerable attack surface for closed-source models [12]; as SLMs move to laptops
and phones, edge-side RAG becomes attractive for privacy and latency, but the inter-
section of edge RAG with adversarial-robust retrieval and cryptographic document
authentication is largely unexplored. Standardised tiered benchmarks: Edge Al needs
a tiered MLPerf analogue measuring accuracy, latency, energy, and peak memory
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Compression amplifies the adversarial-robustness gap
(meta-analysis of cited literature)

NN Clean-accuracy drop (mean)
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finddings cited in the same surveys; #xact magnitudes depend on attack strength and model family

Figure 5.2: Meta-analysis: effect of precision reduction on clean accuracy versus adversarial
robustness, synthesised from [1][2][3]. Adversarial robustness degrades disproportionately to
clean accuracy, and the gap widens as bit-width decreases. The pattern motivates evaluating
adversarial robustness on the actual deployment configuration rather than the FP32 reference.

across hardware classes [15][51]; adversarial hallucination needs a benchmark cov-
ering white-box, black-box, and RAG-layer attacks; a unified suite measuring both
efficiency and robustness on the same checkpoints would let the community track the
joint frontier. On-device adversarial defenses: most LLM defences assume server-side
inference, but on-device deployment cannot afford the same overhead—lightweight
defences such as low-cost retrieval-anomaly classifiers, sandboxed adapter inspection,
and on-device uncertainty quantifiers remain open. Federated adversarial robustness:
federated learning fits edge deployment because it avoids data centralisation but is
subject to data-poisoning and Byzantine attacks [14]; the intersection with edge LLMs
is an open direction.

5.5 Complexity, Security Implications, and Practical Applicability

Compression techniques reduce inference cost predictably: quantization gives 4-8x,
structured pruning gives 1.2-1.4x, MoE keeps active cost constant as total parameters
grow. Attacks span a wide complexity range: GCG [11] requires gradient access at
attack-time cost comparable to a small training run; prompt injection [10] is essentially
free at attack time; indirect prompt injection [12], fine-tuning backdoors, and RAG
poisoning are one-time-setup. The asymmetry between cheap attacks and expensive
defences (RLHF [7] and Constitutional Al [8] are expensive to train; FActScore [ 18] is
expensive per query) is itself a finding of the unified analysis.

The combined thesis carries several practical security implications: (i) defences
assuming passive reliability are insufficient—a model can score well on Truthful QA,
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HaluEval, or FActScore and still be highly vulnerable; (ii) closed-source release is
necessary but not sufficient—organisations choosing GPT-4 or Claude 3 over LLaMA
2 still face RAG-layer and indirect-injection attacks; (iii) alignment alone is not secu-
rity [11][12]; (iv) edge deployment changes the threat model since quantized models
may be less robust and model files may be extractable from a compromised device; (v)
organisations should expect attacks to mix vectors. Treating efficiency and trustwor-
thiness as facets of the same deployment problem reveals research gaps that neither
single-pillar treatment exposes, and the access-level taxonomy of Chapter 4 maps
cleanly onto the hardware-tier taxonomy of Chapter 3 since open-source models are
the same models fine-tuned and shipped to edge devices. The limitation is that the
surveys are literature-based and risk levels qualitative; cross-cutting gaps are described
rather than measured. For practitioners, the thesis suggests an integrated checklist:
choose a model matching the target hardware tier; select an appropriate compression
technique; measure peak activation memory, latency under load, and energy per in-
ference; perform adversarial testing beyond passive benchmarks; treat RAG security
as a first-class concern; and treat open-source checkpoints as part of a supply chain
with provenance verification. In sum, the Edge Al survey establishes that no single
architecture is optimal across hardware tiers; the adversarial hallucination survey estab-
lishes that open-source models present a wider attack surface but closed-source models
remain equally vulnerable at the RAG layer; together they reveal cross-cutting gaps in
compressed-model robustness, edge-side RAG security, tiered benchmarking, on-device
adversarial defences, and federated adversarial robustness.
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CHAPTER 6

CONCLUSION, FUTURE SCOPE AND SOCIAL IMPACT

6.1 Conclusion

This thesis presented a study of efficient and trustworthy Al through two complementary
contributions. The first surveyed Edge Al architectures, compression techniques, and
deployment strategies (2015-2025), analysing lightweight CNNs, real-time detectors,
TinyML systems, and SLMs against quantization, pruning, knowledge distillation, and
MokE routing; twelve representative models were compared. The second surveyed ad-
versarial hallucination attacks against LLMs, introduced a taxonomy by attacker access
(white-box, black-box, RAG-layer), and compared six representative models. The
principal finding was that open-source models present a wider attack surface because
their weights are exposed, while closed-source models remain equally vulnerable to
RAG-layer attacks because retrieval is architecturally decoupled from alignment. To-
gether, modern Al deployment is governed by two simultaneous constraints—capability
must be compressed to fit edge hardware, and capability must be constrained to remain
reliable under attack—and as SLMs move to edge devices the constraints interm,
making the security of compressed and quantized models under active adversaries one
of the most important open research questions in the field.

6.2 Major Findings

The major findings of the thesis are as follows:

1. No single Edge Al architecture is optimal across hardware tiers: MCUNet leads
at the 1 MB MCU tier, YOLOv8-Nano in real-time detection, Phi-3 Mini in
accuracy-per-parameter for sub-4B SLMs, and Qwen2.5-VL-7B in multimodal
capability at the edge-GPU tier.

2. In TinyML, the binding constraint is peak activation memory, not parameter
count; NAS objectives optimising for FLOPs or parameters are insufficient.

3. Quantization, pruning, knowledge distillation, and MoE routing are complemen-
tary, each addressing a different deployment tier.

4. Open-source LLMs present a wider attack surface than closed-source LLMs
because their weights enable gradient-based attacks and fine-tuning backdoors.
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5. Closed-source alignment does not transfer to the RAG layer; indirect prompt

injection and knowledge-base poisoning succeed against both classes.

6. Existing hallucination benchmarks (TruthfulQA, HaluEval, FActScore) measure

passive reliability and understate risk under active attack.

7. Compressed and quantized models—the very models deployed at the edge—are

less robust than their full-precision counterparts; this is the single most important
cross-cutting research gap exposed by the combined thesis.

8. An experimental validation reported in §3.9 confirms the published claim that

6.3

INT8 quantization of MobileNetV2 yields approximately 3.5 size compression
with only 0.91-1.27 percentage points accuracy drop on Imagenette, but also
demonstrates that the latency benefit of quantization is hardware-dependent: on
a general-purpose x86 CPU without dedicated INT8 SIMD support, both INT8
variants ran approximately 2x slower than the FP32 baseline—empirical evidence
for the hardware-algorithm co-design argument.

Research Contributions

The thesis-level contributions are:

+ An academic expansion of the Edge Al survey, including the edge computing hi-
erarchy, four model families, four compression and routing techniques, a compar-
ative table of twelve representative models, the Pareto-frontier accuracy-vs-size
analysis, an explicit PRISMA-style literature-selection workflow, and discus-
sion of open challenges in TinyML, hardware portability, on-device training,
multimodal edge Al, energy benchmarking, and edge security.

An academic expansion of the adversarial hallucination survey, including the
three-axis threat model, the access-level taxonomy, the open- vs. closed-source
attack-surface comparison with an explicit H/M/L risk-grading rubric, a compara-
tive table of six representative LLMs, discussion of defences, and identification
of benchmark gaps.

A unified discussion linking the efficiency- and trust-side surveys and identifying
cross-cutting research gaps—most notably the security of compressed models,
secure edge-side RAG, standardised tiered benchmarking, lightweight on-device
adversarial defences, and federated adversarial robustness—supported by an orig-
inal meta-analysis (Table 5.2, Figure 5.2) synthesising the effect of compression
on adversarial robustness across cited primary studies.

A focused experimental validation (§3.9, Table 3.2, Figure 3.4) reproducing
the FP32 vs. INT8 quantization trade-off for MobileNetV2 across three TFLite
regimes on a single-thread CPU, empirically confirming the size and accuracy
components of the published quantization claim and exposing the hardware-
dependence of the latency component.
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+ A thesis-ready LaTeX structure with eight figures, six tables, equations, and
IEEE-style bibliography.

6.4 Limitations

Apart from the focused quantization experiment in §3.9, the thesis does not include
new adversarial attacks on production LLMs nor additional benchmark runs on ded-
icated edge hardware. The Edge Al survey synthesises metrics from primary studies
rather than re-running benchmarks; the experimental validation is restricted to a single
representative architecture (MobileNetV2) on a single CPU class. The adversarial
hallucination survey reports attack-surface risk levels using an explicit H/M/L rubric
anchored to ASR ranges from cited literature; the underlying numbers are drawn from
heterogeneous studies and should be read as relative ordering rather than absolute risk
quantification. The meta-analysis of compression versus adversarial robustness (Ta-
ble 5.2 and Figure 5.2) is a synthesis of effect sizes reported across the cited literature;
numerical ranges are interpolated from multiple primary studies. No source code for
attacks or material whose purpose would be to enable a real adversary is included.
Both surveys focus on text or vision models in English; code generation, audio, and
non-English contexts are out of scope, as are post-2025 releases. The cross-cutting
gaps in Chapter 5 are described and motivated by the literature; targeted experimental
evaluation of those gaps—particularly the joint evaluation of adversarial robustness on
quantized variants—is identified as future work.

6.5 Future Scope

Efficiency-side directions. Hardware-algorithm co-design should be extended from
CNNs to transformer-based SLMs [6]; extreme quantization (INT2, BNNs) and struc-
tural sparsity remain open [1][2]; on-device adaptation via LoRA-style adapters in
federated settings is a natural direction [14]; neuromorphic and in-memory comput-
ing chips may reshape TinyML on the 2027-2030 horizon; and a standardised tiered
benchmark suite—an MLPerf analogue tiered by device class and including energy-per-
inference—is overdue [15][51].

Trust-side directions. The most important future activity is an adversarial hal-
lucination benchmark covering realistic white-box and black-box attacker behaviour.
Secure RAG architectures should include document-level cryptographic authentication,
semantic anomaly detection, and sandboxing of untrusted sources. Alignment should
evolve into an alignment-as-security paradigm treating adversarial truthfulness as a
first-class training objective [7][8], with calibrated factual confidence and automated
red-teaming integrated into release pipelines.

Cross-cutting directions. The systematic evaluation of compressed and quantized
models under adversarial pressure is the most important cross-cutting direction; edge-
side RAG with adversarial-robust retrieval is a second; a unified benchmark suite
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measuring efficiency and robustness on the same checkpoints would let the community
track the joint frontier; lightweight on-device adversarial defences (retrieval-anomaly
classifiers, sandboxed adapter inspection, on-device uncertainty quantifiers) are an
open problem; and federated adversarial robustness for edge LLMs combines privacy,
efficiency, and security in a way no existing research thread fully addresses.

6.6 Social Impact

The thesis carries direct and indirect implications for society. On the efficiency side,
Edge Al enables computation to move from centralised cloud data centres (with sub-
stantial carbon footprint) to power-efficient edge and microcontroller-class devices,
supporting sustainable computing and reducing the energy cost of Al inference. On-
device inference preserves user privacy by keeping sensitive data (medical wearables,
smart-home audio, surveillance video) on the device rather than transmitting it to remote
servers. TinyML for healthcare wearables, smart agriculture, and environmental sensing
extends Al into communities and contexts where cloud connectivity is unreliable or
absent, contributing to digital inclusion. On the trustworthiggss side, the survey of
adversarial hallucination attacks has direct implications for the safe deployment of
LLMs in high-stakes domains: as LLMs are increasingly used in clinical decision
support, legal research, financial analysis, and education, the demonstration that they
can be deliberately manipulated to produce confident-sounding but false outputs is a
matter of public concern. The access-level taxonomy and the open- vs. closed-source
attack-surface comparison provide a framework that organisations, regulators, and
standards bodies can use when evaluating an LLM for a given deployment context,
and the identification of the RAG layer as an unmitigated attack surface highlights an
immediate priority for industry practice.

6.7 Closing Remarks

Together, the two contributions support a path toward Al systems that are both deploy-
able at the scale and locations where they are needed and dependable enough to be
trusted with consequential decisions. Deployed Al lives or dies by two attributes: it
must fit the hardware it runs on, and it must be trustworthy enough to be relied upon.
Efficiency and trustworthiness are not concerns @jtwo separate research communities
but two faces of one engineering problem, and the future of Al deployment will be
defined by how well the field advances both fronts together.
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