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ABSTRACT 

 
 

The integration of Permanent Magnet Synchronous Generator (PMSG) wind turbine into the 

modern power grid demands strict the Low Voltage Ride Through (LVRT) compliance and 

robust cyber-physical security. Convectional Proportional-Integrator (PI) controllers exhibit 

limited transient response during deep voltage sags. To overcome these limitations, this 

dissertation proposed and implemented an Artificial Neural Network (ANN) based LVRT 

control strategy for Grid Side Converter (GSC). This dissertation also deeply studies the 

impact and analyses the severity of cyber-attacks such as Fault Data Injection (FDI), Denial-

of-Service (DoS), Replay and Control Parameter attacks on the system. 

Simulations in MATLAB/Simulink demonstrated that the data driven ANN controller 

effectively suppressed DC-link overvoltage and dynamically injects reactive power, 

extending the system’s voltage sag tolerance from 20% under conventional control to 40%. 

Finally, the computational feasibility, execution speed and real-world applicability of the 

proposed control architecture were successfully validated using an OPAL-RT real time 

digital simulator. 
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CHAPTER 1 

INTRODUCTION 

 
 

1.1 GENERAL BACKGROUND 

The global transition toward sustainable energy has accelerated the integration of renewable 

energy sources into modern power grids. The integration of large-scale intermittent 

renewable energy sources imposes many difficulties in maintaining grid stability and 

reliability [1-4]. Wind energy is really in the spotlight these days, here it’s not just promising, 

it’s booming. The Permanent Magnet Synchronous Generator (PMSG) is the excellent choice 

for modern multi-megawatt wind turbines due to the absence of the gearbox unlike Doubly-

Fed Induction Generators (DFIGs). Due to which PMSG has fewer mechanical losses, less 

maintenance costs and a less failure rate then DFIG. PMSG systems also utilize full-scale 

power converters, which means that the generator and the grid operate independently. This 

configuration provides better control of active and reactive power, high power density and 

performance during faults [5-16]. 

1.2 LOW VOLTAGE RIDE THROUGH (LVRT) AND GRID CODE 

COMPLIANCE 

As wind energy makes up a larger share of the global power grid, the sudden loss of large 

wind farms during network faults becomes a real threat to grid stability, it can even trigger 

power outages that ripple through the whole system. To avoid this, transmission system 

operators apply strict technical specifications, so-called Grid Codes. Those codes describe 

exactly how a power plant must behave, and what parameters it must meet, to keep the grid 

running safely and reliably. The Low Voltage Ride Through (LVRT) capability is one of the 

main and most demanding specifications imposed in these codes [17]. LVRT rules states that 

wind turbines must stay connected during a voltage sag and should provide reactive power 

to support to the grid for its recovery. 
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1.2.1 The Indian Electricity Grid Code and CEA Standards [18] 

In India, renewable energy generators and their connection to the grid are directly regulated 

by the Central Electricity Regulatory Commission (CERC) through the Indian Electricity 

Grid Code (IEGC) 2023 and Central Electricity Authority (CEA) Technical Standards for 

Connectivity to the Grid. The growth of India’s renewable energy sector, these codes were 

updated to address the issue of reduced system inertia, owing to the replacement of 

conventional synchronous generators with inverter-based systems such as PMSG wind 

turbines.  

To connect wind energy systems to the Indian inter-state transmission system (ISTS), they 

need to comply with a number of critical technical benchmarks at the Point of Interconnection 

(POI): 

• Voltage Ride Through (LVRT & HVRT): As per the guidelines by CEA, no 

disconnection of wind farms above 66 kV shall take place in case of the occurrence 

of predetermined voltage dips. These wind farms should quickly react to the event, 

detect fault, and deliver reactive current to maintain voltage until protective relays 

rectify the problem. 

• Reactive Power Compensation: The converters of the wind turbines must have 

capability to deliver reactive power according to demand while having a power factor 

of ±0.95. 

• Frequency Ride Through: Stable operation is mandated for the system even if the 

frequency varies between 47.5 Hz and 52 Hz. Active participation in primary 

frequency control is also demanded from the plant. 

• Active Power Regulation: It is recommended that the CEA plants reduce their load 

slowly to avoid any immediate disturbances in the grid. This should not exceed 10 

percent per minute. 

1.2.2 Demerits of Conventional LVRT Methodologies  

PMSG systems, with their full-scale back-to-back converters, offer a platform for managing 

faults. But meeting India’s strict LVRT and reactive power criteria is still a tough control 

problem. Industry usually leans on extra equipment like Static VAR Compensators (SVC) or 
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STATCOMs to supply reactive power during grid trouble [19-22]. While these work, they 

come at a steep cost and make the whole system more complex. Conventional LVRT methods 

built into the turbine often depend on hardware tweaks, braking choppers or active crowbar 

circuits paired with basic Proportional-Integral (PI) control schemes. But there are clear 

downsides. Hardware methods dump extra active power as heat, which wastes energy and 

puts harsh thermal stress on converter parts. The standard PI controllers, tuned for certain 

fixed conditions, falter when faced with the non-linear, fast-changing scenarios that come 

with deep voltage dips. As a result, response slows down, reactive power support falls short 

of CEA curve requirements, and DC-link overvoltages remain a risk. This highlights the 

urgent need for smarter GSC control solutions that meet grid code requirements by moving 

beyond rigid PI loops and costly external hardware [23-25]. 

The presence of full-scale back-to-back converters makes PMSG a good platform for fault 

management. Still, meeting the strict standards set by India regarding LVRT and reactive 

power remains a control issue. Traditionally, the industry has employed additional 

equipment, for example, Static VAR Compensator or STATCOM, to provide reactive power 

in the event of grid disturbances [19–22]. Although this method works well but it cost extra 

on the system. Traditional LVRT schemes employed by the wind turbine are hardware-based 

schemes where braking choppers or active crowbars combined with PI control. However, 

there are disadvantages to employing this approach. Firstly, the hardware-based solution 

causes active power dissipation in the form of energy, which not only causes a loss of power 

but is also an enormous burden on the converter. Secondly, since traditional PI controllers 

work best under static circumstances, their operation during sudden voltage sags is relatively 

poor. This causes delays, resulting in failure to provide required reactive power in time to 

comply with the CEA curve, among other difficulties. All this demonstrates the necessity for 

advanced GSC control methods, which go beyond the traditional hardware schemes and PI 

controllers. 

1.3 CYBER-PHYSICAL VULNERABILITIES IN WIND ENERGY 

SYSTEMS 

Increasing development of modern power systems has a combination of the physical 

electrical network and a complex communication system has been achieved. At present, the 
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cyber security of wind turbines has become more vulnerable because of cyber intrusion, 

which can be aimed at causing damage to the wind turbine control layer of the infrastructure. 

Intrusion in the system can significantly reduce the overall performance of the system and 

may lead to a cascade effect [26-30]. The wind turbines using permanent magnet 

synchronous generators (PMSG) rely on fast data exchange between sensors monitoring grid 

voltage, rotor speed, and DC-link voltage and central control unit controlling the converters. 

Advanced and stealthy cyber intrusions make abnormal behaviour and patterns harder to 

distinguish from standard system failures [33-35]. 

In the described system, there are several types of cyber intrusion that require additional 

attention and analysis due to their prevalence and potential impacts on wind turbine 

operation: False Data Injection (FDI), Denial-of-Service (DoS), Replay, and Control 

Parameter. Specifically, FDI intrusion aims to introduce harmful data in the process of 

feedback loop, while DoS intrusion tries to exhaust resources by interrupting communication 

channel and commands for converter control [36, 37]. Replay attacks involve collecting of 

authentic information about grid condition through sensors and its further resubmission to 

the controller in order to disguise the actual condition of the grid [38]. Finally, Control 

Parameter attack implies penetration into the memory of the controller and altering of internal 

parameters of controllers, including changes in PI regulator gains [39]. 

Any of the listed types of cyber-attack would result in misleading of the controller as to the 

actual state of the grid. For instance, a false data intrusion might provoke an unneeded LVRT 

response, or it can mask grid fault making the turbine unable to provide sufficient reactive 

power support. Thus, it is necessary to conduct an investigation to assess the dynamic effects 

of cyber intrusions on control of PMSG wind turbines. 

1.4 OBJECTIVES OF THE DISSERTATION 

The specific objectives of this dissertation are to: 

1. Develop system models: The development of detailed mathematical models and 

simulations of the PMSG wind energy conversion system will be used for dynamic 

analysis under variable aerodynamic conditions. 

2. Evaluate the Limitations of Conventional Control: Analyse and assess the constraints 
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in the use of conventional PI control techniques for the grid-integrated system due to 

their slow transient response and poor LVRT control capability. 

3. Implement intelligent control: Designing and implementing an intelligent ANN 

control scheme for LVRT control of the GSC to rapidly suppress the excessive rise 

in the DC-link voltage. 

4. Assess Vulnerabilities: The assessment of vulnerabilities in the cyber-physical 

system will entail developing dynamic models for false data injection (FDI), DoS, 

replay attacks, and control parameter attacks on wind turbine stability. 

5. Validate system resiliency: The validity of the proposed ANN controller will be 

validated in terms of its physical fault tolerance and resiliency using 

MATLAB/Simulink and OPAL-RT simulations. 

1.5 ORGANIZATION OF THE DISSERTATION 

The dissertation is sequentially organized to present the research work systematically: 

• Chapter 2: Literature Review presents a comprehensive literature review outlining 

the current state of research in PMSG modelling, LVRT methodologies, and grid 

cybersecurity. 

• Chapter 3: Mathematical Modelling of System details the mathematical modelling 

and control strategy of the PMSG system. 

• Chapter 4: Modelling and Control Schemes elaborates on the design of the MSC 

and GSC control. 

• Chapter 5: Results and Simulation present the simulation done in 

MATLAB/Simulink 2024a and their experimental validation carried out on OPAL-

RT platform. 
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CHAPTER 2 

LITERATURE REVIEW 

 
 

2.1 INTRODUCTION 

In this chapter, we explore the incorporation of renewable energy systems into today's energy 

networks, concentrating on wind energy systems, and discuss the need for advanced control 

mechanisms and strong communication networks. In normal situations, these controllers 

employ complicated control algorithms to ensure maximum power production from wind and 

achieve system synchronization. In exceptional situations where voltage sags and short-

circuits occur, there arises the need for instant action using sophisticated protection processes 

such as LVRT. Digital technology not only improves the efficiency of the power generation 

process but also increases fault tolerance. However, the adoption of digital technology in 

power generation has also made the existing grid structure more susceptible to attacks. The 

modern-day turbine utilizes a lot of digitized sensing information to detect significant events 

making it susceptible to various cyber-attacks. In particular, the communication network can 

be exploited by attackers to inject, manipulate, distort, or hide important events. In this 

chapter, we discuss previous works concerning permanent magnet synchronous generators-

based wind energy conversion systems, their control techniques, and the cyber-attack 

vulnerabilities that arise due to the use of digitization technology. The four main types of 

cyber-attacks discussed here include FDI, DoS, replay attacks, and control parameter attacks. 

2.2 PMSG-BASED WIND ENERGY CONVERSION SYSTEMS [5-11] 

PMSGs outperform traditional systems such as DFIGs. Academic research explains this in 

terms of PMSGs' superior performance in low and varying wind speeds, lighter weight, and 

fewer maintenance needs due to the lack of gearbox prone to breakdowns. Moreover, PMSGs 

demonstrate improved power generation and economics over time. Additional advantages of 

using PMSGs compared to DFIGs include the following: 
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• Stability: The PMSG system showed no instability during rapid wind changes, 

unlike DFIGs which can suffer from rotor current spikes. 

• Control: FOC and VOC approaches allow for controlling torque and power factor 

independently of each other, a task more difficult to accomplish for DFIGs 

because of interaction between stator and rotor fluxes; 

• Maintenance: While simulation was not employed in this research, the absence of 

slip rings from the analysed PMSG suggests considerable reduction in long-term 

maintenance expenditures compared to a similar DFIG. 

PMSG wind turbines connect to the grid using a full B2B converter topology that completely 

eliminates a direct connection between the generator and the grid. As can be seen in Figure 

5.3.1, it includes a machine side converter (MSC) and a grid side converter (GSC) separated 

by a DC-link capacitor. [7] highlights that such topology demonstrates remarkable stability 

and resilience in the face of harsh winds. 

PMSGs allow for employing complex control strategies related to advanced electronics. [11] 

outline the control strategy as involving two separate control units: the role of the MSC is to 

adjust the generator speed (ωm) to achieve MPPT by manipulating its torque. It is usually 

done through vector control of rotor flux (using d-axis) and allowing independent control of 

electromagnetic torque (isq) and magnetic flux (isd). 

On the other hand, the primary goals of the GSC are to ensure stability of DC-link voltage 

(Vdc) to control power flow to the grid and adjust reactive power (Qg) transmitted to the grid. 

According to the literature, this can be best done through vector control with respect to the 

grid voltage and synchronized using a PLL. With the help of an external DC voltage loop 

and fast inner current loops, it is possible to perform stable power conversion, provide 

dynamic reactive power for grid services, or operate at unity power factor. 

2.3 VULNERABILITIES IN WIND FARM CONTROL 

ARCHITECTURES [11-16] 

While most early cybersecurity research concentrated on grid level vulnerabilities, the focus 

is now shifting towards inverter-based devices such as PMSG wind turbines. [13] Recent 

penetration tests and impact studies show how open wind farms are really vulnerable to 
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network breaches. Moreover, recent studies investigate the influence of attacks on wind 

generation on inter-area oscillation damping of entire power systems [16].  

These turbines are very much exposed to the fast interlinked control loops completely 

depending on valid sensor data (e.g. grid voltage, rotor speed and DC-link voltage) and 

command signals. “If the attacker understands how the control functions, they can bypass 

traditional security and go immediately to the stability of the turbine.” For example, hits to 

offshore wind farms connected to HVDC have severe risks to grid-following converters. 

2.4 GRID INTEGRATION STANDARDS AND CHALLENGES [17-20] 

Renewable grid integration has become a completely different game in the past decade. 

Initially, the policy was to allow wind turbines to connect and then disconnect them whenever 

there was any failure so that no damage would occur on them. However, due to grid inertia 

being reduced due to the increasing number of inverter-based technologies, wind turbines 

now have to participate actively in maintaining grid integrity. 

As far as India is concerned, CERC has increased its expectations from wind generators by 

introducing amendments in the Indian Electricity Grid Code (IEGC): 

• Indian Electricity Grid Code (IEGC) 2024: Amendments made by CERC lead to 

stricter requirements. 

• Reactive Power: The generators will be required to produce dynamic reactive 

power and keep voltage fluctuation in the range of ±5%. 

• Frequency Response: Primary Frequency Response (droop control) of turbine 

needs to be provided. 

• Harmonics: Limits of THD (IEEE 519) necessitate the use of LCL or tuned filters. 

Numerous research studies support the application of Voltage Oriented Control (VOC) in the 

GSC, which is the preferred method because independent control over d-axis and q-axis is 

possible. 

2.5 CYBER-PHYSICAL SYSTEMS (CPS) AND GRID SECURITY 

CHALLENGES [25-30] 

Today’s PMSG wind turbines are no longer just machines. They are complete Cyber-
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Physical Systems, incorporating hardware, real-time controllers, large sensor networks and 

communication layers such as SCADA. This digital integration is essential for advanced grid 

support, such as LVRT, but it also opens up a whole new range of threats.  

Researchers have expressed major concern with the security of the CPS of the electric grid. 

CPS security surveys highlight that a cyberattack on operational technology (OT) is not the 

same as the usual IT breaches and affects the physical world directly. The fallout can mean 

broken equipment, financial losses or even major blackouts. The 2015 cyber-attack on 

Ukraine’s grid showed just how dangerous these vulnerabilities really are in critical OT 

setups. 

2.6 RESEARCH GAPS IDENTIFIED 

Despite advances in PMSG turbine modelling and analysis of grid cybersecurity, several gaps 

become apparent after careful review of the latest literature concerning the synergy between 

dynamic fault ride-through and cyber-resilience of the turbines: 

1. Rigidness of Conventional LVRT Controllers: Most studies related to overcoming 

LVRT challenges in PMSG turbines tend to use conventional PI controllers and 

solutions that involve the use of extra hardware, such as STATCOM or crowbar. The 

drawback of the latter solution is the rigidity and limited capacity to compensate for 

rapid voltage swings in the case of severe conditions. Data-dependent control loops 

capable of tuning based on the level of the fault must be researched. 

2. Isolated Focus on Cyber-Security: In actual, there is insufficient attention to the 

physical effects of attacks like Replay, FDI on the converters' control loops (GSC and 

MSC) and subsequent fault response of the turbine itself. 

3. Lack of Comprehensive Cyber-Resilient Control Strategies: Grid fault management 

(LVRT) and cyberattack detection are two distinct topics. Most defences are 

software-based anomaly detectors that alert operators, but do not actively stabilize 

the turbines. The real gap is in unified architectures such as ANN that can boost 

reactive power during faults and filter out corrupted data at the same time. 
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CHAPTER 3 

MATHEMATICAL MODELLING OF WECS 

 
 

3.1 INTRODUCTION [5-7] 

A robust control system relies on a precise mathematical representation of the physical 

system. This chapter derives the dynamic equations for the 4MW PMSG based wind turbine 

system. The modelling philosophy follows the d-q reference frame theory, which simplifies 

the control of three-phase AC machines by transforming time-varying quantities into DC 

equivalents. Fig. 3.1 shows the schematic diagram of the proposed PMSG wind turbine 

system. 

MSCGSC

 Machine-side converter

 MSC control MPPT

  Grid-side converter

 GSC control

Filter

ig, θg

is,vs
vdc PWMsPWMg

θs

ωm

cdc

VSD

PMSGGRID

vg

 

Fig. 3.1. Wind energy integration system diagram 

3.2 AERODYNAMIC MODELLING OF WIND TURBINE [8-9] 

The wind turbine rotor is the prime mover, converting the kinetic energy of the wind into 

mechanical torque. The power available in the wind (Pwind) passing through an area A is 

given by the kinetic energy flux: 

     Pwind =
1

2
ρAv3           (3.1) 

where ρ = 1.215 kg/m
3
 (Air density), R = 54 m (Rotor radius for 4 MW turbine), A =

πR2 ≈ 9160 m2  (Swept area), v is the wind speed (m/s). 

The mechanical power captured by the turbine (𝑃𝑚) is a fraction of this available power, as 
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shown in Fig. 3.2 and defined by the Power Coefficient (𝐶𝑝): 

    𝑃𝑚 = 𝐶𝑝(𝜆, 𝛽)𝑃𝑤𝑖𝑛𝑑 =
1

2
𝜌𝐴𝐶𝑝(𝜆, 𝛽)𝑣

3         (3.2) 

𝐶𝑝 is not a constant but a non-linear function of λ and the blade pitch angle β. It represents 

the aerodynamic efficiency. According to the Betz limit, the theoretical maximum Cp is 

16/27 ≈ 0.593. Practical turbines achieve 0.45 - 0.50. 

 

Fig. 3.2. Wind turbine power curves at different wind speeds. 

Tip Speed Ratio (TSR): 

The aerodynamic efficiency depends critically on the Tip Speed Ratio (λ), which is the ratio 

of the blade tip speed to the wind speed: 

      λ =
ωmR

v
           (3.3) 

where 𝜔𝑚 is the mechanical angular velocity of the rotor (rad/s). 

This dissertation utilizes the standard numerical approximation for 𝐶𝑝 often used in IEEE 

literature [11]: 

    Cp(λ, β) = c1 (
c2

λi
− c3β − c4) e

−
c5
λi + c6λ         (3.4) 

With the intermediate variable λI defined as: 

         
1

λi
=

1

λ+0.08β
−
0.035

β3+1
            (3.5) 
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The coefficients used are: c1 = 0.5176, c2 = 116, c3 = 0.4, c4 = 5, c5 = 21, c6 = 0.0068. 

when β = 0∘. Fig. 3.3 gives us the characteristic curve between the λ and 𝐶𝑝, where 𝐶𝑝 is 

maximized (𝐶𝑝 = 0.41) at a specific λ , which is λ = 5.6.  

 

Fig. 3.3. Tip Speed Ratio (λ) vs Power Coefficient (Cp) curve. 

Aerodynamic Torque: 

The mechanical torque (Tm) exerted on the shaft is derived from the power: 

Tm =
Pm
ωm

=
1

2
ρπR5Cp(λ, β)

v3

λR
⋅
1

v/λ
 (3.6) 

Simplifying using ωm = λv/R : 

     Tm =
1

2
ρπR3v2

Cp(λ,β)

λ
                        (3.7) 

This equation shows that for a given wind speed, torque can be controlled by varying the 

rotor speed, which affects λ or by pitch angle (β). 

3.3 MECHANICAL DRIVE TRAIN MODELLING [9] 

The driven train transmits torque from the rotor to the generator. For PMSG system, the 

absence of a gearbox simplifies the dynamics. However, the system still possesses inertia and 

damping. 

Single-Mass Model: 
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For the purpose of electrical control design, a single-mass lumped parameter model is 

sufficient and is widely used in literature. The equation of motion (Swing Equation) is: 

     Jeq
dωm

dt
= Tm − Te − Bωm          (3.8) 

where: 

● Jeq: Equivalent total inertia (kg ⋅ m2). For a 4 MW turbine, this value is significant 

(approx. 10,000 + kg ⋅ m2). 

● Te: Electromagnetic braking torque from the generator (N ⋅ m). 

● B: Viscous friction coefficient representing aerodynamic drag and bearing friction. 

This differential equation 3.8 models the acceleration of the rotor. When Tm > Te, the rotor 

accelerates, storing kinetic energy. The control system regulates Te to manage speed. 

3.4 MODELLING OF PMSG [10-11] 

The PMSG is a multiphase AC machine. Modelling it in the stationary abc frame is complex 

due to time-varying inductances. Park's Transformation is used to convert to a synchronous 

rotating d − q reference frame, where variables appear as DC quantities in steady state. 

Reference Frame Transformations: 

1. Clarke Transformation (𝑎𝑏𝑐 𝑡𝑜 𝛼𝛽): Converts 3-phase quantities to a 2-phase stationary 

frame. 

2. Park Transformation (𝛼𝛽 𝑡𝑜 𝑑𝑞): Rotates the frame at the electrical speed ωe to align 

with the rotor flux. 

Electrical Dynamics in d-q Frame are discussed in(3.9-3.14): 

The stator voltage equations in the rotor flux reference frame are derived as: 

    Vsd = Rsisd +
dψsd

dt
−ωeψsq          (3.9) 

    Vsq = Rsisq +
dψsq

dt
+ωeψsd         (3.10) 

where flux linkages are: 

     Ψsd = Ldisd + ψf         (3.11) 

     Ψsq = Lqisq          (3.12) 

Substituting flux equations into voltage equations: 
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    Vsd = Rsisd + Ld
disd

dt
−ωeLqisq        (3.13) 

    Vsq = Rsisq + Lq
disq

dt
+ωeLdisd +ωeψf       (3.14) 

Electromagnetic Torque: 

The torque produced by the PMSG is: 

     Te =
3

2
Np(ψsdisq − ψsqisd)        (3.15) 

Substituting flux linkages: 

    Te =
3

2
Np[ψfisq + (Ld − Lq)isdisq]        (3.16) 

For a Surface-Mounted PMSG (SPM), the d and q axis inductances are equal (Ld = Lq). The 

reluctance torque term vanishes, yielding a linear relationship between torque and q-axis 

current: 

     Te =
3

2
Npψfisq         (3.17) 

This linearity is the key advantage exploited by Field Oriented Control. 

3.5 MODELLING OF POWER CONVERTERS AND DC LINK [12-5] 

The B2B converter consists of two 2-level Voltage Source Converters (VSC) utilizing 

IGBTs. 

DC Link Dynamics is discussed using the energy stored in capacitor: 

The DC link capacitor acts as an energy buffer. Its voltage dynamics are governed by the 

power balance: 

     Pdc = Pmsc − Pgsc         (3.18) 

     VdcCdc
dVdc

dt
= Pmsc − Pgsc        (3.19) 

where Pmsc is active power from the generator and Pgsc is active power delivered to the grid. 

To maintain constant Vdc, the grid side converter must export exactly the amount of active 

power being generated. 

3.6 GRID FILTER DESIGN [16] 

The GSC is connected to the grid via a filter to smooth the PWM output. An RL filter (Grid 

Resistance Rg and Grid Inductance Lg) is modelled. The voltage balance across the filter in 
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the grid-voltage oriented d − q frame is: 

   Vinv_d = Vgrid_d + Rgigd + Lg
digd

dt
−ωgLgigq       (3.20) 

   Vinv_q = Vgrid_q + Rgigq + Lg
digq

dt
+ωgLgigd       (3.21) 

These equations reveal a cross-coupling between the d and q axes (terms with 𝜔𝑔𝐿𝑔), which 

must be decoupled in the control design. 

The Table 3.1 summarises the modelling of PMSG-WECS using the designing equations. 

TABLE 3.1: SUMMARY OF GOVERNING MATHEMATICAL EQUATIONS FOR PMSG-WECS 

COMPONENTS 

System Component Parameter Modelled Governing Equation 

Wind Turbine 

Aerodynamics 

Mechanical Power 

Extracted (𝑃𝑚) 

𝑃𝑚 = 𝐶𝑝(𝜆, 𝛽)𝑃𝑤𝑖𝑛𝑑

=
1

2
𝜌𝐴𝐶𝑝(𝜆, 𝛽)𝑣

3 

Power Coefficient 

(Cp(λ, β)) 

Cp(λ, β) = c1 (
c2
λi
− c3β

− c4) e
−
c5
λi + c6λ 

Tip Speed Ratio (λ) λ =
ωmR

v
 

Mechanical Torque (Tm) Tm =
1

2
ρπR3v2

Cp(λ, β)

λ
 

DC-Link Dynamics 
DC-Link Voltage 

variation (Vdc) 
VdcCdc

dVdc
dt

= Pmsc − Pgsc 

 

3.7 CONCLUSION 

In this chapter, the complete mathematical modelling and control architecture of grid-

connected PMSG wind energy conversion system was discussed. Some for the fundamental 

aerodynamic equations, along with the detailed vector control schemes for the MSC to 

achieve maximum power extraction, and the GSC to manage DC-link voltage and reactive 

power, were thoroughly discussed. Furthermore, these theoretical formulations were 



16 

 

successfully implemented within the MATLAB/Simulink environment, establishing a robust 

and fully operational baseline model. This high-fidelity simulation model provides the 

critical foundation for the subsequent chapter, where it will be utilized as a dynamic testbed 

to evaluate the system's LVRT performance under severe grid faults and analyse its 

vulnerabilities against sophisticated cyber-physical attacks. 
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CHAPTER 4 

 MODELLING OF CONTROL SCHEMES  

 
 

4.1 INTRODUCTION [5-8] 

Following the mathematical modelling established previously, this chapter looks at how the 

control systems for the PMSG wind energy conversion system handle both normal and 

abnormal operations. To test how stable the system is, the chapter examines its control 

strategies in three main scenarios: 

1. Normal Operation of MSC and GSC: Here we run the system under steady state 

conditions and evaluating baseline control loop performance. MSC is assessed over 

the ability of tracing maximum power and GSC is tested for its ability of exporting 

smooth active power, stable DC-link voltage and keeping power factor lose to unity. 

2. LVRT Compliance, Grid Codes and ANN implementation: since standard PI 

controllers often reacts too slow during severe, non-liners faults, an ANN based 

LVRT method is discussed. This approach adapts the grid side current reference 

accurately and keeps DC-link stable, making sure the system sticks to grid code 

compliance guidelines. 

3. Cyber-Attack Analysis: The wind turbine operates at a CPS, making its 

communication network and sensors feedback lines vulnerable to cyber-attacks. 

This section models four typer of attacks like FDI, DoS, Replay and Control 

Parameter attacks. 

By simulating these three scenarios, the chapter gives a thorough look at the PMSG control 

architecture featured in Fig. 4.1, showing how it performs under real-world grid faults and 

how it is most exposed to cyber-attack risks. 
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Fig. 4.1. Wind energy integration system diagram 

4.2 MACHINE SIDE CONTROL (MSC) STRATEGY [8-10] 

The MSC operates as a rectifier/driver for the generator. Its primary control objective is to 

regulate the electromagnetic torque Te to control the rotor speed ωm for MPPT. Fig. 4.2 

shows the block diagram of MSC. 

PI

we.Ls

Isd*

Isd

PI

we.Ls
Isq

Isq*

Vsd

Vsq

dq

abc

Theta

Vsdq

+

+

+

+

+

+

-

-

 

3PnΨf

2

wm

Θm

MPPT

Te

PWMs

 

Fig. 4.2. Machine side control scheme block. 

4.2.1 Maximum Power Point Tracking (MPPT) Logic 

In order to achieve Maximum Power Point Tracking (MPPT) for a given wind speed, the 

MSC controller depicted in Fig. 4.2 primary objective is to regulate the generator speed (ωm). 

This is accomplished by employing the (4.1): 

𝑇𝑒 =
1

2
𝜌𝐴𝐶𝑝(𝜆, 𝛽)  (

𝑤𝑚𝑅

𝜆
)

3

𝑤𝑚⁄  (4.1) 
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The control strategy calculates the optimal torque reference Te
∗ based on the measured rotor 

speed squared. This OTC method is sensor less regarding wind speed (no anemometer 

required for the loop), making it robust and reliable. 

4.2.2 Field Oriented Control (FOC) Implementation 

Fig. 4.2 shows the implementation of FOC, to realize the torque command using (4.2). It 

transforms the stator currents into d and q components aligned with the rotor flux position 

θm. 

1. Current References: 

○ isq
∗ : Calculated from the torque reference: isq

∗ =
2Te

∗

3Npψf
 .                                  (4.2) 

○  Isd
∗ : Set to 0 (Zero D-Axis Current control). This minimizes resistive losses as all 

current contributes to torque. 

2. Current Controllers: Two PI controllers regulate the error between measured and 

reference currents (isd
∗ − isd and isq

∗ − isq). 

3. Decoupling: Feed-forward terms (ωeLqisq and ωeLdisd) are added to the PI outputs to 

cancel the cross-coupling voltage terms (from 3.13 and, 3.14), ensuring independent 

control of d and q axes. 

4. SVPWM: The output voltage references Vsd
∗ , Vsq

∗  are converted to switching signals 

using Space Vector Pulse Width Modulation (SVPWM) for better DC bus utilization 

compared to SPWM. 

4.3 PITCH ANGLE CONTROL MECHANISM [11] 

The pitch controller is a safety mechanism and Fig. 4.3 shows block diagram of pitch angle 

controller. 

● It is based on the logic that when wind speed v ≤ vrated (12 m/s), pitch β = 0∘ to 

maximize capture. When 𝑣 > 𝑣𝑟𝑎𝑡𝑒𝑑, the generator speed ωm tends to exceed the rated 

limit. 

● Implementation: A speed feedback loop compares ωm with ωrated. The error is fed to a 

PI controller which outputs the pitch angle reference βref. 

● Actuator Model: The physical pitch mechanism has finite speed. It is modelled as a first-
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order lag system with rate limiters (±3∘/s typically) to simulate hydraulic/electric motor 

dynamics. 

     𝛽 =
1

1+𝑠𝜏
𝛽𝑟𝑒𝑓      (4.3) 

+
-

PI Pitch Actuator

wm

wm_rated

0°

20°

err

 

Fig. 4.3. Pitch angle controller block. 

4.4 GRID SIDE CONTROL (GSC) STRATEGY UNDER NORMAL 

CONDITION [12-20] 

The VOC is used by the grid side subsystem to regulate the DC-Link voltage. When the grid 

voltage vector and the synchronized reference frame's d-axis line up, the system is running 

normally. Consequently, the voltage component on the q-axis is set to zero. The control 

scheme is shown in Fig. 4.4. Consequently, the power expressions for reactive (𝑄) and active 

(𝑃) powers are as follows: 

𝑃 =
3

2
𝑉𝑑𝑖𝑑 + 𝑉𝑞𝑖𝑞 (4.4) 

𝑄 =
3

2
𝑉𝑞𝑖𝑑 + 𝑉𝑑𝑖𝑞 (4.5) 

Two cascaded loops make up the GSC control depicted in Fig. 4.4: an inner loop that 

regulates grid current and an outer loop that controls DC-link voltage (Vdc). The following 

are the inner and outer controller equations: 

𝑉𝑑
∗ = 𝑅𝑔𝑖𝑑 + 𝐿𝑑𝑔

𝑑

𝑑𝑡
𝑖𝑑 − 𝑤𝑒𝐿𝑞𝑔𝑖𝑞 (4.6) 

𝑉𝑞
∗ = 𝑅𝑔𝑖𝑞 + 𝐿𝑞𝑔

𝑑

𝑑𝑡
𝑖𝑞 + 𝑤𝑒𝐿𝑑𝑔𝑖𝑑 (4.7) 

where 𝑅𝑔. is the grid side line resistance (Ω), 𝐿dg and 𝐿𝑞𝑔 are the inductances (H) of the d and 

q axes, respectively, 𝑤𝑒 is the rotor angular speed (rad/s), 𝑖d and 𝑖q is the grid side current at 

the d and q axis, respectively.  
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Fig. 4.4. Grid side control scheme. 

The GSC controls the voltage at the dc-link and the system's reactive power using voltage-

based control. Grid q-axis base current is set to zero, while d-axis base current is generated 

from the external loop control of 𝑉𝑑𝑐. The base 𝑖𝑑* is obtained by comparing reference 𝑉dc
* 

to the actual value of 𝑉𝑑𝑐. The actual d-axis and q-axis currents 𝑖𝑑 and 𝑖q, which are measured 

from the system, were compared to the obtained currents 𝑖𝑑* and 𝑖𝑞*. To control id and iq to 

their appropriate values, two PI controllers must be built and adjusted. Following correction, 

the Inverse Parks transformation is used to translate the projected d and q axis reference 

voltages (𝑉𝑑 * and 𝑉𝑞*) into an ABC frame. 

4.5 GRID SIDE CONTROL (GSC) STRATEGY UNDER ABNORMAL 

CONDITION [20-25] 
 

During abnormal grid conditions, such as asymmetrical or symmetrical short-circuit faults, 

the utility grid experiences sudden and severe voltage sags. Under these transient states, the 

primary objective of the GSC is to shifts its focus from maximum active power export to grid 

stabilization and self-protection. The control scheme should rapidly adapt to prevent the DC-

link voltage from reaching hazardous levels while simultaneously managing the grid currents 

to comply with statutory fault ride-through requirements. 

4.5.1 GSC Conventional Grid Codes and LVRT under Abnormal Condition 

To prevent cascading grid failures caused by the sudden disconnection of large-scale wind 
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farms, modern transmission operators enforce strict LVRT mandates. Under standard grid 

codes, such as those defined by the CEA of India, a wind turbine must remain synchronized 

with the grid during voltage dips and actively inject reactive power to aid in voltage recovery. 

The GSC functions as an inverter, interfacing the DC link to the AC grid. Fig. 4.5 shows 

GSC control scheme block diagram. 

Vdc*

Vdc PI
Idc*+

+
-

+
-

Vd*

Vq*
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we.Ldg

Rg

we.Lqg

PI
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-

-

+
+

+
+

-

-

+

+

dq
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Fig. 4.5. Block diagram representation of GSC conventional method. 

The d- and q-axis reference voltages (𝑉𝑑* and 𝑉𝑞*) are converted into the ABC frame using 

Inverse Park's transformation. Additional blocks, such as the voltage measurement or sag 

detector block and the grid code implemented as illustrated in (4.8), are also added to the 

standard GSC controller in Fig. 4.5. Depending on the depth of voltage sag, these grid codes 

specify the system performance under LVRT conditions that need the decrease of 𝐼𝑑
∗  and the 

increase of 𝐼𝑞
∗. 

{
 
 
 

 
 
 {

𝐼𝑑
∗ = 𝐼𝑑𝑐

∗

  𝐼𝑞
∗ = 0    

                                                 𝑖𝑓  0.9𝑉𝑛 ≤ 𝑉𝑔 ≤ 𝑉𝑛

{
 𝐼𝑑
∗ = √(𝐼𝑛)

2 − (𝐼𝑞
∗)
2
            

 𝐼𝑞
∗ = 2(1 − 𝑉𝑔/𝑉𝑛)𝐼𝑛          

         𝑖𝑓 0.5𝑉𝑛 ≤ 𝑉𝑔 ≤ 0.9𝑉𝑛

{
 𝐼𝑑
∗ = 0 

  𝐼𝑞
∗ = 𝐼𝑑𝑐

∗                                                       𝑖𝑓 0 ≤ 𝑉𝑔 ≤ 0.5𝑉𝑛

 (4.8) 

According to (4.8), there is no need to inject reactive current if the grid voltage sag is less 

than 10%. As a result, 𝑰𝒒
∗  is set to zero. Similarly, there is a corresponding drop in 𝑰𝒅

∗  and a 

rise in 𝑰𝒒
∗  share when voltage sag is between 10% and 50%. Reactive power support is 

required for extremely severe voltage sag of more than 50%. As a result, active power 

injection is reduced to zero while 𝑰𝒒
∗  is maximized. It should be mentioned that GSC control 
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based on the traditional LVRT scheme can only provide a stable system under low to medium 

voltage sag conditions; it is unable to stabilize the system under high sag conditions. In order 

to automatically identify voltage sag and calculate the necessary reactive power supply under 

various sag scenarios, an ANN architecture has been trained and modelled. 

4.5.2 GSC LVRT Enhanced Control Using ANN Technique 

The ANN is trained to continuously monitor real-time grid state variables (such as Point of 

Interconnection (POI) voltage and DC-link variations) and instantly predict the optimal 

active and reactive current references (id
∗  and iq

∗ ) required to stabilize the system. However, 

because PI controllers are linearly tuned for specific, nominal operating points, their transient 

response is inherently sluggish during deep, non-linear grid faults. During a grid fault, the 

ANN bypasses the sluggish response of the conventional outer voltage loop. It immediately 

commands the exact reactive current necessary to satisfy grid code requirements while 

actively modulating the active power flow to strictly regulate the DC-link voltage. 

 

Artificial Neural Network (ANN) Architecture: [22-25] 

A Two-Layer Feedforward Neural Network, as depicted in Fig. 4.6, is the network design 

utilized for this assignment. An input layer, one hidden layer, and an output layer make up 

the network's three layers.  

b

w

b

w Output

2

Output 2

Input

2

Hidden 10

 

Fig.4.6. Block diagram representation of ANN architecture used for LVRT. 

The grid voltage magnitude (Vg) in pu and the active current reference from the DC link 

controller (Idc
*) are the two inputs that the ANN input layer takes into account. For optimal 

performance, a hidden layer with ten neurons uses the tansig function to understand the 

intricate, nonlinear interactions between the inputs and outputs. The output layer has two 

neurons that correspond to the goal outputs: the final d-axis current reference (Id
*) and the q-

axis current reference (Iq
*). The linear or purelin transfer function is employed in this layer. 
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Next, the ANN's training is covered. 

Levenberg-Marquardt (LM) Training Algorithm 

The neural network is trained using the least squares method via the LM algorithm, a high-

performance optimization tool. Equation (4.9) provides the rule for the network's weights (w) 

in the LM algorithm: 

                                                          𝛥𝑤 = −(𝐽𝑇𝐽 + 𝜇𝐼)−1𝐽𝑇𝑒                                           (4.9) 

where I is the identity matrix, μ is the damping parameter, e is the error vector, and J is the 

Jacobian matrix, which contains the first-order partial derivatives of the network errors with 

respect to each weight.  

Fig. 4.7 shows the model of GSC integrated with ANN block. ANN block has two inputs; Vg 

in per-unit and Idc
* and has two outputs; Id

* and the Iq
*. The ANN weights are 
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Fig. 4.7. Block diagram of GSC with integrated ANN. 

updated using LM technique discussed above. Fig. 4.8 shows the results of the trained ANN 

in form of mean square error and regression plots. 

The results of training, validation, and test errors are presented as a function of training 

epochs in Figure 4.8 (a). Plotting the Mean Squared Error (MSE) reveals that the highest 

validation performance is reached at epoch 221, which corresponds to a minimal MSE of 

7.755×10−8. The associations between the ANN outputs and the training, validation, testing, 

and total dataset targets are displayed in the regression plots. 
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(a) Mean squared error plot 

 

(b) Regression plot 

Fig. 4.8. ANN training results, (a) mean squared error plot, and (b) regression plot 

The correlation coefficient R=1 in every instance indicates a perfect linear relationship, 

meaning that the ANN outputs almost precisely match the targets. This demonstrates that the 

ANN network is well-trained and accurately and robustly approximates the nonlinear 

mapping required for enhanced LVRT control. 
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4.6 Cyber Attack Vector Formulation [26-39] 

To rigorously evaluate the system's cyber-physical vulnerabilities, this section outlines the 

mathematical formulation and simulation methodology used to inject FDI, DoS, Replay, and 

Control Parameter attacks into the converter control loops. By explicitly defining these attack 

vectors, it establishes the operational framework for assessing the dynamic impact of 

malicious data manipulation on the wind turbine's stability 

4.6.1 Attack Using False Data Injection (FDI) [36] 

 By inserting malicious data 𝛼(𝑡)into a sensor feedback loop, an FDI attack jeopardizes 

system integrity. The controller receives ym, the compromised measurement:  

𝑦𝑚(𝑡) = 𝑦𝑡𝑟𝑢𝑒(𝑡) + 𝛼(𝑡) (4.5) 

 One important stability variable focused in this work is the DC link voltage sensor. A step 

function α(t) applied to the Vdc signal is used to model the attack. 

4.6.2 Denial-of-Service (DoS) Attack [37] 

 The goal of a denial-of-service attack is to render a resource inaccessible. This attack is 

simulated by a packet loss or communication jam on the GSC's PWM command channel. At 

the moment of attack, 𝑡𝑎 , the converter-side command, 𝑃𝑊𝑀𝑔, is nullified: 

𝑃𝑊𝑀𝑔(𝑡) = {
𝑃𝑊𝑀𝑔(𝑡), 𝑡 < 𝑡𝑎
0,                   𝑡 ≥ 𝑡𝑎

 (4.6) 

4.6.3 Replay Attack [38] 

 In a replay attack, an adversary secretly records a portion of valid sensor data and plays it 

back to the controller later, τ . 

𝑦𝑚(𝑡) = 𝑦𝑡𝑟𝑢𝑒(𝑡 − 𝜏) (4.7) 

To test the system's reaction to a physical fault as voltage sag. This sag condition arises during 

the replay attack is initiated.  

4.6.4 Control Parameter Attack [39] 

The assumption behind this intrusive attack is that the attacker has access to the controller 

memory and is able to change its settings. This attack is simulated as an attack on the PI gains 

of the Vdc regulator, transforming them from their tuned, stable values (Kp
dc, Ki

dc) to malicious 

values (Kp,mal
dc , KI,mal

dc ) at ta. 
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4.7 SIMULINK MODEL 

 The complete grid-connected PMSG wind energy conversion system gets modelled and 

simulated in MATLAB/Simulink to evaluate it under dynamic conditions. Fig. 3.4 depicts 

the consolidated system diagram, the diagram brings together the physical electric plant and 

layers of advanced, hierarchical control subsystems. 

The physical power circuit comprises a 575 V AC utility grid, an RL (inductive-resistive) 

grid filter, a B2B full-scale converter, and PMSG. This back-to-back converter has two parts, 

MSC and GSC, with a central DC-link capacitor sitting in between. Table 4.1 gave the overall 

summary for the equations used to designing MSC and GSC control logic. 

 

 

Wind Turbine

 
Fig. 3.4. PMSG-based WECS MATLAB/Simulink diagram. 
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TABLE 4.1: SUMMARY OF MATHEMATICAL EQUATIONS FOR MSC AND GSC COMPONENTS 

System Component Parameter Modelled Governing Equation 

Machine Side Control 

Electromagnetic Torque (𝑇𝑒) 𝑇𝑒 =
1

2
𝜌𝐴𝐶𝑝(𝜆, 𝛽)  (

𝑤𝑚𝑅

𝜆
)

3

𝑤𝑚⁄  

Stator d-axis Voltage (Vsd) Vsd = Rsisd +
dψsd
dt

− ωeψsq 

Stator q-axis Voltage (Vsq) Vsq = Rsisq +
dψsq

dt
+ ωeψsd 

Grid-Side Converter  

Grid d-axis Voltage (𝑉𝑑 ) 𝑉𝑑
∗ = 𝑅𝑔𝑖𝑑 + 𝐿𝑑𝑔

𝑑

𝑑𝑡
𝑖𝑑 −𝑤𝑒𝐿𝑞𝑔𝑖𝑞 

Grid q-axis Voltage (𝑉𝑞 ) 𝑉𝑞
∗ = 𝑅𝑔𝑖𝑞 + 𝐿𝑞𝑔

𝑑

𝑑𝑡
𝑖𝑞 +𝑤𝑒𝐿𝑑𝑔𝑖𝑑 

Active Power (P) 𝑃 =
3

2
𝑉𝑑𝑖𝑑 + 𝑉𝑞𝑖𝑞 

Reactive Power (Q) 𝑄 =
3

2
𝑉𝑞𝑖𝑑 + 𝑉𝑑𝑖𝑞 

 

4.7 CONCLUSION 

This chapter presented a comprehensive control schemes designed for the grid-connected 

PMSG wind energy conversion system in different operating modes. Initially, the modelling 

confirmed that under normal grid conditions, the MSC and GSC effectively executed MPPT 

and stable active power export, respectively, while maintaining nominal DC-link voltage. 

However, the analysis of abnormal conditions highlighted significant limitations in the 

conventional control architecture. While the standard PI based controllers could only handle 

minor voltage sags and false to provide LVRT support under severe faults. That problem gets 

fixed by the use of an ANN based LVRT controller. ANN controller boosts the system’s 

response under stress, stopped the DC-link voltage from shooting up drastically and enhance 

the wind turbine’s LVRT capability. 

Finally, this chapter discussed modelling of various cyber-attacks like FDI, DoS, Replay and 

control Parameter attacks. 

 

 

 



29 

 

(a) 

(b) 

 

CHAPTER 5 

 RESULTS and SIMULATION 

 
 

5.1 SIMULATION SETUP 

The proposed 4 MW PMSG WECS was simulated using MATLAB/Simulink 2024a. The 

parameters were selected to represent a typical commercial multi-megawatt turbine. The 

results section has been divided into three cases viz. under normal grid conditions (Case I), 

Conventional Grid Code-Based Approach (Case II) and Enhanced ANN based LVRT 

technique (Case III).  

5.2 CASE I: PERFORMANCE ANALYSIS UNDER VARIABLE WIND 

SPEED 

To validate the transient response, a variable wind speed profile was applied. 

● Step Response: The wind speed was initialized at 11.5 m/s, dropped to 9 m/s at t=1s, 

increased to 10 m/s at t=2.9s, and finally stepped to the rated speed of 12 m/s at t=4.2s, 

as shown in Fig. 5.1 (a). 

 

Fig. 5.1. (a) Wind speed, (b) angular Rotor speed in p.u. 
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(a) 

(b) 

(a) 

(b) 

● Generator Speed: The rotor speed ωm tracked the wind speed variations accurately as 

seen in Fig. 5.1 (b). At 12 m/s, the rotor speed stabilized at the rated value (approx. 18-

20 rpm mechanical, converted to electrical frequency). The delay in speed response 

reflects the large inertia (J) of the 4 MW turbine, which acts as a natural low-pass filter 

for turbulence. 

Fig. 5.2 shows the (a) Machine side d-axis current, (b) Machine side q-axis current. 
 

● q-axis Current (isq): The q-axis current, which produces torque, followed the MPPT 

reference precisely. As wind speed dropped from 11.5 to 9 m/s, isq decreased to reduce 

the electrical braking torque, allowing the rotor to slow down and maintain optimal λ. 

● d-axis Current (isd): The d-axis current was successfully maintained at zero (isd ≈ 0) 

throughout the simulation, confirming the effectiveness of the FOC decoupling. This 

ensures maximum torque per ampere (MTPA) efficiency.  

 

Fig. 5.2. (a) Machine side d-axis current, (b) Machine side q-axis current. 

The performance of the Grid Side Converter (GSC) is evaluated by analysing the tracking 

capability of the d-q axis currents shown in Fig. 5.3. The GSC utilizes a Voltage Oriented 

Control (VOC) scheme. The following observations are drawn from the simulation results: 

• Active Current Tracking (𝑖𝑑): Fig. 5.3 (b) illustrates the direct-axis grid current (𝑖𝑑) and 

its reference (id
∗ ). The d-axis current is responsible for active power transfer to the grid. 
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(a) 

(b) 

(c) 

o Accurate Tracking: The measured 𝑖𝑑 (red trace) tracks the reference i𝑑
∗  (blue trace) 

generated by the DC-link voltage controller with high precision, demonstrating 

the effectiveness of the PI current controllers. 

o Power Flow Direction: The negative magnitude of the d-axis current indicates 

that active power is flowing from the DC link into the grid (inverter mode), which 

is the desired operation for a wind energy generation system. 

•         

 

         
Fig. 5.3. (a) Wind speed, (b) Grid side d-axis current, (c). Grid side q-axis current., 

o Response to Wind Variations: The magnitude of 𝑖𝑑 varies dynamically with the 

wind speed profile to maintain the power balance at the DC link: 

▪ Region 1 (0 < t < 1 s): At a wind speed of 11.5 m/s, the current settles at 

approximately -0.8 p.u., indicating high power generation. 

▪ Region 2 (1 < t < 2.9 s): As the wind speed drops to 9 m/s at t=10s, the 

available mechanical power decreases. The DC-link controller automatically 

reduces the current magnitude to -0.3 p.u. to prevent DC-link voltage 

collapse. 
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(a) 

(b) 

(c) 

▪ Region 3 (2.9 < t < 4.2 s): Following the wind speed increase to 10 m/s, the 

current magnitude steps up to approximately -0.6 p.u. 

▪ Region 4 (t > 4.2 s): When the wind speed reaches the rated 12 m/s, the 

system extracts maximum power, and the d-axis current reaches its rated 

value of approximately -1.0 p.u. 

• Reactive Current Control (𝑖𝑞): Fig. 5.3 (c) depicts the q-axis grid current (𝑖𝑞). 

o Decoupling Effectiveness: The measured 𝑖𝑞remains tightly regulated at zero, even 

during the large step changes in the active current (𝑖𝑑) at t=1s and t=4.2s. This 

confirms the operative balance between the d-axis and q-axis control loops, 

ensuring that floaties in the active power do not disturb the reactive power 

regulation. 

• Transient Response: The system exhibits a fast transient response with negligible 

overshoot during step changes in wind speed. The settling time is minimal (< 0.5s), 

indicating that the GSC control parameters are well-tuned for the dynamic operating 

conditions of the 4 MW wind turbine. 

 
Fig. 5.4. (a) Wind speed, (b) DC-Link voltage. 

The DC link voltage is a critical indicator of power balance and Fig. 5.4(b) shows the DC-

Link voltage under variable wind speed. 



33 

 

● Regulation: The voltage was regulated at the reference value of 1150 V. 

● Transient Response: During the sudden drop in wind speed at t=1s, a small transient dip 

in Vdc was observed. This occurs because the power coming from the generator drops 

instantly, while the grid inverter takes a few milliseconds to adjust its power export. The 

PI controller in the VOC outer loop quickly corrected this, restoring 1150 V within 

acceptable settling times (< 0.5s). This stability proves the robustness of the back-to-

back converter control. 

The Active and Reactive Power Export is shown in Fig.5.4(c). The reactive power (Q) is 

strictly maintained at 0 p.u. throughout the simulation, confirming that the GSC successfully 

operates at a unity power factor without drawing or injecting unnecessary reactive current 

during normal operation. Concurrently, the active power (P) perfectly mirrors the wind speed 

profile. This demonstrates the MSC's effective execution of MPPT. Notably, when the wind 

speed reaches the rated 12 m/s at t = 4.2 s, the active power smoothly ramps up to and 

stabilizes at the maximum rated output of 1 p.u., validating the fundamental control 

architecture before the introduction of grid faults or cyberattacks. 

5.2.4 Experimental Validation of WECS under Varable wind speed 

The OPAL-RT real-time simulation platform shown in Fig. 5.5 was used to experimentally 

validate the results.  

 
Fig. 5.5 shows the experimental verification setup. The suggested control algorithm is run on the OPAL-RT 

OP4512 real-time simulator, and a Tektronix 4-series Mixed Oscilloscope is used to record the system reaction 

through analogy I/O channels. 

Host workstation 

running RT-LAB 

software 

OPAL-RT 

OPS4512 real-time 

digital simulator  
Tektronix 4-series 

Mixed Domain 

Oscilloscope 

(MDO) 



34 

 

A high-precision Tektronix oscilloscope was used to track the system outcomes while the 

control logic was implemented on the OP4512 Field Programmable Gate Array (FPGA)-

based simulator. This configuration guarantees that the dynamic performance of the 

controller satisfies the real-time restrictions necessary for realistic implementations. 

 

Fig. 5.6 shows RT-LAB real-time results for the same system, as the wind speed changes 

from 10 m/s to 12 m/s. 

Grid 

Voltage

DC link 

Voltage

20V/ div

10V/ div

             
(a) RT-LAB Grid and DC-Link voltage                       

v = 10 m/s

v = 12 m/s

Active 

Power

Reactive 

Power

10W/ div

15W/ div

 
(b) RT-LAB active and reactive power 

v = 10 m/s

v = 12 m/s

d-axis 

current

q-axis 

current
20A/ div

15A/ div

 
(c) RT-LAB stator-side current  
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v = 10 m/s
v = 12 m/s

q-axis 

current

d-axis 

current

20A/ div

15A/ div

 
(d) RT-LAB rotor-side current 

Fig. 5.6. RT-LAB results under stepped wind speed. 

The RT-LAB results in Fig. 5.6 (a,b) verify that the DC-link voltage is controlled and that 

the simulation model closely matches the injected active and reactive power. While the q-

axis component of stator current is zero, the actual value of the d-axis stator-side current 

roughly resembles the reference. In a similar vein, the d-axis current is maintained at zero 

and the q-axis component of the rotor-side current accurately follows reference. Overall, the 

simulation and real-time findings verify that the suggested control technique guarantees 

stable power transfer and grid code compliance under varying wind conditions.  

5.3 CASE II: CONVENTIONAL GRID CODE-BASED APPROACH 

UNDER LOW /MEDIUM SAG 

A conventional control method based on grid codes was first developed and tested on 

Matlab/Simulink, and the the results were validated over OPAL-RT real time simulator. 

Testd over different voltage sag conditions are cared out starting from 10% to 15%, and then 

20% using converntional LVRT control scheme.The results are discussed below. 

 

5.3.1 Performance under 10% Sag Condition  

In the first case, voltage sag of the order of 10% is simulated making the overall system 

voltage dip from 100% to 90%. According to the grid codes in (4.8), a voltage drop of 10% 

does not require injection of reactive power into the grid.  
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Active 

power

Dc link 

Voltage

Grid 

Voltage

Injected 

reactive 

power

Sag initiated 

Sag resolved  

20V/ div

10V/ div

10W/ div

15W/ div

(d)

 
Fig. 5.7. Results using MATLAB/Simulink(a-c) and RT-LAB (d) under 10% voltage sag condition. (a) Grid 

Voltage (Vabc), (b) DC-Link Voltage (Vdc and Vdc ref), (c) Power (P and Q), (d) RT-LAB Real-Time Validation. 

 

Fig. 5.7 displays the associated MATLAB/Simulink as well as experimental findings 

acquired using RT-LAB. The grid voltage Fig. 5.7(a) clearly displays the sag and the 

recovery that follows. The DC link voltage Fig. 5.7(b) stays near to its reference value, with 

modest oscillations at the beginning and conclusion of the sag. The stator-side power Fig. 
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5.7(c) shows that both active and reactive power stay nearly the same since no extra reactive 

power support is needed during a 10% sag. The RT-LAB validation Fig. 5.7(d) backs up 

these findings, exhibiting steady grid voltage, controlled DC link voltage, and low 

fluctuations in active and reactive power during the disturbance.These results show that 

during moderate voltage sags (≤10%), the system remains stable with traditional grid code–

based control. Other test situations under 15% and 20% voltage sag are discused below. 

5.3.2 Performance under 15% Sag Condition: 

The grid code specified in (4.8) takes effect when the voltage falls to 85%, and in order to 

keep the grid stable, the necessary reactive power support must be supplied. The grid-side 

voltage and current waveforms are displayed in Fig. 5.8, and sag is started between 3.5 and 

5 seconds. Reactive and active power injection can be seen to vary over the course of the sag. 

The DC-link voltage, on the other hand, is properly controlled and remains steady at 1150 V 

prior to, during, and following the sag. The system satisfies the conventional grid code 

requirements during a 15% sag event, according to the real-time validation findings from 

RT-LAB hardware. 
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Fig. 5.8. Results using Simulink(a-c) and RT-LAB(d) under 15% voltage sag (a) grid voltage, (b) Vdc and Vdc 

ref, (c) Power (P and Q), (d) RT-LAB Real-Time Validation. 
 

5.3.3 Performance under 20% Sag Condition: 

The system experiences a more severe disruption than in the previous situations when the 

grid-side voltage falls by 20%. For the grid code to remain stable and prevent disconnection, 

a significant amount of reactive power is needed.  
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Active 
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Fig. 5.9. Results under 20% voltage sag conditions. (a) Grid Voltage (Vabc), (b) DC-Link Voltage (Vdc and Vdc 

ref), (c) Power (P and Q), (d) RT-LAB Real-Time Validation. 

 

Despite the deeper sag, Fig. 5.9 demonstrates that the DC-link voltage stays constant at its 

reference value. This attests to the control mechanism's strength. In this scenario, active 

power fluctuates momentarily before returning to steady-state functioning, but reactive 

power injection is much higher. With well-controlled DC-link voltage and improved Q 

support, the real-time RT-LAB implementation supports the theoretical model response 

shown in Fig. 5.9 (d). 

5.4 CASE III: ANN-BASED ENHANCED LVRT TECHNIQUE RESULTS UNDER 

ABNORMAL CONDITIONS  

It can be noted from previous section that the conventional controller performs portly under 

high voltage sag conditions. Hence, the ANN based LVRT technique is developed and its 

performance is discussed below. 

 5.4.1 Performance Under 30% voltage sag condition: 

The suggested ANN-based LVRT control was assessed using a 30% grid voltage sag. The 

grid voltage (Vabc) waveform with a sag of 0.7pu between 3.5s and 5s is displayed in Fig. 

5.10(a) the waveform demonstrates complete grid voltage recovery following the fault. This 

demonstrates that sag detection and adjustment are effective. The DC-link voltage is 
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displayed in Fig. 5.10(b) the DC-link closely resembles its reference. Power (P and Q) is 

shown in Fig. 5.10(c) active power was maintained at 0.6pu and reactive power at 0.45pu, 

resulting in a total apparent power of 0.75pu, which is less than the converter's 1.0pu limit. 

Therefore, there was no need to reduce active power. Fig. 5.10(d) shows RT-LAB Real-Time 

Validation; hardware-in-the-loop results support the simulation findings. The DC-link 

voltage remains stable, reactive power is injected during the sag, and active power is 

maintained. 

 

Sag initiated 
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Fig. 5.10. Performance results under 30% voltage sag conditions. (a) Grid Voltage (Vabc), (b) Vdc and Vdc ref, (c) 

Power (P and Q), (d) RT-LAB Real-Time Validation. 
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5.4.2 Performance Under 40% voltage sag condition: 

In this case a severe sag of the order of 40% voltage drop is taken to evaluate the performance 

of the proposed ANN-based LVRT scheme. The conventional controller fails and DC voltage 

bus regulation cannot be achieved. The results with the ANN controller show the 

performance in Fig. 5.11 through simulation and experimental results.   
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Fig. 5.11. Performance results under 40% voltage sag conditions. (a) Grid Voltage (Vabc), Vdc and Vdc_ref, (c) 

Power (P and Q), (d) RT-LAB Real-Time Validation. 
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The grid voltage (Vabc) dips to almost 0.6pu during the sag and recovers to nominal once the 

disturbance is resolved, as shown in Fig. 5.11(a). This indicates that the system is operating 

properly to be able to identify and mitigate the sag. The DC-link voltage with strong 

regulation is displayed in Fig. 5.11(b). Power (P and Q) is shown in Fig. 5.11(c); the injected 

reactive power of 0.55pu increased the total apparent power to 0.8pu within the converter's 

limitations while the active power remained constant at 0.6pu. Thus, the converter can 

accommodate both active and reactive power without lowering active power. These results 

are supported by the RT-LAB real-time validation, as shown in Fig. 5.11(d). The DC link 

voltage remains constant while the grid voltage clearly shows the sag intervals. While active 

power supply is unaffected, reactive power injection takes place during the sag. These 

findings verify that the suggested ANN-based LVRT strategy maintains active power 

delivery, guarantees DC-link stability, and offers efficient voltage support. In the event of a 

fault, it also satisfies the grid code criteria. 

TABLE 5.1: COMPARISON OF CONVENTIONAL LVRT AND ANN-BASED LVRT METHODS 

Cases Grid Sag Condition Conventional LVRT ANN-Based LVRT 

Case I Normal Grid (No Sag) ✔ ✔ 

Case II 

Low Sag (10%) ✔ ✔ 

Low Sag (15%) ✔ ✔ 

Medium Sag (20%) ✔ ✔ 

Case III 
High Sag (30%) ✘ ✔ 

High Sag (40%) ✘ ✔ 

 

Table. 5.2 demonstrate that the traditional LVRT approach is effective in low to medium sag 

circumstances (≤20%), but it is ineffective in severe sag conditions (≥30%). Even high sag 

levels (30 to 40%) are successfully managed by the ANN-based LVRT strategy, 

demonstrating its resilience and dependability over the traditional method.  

5.5 CYBER ATTACK RESULTS DISCUSSION 

The cyberattack is started at 𝑡 =  4.5𝑠, and the simulation runs for 6.5 s for each scenario. 

5.5.1 Case 1: FDI Attack on 𝐕𝐝𝐜 Sensor 



43 

 

A negative step bias of 𝛼 =  +1400𝑉 is introduced into the 𝑉𝑑𝑐 sensor feedback at t = 4.5s. 

the simulation results are analysed in Fig. 5.12. 

The GSC controller detects a false voltage gain., the PI controller saturates, drastically 

increasing 𝑖𝑑
∗  to maintain the DC link. The reference DC link voltage (𝑉𝑑𝑐

∗ ) has now changed 

to 1150 + 1400 = 2550 V. The true 𝑉𝑑𝑐 starts to increase quickly as reference value changes 

to 2550 V as observed in Fig. 5.12 (c). As the controller battles the false reading, the system 

oscillates for the time when fault is simulated. The grid voltage remains unchanged, but the 

grid current fluctuates at instant of FDI attack. 

5.5.2 Case 2: DoS Attack on GSC PWM Commands 

In this attack, the adversary jams the communication signals, and this is modelled by setting 

the pulses of grid side converter signals to zero at t = 4.5s. 

The results shows that the GSC switching immediately stops at time= 4.5s. The grid voltage 

stays unchanged, but the current falls to zero, as shown in Fig. 5.13(a) and Fig. 5.13(b). The 

system has largely become unstable as evident by a very rapid rise of 𝑉𝑑𝑐  which can be 

dangerous. The grid's active power transfer (P) falls to zero as shown in Fig. 5.13(d). The 

DC link is currently absorbing the entire 4.0 MW from the MSC without an outlet. In 

milliseconds, the 𝑉𝑑𝑐 rises up to 18 kV from its reference value of 1.15 kV as shown in Fig. 

5.13(c), activating the hardware overvoltage protection and shutting down the turbine 

completely. This is a severe attack which disables the GSC unit at least temporality from t= 

 
Fig. 5.12. Under FDI attack (a) Grid side Voltage, (b) Grid side Current, (c) DC-link voltage and (d) Grid 

side active and reactive power. 
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4.5 to 5s till the fault lags, and power transfer (both P, Q) is affected during duration. 

5.5.3 Case 3: Replay Attack on 𝐕𝐚𝐛𝐜,𝐠𝐫𝐢𝐝 Sensors 

 At t = 4.5s, the replay of pre-recorded "normal" voltage data begins. A three-phase-to-ground 

fault is applied to the grid at t = 4.51s, resulting in a 70% voltage sag.  

The simulation results of this cyberattack are shown in Fig. 5.14. The actual grid voltage 

collapses and the actual GSC currents ( iabc,grid) spike to dangerous levels (>2.0 p.u.), as 

illustrated in Fig. 5.14(b). The replayed "normal" voltage is still being fed into the controller's 

 
Fig. 5.14. Under Replay attack (a) Grid side voltage, (b) Grid side current, (c) DC-link voltage and (d) 

Grid side active and reactive power. 

 
Fig. 5.13. Under DoS attack (a) Grid side voltage, (b) Grid side current, (c) DC-link voltage and (d) Grid 

side active and reactive power. 
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PLL and measurement block, as seen in Fig. 5.14(a). The controller is totally unaware of the 

error. 

Importantly, the logic for the system's Low Voltage Ride Through (LVRT) protection, which 

is intended to identify the sag and modify current commands, does not activate. The 𝑉𝑑𝑐 rises 

quickly from reference value of 1.15 kV to 7kV, which is dangerously high, as shown in Fig. 

5.14(c). Moreover, a sudden rise and fall of active power (P), with some fluctuations in 

reactive power are observed as shown in Fig. 5.14(d).  

The controller continues to command high current injection into a low-voltage fault, creating 

a massive overcurrent condition that would physically destroy the converter's IGBTs. This 

indicates the severity of this Replay Attack.  

5.5.4 Case 4: Control Parameter Attack on 𝐕𝐝𝐜 Regulator 

This cyberattack is simulated by changing the 𝑉𝑑𝑐regulator's proportional gain (𝐾𝑝
𝑑𝑐)from its 

stable value of 0.8 to a malicious value of 5.0 at t = 4.5s. 

The test results of this malicious attack are shown in Fig. 5.15. The grid side voltage remains 

constant as shown in Fig. 5.15(a). The outer voltage loop becomes extremely under-damped 

and unstable, as seen in Fig. 5.15(c). The 𝑉𝑑𝑐 value starts to oscillate rapidly. As a result, grid 

current also oscillates as observed in Fig. 5.15(b). This results in oscillations in grid active 

power (P) and reactive power (Q) as shown in Fig. 5.15(d).  

The level of oscillation may vary depending on the severity of the attack rendering shutting 

 
Fig. 5.15. Under Parameter attack (a) Grid side voltage, (b) Grid side current, (c) DC-link voltage and (d) 

Grid side active and reactive power. 
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down the turbine, this attack makes it a source of instability that may spread to other grid 

assets. 

The Table. 5.3 summaries of all the four cyberattacks modelled and observes the impact of 

each attack on system variables.  

TABLE 5.2: SUMMARY AND IMPACT OF CYBERATTACKS ON PMSG SYSTEM. 

Type of 

attack 
Modeling Observations Inference 

FDI Attack 

Add block introduces a constant 

offset (𝛼 = +1400𝑉) to the 𝑉𝑑𝑐 
sensor signal. 

1. 𝑉𝑑𝑐 settles to new 

reference voltage. 

2. Small variation in 

active power (P) and 

grid current. 

Mild 

Attack 

DoS 

Attack 

Switch block redirects the final 

GSC PWM gate commands to zero 

at t= 4.5s. 

1. 𝑉𝑑𝑐 shoots to 

dangerous high 

level. 

2. Instantaneous drop 

in active power (P) 

to zero. 

Severe 

Attack 

Replay 

Attack 

Switch block redirects the voltage 

sensor reading to a pre-recorded 

“normal” voltage at t= 4.5s. A 70% 

voltage sag occurs at t= 4.51s. 

1. 𝑉𝑑𝑐 rises to 

dangerous level. 

2. Active power (P) 

sudden rise and fall. 

Severe 

Attack 

Parameter 

Attack 

Constant block changes the 

proportional gain (Kp) of the 𝑉𝑑𝑐PI 

regulator. 

1. High-frequency 

oscillations in 𝑉𝑑𝑐. 
2. Oscillations in active 

(P) and reactive (Q) 

power. 

Mild 

Attack 

 

5.6 CONCLUSION 

This chapter presented a comprehensive simulation-based analysis of the PMSG-WECS 

rigorously evaluating its dynamic performance across normal, abnormal, and cyber-

compromised operational states. 

First, under normal operating conditions with varying wind speeds, the baseline control 

schemes demonstrated highly robust performance. The MSC effectively executed MPPT, 

smoothly ramping up active power generation in direct correlation with the wind profile. 

Simultaneously, the GSC successfully maintained the DC-link voltage at its reference values 

which is 1150V and operated at a strict unite power factor.  

Second, the system’s performance was evaluated under abnormal grid conditions to test 
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LVRT capabilities. The results clearly exposed the dynamic limitations of conventional PI 

based controllers, which struggles to maintain severe voltage sags and only provide LVRT 

support upto 20% voltage sags. To overcome these challenges, the ANN based LVRT control 

scheme was introduced which enhances turbine’s physical fault tolerance and LVRT support 

upto 40%. 

This chapter also simulates and analyses the impact of cyber-attacks like FDI, DoS, Replay 

and Control Parameter attacks on the system. Categorising the attacks from mildly severe to 

highly severe on based on their impact on the system stability. 

Finally, all the findings were simulated using MATLAB/Simulink and validated over real 

time digital simulation OPAL-RT platform. 
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CHAPTER 6 

CONCLUSION  

6.1 OVERALL CONCLUSION 

This dissertation systematically investigates the dynamic fault ride through capabilities and 

cyber physical security of a grid connected PMGS wind energy conversion system. Initial 

evaluations demonstrated that while conventional PI control schemes are sufficient for 

normal MPPT, they exhibit severe dynamic limitations under ab normal conditions. The 

conventional architecture managed a maximum LVRT tolerance only upto 20%. To resolve 

these vulnerabilities an ANN based LVRT control strategy was developed and implemented 

for the GSC. The simulation results confirmed that the proposed controller efficiently 

suppressed DC- link overvoltage, dynamically injected statutory reactive power and by doing 

so extends the turbine’s voltage sag tolerance to 40%.  

Furthermore, the detailed cyber-attack studies showed that the conventional controllers are 

highly vulnerable to FDI, DoS, Replay, and Control Parameter attacks. Malicious 

manipulation of sensor data easily got past traditional defences, causing dangerous DC-link 

over voltages, loss of reactive power support, and cascading system instability. Moreover, 

some of the attacks like FDI and Control Parameter attacks are categorised under mild 

cyberattacks due to mild oscillation injection into the system whereas the DoS and Replay 

attacks fall under severe attack category due to highly unstabilizing the system to a dangerous 

level. 

Finally, the computational feasibility and real-world applicability of the proposed control 

architecture were validated through real time simulation using the OPAL-RT platform. The 

real time validation closely mirrored the software simulations, definitively proving that 

intelligent, adaptive control mechanisms are both highly effective and practically viable for 

securing modern wind energy infrastructure against extreme grid faults. 
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6.2 FUTURE SCOPE 

This dissertation provides a solid foundation for LVRT control and cyber-Attack models, but 

some promising directions remain for future work: 

1. Application of Physics-Informed Neural Networks (PINNs): Future work may 

investigate the use of PINNs for offline training and real-time control. Embedding the 

physical governing equations of the PMSG and grid dynamics in the loss function of 

the neural network can help the control system to achieve faster convergence and 

better accuracy during the highly stealthy cyber-intrusions. 

2. Advanced Adaptive Filtering: The development of dedicated high speed adaptive 

filtering techniques, such as advanced variants of the Least Mean Square (LMS) 

algorithm, can be investigated in conjunction with the ANN controller to instantly 

isolate and neutralize corrupted sensor data before it reaches the converter control 

loops.  

3. Physical Microgrid Integration: Following the successful OPAL-RT validation, the 

proposed control strategy will be implemented on a scaled physical microgrid test 

bed with actual PMSG hardware, different energy storage and physical 

communication networks to investigate the long-term operational wear and thermal 

stresses during repeated cyber-physical fault scenarios. 
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APPENDEX 

 

TABLE 5.1: SYSTEM SIMULATION PARAMETERS  

Parameter Value Description 

Wind Turbine 

Rated Power (𝑃𝑛𝑜𝑚) 4 MW Nominal mechanical output 

Rated Wind Speed 12 m/s Speed at which rated power is reached 

Rotor Radius (R) 54 m Blade length 

Air Density (𝜌) 1.215𝑘𝑔/𝑚3 Standard atmospheric density 

Optimal 𝐶𝑝 0.413 Maximum aerodynamic efficiency 

Optimal 𝜆 5.6 Optimal Tip Speed Ratio 

PMSG 

Stator Resistance (𝑅𝑠) 0.0223 Ω Per phase resistance 

Stator Inductance (𝐿𝑑 = 𝐿𝑞) 1.35 𝑚𝐻 Surface mounted magnets assumed 

Flux Linkage (𝜓𝑓) 1.776 Wb Permanent magnet flux 

Pole Pairs (𝑁𝑝) 60 Allows direct drive operation 

DC Link 

DC Voltage (𝑉𝑑𝑐) 1150 V Regulated bus voltage 

Capacitor (𝐶𝑑𝑐) 0.01 F Energy buffer 

Grid 

Grid Voltage 575 V Line-to-line RMS 

Grid Frequency 50 Hz Standard frequency 

Filter Inductance (𝐿𝑔) 0.3 H Grid side filter 

Filter Resistance (𝑅𝑔) 0.03 Ω Filter damping 
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