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Abstract

This study examines the role of linear algebra in the development and analysis of cryptographic
systems, motivated by the growing need for mathematically robust security frameworks in an
era of expanding digital infrastructure.

The research analyzes both classical and modern encryption techniques — including the Hill
cipher, affine transformations, RSA, and AES — to trace how algebraic structures directly
shape cryptographic design. Core concepts such as matrix invertibility, modular arithmetic, and
finite field operations were studied in detail, with particular attention to how these properties
determine the security and reversibility of encryption schemes. The Hill cipher served as a
foundational case, illustrating how the invertibility of a key matrix under modular arithmetic
is not merely a mathematical convenience but the actual mechanism of decryption. AES
extended this further, where MixColumns operates as a matrix multiplication over GF(2¥),
selected for measurable diffusion strength rather than arbitrary construction.

Decomposition methods — LDU, QR, and SVD — were also examined for their computational
relevance, particularly in efficient matrix operations and their emerging role in lattice-based
cryptographic frameworks that aim to resist quantum attacks.

The findings confirm that linear algebra is central to cryptographic design, governing both
security guarantees and implementation efficiency across the systems studied.

Overall, this study establishes that linear algebra provides not just theoretical grounding for
cryptography but the actual design logic that makes modern encryption systems function —
and holds up under adversarial conditions.
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Chapter 1
Introduction
1.1 Background

Cryptography is the discipline that converts information into a protected form so that it can
travel through an insecure environment without becoming intelligible to an unauthorized
reader. Earlier methods of secrecy often depended on clever substitutions or rearrangements of
letters. Contemporary cryptography, by contrast, is built on exact mathematical structures. The
change is important: a modern cipher is not judged by how complicated it looks, but by whether
its security can be described and tested through algebra, number theory, probability, and
computation.

Linear algebra enters this discussion in a natural way. Digital messages are represented as
strings of numbers; blocks of such numbers are vectors; encryption rules often act on these
vectors by matrices, finite-field operations, or structured transformations. Once a message is
expressed in this language, encryption can be studied as a map from a plaintext space to a
ciphertext space. Decryption then becomes the problem of reversing that map with the correct
key.

The present dissertation studies this algebraic viewpoint across three stages of cryptographic
development. The first stage is classical matrix encryption, represented by the Hill cipher and
affine transformations. The second stage is modern symmetric and communication security,
especially the use of finite fields and matrix operations in AES and the use of linear codes for
reliable transmission. The third stage is post-quantum cryptography, where high-dimensional
vector and lattice problems have become central to the design of quantum-resistant systems.

The central idea of the work is therefore not that every cryptographic system is linear. Many
secure systems deliberately combine linear operations with nonlinear ones. Rather, the claim
is that linear algebra supplies the language in which a large part of cryptographic design,
analysis, implementation, and error control can be clearly expressed.

1.1.1 Mathematical Function in Cryptography

Mathematics gives cryptography its precision. A secure communication system must specity
how a message is transformed, what information is public, what information is secret, and why
an adversary should not be able to reverse the process efficiently. Linear algebra contributes to
each of these questions. It represents messages as vectors, records keys as matrices or
structured algebraic objects, and gives exact conditions for reversibility.

In the Hill cipher, for example, a plaintext block is written as a column vector and multiplied
by a key matrix. The computation is performed modulo 26 when the English alphabet is used.
The ciphertext can be decrypted only when the key matrix has a modular inverse. Thus the
determinant condition is not an optional calculation; it is the mathematical reason the cipher
can be reversed by the intended receiver.

The same pattern, in a more sophisticated form, appears in AES. The MixColumns layer in
AES is a matrix transformation over the finite field GF(2"8). This operation diffuses each byte
of a column across the other bytes, ensuring that a small input change influences several output
positions. In post-quantum systems such as Learning With Errors (LWE), the public data are
13




often expressed using matrices and vectors modulo a large integer, while carefully added noise
prevents direct solution of the underlying linear equations.
+ modular arithmetic, which keeps operations inside a fixed symbol set or finite algebraic
domain;
« matrix multiplication, which provides an organized mechanism for block transformation;
+ determinants and inverses, which decide whether a key transformation can be undone;
+ finite fields, which allow well-defined addition, multiplication, and division in modern
ciphers;
« vector spaces and subspaces, which support coding theory, syndrome decoding, and lattice-
based security.

1.2 Problem Statement

Many introductory accounts of cryptography describe algorithms as separate techniques: the
Hill cipher as a historical matrix cipher, AES as a modern block cipher, error-correcting codes
as a communication tool, and LWE as a post-quantum construction. This separation can hide
the common mathematical structure behind them. The problem addressed in this dissertation is
the need for aunified explanation of how linear algebra appears in encryption, decryption, error
control, and post-quantum security.

The study asks how matrix transformations, modular arithmetic, finite fields, and vector-space
methods operate within cryptographic systems, and where their strengths and limitations
become visible. It also examines why purely linear encryption is not sufficient for modern
security, even though linear algebra remains essential in advanced designs.

1.3 Objective of the Study

The main objective is to explain the role of linear algebra as a working mathematical foundation
for cryptography and secure communication. The dissertation is analytical rather than
experimental: it studies established algorithms and mathematical models, clarifies the algebra
behind them, and compares their roles in different security settings.

* to describe how matrices and vectors model message blocks, keys, ciphertexts, and
codewords;

* to explain why modular arithmetic and finite fields are required for reversible and bounded
computation;

« to analyze the Hill cipher as both a useful teaching model and a weak practical cipher;

« to connect AES diffusion, coding theory, and lattice-based cryptography through algebraic
transformations;

+ to outline the relevance of matrix and vector problems in post-quantum cryptography.

1.4 Scope and Limitation
14




The scope of the dissertation is organized in three levels. At the classical level, the Hill cipher
and affine cipher are used to demonstrate encryption by modular linear transformation. At the
modern level, AES is discussed through its finite-field and matrix-based components, and
error-correcting codes are studied as a reliability layer for secure communication. At the post-
quantum level, lattice and module-lattice ideas are introduced through LWE, Ring-LWE, and
the standardized family of laftice-based constructions such as ML-KEM and ML-DSA.

The study does not introduce a new cryptographic algorithm, nor does it claim to provide
implementation-level benchmarks. Numerical examples are included for explanation, but they
serve as mathematical illustrations rather than as software experiments. Side-channel attacks,
full protocol engineering, hardware performance, and formal reduction proofs are outside the
main scope. These limitations are important because practical cryptographic security depends
not only on correct mathematics but also on implementation, protocol use, randomness, and
system design.

1.5 Contribution of the Study

The dissertation contributes a unified reading of linear algebra across several cryptographic
settings. It does not treat linear algebra only as a set of background formulas. Instead, it shows
how algebraic structure determines whether a cipher can be reversed, whether an error can be
detected, whether a message can be reconstructed, and why some high-dimensional problems
remain difficult for known algorithms.

1. It presents classical, modern, and post-quantum examples through one mathematical
language: vectors, matrices, finite fields, and modular equations.

2. It explains the known-plaintext weakness of the Hill cipher as a direct consequence of
linearity rather than as a separate cryptanalytic trick.

3. Itlinks cryptography and coding theory by showing that generator and parity-check matrices
perform structured transformations similar in spirit to encryption and verification.

4. It introduces LWE and Ring-LWE as noisy versions of modular linear systems, clarifying
why noise changes an easy linear algebra problem into a difficult cryptographic one.

5. It gives a reorganized account suitable for readers who know elementary linear algebra and
want to see how it supports secure communication.

1.6 Thesis Organization

Chapter 1 introduces the topic, states the motivation and objectives, and defines the scope of
the work.

Chapter 2 develops the required algebraic background, including matrices, modular arithmetic,
finite fields, and the security principles used in cryptographic communication.

Chapter 3 explains the methodology and applies linear algebra to selected cryptographic
models, including the Hill cipher, AES-style finite-field transformations, matrix factorizations,
and post-quantum examples.

Chapter 4 focuses on error correction and secure communication channels. It studies generator
matrices, parity-check matrices, syndrome decoding, and Hamming codes. Chapter 5 discusses
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the growth and future direction of matrix-based cryptography, with emphasis on LWE, Ring-
LWE, and current post-quantum schemes.

Chapter 6 summarizes the findings, answers the research questions, states limitations, and
suggests directions for further work.




Chapter 2
Foundation of Linear Algebra for Cryptography
2.1 Vector Spaces and Their Properties

A vector space is a collection of objects that can be added together and multiplied by scalars
while remaining inside the same collection. In cryptography, the objects are usually not
geometric arrows but blocks of data. A pair of letters, a byte, a column of four bytes, or a binary
codeword can all be treated as vectors once a suitable algebraic domain has been fixed.

For alphabetic ciphers, the domain may be the residue class ring Z,4. For binary systems it is
often the field GF(2), and for AES it is GF(2®). This choice of domain is decisive. It
determines the meaning of addition, multiplication, inverses, and zero. The same matrix can
behave very differently over the real numbers, over Z,4, and over a finite field.

A matrix represents a linear transformation. If P is a plaintext vector and Kis a key matrix, a
simple matrix cipher can be written as

C = KP(mod n).

Here C denotes the ciphertext vector and n is the modulus. The legitimate receiver recovers the
plaintext by applying the inverse transformation:

P = CK™'(mod n).

The formula looks simple, but it contains the essential issue: decryption is possible only if
K1 exists in the chosen modular system. For a square matrix over Z,, , the determinant of K
must be relatively prime to 26. If this condition fails, different plaintext blocks may collapse
into the same ciphertext block, and unique recovery becomes impossible.

Determinants therefore play a security and correctness role in matrix ciphers. They do not make
the Hill cipher secure against modern attacks, but they decide whether the intended decryption
operation is even mathematically valid. In this way, the determinant becomes a practical
cryptographic test.

plaintext block becomes a ciphertext block by a finite linear map

Figure 2.1 Matrix operation in encryption (Hill cipher)




2.1 (A) Finite Fields and GF (2%): The Mathematical Engine for AES

The Hill cipher works with residues modulo 26, which is convenient for alphabetic examples
but not a field because 26 is composite. AES uses a more suitable structure: the finite field
GF(2%). This field contains 256 elements, exactly the number of possible byte values. Each
byte can be viewed as a polynomial of degree at most seven with coefficients in GF(2) .

For example, the byte 01010111 represents the polynomial
x4+ x4 x4l
Addition in this field is bitwise XOR. Multiplication is polynomial multiplication followed by

reduction modulo a fixed irreducible polynomial. This construction allows every nonzero byte
to have a multiplicative inverse, which is a property needed in several parts of AES.

2.1 (A.1) What is a Galois Field GF (2°) ?

A Galois field GF(p") is a finite field with p" elements, where p is prime and r is a positive
integer. In AES, p=2 and r = 8. Thus GF(2®)is the field of 256 elements used to process bytes.
The representation by binary polynomials is not merely a change of notation; it is the rule that
defines the arithmetic of the cipher.

2.1 (A.2) The Irreducible Polynomial
AES defines multiplication in GF (2%) using the irreducible polynomial
mx) = x84+ x*+ x*+x+1

Reduction by this polynomial keeps the product of two bytes inside the set of byte-sized field
elements. It plays a role similar to a modulus, but unlike reduction modulo 26, it is chosen so
that the resulting structure is a field.

2.1 (A.3) Worked Example: Multiplication in GF(2%)

Suppose two bytes values are represented by the polynomials a(x) = x® + x*+ x2+x+
land b(x) = x7 + x' +1.

Their product is first computed as an ordinary polynomial over GF(2) , where terms with
even coefficient cancel. The resulting polynomial is then reduced modulo m(x) until its
degree is less than eight. The final byte is the representative of the product in GF (28).

This example illustrates the difference between ordinary arithmetic and finite-field arithmetic.
In a field used for cryptography, the aim is not to obtain a large integer or polynomial, but to
keep every result inside a controlled algebraic universe where inverse operations are well
defined.

Mathematical connection: This is directly analogous to the Hill Cipher computing C = KP
(med 26). In both cases, multiplication is performed in a finite structure and the result is
reduced to remain within a bounded set. GF(2%) is simply a more sophisticated and secure
[finite structure than Zz.

2.1 (A.4) The Mix-Columns Matrix Operation in AES

18




The Mix-Columns step in AES applies a fixed 4 by 4 matrix to each column of the internal
state. The entries 01, 02, and 03 are field elements, and every addition and multiplication is
performed in GF(28).

The purpose of this layer is diffusion. A change in one input byte is spread across the output
column. Unlike the Hill cipher, AES does not rely only on linear transformation; it combines
linear diffusion with nonlinear substitution. This mixture is what prevents the simple linear
recovery attacks that defeat classical matrix ciphers.

[ 02 03 01 01 ] [ s0 ] [ s'0 ]
[01 82 03 01] , [sl] _ [s'l]
[01 81 02 03 ] [s2] T [s'2]
[03 01 01 02 ] [ s3] [ s'3 ]

All entries are bytes and all operations are carried out in GF(2"8).

Figure 2.2 Mix-Columns matrix operation in AES over GF (2%)

2.2 Mathematical Principles of Cryptography and Secure Communication
2.2.1 Classical Cryptography

Classical cryptography includes substitution, transposition, affine, and matrix ciphers. These
systems are useful for learning because their rules can be written explicitly and calculated by
hand. Their weakness is also visible: most of them preserve too much structure. If the
transformation is linear or nearly linear, an attacker can often exploit frequency patterns or
solve a system of equations.

The Hill cipher is historically important because it was among the earliest ciphers to use matrix
algebra directly. It showed how a block of letters could be encrypted together rather than letter
by letter. However, its linearity makes it unsuitable for real security today.

2.2.2 Modern Encryption

Modern encryption systems are designed for digital data and adversaries with substantial
computational power. They must protect communication over public networks where messages
can be intercepted, copied, delayed, altered, or replayed. A secure design therefore needs
confidentiality, integrity, authentication, and often non-repudiation.




Symmetric encryption uses a shared secret key. AES is the most common example. Asymmetric
encryption uses a public key for one operation and a private key for the reverse operation. RSA
and elliptic-curve schemes are standard examples of pre-quantum public-key cryptography.
Post-quantum systems increasingly use lattice, code, hash, and multivariate constructions.

2.2.3 Core Principles of Cryptography

The goals of secure communication may be summarized as confidentiality, integrity,
authentication, and non-repudiation. Confidentiality prevents unauthorized reading. Integrity
detects unauthorized alteration. Authentication verifies identity or origin. Non-repudiation
links a digital action to the party that performed it so that the action cannot later be denied.

Linear algebra contributes most directly to the transformation and verification components of
these goals. A matrix may hide data by transforming it, a parity-check matrix may reveal
whether a received word is valid, and a lattice-based public key may conceal a secret vector
behind noisy modular equations. These operations do not by themselves solve every security
requirement, but they provide essential computational machinery.

Authentication sequence in a secure communication system

Figure 2.3 Authentication procedure in cryptographic communication

2.4 Linear Algebraic Methods in Symmetric and Asymmetric Cryptosystems
2.4.1 Hill Cipher and Affine Cipher

An affine cipher maps a plaintext symbol x to ax + b(mod26). The parameter a must be
invertible (mod26) otherwise, two different letters may produce the same ciphertext. The Hill
cipher generalizes this idea from single symbols to vectors. It replaces multiplication by a scalar
with multiplication by a key matrix.

€ = KP + b(mod26)

In the pure Hill cipher, b is absent and the transformation is linear. In an affine block cipher, b
adds a translation. Both systems require modular inverses for decryption. Both are also
vulnerable because their algebraic structure is too transparent once enough plaintext-ciphertext
pairs are known.

To encrypt the letter C, we first convert it into its numerical equivalent.
Using the standard mapping (A=0,B=1,C=2, ..., Z=25), the letter C corresponds to 2.
If we choose the encryption parameters a = 3and b = 8, the affine encryption function is
defined as [12]:
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E = 3m + 8(mod 26)

Substituting m = 2:
E(2)=3(2)+8=6+8=14
Since the number 14 corresponds to the letter O, the encrypted form of C is O [12].

Decryption Process
To recover the original message, we reverse the encryption process.
Let srepresent the ciphertext value. The encryption equation is:

s =3m+ 8 (mod 26)

First, subtract 8 from both sides:
5 —8 =3mmod 26

Both sides are then scaled by the multiplicative inverse of 3 in Z,4. This inverse is 9, since
3 9 = 27, which reduces to | under mod 26 arithmetic [5]. Applying this gives:

m = 9(s — 8)(mod26)

The value of m obtained here is the numerical equivalent of the original plaintext character,
from which the corresponding alphabetic letter is directly retrieved [ 18].

2.4.2 Linear Codes

A linear code is a subspace of a finite vector space. A message vector is multiplied by a
generator matrix G to produce a codeword. The receiver uses a parity-check matrix H to test
whether the received vector lies in the valid code space. This is again a linear algebraic method,
but its purpose is reliability rather than secrecy

c=mG,Hc" =0.

The power of linear codes comes from structured redundancy. The added parity bits allow the
receiver to detect, and sometimes correct, errors introduced by noise or interference.

2.4.3 Matrix Based Error Detection

When a codeword c is transmitted and an error vector e is added by the channel, the receiver

obtains 7 = ¢ + e. The syndrome is computed by multiplying by the parity-check matrix:
S=Hr"=H(c+e) =Hr".

Since He™ = 0 for every valid codeword, the syndrome depends only on the error pattern. For

well-designed codes, each correctable error has a distinctive syndrome. This allows efficient
correction without testing every possible original message.
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Modular reduction keeps symbols inside the alphabet range

25

20

15 4

10 4

value after mod 26

0 10 20 30 40 50
integer value before reduction

Figure 2.4 Modular arithmetic in a matrix-based cipher

2.5 Advances and Future Directions in Linear Algebra-Based Cryptography
2.5.1 Post-Quantum Cryptography

Quantum computing changes the risk profile of public-key cryptography. Shor's algorithm
threatens RSA and elliptic-curve systems because it can solve factoring and discrete logarithm
problems efficiently on a sufficiently powerful quantum computer. Lattice and code-based
cryptography respond by relying on different mathematical problems, many of which are
naturally expressed using vectors, matrices, and finite rings.

In lattice-based schemes, the central difficulty is not matrix multiplication itself. The hard
problem arises because the public equations include noise or because the solution sought is
unusually short in a high-dimensional lattice. Linear algebra supplies the setting; computational
hardness comes from the geometry and the error structure.

2.5.2 Emerging Linear-Algebraic Protocols

Current research also studies matrix and tensor methods, code-based public-key encryption,
homomorphic operations, and secure multi-party computation. In each area, algebraic
representation is used to control how information is transformed and what can be learned from
public data. The challenge is to keep legitimate computation efficient while making
unauthorized inversion infeasible.

2.5.3 Open Research Challenges

The main open challenges include efficient implementation, resistance to side-channel leakage,
precise parameter selection, and long-term standardization. A scheme that is secure in a
mathematical model may still fail if implemented with poor randomness or if physical leakage
reveals secret-dependent information. Future work must therefore combine algebraic design
with careful engineering.
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Chapter 3
Methodology and Applications of Linear Algebra in Cryptography
3.1 Introduction

This chapter applies the algebraic tools from Chapter 2 to selected cryptographic and
communication models. The method is analytical: each system is described by identifying its
data representation, transformation rule, reversibility condition, and security implication. The
aim is not to provide software performance results but to show how the mathematics controls
the behavior of the system.

The discussion proceeds from simple to advanced examples. The Hill cipher is used because
its full algebra can be written down and checked. AES is discussed through its finite-field
diffusion layer. Error-control coding is treated as a companion technology for secure
communication. Finally, LWE is introduced as a post-quantum problem obtained by disturbing
modular linear equations with small errors.

3.2 Cryptography Modelling with Linear Algebra

A cryptographic model begins by choosing a space for the data. In a letter-based Hill cipher,
the space is ZJ. In AES, bytes live in GF(2®) and the state is arranged as a matrix of bytes. In
n*m

LWE, public data may be represented by A in Z3;™ and b in ZF'. In every case, the selected

algebraic domain determines what operations are legal and how inverses are computed.
The Hill cipher encrypts an n-letter block by multiplying a plaintext vector P by an n by n key
matrix K modulo 26:
€ = KP + b(mod26).
The decryption formula is
P = CK*(mod n).

For the inverse to exist, gcd(det(k), 26)= 1. This condition is easy to check and demonstrates
the importance of modular invertibility. However, it also shows why the cipher is
mathematically exposed: the map is linear, and linear maps can be recovered from enough
input-output data.

Consider the key matrix
Kk =[[33].[2.5]]

Its determinant is 9, and gcd(9,26) = 1. Therefore, it has a modular inverse. If the plaintext
HI is encoded as P =[7,8]", then multiplication modulo 26 produces € =[19,2]7,
corresponding to TC. The calculation is small, but it displays the complete mechanism of a
matrix cipher.

Fora 3 by 3 version, the same principle applies. Larger blocks increase diffusion because each
ciphertext symbol can depend on several plaintext symbols. Nevertheless, increasing the matrix
size alone does not create modern security. If the transformation remains linear, an attacker can
still recover the key after collecting enough independent examples.
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3.2 (A) Vulnerability Analysis: The Known-Plaintext Attack on the Hill Cipher

The known-plaintext attack is the clearest demonstration of the Hill cipher's limitation.
Suppose an attacker obtains n plaintext blocks and their corresponding ciphertext blocks for an
n by n Hill cipher. Place the plaintext vectors as columns of a matrix P and the ciphertext
vectors as columns of a matrix C. The encryption relation becomes
C = K x P(mod26).
If Pis invertible modulo 26, the attacker can multiply by P~ and recover the secret key:
K = P~ x C(mod26).
This is complete key recovery. No exhaustive search is needed. The attack uses the same linear

algebra that the legitimate receiver uses, except that it solves for the key rather than for the
plaintext.

3.2 (A.1) Mathematics Basis of the Attack

For an n by n key matrix, n linearly independent plaintext blocks are enough to determine the
transformation. The requirement is that the matrix P formed from those plaintext columns must
have a determinant relatively prime to 26. If the first collected blocks do not satisfy this

condition, the attacker can use different blocks. In a chosen-plaintext setting this is even easier
because the attacker may select convenient vectors.

The attack shows the difference between correctness and security. The determinant condition
makes the cipher reversible for the legitimate user, but it does not hide the linear relation. A
correct cipher may still be cryptographically weak.

3.2 (A.2) Worked Numerical Example

Assume the unknown key is K = [[3, 3], [2, 5]], but the attacker observes two plaintext-
ciphertext pairs. For the plaintext HI, Py= [7,8]" and ;= [19,2]". If the attacker also abserves
a second pair chosen so that the plaintext matrix is invertible modulo 26, then P and C can be
assembled and the formula K = CP~!(mod26) gives the key directly.

Plaintext pair 1: “HI” — P, = [7,8]" = C, = [19,2]" = "TC"
Plaintext pair 2: "LO" — P, = [11,14]" = €, = KP,(mod26)

First, let us compute Cz:

3 3 *[11 _ [33 +42

Cz=[2 5114l = _[;g](modzﬁ)a"m”

22 +700

Attack step 1 — Assemble the matrices:

Pyl e 20

Attack step 2 — Compute det(P):
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det(P) = (7)(14) — (11)(8) = 98 —88 =10

Check: gcd(10,26)= 2 # 1. The attacker chooses a different second pair. This is realistic
attackers can choose known plaintexts adaptively.

Using plaintext pair 2 as "AT" — P, = [0,9]".
_[337,[07_[57 “
C:=[35) L] = [3g] = FT"

Reassemble Matrices:
b= [g 109]C= [129 157]

Step 3: Compute Determinant of P

det(P) = (7 x19) — (0 x 8) =133
133 = 133 — 5(26) = 3 (mod 26)
ged(3,26) = 1 = P isinvertible mod 26

Step 4: Find Modular Inverse of Determinant

We need:
371 (mod 26)
3x9=27=1(mod 26)
=31=9
Step 5: Compute P~'(mod 26)
Using inverse formula:
1_g.[19 O
pl=9 [_8 7] (mod 26)

—8 = 18 (mod 26)
S1_go. [19 0)_[171 0
P = [18 71~ [162 63

pi= [165 101]

Step 6: Recover Key Matrix K
K =C P (mod 26)
_[19 571,115 0
K= [ 2 17] [6 11]
7[(19-15+5-6) (19-0+5-11)

(2-15+17-6) (2-0+17-11)
7[315 55

] (mod 26)

132 187
3 3

2 5

] (mod 26)
=]

25




The important point is not the particular numbers but the mechanism: a linear cipher can be
reconstructed from its action on a basis. Once the basis images are known, the entire
transformation is known. This is a fundamental fact of linear algebra and the source of the Hill
cipher's vulnerability.

3.2 (A.3) Implications and Countermeasures

The practical implication is that the Hill cipher should not be used for real secure
communication. It is valuable as a teaching model but not as a modern security tool. A realistic
block cipher must prevent the attacker from reducing the problem to a solvable linear system.
AES achieves this by combining linear diffusion with nonlinear substitution, key addition, and
multiple rounds. The nonlinear layer destroys the simple relation that the Hill cipher exposes.

Countermeasures such as increasing the matrix size or changing the alphabet may delay a
simple manual attack, but they do not remove the algebraic weakness. Security requires a
design that resists known-plaintext, chosen-plaintext, and other standard attack models.

3.3 Error Detection and Secure Communication Channels

Secure communication requires more than secrecy. A receiver must also know whether the
message has arrived without accidental corruption or malicious alteration. Error-control coding
addresses this reliability problem. Linear algebra is again central because codewords form
structured subsets of vector spaces, and errors are detected by matrix multiplication.

If m is a message vector and G is a generator matrix, the transmitted codeword is ¢ = mG. If
noise adds an error vector e, the receiver obtains r = ¢ + e. The parity-check matrix H gives the
syndrome S = Hr"T. A zero syndrome indicates that r satisfies the code constraints; a nonzero
syndrome indicates an error pattern.

In practice, encryption and error correction may be arranged in different orders depending on
the system design. The important principle is that the reliability layer should protect the data
path without exposing the secret key. For high-risk communication such as satellite links,
military communication, and long-distance data transfer, this layer is indispensable.

Error-control layer surrounding an encrypted message

—»[ Encrypt]—b [ Encode]—b[channel ]—{ Syndrome-]—»[Decrypt}

Figure 3.1 Error detection and correction method in secure communication using linear algebra

3.3.1 Simulated Analysis and Experimental Dataset
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For comparative discussion, this dissertation uses theoretical performance indicators rather
than laboratory measurements. The values in the following table should be read as illustrative
benchmark-style estimates. They show the general trade-off between speed, detection ability,

correction capacity, and algebraic complexity. They are not presented as new experimental
measurements.

Table 3.1 Performance comparison of linear algebra-based cryptographic and coding mechanisms

Method Main alge‘hrau: Detection/Integrity Relative Main limitation
operation role speed
Matrix Linear key recovery
Hill cipher multiplication over None by itself’ High under known
Z 26 plaintext
AES _ Matrix Diffusion within . Security depends on
MixColumns multiplication over encryption High full round design, not
] L GF(28) MixColumns alone
Generator and
Hamming parity-check Single-error Hich Limited correction
code matrices over correction 18 capacity
GF(2)
Reed- Polynomial algebra . . More complex
Solomon code | over finite fields Burt-errar comrection | Medigm decoding
. Larger parameters
LWE-based NGISY mﬂdl.]lﬁl' Key establishment Medium | than classical public-
KEM linear equations ke
ey systems

The comparison shows a repeated pattern. Methods with simple linear structure are fast and
easy to explain but may be weak as encryption schemes. Methods that add nonlinear operations,
structured redundancy, or controlled noise achieve stronger security or reliability at the cost of
more complex computation.

Detﬁ_ﬁtion strength versus throughput in algebraic methods

90
4 Hammin
85 ° 9
80
75

704 L

relative throughput (%)

L ]
65 1 Regd-Solomon

75 80 85 90
error detection efficiency (%)

Figure 3.2 Relationship between error detection efficiency and throughput
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3.4 Matrix Factorization in Cryptography Security

Matrix factorizations decompose a complicated matrix into simpler components. In numerical
linear algebra, decompositions such as LU, QR, and SVD are used to solve systems,
approximate matrices, compress data, and improve stability. Their cryptographic role is more
specialized. They are useful in implementation, signal processing, image security,
watermarking, and some approaches to lattice computation.

3.4.1 Singular Value Decomposition (SVD)

The singular value decomposition writes a matrix A as A = U Sigma VT, where U and V are
orthogonal matrices and Sigma contains the singular values. In image processing and
watermarking, SVD separates structural information from intensity or energy information.
Modifying selected singular values can embed data or disguise an image while retaining
controlled reconstruction properties.

SVD should not be mistaken for a complete encryption method by itself. It is a mathematical
tool that can support secure data processing when combined with keys, scrambling, masking,
or other cryptographic operations. Its value lies in controlled decomposition and reconstruction.

3.4.2 LU and QR Decomposition

LU decomposition factors a matrix into lower and upper friangular components. QR
decomposition factors a matrix into an orthogonal component and an upper triangular
component. These methods are important for efficient computation, especially when repeated
linear solves are required. In cryptographic contexts, they are relevant where large matrix
operations must be optimized without changing the mathematical problem being solved.

3.5 Post-Quantum Linear Algebra-Based Cryptography

Post-quantum cryptography studies schemes intended to remain secure even if large-scale
quantum computers become available. Lattice-based cryptography is a leading direction
because its underlying problems involve high-dimensional algebra and geometry rather than
factoring or discrete logarithms. In 2024, NIST published standards for ML-KEM, ML-DSA,
and SLH-DSA; the first two are derived from the CRYSTALS-Kyber and CRYSTALS-
Dilithium submissions, respectively.

The Learning with Errors problem is a useful entry point. Choose a public matrix A, a secret
vector s, and a small error vector e. Compute

b = As + e(modq)

The pair (A, b) is public, while s is secret. If e was zero, the system could be solved by linear
algebra. The small error vector changes the problem: the equations are nearly linear but not
exact, and recovering s becomes computationally difficult for suitable parameters.
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3.6 Summary

This chapter showed how linear algebra operates in several cryptographic tasks. The Hill cipher
demonstrates reversible matrix encryption but also exposes the danger of pure linearity. Error-
correcting codes use matrices to detect and correct corrupted data. Matrix factorizations support
efficient computation and selected security applications. LWE-based systems show how high-
dimensional modular linear equations, when combined with small errors, become a basis for
post-quantum cryptography.
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Chapter 4

Noise Resilience and Secured Transmission Protocols

4.1 Preface

A secure channel must preserve both secrecy and correctness. Encryption protects the meaning
of data from unauthorized readers, but it does not automatically repair corruption caused by
noise, packet loss, interference, or faulty storage. Error correction fills this gap. It adds
structured redundancy so that a receiver can recognize and repair certain errors before the
message is used.

The algebraic theory of error correction is closely connected to linear algebra. Messages and
codewords are vectors over finite fields. Encoding is a linear transformation. Valid codewords
form a subspace or a structured set. A parity-check matrix tests membership in that set. These
ideas make coding theory a natural companion to cryptographic communication.

4.2 Foundation of Coding Theory

A code is a collection of valid words used for transmission or storage. In a binary linear code,
the codewords form a subspace of F'.. If the message has k bits and the codeword has n bits,
then the code is called an (n, k) code. The difference n - k represents the number of redundancy
bits added for protection.

C = {mG:min Ff}.

The minimum Hamming distance d,,;, is the smallest number of positions in which any two
distinct codewords differ. This distance measures error tolerance. A code with minimum

dmin—1

distance dj, can detect up to dyj, — 1 errors and correct up to floor l I errors. Thus,

distance is the algebraic measure of reliability.

4.3 Linear Codes and Their Structure
4.3.1 Generator Matrix (G)

The generator matrix G defines the encoding rule. A message vector m is multiplied by G to
produce a codeword ¢. When G is in systematic form, the original message bits appear directly
in the codeword and the remaining positions are parity bits. This form is useful because it keeps
encoding transparent while still adding redundancy.

C=maG.

For the Hamming (7,4) code, four information bits are expanded to seven transmitted bits. The
three additional bits are not arbitrary; they are chosen so that every single-bit error produces a
syndrome identifying its position.

4.3.2 Parity-Check Matrix (H)
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The parity-check matrix H defines the constraints that every valid codeword must satisfy. For
a valid codeword c,

Hc™ =0.

The rows of H represent parity relations. If a received vector violates one or more of these
relations, the syndrome reveals the violation. This is a linear test and can be performed
efficiently.

4.3.3 Error Detection and Correction Process

1. The sender writes the information as a vector m over GF(2).

2. The vector is encoded as C = mG.

3. During transmission, noise may add an error vector r = ¢ + e.

4. The receiver computes Hr" =

5.1f § = 0, the word satisfies the parity checks. If S is nonzero, it indicates an error pattern.

6. For a correctable error, the receiver flips the identified bit and recovers the original
codeword.

4.4 Parity-Check Matrix and Syndrome Decoding

Syndrome decoding is efficient because it avoids comparing the received vector with every
possible codeword. Sincer = ¢ + e,

SHr'=H(c +e)" =Hc" + He” = He”.

The syndrome depends only on the error vector. In a single-error-correcting code, each column
of H corresponds to a possible one-bit error. If the syndrome equals the sixth column of H, the

receiver knows that the sixth bit has been corrupted. This is a direct and elegant use of linear
algebra.

4.5 Example: Hamming Codes
4.5.1 Hamming (7,4) Code

The Hamming (7,4) code encodes four data bits into seven bits and has minimum distance
three. It can correct one error and detect two errors. Let m=[1 0 1 1]. After multiplication by
a suitable generator matrix, one possible codeword isc=[101101 0].

If one bit changes during transmission, the received vector r differs from c¢ in exactly one
position. The syndrome Hr” = § identifies that position. After correcting the bit, the receiver
obtains the valid codeword and extracts the original message.

Table 4.2 Parameters of Hamming (7,4) and Hamming (15,11) codes

Parameter Hamming (7.4) Hamming (15,11)
Message bits k 4 11
Codeword length n 7 15
Parity bitsn - k 3 4
Minimum distance d 3 3
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Parameter Hamming (7,4) Hamming (15,11)
Detection capability Up to 2-bit detection Up to 2-bit detection
Correction capability 1-bit correction 1-bit correction

4.6 Matrix-Based Decoding and Error Correction

Matrix-based decoding makes error correction systematic. The received word is not judged by
appearance or by probability alone; it is tested against exact parity equations. This is
particularly important when encrypted data are transmitted. A single corrupted bit may cause
decryption failure or produce meaningless output. Correcting errors before decryption
improves reliability.

In satellite communication, retransmission can be expensive or impossible. In storage systems,
fragments may be lost or damaged. In financial communication, corrupted transaction data may
cause serious consequences. Linear codes provide a mathematical way to maintain accuracy
across these settings.

4.7 Applications in Secure Transmission Channels

Linear error-control methods appear in wireless networks, storage systems, digital payment
infrastructure, satellite communication, and defence communication. In each case, the same
broad pattern appears: the sender adds structured redundancy, the channel introduces possible
errors, and the receiver uses algebraic checks to restore a valid message.

For wireless and cellular systems, codes such as LDPC and Reed-Solomon support reliable
high-throughput communication. For cloud storage, polynomial and matrix-based
reconstruction methods allow lost fragments to be recovered from surviving fragments. For
secure payment and authentication systems, error detection protects the data path so that altered
information can be rejected before it enters the cryptographic decision process.

In a combined system, correctness and secrecy can be written in two conditions:
T —
Hr" =0, Diey(Ereyim)) = m.

The first condition expresses transmission validity; the second expresses cryptographic
correctness. A secure communication system must respect both.

4.8 Summary:

Algebraic framework serves as the key mathematical framework in safe transmission systems.
On combining the underlying rules of coding methods and secure encryption science, it
provides 3 crucial outcomes:

1. Error test matrix: via checking rule matrix

2. Correction of wrong bits: check and fix decoding

3. Protecting the information: through locking the information

These operations guarantee that even under noise, external disturbance, or misuse of data, the

forwarded information remains accurate.
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Chapter 5
Growth and Future Scope in Matrix-Based Cryptography

5.1 Introduction

The future of public-key cryptography is strongly influenced by quantum computing. RSA and
elliptic-curve cryptography rely on number-theoretic problems that are vulnerable to Shor's
algorithm on a sufficiently large quantum computer. This does not make all cryptography
obsolete, but it does require new public-key systems based on different assumptions.

Matrix-based and vector-based problems are central to this transition. Lattice-based
cryptography, code-based cryptography, and related constructions use high-dimensional
algebraic structures. Their security is based on the difficulty of recovering hidden information
from public equations, noisy samples, or structured codes.

5.2 Post-Quantum Cryptography

Post-quantum cryptography aims to build algorithms that remain secure against both classical
and quantum adversaries. Lattice-based methods are prominent because they offer efficient key
establishment and signatures with strong mathematical foundations. Code-based cryptography
is also important because it rests on different hardness assumptions and can provide diversity
against future cryptanalytic breakthroughs.

Table 5.1 Hardness-Based Assumptions and Feasibility Comparison of Post-Quantum Cryptographic

Protocols
Protocol Mathematical Hardness Assumption Advantages Limitations / Drawbacks
Foundation
LWE Random linear Solving noisy linear High security level, Large key size; slower
(Learning equations with small | equations is NP-hard, even | versatile (supports performance compared to
With Errors)  errors (matrix-vector | for quantum computers encryption, key exchange, RSA/ECC
systems) and digital signatures), NIST
finalist
Extension of LWE Decoding ring-based Compact representation;  Sensitive parameters; higher
Ring-LWE using polynomial equations remains ideal for loT and implementation complexity
equations in modular | computationally difficult lightweight devices
rings due to smaller key sizes
NTRU Polynomial Polynomial convolution over | Fast encryption and Some parameter sets may
convolution over arithmetic lattices decryption; proven longterm  reduce the security margin
arithmetic lattices security
Code-based  Matrix-basedcodes | Matrix-based codes using | Extremely strong; Very large public keys;
(McEliece, using generator generator matrices. tested over decades; impractical for small or
Niederreiter)  matrices resistant to most attacks resource-limited devices
Solving multivariate | MQ problem is NP-complete | Efficient for digital Newer field; lacks mature
MQ quadratic equations signatures; proofs and large-scale
(Multivariate  over finite fields mathematically elegant validation
Quadratic)
MAKE (Matriy | Mt group actions | Hardness of the matrix acton Resistant to Shar's Newer field; lacks mature
AchoaFey (semidirect product | problem algorithm; innovative algebraic  proofs and large-scale validation
structures) structure

NIST's first finalized post-quantum standards include ML-KEM for key encapsulation, ML-
DSA for digital signatures, and SLH-DSA as a hash-based signature scheme. ML-KEM and
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ML-DSA are derived from the CRYSTALS-Kyber and CRYSTALS-Dilithium submissions,
respectively. This standardization confirms that algebraic problems involving modules, lattices,
and finite rings are no longer only theoretical topics; they are becoming part of deployed
security infrastructure.

5.3 The Learning with Errors Problem

The Learning with Errors problem can be understood as a noisy system of modular linear
equations. Let A be a public m by n matrix over Z, let s be a secret vector in Zj, and let e be

a small error vector. The public vector is

b = As + e(modq)

If e were absent, recovering s from A and b would be a standard linear algebra problem. The
error term prevents exact solving. Although each error is small, its presence across many
equations makes recovery difficult when parameters are chosen properly. The security is
therefore based on the gap between easy forward computation and hard inverse recovery.

This idea is powerful because it is simple to state yet difficult to attack. It also scales naturally
to high dimensions and admits efficient variants based on rings and modules.

A xE +E — [Emeg

The public pair (A, b) hides s because the small error e disturbs exact linear solving.

Figure 5.1 LWE instance: public matrix combined with secret vector and small ervor

5.3 A Ring-LWE and its Connection to Crystals-Kyber

Standard LWE may require large public matrices. Ring-LWE and Module-LWE improve
efficiency by replacing general matrices with structured algebraic objects. A common setting
uses the quotient ring
)

a4 a1’
Elements of this ring are polynomials with coefficients modulo g, reduced by cost. Polynomial
multiplication in this ring acts like a structured linear transformation. Efficient algorithms such
as the Number Theoretic Transform make these operations fast.
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CRYSTALS-Kyber, standardized in renamed form as ML-KEM, is based on module-lattice
ideas. The use of structured algebra reduces key size and improves performance while retaining
security based on hard lattice problems. This illustrates a key theme of the dissertation: linear
algebra becomes more powerful when combined with carefully selected algebraic structure.

Table 5.2 Algebraic Underpinnings and Practical Trade-offs in Classical and Modern Cryptographic

Constructions

Mechanism

Algebraic

structure

Main purpose

Security idea

Practical issue

Hill cipher

Matrices over Z,

Classical encryption

Secret invertible
matrix

Linear and easy to
break

AES diffusion Matrix over Symmetric block nDD:]flf}:‘Z;nTzﬁ‘z Must be analyzed
8 .
layer GF(2%) encryption design as full AES
n . d Subspace of E i Syndrome Limited to small
amming code F(2m) rror correction identifies error error patterns
McEliece type . Post-quantum Hard dECdeg of .
Linear codes . random-looking | Large public keys
systems public key
codes
. Parameter and
LWE/Module- .NDISY modl.llar KEM/signatures Hard recovery of implementation
LWE linear equations secret vector care

Table 5.3 Computational Complexity and Structural Distinctions Between Standard LWE and Ring-

LWE Variants

Property Standard LWE Ring-LWE
Vector dimension 0(n?) o(n)
Multiplication 0(n?) O(nlogn)via NTT

Security basis

LWE hardness

RLWE hardness

Used in

Frodo KEM

CRYSTALS-Kyber

5.4 Mathematical Expression Example

A small numerical example clarifies the LWE idea. Let q = 37, choose a public matrix A, a
secret vector s, and a small error vector e. The public value b is computed by As + e(mod37)
. Anyone can see A and b, but recovering s requires dealing with the disturbance introduced by
e. In real systems the dimensions and moduli are much larger, and the error distribution is

chosen carefully.

The LWE equation: b = As + e(modq)
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Assuming q =37

4
5= lQ] {secret vector}

7
6 11 3
And public key matrix be A = |14 2 8}
5 7 10
1
And e to be e =|—1| , then learning with error equation becomes:
2

b = As + e(mod37)

The example should not be interpreted as a secure parameter choice. Its purpose is conceptual:
exact modular linear algebra is easy to solve, while noisy modular linear algebra can be made
cryptographically hard.

5.5 Open Challenges

The first challenge is parameter selection. Stronger parameters improve security but may
increase key size, ciphertext size, or computation time. The second challenge is implementation
security. Timing leakage, power analysis, fault injection, and poor randomness can damage
even mathematically sound schemes. The third challenge is migration. Real systems contain
old protocols, stored data, certificates, hardware constraints, and interoperability requirements.

A further challenge is mathematical diversity. Lattice-based schemes are efficient and
prominent, but relying on one family alone is risky. Code-based and hash-based schemes
provide alternative assumptions. The future of cryptography will likely require a portfolio
approach in which different algebraic structures support different security tasks.
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Chapter 6

Final Assessment and Directions for Subsequent Work

6.1 Overview of Key Findings

This dissertation examined linear algebra as a connecting framework for cryptography and
secure communication. The study began with classical matrix ciphers and moved toward
modern finite-field operations, error-correcting codes, and post-quantum cryptography. Across
these topics, the same mathematical language repeatedly appeared: vectors represent data,
matrices represent transformations, finite fields define legal operations, and subspaces or
lattices provide structure.

The Hill cipher demonstrated both the usefulness and the danger of linearity. It is an excellent
model for understanding encryption as a reversible transformation, but it fails as a secure cipher
because the key can be recovered from enough plaintext-ciphertext pairs. AES showed a more
mature design philosophy: linear diffusion is valuable, but it must be combined with nonlinear
components and repeated rounds. Coding theory showed that linear algebra also protects
reliability, not only secrecy. LWE and Ring-LWE showed how high-dimensional noisy linear
problems support post-quantum security.

6.2 Direct Answers to Research Questions

The first research question asked how linear algebra is used in classical cryptography,
especially the Hill cipher. The answer is direct: plaintext blocks are vectors, the key is a matrix,
encryption is matrix multiplication modulo 26, and decryption requires the modular inverse of
the key matrix.

The second question asked what conditions make a Hill cipher key valid. A key matrix K is
valid over Z,4precisely when ged(det(k) ,26) = 1. This condition guarantees that K has an
inverse modulo 26 and that decryption is uniquely defined.

The third question asked about the role of modular arithmetic. Modular arithmetic keeps all
computations inside a finite symbol set or field. It also determines invertibility and ensures that
ciphertext symbols remain valid elements of the chosen domain.

The fourth question concerned the weakness of the Hill cipher. Its weakness is complete
linearity. If an attacker obtains enough independent plaintext-ciphertext pairs, the key matrix
can be recovered by solving K = CP~1(mod26) .

The fifth question asked how matrix dimension affects security and efficiency. Increasing
dimension improves diffusion and increases the amount of data processed per block, but it does
not remove the known-plaintext vulnerability. Higher dimension alone cannot replace
nonlinear design.

6.3 Unified Mathematical Insight
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The unified insight is that cryptographic systems often create a controlled asymmetry between
the legitimate user and the adversary. The legitimate user has a key, inverse, secret vector, or
decoding structure that makes the problem easy. The adversary sees only public or transformed
data and faces a hard inverse problem. Linear algebra helps define both sides of this asymmetry.

In classical ciphers the asymmetry is too weak because the linear map can be learned. In
modern block ciphers the asymmetry is strengthened by nonlinear layers and repeated mixing.
In post-quantum systems it is strengthened by high dimension, modular structure, and noise.

6.4 Limitations of the Study

The dissertation is theoretical and explanatory. It does not include software implementation,
hardware timing tests, or empirical security evaluation. It also does not provide formal
reduction proofs for LWE or detailed parameter analysis for standardized schemes. AES is
discussed mainly through its linear and finite-field components, not through a full cryptanalytic
treatment of all rounds. Side-channel attacks are mentioned as practical concerns but not
analyzed in depth.

6.5 Recommendations for Future Research

I. Implement the Hill cipher attack in Python or SageMath to demonstrate complete key
recovery from known plaintext.

2. Develop small AES finite-field demonstrations showing MixColumns, inverse
MixColumns, and the effect of byte changes.

3. Extend the coding theory chapter with Reed-Solomon and LDPC decoding examples.

4. Study LWE, Ring-LWE, and Module-LWE parameters more rigorously, including error
distributions and decryption failure probability.

5. Investigate side-channel resistance in matrix and lattice-based implementations.

6. Compare lattice-based and code-based post-quantum schemes to emphasize mathematical
diversity.

6.6 Concluding Remarks

Linear algebra is not merely a background topic in cryptography. It is one of the principal
languages through which secure transformation, reliable communication, and post-quantum
hardness are expressed. The same ideas that explain a simple classroom cipher also appear, in
more refined form, in finite-field diffusion, syndrome decoding, and lattice-based key
establishment.

The development of cryptography shows that linear algebra must be used carefully. Pure
linearity is usually not enough for secrecy, but structured linear operations remain essential for
efficiency, diffusion, correction, and hardness. The future of secure communication will
therefore not abandon linear algebra; it will use it in richer algebraic environments, with
stronger assumptions and more careful implementation.
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