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ABSTRACT

The digital transformation of healthcare through the Internet of Medical Things (IoMT) has
introduced unprecedented opportunities for real-time monitoring, remote diagnosis, and
intelligent health management. However, the integration of interconnected medical devices and
the continuous exchange of sensitive health data have also exposed [oMT systems to a wide
range of cyber threats. Data confidentiality, integrity, and availability in resource-constrained

environments remain challenging.

This thesis presents a novel security framework that combines deep learning-based intrusion
detection with blockchain technology to provide comprehensive protection for healthcare data.
First, an intelligent intrusion detection system (IDS) is developed using advanced deep learning
architectures that integrate convolutional and recurrent neural networks with attention
mechanisms. These models are designed to capture both spatial and temporal network traffic

features and detect sophisticated attack patterns in heterogeneous IoMT environments.

The research further introduces a blockchain-based security architecture to address the
challenges of data tampering, centralized trust, and unauthorized access. This framework
incorporates dynamic encryption schemes, robust access control policies, zero-knowledge
proofs for privacy preservation, and a practical Byzantine Fault Tolerant consensus mechanism.
Additionally, decentralized storage is enabled using the InterPlanetary File System (IPFS) to

ensure immutability and high availability of medical records.

A comprehensive experimental evaluation is conducted to assess the performance and
scalability of the proposed solutions. The Comparative analyses with existing methodologies
are carried out to demonstrate improvements in detection accuracy, cryptographic efficiency,

and overall system robustness.

The integrated approach developed in this thesis offers a resilient and scalable security solution
designed for modern healthcare systems. Combining the predictive power of deep learning with
the trustless and immutable nature of blockchain significantly advances the state of the art in
[IoMT security. It provides a practical foundation for secure healthcare applications in real-

world deployments.
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_Jo1 Chapter 1. Introduction

1.1 Overview

The global healthcare sector is undergoing a profound transformation driven by technological innovation. With
the convergence of emerging technologies such as the Internet of Things (IoT), Artificial Intelligence (Al),
blockchain, and cloud computing, the traditional paradigms of healthcare delivery are being reshaped into
intelligent, interconnected, and patient-centric ecosystems [1]. A major contributor to this transformation is the
Internet of Medical Things (IoMT), a specialized segment of [oT that integrates medical devices and applications

into healthcare networks, enabling real-time monitoring, remote diagnostics, and predictive care [2].

While these developments present immense opportunities to improve patient outcomes, operational efficiency,
and accessibility to healthcare services, they also introduce significant security and privacy risks [3]. The
sensitivity of healthcare data, combined with the diversity of connected devices and heterogeneous
communication protocols, creates a complex threat landscape where even minor vulnerabilities can lead to
catastrophic breaches [4]. From unauthorized data access and identity theft to manipulation of critical medical
equipment, the consequences of cyberattacks in the healthcare domain can be far-reaching, potentially

endangering lives and undermining trust in digital health systems [5].

Security and privacy concerns have, therefore, become central to the design and deployment of IoMT systems.
Despite the development of various security techniques, such as password-based authentication, digital certificates,
and access control mechanisms, many of these are no longer sufficient in countering advanced persistent threats
and ensuring compliance with regulatory requirements [6]. In response to these challenges, there is a growing
recognition of the need for smart, secure, and scalable frameworks that integrate advanced technologies like

blockchain and deep learning to ensure end-to-end protection of healthcare data [7].

Blockchain, with its decentralized and tamper-proof architecture, offers a promising solution for establishing trust,
transparency, and immutability in healthcare data transactions [8]. Meanwhile, deep learning, especially when
applied to intrusion detection, which enables proactive threat detection through pattern recognition and anomaly
detection, outperforming traditional signature-based approaches [9]. The fusion of these two technologies creates
a potent framework capable of addressing both data integrity and cybersecurity concerns across oM T ecosystems

[10].

This PhD research aims to explore and develop such an integrated approach. The study investigates existing
literature on healthcare data security, proposes an Intrusion Detection System (IDS) tailored for healthcare
environments, designs a blockchain-based security framework, and performs comparative analysis with current
state-of-the-art techniques to validate its effectiveness. The predominant goal is to contribute to a resilient,
trustworthy, and secure healthcare infrastructure that not only safeguards sensitive data but also enhances the

quality-of-care delivery.
1.2 Motivation

L] @ The exponential growth of the digital healthcare ecosystem, powered by technologies such as the Internet of

Medical Things |(IoMT), Artificial Intelligence (Al), and |cloud computing, has fundamentally transformed the

1
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healthcare delivery model. Today, patient care is no longer confined to hospital walls. Remote monitoring,
wearable sensors, and interconnected medical devices provide continuous health insights, enabling early diagnosis,
personalized treatment, and proactive disease management. While these advancements have vastly improved

patient outcomes and system efficiency, they have also introduced unprecedented security and privacy concerns.

Sensitive healthcare data, such as electronic health records (EHRs), diagnostic images, and real-time sensor data,
are being generated and shared across networks at an unparalleled scale. These datasets, if intercepted or tampered
with, can lead to identity theft, insurance fraud, or even life-threatening medical errors. Furthermore, the diverse
and distributed nature of [oMT devices presents numerous points of vulnerability. Devices are often resource-
constrained, lack standardized security protocols, and are prone to physical and cyber tampering. These factors

make [oMT ecosystems prime targets for cyberattacks.

Traditional security methods like password-based authentication, symmetric encryption, and rule-based intrusion
detection systems fall short in this dynamic environment. They cannot efficiently scale to accommodate the
millions of interconnected devices or detect advanced persistent threats that evolve over time. Moreover,
centralized data storage models create single points of failure, making healthcare systems susceptible to

ransomware attacks and data breaches.

This pressing situation motivates the need for a paradigm shift in how we approach healthcare data security. The
integration of blockchain technology and deep learning models represents a significant leap forward. Blockchain's
decentralized and immutable architecture offers enhanced data integrity, auditability, and access control. When
combined with deep learning techniques, especially in the context of intrusion detection, this hybrid approach can

effectively identify anomalies, predict threats, and secure patient information against sophisticated attacks.

The motivation behind this research is thus twofold: to address the growing security and privacy threats in modern
healthcare systems and to design a scalable, intelligent, and robust framework that ensures data integrity,
confidentiality, and system availability. By proposing a comprehensive security model that integrates blockchain

and deep learning, this research aims to fortify the healthcare ecosystem against current and future cyber threats.
1.3 Internet of Things (IoT)

The Internet of Things (IoT) represents a paradigm shift in how physical devices interact, communicate, and
process data. It involves a vast ecosystem of interconnected devices embedded with sensors, actuators, software,
and communication technologies that enable them to gather, transmit, and sometimes process data autonomously
[11]. IoT has gained prominence due to its ability to enhance efficiency, productivity, and quality of life across a

wide range of sectors, including agriculture, smart cities, industry, energy, and particularly healthcare [12].
1.3.1 IoT Architecture
The ToT architecture is typically structured in four key layers:

e Perception Layer (Sensing Layer): This layer consists of sensors and actuators that|detect, measure,
and collect data from the physical environment. Devices in this layer are responsible for recognizing

physical parameters like temperature, heart rate, motion, and more.

2
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e Network Layer: The collected data is transmitted through wired or wireless communication networks.
This layer ensures that the information is relayed to other layers efficiently and securely. It often uses
communication protocols like Wi-Fi, Bluetooth, ZigBee, LTE, and 5G.

e Processing Layer (Middleware Layer): This layer involves data processing, filtering, and analysis. It
typically uses cloud computing or edge/fog computing paradigms to perform complex computations. It
can include decision-making mechanisms based on AI/ML algorithms.

e Application Layer: The application layer offers specific services to users based on the data analysis.
This can include remote patient monitoring in healthcare, automated irrigation in agriculture, smart

metering in utilities, etc.

L] @ Each layer plays a vital role in the overall functionality, scalability, and security lof an IoT system! A secure IoT

system must account for vulnerabilities and threats that may arise at each of these layers [13].
1.3.2 Applications of IoT in Healthcare

IoT has led to the development of smart healthcare systems where devices such as wearable fitness bands, smart
pills, remote monitoring systems, and implanted sensors can track patient vitals, monitor medication adherence,
and detect abnormalities in real-time [14]. Data collected by these devices are transmitted to cloud servers for
analysis and decision-making, facilitating early diagnosis and timely medical intervention [15]. The applications

of IoT in healthcare are explained and depicted in Figure 1.1 as follows:

e Smart Healthcare Infrastructure: IoT enables the creation of intelligent healthcare ecosystems by
integrating connected devices into clinical and home care settings.
e Real-Time Monitoring via Smart Devices: Wearable fitness bands, smart pills, and implanted sensors
continuously monitor patient vitals such as heart rate, glucose levels, and body temperature.
e Medication Adherence Tracking: loT-based solutions track whether patients take prescribed
medications on time, helping reduce human error and improve treatment outcomes.
e Remote Patient Monitoring (RPM): [oT devices support continuous remote monitoring of chronic or
elderly patients, reducing the need for frequent hospital visits.
L] o e Cloud-Based Data Management: The data collected from IoT sensors is transmitted to cloud servers,
where it is stored, processed, and analyzed using AI/ML algorithms for diagnostics and recommendations.
e Facilitating Early Diagnosis and Intervention: Real-time data analysis aids in early disease detection
and timely intervention, improving prognosis and reducing healthcare costs.
L] @ e Critical Role of Data Security: Ensuring the confidentiality, integrity, and availability of |transmitted
medical data is essential to avoid incorrect diagnoses and protect patient privacy.
e Risk of Security Breaches: Compromised data can lead to privacy violations, insurance fraud, and even
fatal treatment errors, highlighting the need for secure architectures.
e Need for Robust Security Mechanisms: To mitigate these risks, loT-based healthcare systems must

incorporate strong security protocols such as encryption, authentication, and access control.

3
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Fig. 1.1. Applications of [oT in Healthcare

1.3.3 Security Issues in IoT

Security is one of the most pressing challenges in IoT ecosystems. Devices often lack computational resources,
making them incapable of running standard security protocols [16]. Moreover, large-scale deployments increase
the attack surface and create more potential entry points for malicious actors [17]. Some common security issues
include:
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L] @ ¢ Resource Constraints in IoT Devices: Many IoT devices have limited processing power, memory, and

battery life, which restrict their ability to support standard cryptographic and security protocols.

e Expanded Attack Surface: The large-scale deployment of IoT devices increases the number of potential
attack vectors, making it easier for adversaries to exploit vulnerabilities across the network.

e Insecure Communication Protocols: IoT devices often transmit data over unencrypted or weakly
encrypted channels, making it vulnerable to eavesdropping, data manipulation, or man-in-the-middle
attacks.

e  Weak Authentication and Authorization Mechanisms: The use of default, hardcoded, or weak
passwords compromises system access control, allowing unauthorized users to gain control over devices
or data.

e Lack of Regular Software and Firmware Updates: Many [oT devices do not receive timely security
patches, leaving them exposed to known vulnerabilities that can be exploited remotely.

e Data Integrity Compromises: Without robust integrity checks, data can be altered during transmission
or storage, potentially leading to false analytics, wrong diagnoses, or malicious outcomes in sensitive
applications like healthcare.

o Difficulty in Implementing Traditional Security Measures: Conventional IT security solutions are not

directly applicable to IoT systems due to their heterogeneous nature and physical exposure to tampering.
1.3.4 Common IoT Attacks and Threats

The widespread deployment and connectivity of IoT devices expose them to a broad range of cyber threats [18].

Table 1.1 summarizes some of the most prevalent attacks and their corresponding impacts on [oT ecosystems.

Table 1.1. Common IoT Attacks and Their Impact

Attack Type Description Impact
Distributed Denial of Service Attackers flood networks or Service outages, degraded
(DDoS) servers with illegitimate traffic, performance, and data
disrupting normal operations. unavailability.

Botnet Infiltration

Eavesdropping

Firmware Hijacking

Physical Tampering

Compromised IoT devices are
grouped into a botnet to launch
coordinated attacks.

Unencrypted or poorly secured
communications are intercepted by
unauthorized entities.

Malicious code is injected during
firmware or software updates.
Attackers gain direct physical
access