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ABSTRACT

Traditional network infrastructures offer numerous features but exhibit limitations, particularly in
providing advanced network control for implementing novel concepts. For future network design,
different architectures worldwide have been proposed; among them, one of the finest network designs
is Software-Defined Networking (SDN), which separates the network control and data layers, offering
enhanced agility, programmability, flexibility, and advanced traffic engineering capabilities. However,
because of economic and technical challenges, directly upgrading the entire conventional network to
fully SDN is challenging for many organizations. The optimal solution to get the advantages of both
networks is to incrementally upgrade conventional network devices to SDN nodes, called the Hybrid
SDN network.

The amalgamation of SDN principles with conventional networking techniques has led to the emergence
of hybrid SDN; as the current network infrastructure evolves, it combines the programmability of SDN
with the traditional protocols of conventional networking systems. A practical approach involves
adopting a hybrid SDN model, wherein conventional and SDN components are integrated seamlessly.
This paradigm change presents new challenges and opportunities in Traffic Engineering (TE),
demanding novel approaches to enhance network performance, optimize resource usage, and increase

overall efficiency.

This thesis aimed to investigate the existing literature on the migration sequence to a hybrid SDN and
traffic engineering optimization in the hybrid SDN environment. Specifically, we examined the focus of
most authors, which primarily revolved around minimizing Maximum Link Utilization (MLU) in the
hybrid SDN environment. Therefore, we introduced more precise methods to determine the optimal
migration sequence toward a hybrid SDN architecture, and further refined both the OSPF weight
configuration and the SDN nodes' traffic splitting ratios by incorporating a wider range of parameters in

the prediction process.

To address the research gaps, we defined four primary objectives. The first objective was to review and
compare the existing methods implemented for the migration from a conventional network to a hybrid

SDN network, and then traffic engineering optimization in the hybrid SDN environment.

The second objective was to propose a model for the migration of the conventional legacy network to
the hybrid SDN network. We introduced the FCM (Flow Control Method) approach, which investigates
the gradual deployment of SDN nodes in conventional networks using a simple greedy algorithm,
presenting a potential solution for the evolution of network architecture. We investigated the optimal
migration sequence from a conventional network to a hybrid SDN to address the optimization impact on
controllable traffic. The proposed technique efficiently integrates SDN features while minimizing

network disruption and optimizing link utilization. We evaluate the optimal deployment of SDN nodes



through simulations, considering network topologies, available resources, and traffic patterns.
Simulation experiments conducted on real network topologies demonstrate that by upgrading 17% of
the nodes to SDN, near-optimal performance can be achieved while requiring substantially less
investment in resources and effort for network upgrades. This result suggests that the greedy method is
cost-effective and highly effective in practical scenarios. Achieving near-optimal load balancing with
minimal upgrades could offer significant advantages for network operators, making it a valuable strategy

for managing network performance in real-world applications.

The third objective entailed a mechanism for routing optimization in the migrated hybrid SDN network.
In a hybrid SDN network, where traditional and SDN devices operate simultaneously, the transition
introduces new challenges and opportunities for traffic engineering. This demands innovative
approaches to enhance network performance, resource utilization, and overall efficiency. We explored
routing optimization for traffic engineering within this evolving hybrid environment and addressed the

problem as a mixed-integer nonlinear programming (MINLP) framework.

We introduced a heuristic technique, H-STE, to improve traffic engineering in the hybrid SDN; we
concentrated on minimizing the MLU by optimizing two critical aspects: optimizing the OSPF weight
settings across the whole network to balance the flows originating from conventional devices and
optimizing the traffic splitting ratio of SDN nodes. The H-STE method helps bridge the gap between the
two by optimizing the whole network performance and adhering to the limitations imposed by legacy
routing infrastructure. We have conducted several experiments on real network datasets; the finding
shows that with a 30% deployment ratio of SDN nodes, we can reduce the MLU and get close to the
optimal result to get maximum benefits from the concept of the hybrid SDN. This research contributes
to the evolution of communication infrastructure by promoting efficiency, flexibility, and robustness in

the pursuit of better network management and design.

The fourth objective was to develop a framework for the interconnection of SDN nodes alongside
conventional network devices. We investigated the interconnection of SDN nodes with conventional
legacy devices in a hybrid SDN network. We studied the integration of SDN nodes alongside
conventional legacy networks and explored how to peer and integrate SDN nodes with conventional
legacy networks using the SDN-IP application located on the application layer of the ONOS controller.
As multiple SDN controllers exist, selecting the appropriate controller based on the network topology is
the key to achieving optimal network performance. We have studied and examined different controllers
for the hybrid SDN environment, as multiple controllers exist. Notable controllers are NOX, Floodlight,
POX, ODL, Ryu, and ONOS. Finally, the ONOS (Open Network Operating System) controller was
chosen as the SDN controller for our hybrid SDN setup due to its compatibility with hybrid SDN
networks and its support for SDN-IP applications. Nevertheless, none of the earlier studies interconnect

SDN nodes with conventional legacy networks using ONOS controllers in a real network scenario. We



have considered this issue as the interconnection of SDN nodes into conventional legacy networks with
ONOS controllers using Mininet tools. Through extensive simulation, we found that hybrid SDN is the
optimal solution for organizations seeking a modern network infrastructure without network disruption
and service downtime, a hybrid SDN can provide a network environment that is more scalable,
adaptable, and programmable.

By addressing these objectives, our research offers valuable contributions to network performance
enhancements in the hybrid SDN environment. The scalability of our approach ensures that the method
maintains its efficiency as the topology expands, demonstrating its resilience in controlling diverse
network topologies. This is a significant improvement as it reduces resource utilization while enhancing

network efficiency.
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CHAPTER-1

INTRODUCTION

In recent decades, Internet Service Providers (ISPs") networks have experienced a notable surge in traffic due to
the rapid expansion of Internet applications, including games, chat tools, and videos. ISPs have been investing
more in constructing their network infrastructure to guarantee a network with maximum bandwidth and minimum
latency; however, this surge in traffic has resulted in frequent congestion, causing a lack of guaranteed user
experience and satisfaction. Due to the exponential improvement of the Internet of Everything (I0E) and the 10T,
emerging Internet applications have explosively brought network traffic [1]. Consequently, worldwide attention
is being paid to finding solutions to avoid network congestion and achieve traffic load balance; simultaneously,
there is an immediate need to advance network management technologies.

Besides the many advantages that traditional legacy networks provide, there are some limitations that traditional
networks cannot offer, such as not providing an excellent level of network control, which makes the network
challenging for implementing novel ideas such as network virtualization and traffic Engineering optimization.
Network management is one of the main challenges in today's network, and professionals and businesses need help
with network management; several concepts and structures have been suggested globally for future network design.
To address these challenges, the design of the Software Defined Network started. The basic idea behind an SDN
network is to separate the control and data planes. In recent years, SDN networks have been among the most
discussed topics in the telecommunications systems disciplines. It is a novel and critical network design idea that
arises with the advancement of Virtualization, Mobility, the Internet of Things, and other technologies; it is one of
the hottest topics in telecommunications. SDN networks are designed to decouple the control and data planes [2].
SDN provides reliable and flexible network management. Due to its global perspective and centralized network
control, it allows intelligent flow scheduling systems to improve network throughput and link utilization and
supports Advanced Traffic Engineering (TE).

An SDN is an emerging design that manages complex network infrastructure by separating the data and control
layers. With its worldwide perspective and centralized management, SDN enables flexible and reliable network
management, increasing network throughput and link Utilization. Furthermore, it provides a unique flow
scheduling approach to enhance Traffic Engineering (TE). In recent years, SDN networks have become a
prominent subject of discussion in telecommunications. It is an essential and novel network architecture concept
that emerged with the advancement of technologies such as mobility, Virtualization, and the Internet of Things
(loT).

Traffic Engineering is a highly effective network administrative tool that balances network load and enhances
network performance by optimizing traffic routing methods [3]. TE is an efficient approach that balances the flow,
prevents congestion, and improves network performance; it enables control over how traffic is routed over the
network; it has gained substantial interest from both business and academia in the past few decades. However, due
to the network’s complex structure, the optimization of traffic engineering remains an open area for research. Figure
1.1 shows the basic architecture of a Conventional legacy network, where the data and control layers exist inside
a single device. The fundamental shortcoming of today's network is the need for Traffic Engineering and QoS
guarantees. Software-defined networks were introduced to solve this problem by separating the data and control
layers. It provides the dynamicity and flexibility to define QoS policies that effectively push them to the data layer
devices to enhance network throughput and link utilization.
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Figure 1.1: Conventional legacy network architecture

SDN is a well-established Network design that separates the network's control and data planes. It offers an efficient
and flexible approach to optimizing traffic routing from a TE perspective. In an SDN network, policies or routing
algorithms can be implemented in the control plane to provide flexible control over the distribution of traffic to
any outgoing links in SDN switches, and the SDN switches can distribute traffic to various paths in a flexible and
unrestricted manner in TE [4, 5]. SDN networks can achieve more user-friendly, flexible, and intelligent network
control by tailoring the forwarding rules for individual flows [6]. The SDN network design is composed of three
main layers: the first layer is the infrastructure layer, which consists of forwarding network devices that route data
packets. The middle layer is the control layer, which is the leading layer of the SDN network architecture; the
control layer is mainly responsible for controlling the network and translating SDN application layer requests to
the SDN data layer, and the last layer is the application layer, which is composed of applications. With a centralized
controller, this network can control all the networks with programmable devices; centralized control can
significantly enhance overall network performance much better than traditional networks regarding traffic
engineering, link utilization, and network throughput. It has gained significant worldwide attention in recent years,
and the adoption of SDN has significantly increased among network operators; network operators now can
dynamically control the routing flows inside the network and can immediately change the routing choice as needed;
for instance, Microsoft [4], and Google [5], have been pushing towards achieving nearly 100% utilization of the
links. The SDN network provides significant advantages in traffic engineering (TE) by allowing dynamic and
timely network route adjustments, effectively addressing unexpected issues such as traffic variations, link failures,
etc. SDN optimizes TE flexibly, which makes the SDN network a unique and attractive technology among other
technologies.
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Figure. 1.2: SDN network design

The SDN network is a novel and vital network design that has evolved because of the growth of technologies such
as virtualization, the Internet of Things, and mobility, which allow reliable and flexible network management. With
centralized network management and a worldwide view, SDN allows intelligent flow scheduling ideas to increase
overall network performance and link utilization while facilitating advanced traffic engineering (TE). Traffic
engineering is a handy tool for network managers; it focuses on improving network efficiency and balancing the
network load through traffic routing strategies. TE is an effective method for balancing network flows, avoiding
network congestion, and improving overall network performance. In recent years, academia and industry have
shown a strong interest in improving and optimizing TE; however, due to the network's complexity, research on
traffic engineering optimization remains an open area for research. According to TE, the well-known SDN network
design provides a practical and adaptable method for optimizing traffic routing. By implementing policies or
routing algorithms in the control plane, an SDN network can freely control the distribution of traffic to any outgoing
link. This allows the SDN switches to distribute traffic to multiple paths in an adaptable and unrestricted way in
TE. Customizing the forwarding rules for each flow in SDN networks can enhance their intuitiveness, flexibility,
and intelligence. SDN networks are employed in nearly every type of networking, including cloud networks, data
centers, wide-area networks, and wireless networks.

SDNs are employed in almost every environment to facilitate efficient communication among computer networks,
including wireless networks, cloud computing, mobile telephones, data centers, and the Internet of Things. SDN
has many features that provide agility and flexibility to the network. The basic idea behind SDN is to separate
network layers to make the network more agile and flexible. Figure 1.2 shows the basic architecture of an SDN
network, where the data and control layers are separated, while the data layer devices are used only for data
forwarding. The primary advantage of SDN is the ability to manage the data flow dynamically and efficiently.
After a flow passes through an SDN switch, its forwarding direction may be easily adjusted; we refer to this type
of traffic as programmable. For large-scale networks, it is necessary to develop a network that can be programmed
to meet the need for innovation in network access; SDN technology simplifies network administration and control

3



operations through programmable devices and automation. Software-defined network is widely used in different
scenarios and states, such as Google [5], public cloud [7], NTT gateway [8], and optical (IP/WDM) networks [9].
Software-Defined Network is used in almost every field of networking, from cloud networks [10,11] to Data
Centers [12-14], wide Area Networks [5,16] to wireless networks [17,18]. According to the survey, the software-
defined network market is expected to grow considerably from 8.8 billion USD in 2018 to 28.9 billion USD in
2023 at a Compound Annual Growth Rate (CAGR) of 26.8% during this period [19].

In the control layer of the SDN network, there should be at least one controller. One of the main elements of an
SDN network is the controller; therefore, the controller must present features that ensure service continuity during
failures and improve the overall network performance. We can have multiple controllers to avoid a single point of
failure. For the Wide-area network in different locations, various controllers can be deployed physically to
accomplish the purpose of a centralized control plane. Figure 1.3 shows three different network architectures:
conventional legacy network design, SDN network design, and hybrid SDN network design.

(&) Conventional network design

Controlier

SDN Switch

(b) Full-SDN network design
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Figure. 1.3: Different Network Designs

Recently, SDN has been widely researched and progressively implemented in several types of networks, including
wide area networks, campus networks, enterprise networks, data center networks, and internet exchange points.

With all the significant advantages and futures an SDN network provides, directly migrating to a Fully SDN
network is challenging it can be risky and expensive to upgrade an entire conventional network to SDN, as the
OpenFlow protocol is not developed sufficiently [20], and Commercial controllers and Switches of SDN are not
entirely reliable and stable [21]. For medium- and large-scale networks with thousands of traditional network
devices, migrating directly from a conventional network to a pure SDN network is complicated. There are some
limitations and potential challenges, such as financial challenges, technical difficulties for a seamless migration,
lack of standards, security issues, downtime fears, and Quality of Service degradation. Many problems must be
solved as a technological challenge, including how resilient, robust, and scalable the centralized Controller can be
without becoming a single point of failure. One significant reason that prevents the adoption of pure SDN is the
necessity to implement most standardized network functions in SDN software to get the same functionality as a
traditional network provides; this implementation significantly increases the transition cost to a pure SDN network.

These challenges hold up the deployment of pure Software-Defined Networks and cause the birth of a Hybrid
Software-Defined Network (hSDN), which allows regular IP network devices and SDN devices to work together
in one environment. Therefore, hybrid SDN and the incremental deployment of SDN nodes would be the best way
to address these challenges. A hybrid SDN is a network design where decentralized and centralized networks
coexist and communicate. A hybrid SDN combines the programmability and flexibility of the SDN network with
the stability and familiarity of traditional network architecture.

A hybrid SDN is a network architecture in which communication and coexistence between centralized and
decentralized networks are present to take advantage of both networks. It is unnecessary to upgrade all the legacy
network devices to the SDN network; we can incrementally transform them into a hybrid SDN network and then
subsequently to a fully SDN network. In recent years, incremental deployment of SDN nodes has received lots of
attention; previous research [22—24] indicated that programmable traffic (which involves at least one SDN node)
can enhance flexibility in performing TE. Internet Service Providers are incrementally upgrading traditional
network devices to programmable switches that support SDN to improve traffic management ability.

The literature provides a distinct definition of hybrid SDN networks. A hybrid SDN network is a logical step in
migrating from a conventional network to an SDN network in which SDN and traditional devices coexist. In a
Hybrid Software-Defined Network, both traditional network devices and SDN nodes work and coexist. There is
no need to upgrade all of our network devices to SDN; we can upgrade our devices to SDN according to our



organization's needs and requirements. Hybrid SDN has many benefits as it takes advantage of both SDN and
traditional networks; it takes conventional network robustness and familiarity, which traditional network devices
provide, robust routing, and programmability of SDN, as SDN nodes will emphasize network optimization. To
provide traffic load balance, SDN nodes can randomly divide traffic flows and divide these flows via multiple
paths, so network operators can manage the network and balance the load more efficiently.

In a hybrid SDN network, traditional network devices route traffic along the shortest path using distributed routing
protocols such as OSPF; in contrast, SDN devices work in hybrid mode, supporting OpenFlow and OSPF protocols.
By doing this, SDN and conventional network devices can consider one another legacy devices and share
connection information; traditional network switches can forward link information with SDN nodes and treat each
other as conventional devices. The SDN controller can also get information by supporting Link Layer Discovery
Protocols (LLDP) and Broadcast Domain Discovery Protocols (BDDP) to get information on the network topology
and link status.

When it comes to communication, it indicates how, when, and which devices will communicate with each other to
ensure network functions work correctly [21]. Many integration levels are described in detail in the reference [25],
including integration only at the data layer, integration at the control layer [26], and integration in both layers [27].
The Network's Controller instructs SDN devices to forward packets in hybrid SDN networks. Traditional network
devices will continue to employ classic shortest-path routing protocols such as Equal Cost Multipath (ECMP) and
OSPF. Once an SDN device is introduced to a conventional network, it is necessary to develop an effective routing
mechanism for the newly deployed network to increase network performance and link usage.

Recently, hybrid SDN has gained popularity as a network design. Additionally, the investigation of traffic
engineering with the hybrid SDN has attracted considerable interest from industry and academia [25]. In
conventional IP networks, OSPF (Open Shortest Path First) is one of the most popular interior gateway protocols
[28]. In a traditional IP network, a weight (or a cost) is assigned to every link, and the traffic is directed along the
shortest paths (least cost) from the source to the destination nodes using routing protocols that prioritize shortest
path routing, like OSPF. Traffic is uniformly distributed among Equal Cost Multiple Paths (ECMP) when multiple
shortest paths are encountered. Therefore, the effectiveness of TE in a conventional IP network is directly
influenced by the weights assigned to the network. In hybrid SDN, traditional network devices can only support
the OSPF protocol; in contrast, the SDN network devices work in hybrid mode; they can support both the OSPF
protocol to communicate with legacy devices and the OpenFlow protocol to communicate with SDN controllers
and devices.

This coexistence of SDN alongside traditional networks gives rise to the hybrid SDN. Current hybrid SDNs fail to
address the possible performance drawbacks caused by a centralized SDN controller. Deploying a proper controller
is another issue that may cause significant delays in processing flow requests. Because of these factors, many
researchers have proposed the incremental deployment of SDN nodes alongside traditional network devices, such
as traffic engineering [29], flexible routing [30], link failure recovery [31], power saving [32], and safe updates
[33].

1.1.SDN Architecture

In recent years, Software Defined Networking has been one of the most researched concepts in telecommunications
[34]. SDN arose in reaction to improving virtualization, mobility, the Internet of Things, and many other
technologies. It is a novel and innovative network design idea that separates control layers and data layers and
passes network traffic based on commands of a control layer. The network architecture of SDN Networks is divided
into two main parts: a logically centralized control layer and a programmable data layer. The split architecture's
control layer contains most network control logic (defined by software programming), simplifying the data layer.
As aresult, the data layer is controlled exclusively by the installation forwarding decision of the control layer [35-
36]. Overall, a software-defined network is considered to have seven crucial characteristics: the decoupling of the
data layer and control layer, simple devices, central control, automation and virtualization of the network,
independent vendor, programmability, and openness. SDN simplifies network administration and delivers robust
networking programmability. SDN meets and continuously changes the demands of network end users for network
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resources. For instance, in cloud computing [37], the Internet of Things [ 38,39], and NFV (network function
virtualization) [40].

SDN network with OpenFlow protocols allows network operators to give flows at a finer granularity than a
traditional network with controllers. In classic networks, packets or flows are shared based on a single or few
attributes such as destination MAC address, IP prefixes with the most extended destination, or combination of IP
address and TCP or UDP port numbers and so on; SDN enables us to treat and manage flows base on more packet
header attributes such as OpenFlow Protocol via CDPI (Controller Data Plane interface).

The OpenFlow protocol connects OpenFlow controllers and forwarding planes through communication. It is the
first standard communication protocol for SDN that allows packets to traverse programmable networks. OpenFlow
Protocol provides a way to route the flow, and many versions of OpenFlow are available. The fundamental
advantage of the OpenFlow protocol is that it allows multiple manufacturers' switches to be set with controllers in
the SDN environments. The Controller manages the OpenFlow protocol and instructs switches on managing data
packets that arrive. The OpenFlow protocols keep two switch elements: The Flow table and the Secure
communication channel, which are both maintained by the protocol and encompass numerous features such as
encrypted channels, traffic monitoring, and processing of inbound packets produced by various controllers, among
others.
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Figure. 1.4: SDN architecture

Figure 1.4 shows the SDN essential architecture consisting of three different layers. The data or infrastructure layer
contains data forwarding network elements; the control layer contains the controller for controlling the network;
and the application layer, where the applications are situated.

SDN architectures consist of three main layers:

e Application Layer

e Control Layer



e Data layer
1.1.1. Data Layer

In an SDN network design, the data or infrastructure layer is the initial or bottom layer and comprises network
components such as access points, routers, virtual switches, physical switches, etc. A data layer controls data
transmission, flow statistics collection, and network monitoring. The OpenFlow protocol is the most extensively
used CDPI standard for interfacing between control and data layers’ devices [41]. A secure channel is an interface
that connects remote controllers to the data layer devices, allowing a controller to install and manage devices and
switches safely.

1.1.2. Control layer

The second layer of the SDN network is the Control layer or Core layer; we can call it the network brain. This
layer consists of one or more centralized software-based controllers that set up and administer the data plane and
carry network management capabilities. It controls the flow tables and passes the logic table to the data layer. A
southbound interface connects the control land data layers [2]. Controllers have two major parts: Control logic and
functional components. Controllers can run multiple function mechanisms, such as a coordinator, visualizer, etc.
In the control layer of the SDN network, there should be at least one controller. One of the main elements of an
SDN network is the controller; therefore, the controller must present features that ensure service continuity during
failures and improve the overall network performance.

1.1.3. Application layer

The last layer of the SDN network is the Application layer, which assists the control layer in configuring and
managing networks following the application's needs. This layer contains one or more network applications
according to our network needs for adding new network functionalities, such as Security applications, Routing
Protocols, Visualization, Traffic Engineering, etc. The northbound interface connects the application and control
layers [42].

Table 1.1: From conventional network to SDN

Conventional Networks- The limitations SDN- The Game Changer
. Rigid infrastructure | Programmable infrastructure
Hardware-bound configuration, hard to scale or Software-defined behavior, easily reconfigured.

reconfigure.

£ Manual Configuration # Automated configuration
Device-by-device setup leads to human errors and slow Centralized control enables faster and safer network
deployment setup

£ Distributed Control Plane = Centralized Control Plane
Lack of centralized visibility, each device has isolated Complete visibility and real-time decision-making
intelligence

§ Limited Traffic Awareness § Intelligent Traffic Analysis

Inability to adapt dynamically to varying network traffic | Dynamic path selection and traffic shaping based on
loads. real-time data.




1.2.SDN Benefits

The advantages of SDN are apparent: (1) network programmability, which promotes network automation; (2)
network administration, which reduces operating costs; and (3) network virtualization. These advantages motivate
organizations and network operators to upgrade their conventional networks with SDN-enabled devices and
servers. SDN benefits are simply the capacity to regulate flows flexibly and dynamically; once flows pass through
an SDN device, the forwarding path might be flexibly controlled; such traffic is referred to as programmable traffic.
SDN is utilized for multiple purposes, including traffic engineering [29], flexible routing [30], link failure recovery
[31], power savings [32], and safe updates [33]. SDN has been extensively researched and used for campus
networks [21], data center networks [43], wide area networks [5], and internet exchange points [44]. To avoid
single-point-of-failure problems, backup controllers can be used [45-46]. Popular SDN controllers (ONOS and
OpenDaylight) often employ three different controllers to offer full service at a single location, and all the
controllers interact with each other (through Raft [47]) to ensure network state consistency [48-49].

1.3. SDN Deployment Challenges

The deployment of Pure SDN has many limitations and challenges. One significant reason that prevents the
adoption of pure SDN is the necessity to implement most standardized network functions in SDN software to get
the same functionality as a traditional network; this implementation significantly increases the transition cost to a
pure SDN network. For medium- and large-scale networks with many standard devices, migrating directly from a
conventional network to a pure SDN network is complicated. There are some limitations and potential challenges,
such as financial challenges, technical difficulties for a seamless migration, lack of standards, security issues,
downtime fears, and Quality of Service degradation. These issues stall the implementation of pure Software
Defined Networks and give rise to the birth of Hybrid Software Defined Networks (hSDN), in which SDN and
conventional devices coexist [50].

Many problems need to be solved as technical challenges, including how resilient, robust, and scalable the
centralized Controller may be without being the only source of failure. As the Internet and networks expand, more
than one SDN controller may be required. A controller in the SDN network is an attractive proposition for an attack
in terms of security [51]. In the absence of a secure and robust controller, there are possibilities and opportunities
for attackers to edit the controller code and modify the underlying network's behavior. As a result, a strong
emphasis on SDN Security is essential to make SDN powerful and more beneficial. Until now, potential
vulnerabilities exist across SDN platforms, and there are limited discussions on SDN security in the industry and
research community. For instance, the systems for authentication and authorization that allow different companies
to use network resources without ensuring proper resource protection have been called into doubt [52]. In terms of
financial challenges, full deployment of the SDN network requires a significant budget expenditure that most
enterprises can only pay some at a time. The new module requires the network administrator to develop, apply
regulations, and implement modules in new hardware devices. No well-tested, production-grade techniques are
available for medium/large-scale network deployment.

Regarding business challenges, migrating to Full SDN may create service downtime for end customers. As a result,
network operators must build trust in implementing a new module over having well-established, time-tested old
modules. Purchasing and installing SDN devices to replace the traditional network infrastructure would require a
significant capital investment and an increased operational load for the internet service provider. ISPs may hesitate
to perform a one-step migration from conventional networks to SDN networks.

Traditional Networks avoid implementation, as mentioned earlier, due to costs, stability, and security difficulties.
We need to concentrate on building an efficient and flexible network module that combines both traditional and
SDN devices to effectively take advantage of and benefit from both, and fulfill the limitations and challenges
mentioned above.



1.4.Hybrid SDN Network

A hybrid Software-defined Network is a networking system that combines conventional and SDN network
equipment. This type of network interacts to variable degrees to control, alter, configure, and manage network
behaviors to optimize the user experience and performance. There is no need to upgrade all conventional network
devices to Software Defined Networks because both SDN and conventional devices work together in Hybrid SDN
Networks to benefit from both the programmability of SDN networks and the robustness of traditional networks.
In this type of network, an SDN controller manages some parts of the network, while conventional network devices
control the other parts. In a hybrid SDN architecture, the controller controls and manages specific network
components, such as virtualized environments or the data center; conversely, conventional networking protocols
will control other network segments, such as legacy systems or access layers. Hybrid SDN networks balance the
benefits of SDN's programmability and centralized management with traditional networks' familiarity, robustness,
and stability. Legacy network devices provide reliable routing, whereas SDN devices concentrate on network
optimization. In contrast, SDN controllers route network traffic from a worldwide perspective.

Traditional network devices can only support the OSPF protocol when legacy and SDN devices coexist in a hybrid
SDN environment. In contrast, the SDN network devices work in hybrid mode. They can support the OSPF in
communicating with legacy devices and the OpenFlow protocol in communicating with SDN nodes and
controllers. Legacy routers are limited to passing network traffic using the shortest path listed in routing tables. At
the same time, SDN controllers can split the specific flows into multipath forwarding entries on SDN devices. As
a result, the hybrid SDN architecture blends the robustness of a conventional network with the flexibility of a
centralized network.

In hSDN, network traffic is routed according to the decisions made regarding distributed routing and switching
technologies. Traffic Control in Hybrid Software-defined networks depend on deployment strategies (service-
based, class-based, Island-based, controller-based, Agent-based, Hal-based, and overlay-based). SDN Network
will control and transfer some traffic, while others will be maintained using traditional mechanisms—a logically
centralized controller judges how to process and forward network traffic. Conventional network devices employ
protocols such as ECMP (Equal Cost Multipath) and OSPF to forward packets in a Hybrid Software Defined
Network. A centralized controller will control the only Software Defined Network device. These advantages make
a hybrid software-defined network much more attractive and exciting for the network.

In contrast, controllers in Software Defined Networks route network traffic from a worldwide perspective. Legacy
switches in conventional networks employ distribution algorithms such as IGP to govern traffic routing. However,
in the case of a Hybrid Software-Defined Network design, legacy devices will manage some traffic while SDN
controllers will handle the rest. There is no need to replace the existing infrastructure completely; this incremental
deployment of the SDN method allows organizations to migrate to a hybrid SDN gradually and then to a complete
SDN network. It offers flexibility in controlling different types of network traffic and optimizing TE and network
performance based on specific policies or requirements.

The essential component in the control layer is the SDN controller, which controls all data plane operations; the
capabilities and performance of the controller are crucial in achieving optimal network performance. As there are
multiple SDN controllers, selecting the appropriate SDN controller based on the network topology is the key to
achieving optimal network performance. We have studied and examined different controllers for the hybrid SDN
environment, as multiple controllers exist. Notable controllers are NOX, Floodlight, POX, ODL, Ryu, and ONOS.
Finally, we have selected the ONOS (Open Network Operating System) controller as the SDN controller for our
hybrid SDN environment, as it is compatible with the hybrid SDN network and supports SDN-IP applications.
SDN-IP is a program that integrates legacy and SDN networks; it runs on top of the ONOS controller and allows
SDN devices to integrate and communicate with the legacy routers through BGP ASes.
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Open Networking Operating System (ONOS) and OpenDaylight controllers usually use three controllers to provide
resilient service at one location and to guarantee network consistency. All the controllers communicate with each
other. ONOS is an open-source controller with an application for integrating SDN networks with conventional
legacy networks via BGP, that is, SDN-IP, located at the top of the application layer of the ONOS controller.

According to different analyses in recent surveys of hybrid SDN networks, the coexistence of different control
planes can be the source of security issues, as a Hybrid software-defined network is also open to a wide range of
security issues inherited from SDN networks and traditional networks. In real-time, security is one of the leading
and vital topics in any type of network, especially in SDN and hSDN networks, as it is an open and centralized
network, and the chance of attack might be increased. Research and survey work in this field still needs a lot of
work, and many challenges must be solved. More practical research is required to solve these challenges and make
hybrid SDN better and perfect for every networking field.

1.5.Hybrid SDN models

When users want to implement a hybrid SDN network, they must keep some considerations and limits in mind.
The current legacy network can provide multiple services, and many users may want to keep all these traditional
systems; otherwise, giving up these legacy devices would be wasteful. Because SDN is a new technology, the
associated Software and hardware may have yet to be thoroughly tested and thus may be unreliable. Users with a
minor or limited budget may request a small number of OpenFlow hybrid Switches to be deployed into the
traditional network. There are two hybrid deployment methods: incremental and replacement deployment for
hybrid networks. Several factors must be considered when building hybrid SDN networks, including traffic, load
balancing, network performance, and quick failure recovery. To reap the benefits of both ideas simultaneously,
one recommended technique is to integrate SDN controllers with conventional networking incrementally to get the
benefits of both concepts while maintaining network performance and reducing networking service disruptions
from a traffic engineering point of view.

An appropriate model of a hybrid SDN network is needed to effectively, correctly, and efficiently deploy a hybrid
SDN network. It is required to answer two critical problems: first, how to unite SDN and legacy devices in the
presence of a controller, and second, how to get a corrected network status so that the Controller of the Network
makes forwarding decisions. There are different classifications and approaches for the deployment of hybrid SDN
networks. Categories are based on components and architectures on coexistence in the control layer, coexistence
in the data layer only, or coexistence in both layers. It depends on the network administrator and network
requirements to define a Hybrid SDN deployment technique suited to the network situation to allow the smooth
coexistence of SDN and legacy devices.
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Figure 1.5. shows different categories of the Hybrid SDN network based on the coexistence in the control plane
only or in both planes.

There are different strategies for deploying a Hybrid SDN network. The decision on which approach to deploy
relies on many aspects, including network type, network services, capital budgets, operational budgets, and
performance requirements.

Agent Base
Service Base
Hal Base

Class Base
Island Base
Controller Base

Overlay Base

These are deployment strategies for hybrid SDN networks, which, in previous surveys [25,53-54], have thoroughly
explored and documented the above-mentioned techniques, benefits, limitations, and so on. Readers can read these
survey studies for further information on the challenges and benefits of various deployment strategies.

12



1.6. Motivation

Among the various challenges and issues while migrating from a conventional network to a hybrid SDN network
and integrating SDN nodes with conventional network devices, traffic engineering optimization stands out as a
critical problem that significantly impacts the effectiveness of quality of service and optimal network performance
in a hybrid SDN environment. The motivation for selecting the problem of migration sequence to a hybrid SDN
and then optimizing the routing in a migrated hybrid SDN network for this thesis is rooted in the following key
factors:

Smarter migration strategies

Among the various challenges and issues faced by integrating SDN nodes with conventional network devices, there
is a need for simple and smarter transition strategies for the migration of conventional network devices to SDN.

The growing complexity of modern networks

As user demands grow (Video streaming, 5G, 10T), conventional IP networks struggle to provide all the facilities.
Incremental deployment of SDN nodes offers a scalable and cost-effective solution, but lacks well-researched
methods for the deployment of SDN nodes in the conventional IP network.

Need for cost-effective Network Evolution

With great motivation and all the advantages that a fully SDN network provides, for many ISPs and organizations,
it is not easy to fully upgrade the conventional network to a fully SDN due to economic and technical challenges.

Adaptive Traffic Engineering

Most existing hybrid SDN routing approaches are offline or static. To handle link failures and dynamic user
behaviour, real-time optimization is needed, especially in a hybrid SDN environment where both SDN and legacy
devices coexist.

Preparation for the future network

Future research could concentrate on integrating hybrid SDN with edge computing, in which hybrid SDN models
route data intelligently to the local edge nodes for real-time processing while only sending critical data to the data
centers or central cloud.

The selection of the problem of migration sequence and routing optimization in the hybrid SDN networks for this
thesis is motivated by the significant impact traffic engineering has on network applications, the need to enhance
the quality of service, improve link utilization and efficiency, address scalability challenges and ensure security
and reliability. By investigating effective routing optimization mechanisms, this research aims to contribute to the
seamless operation, performance optimization, and sustainable growth of hybrid SDN networks, ultimately
benefiting a wide range of hybrid SDN applications and their users.

1.7. Problem Statement and Objectives:

This thesis focused on the problem of the migration sequence, incremental deployment, and the routing
optimization in the hybrid Software Defined network, in which both issues are interconnected with each other,
such as how to migrate to the hybrid SDN, and then how to optimize the routing. To address migration sequence
to a hybrid SDN and routing optimization in the hybrid SDN, methods are proposed in this thesis. As hybrid SDN
has gained substantial interest from both business and academia in the past few decades, however, due to the
network's complex structure, the optimization of traffic engineering remains an open area for research.

The main topic of this thesis is the hybrid SDN architecture, where the SDN nodes are incrementally deployed; we
focus on the effective deployment of the hybrid SDN. We investigate and address both the SDN migration and
minimizing MLU problems, since they are closely related and intricately entwined. In order to maximise controlled
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traffic and minimise the network's MLU in a hybrid SDN environment, we first tackle the SDN migration
challenge, which involves switching from a conventional network to an SDN network or successfully
implementing a hybrid SDN. Second, how can traffic routing be optimised in a hybrid SDN environment, or how
can MLU be decreased in the hybrid SDN once SDN nodes are deployed? We presented H-STE (Hybrid SDN
Traffic Engineering), a heuristic algorithm for routing optimization that optimizes both SDN nodes splitting ratios
with the OSPF weight setting. This improves routing flexibility, reduces MLU, and boosts network performance
in the hybrid SDN environment. The H-STE method helps bridge the gap between both networks by optimizing
the whole network performance while adhering to the limitations imposed by traditional routing protocols. This
method adjusts the splitting ratio of SDN nodes to reduce network congestion while minimizing MLU, and
considers other network performance metrics.

We proposed a different method in this thesis. The primary objective of this thesis is to investigate and propose a
novel migration sequence for the hybrid SDN and then optimize traffic engineering techniques that have effectively
addressed the challenges posed by the minimization of maximum link utilization in the hybrid SDN environment.
These techniques should aim to minimize maximum link utilization, delays, packet loss, and network performance
degradation while optimizing link utilization and scalability. Through the development of such effective routing
optimization mechanisms, this research seeks to provide quality of service optimization methods at different stages
and provide performance enhancement of the hybrid SDN network by minimizing MLU, packet loss, and delay.

Based on the literature survey and the research gaps, we have considered the following objectives:

1. To review and compare methods implemented for optimizing Traffic Engineering and Quality of Service
in a Hybrid Software-defined network.

2. To propose a model for the migration of conventional networks to Hybrid SDN networks.

To propose a mechanism for Routing optimization in a migrated hybrid SDN network.

4, To develop a framework for the interconnection of SDN nodes, alongside conventional network devices.

w

1.8 Simulation platform

In this thesis, we performed all the simulation experiments on a high-performance computer with a 3.20GHz Intel
Core i7 with 16 GB of RAM, and the Mininet Simulator simulates the network environments [55]; for configuring
legacy routers, we have used FRR (Free Range Routing) using VTY Shel to configure network protocols. The
simulation experiments are coded with the C++ program to model the traffic routing procedure and to determine
the splitting ratio of SDN nodes; we employ the CPLEX program in our C++ program. To connect different
networks in the conventional network and to integrate the legacy network with SDN AS (Autonomous Systems),
we have configured BGP (Border Gateway Protocol) inside all the legacy routers, as it is necessary to have a
peering system that makes the BGP protocol work. and the integration between the legacy network and the SDN
network is carried out through the SDN-IP. This program operates on top of the ONOS controller. The SDN-IP
application allows SDN nodes to communicate with legacy routers using BGP protocols.

Selecting the controller in the hybrid SDN is another issue that needs to be considered; in this simulation
experiment, the ONOS [56] controller is chosen to be the SDN controller, and the integration between the legacy
network and the SDN network is carried out through the SDN-IP. This program operates on top of the ONOS
controller. The SDN-IP application allows SDN nodes to communicate with legacy routers using BGP
protocols. To illustrate the capability of our suggested approach, we analyzed our method on different real network
topologies, like Abilene, Cernet, Nobel-Germany, and Geant, in our experiment.
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Table 1.2: Simulation software specification

Software/Tool | Version | Category Purpose Role

Mininet v2.3.1B4 | Network Emulator | Creation of Custom Emulated scalable Hybrid
topologies SDN network.

ONOS v2.2.0 SDN Controller Traffic monitoring and Implemented to control
Flow control via OF traffic flows dynamically.

GNS3 v2.2.43 Legacy network Configuration of Creating the conventional

Simulation conventional devices network topology
VBOX v7.1.6 Network Creating multiple OS Used for the virtualization
Virtualization of the network devices
iPerf v3.13 Traffic Generator Performance testing Simulated various traffic
loads

Wireshark V4.2.1 Packet analyzer Monitoring and analyzing Verified packet flow and
packet-level data latency during simulations

Ubuntu OS 22.04 Operating System Hosting the entire Hybrid Stable platform for

LTS SDN Mininet & ONOS
Table 1.3: Hardware specification
Component Specification Purpose
Processor (CPU) Intel Core 17-12700 @ 2.1 Supports parallel virtual node simulation and SDN
GHz process
RAM 16 GB Smooth handling of multiple virtual hosts and
controller load
Storage 512 GB SSD For fast boot and R/W of packet capturing/logging
Virtualization Tool VBox 7.1 Used to test and isolate different topologies in a
virtual lab environment.
Network Adapter Intel Gigabit Ethernet (Virtual | To enable realistic emulation of traffic flow
NIC) between nodes.

1.9. Organization of Thesis

The thesis presents comprehensive data on Traffic Engineering and Quality of Service optimization in a hybrid
Software Defined Network. The study is structured into distinct chapters, each offering unique contributions to the
overarching thesis. The following outlines the contributions of each chapter.

Chapter 1: Introduction

In this chapter, we have introduced the SDN, Hybrid SDN, Traffic Engineering, and migration sequence from a
conventional network to a hybrid Software-defined network, offering insight into its fundamental concepts and
principles, followed by the motivation and problem statement, and also a brief overview of various chapters of the
thesis.
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Chapter 2: Literature survey

This chapter provides a comprehensive and in-depth survey of the existing literature on the diverse approaches and
techniques utilized for the migration sequence and traffic engineering optimization in a hybrid SDN network.

Chapter 3: Migration sequence to a hybrid SDN network

This chapter explains the proposed approach for the incremental deployment of SDN nodes into the conventional
legacy network, using a simple greedy algorithm considering load balancing. We have proposed a simple and
efficient algorithm for the migration of conventional network devices to the SDN to maximize controllable flow
while minimizing the maximum link utilization.

Chapter 4: Routing optimization in a migrated hybrid SDN network

This chapter explains the approach for optimizing routing in a migrated hybrid software-defined network by jointly
optimizing the OSPF weight setting and the splitting ratio of the SDN node.

Chapter 5: Interconnection of SDN nodes alongside conventional networks

This chapter explains the method for interconnecting SDN nodes alongside a conventional legacy network using
the ONOS controller.

Chapter 6: Conclusion and Future Scope

This chapter encapsulates the findings and outcomes stemming from the approaches and algorithms put forth in
this study. It also delves into an extensive discourse on prospective avenues for future research and development.
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CHAPTER-2

LITERATURE SURVEY

In this chapter, a survey of various methods and techniques from the state-of-the-art is provided that work in the
field of hybrid SDN Traffic engineering and quality of service optimization. This survey is structured into three
main sections. The first Section covers and describes approaches for the migration sequence from a pure
conventional network to a hybrid SDN network. The second section delves into optimizing different network
characteristics in order to optimize Traffic Engineering in the Hybrid SDN network.

2.1. Migration sequence to a hybrid SDN

We describe the related works on the migration sequence and incremental deployment of SDN nodes in the hybrid
SDN environment, traffic engineering problems, and routing optimization in different network architectures in a
hybrid SDN environment. In recent years, researchers and industries have drawn lots of attention to the hybrid
SDN, with the many aspects that can be optimized while migrating to a hybrid SDN, and different algorithms have
recently been deployed to optimize different network characteristics in the hybrid SDN environment. The
incremental deployment of SDN nodes has gotten much attention recently. Many components of a hybrid SDN
may be optimized during the migration process.

Guo et al. [57] investigate the incremental deployment method for the hybrid SDN by presenting it as a traffic
engineering optimization problem, identifying the location and the number of migrated devices to minimize MLU
in the network. They proposed greedy and genetic searching algorithms as a solution to this challenge. Their
findings demonstrated that the genetic algorithm outperformed other techniques in identifying optimal migration
sequences. With the deployment of 40% of the nodes, we can get optimal MLU. Kar et al. [50] studied the transition
of traditional network devices to the hybrid SDN by framing an improvement in hop/path coverage while reducing
cost; they proved that the optimization issue in this transition is an NP-hard problem. They proposed two different
heuristic algorithms to model the problem of migration sequence with path/hop coverage. Their result showed that
their algorithms achieve more hops and path coverage with the same investment as previous algorithms.

Jiaetal. [58] proposed a heuristic algorithm for the incremental deployment of a hybrid SDN to maximize network
control ability while minimizing upgrade costs. The simulation result showed that with a 10% upgrading cost, it is
possible to control 95% of network flow through SDN devices. Yang et al. [59] concentrate on the problem of
selecting suitable SDN candidates, which involves identifying the least number of legacy routers to upgrade to
SDN controllers to defend against any single point of failure within a specified network. The technique they created
intends to incrementally convert traditional network devices to a hybrid SDN by limiting the repair path of
damaged links while reducing delay and improving network bandwidth utilization. Xu et al. [22] proposed a
heuristic algorithm for the incremental deployment of hybrid SDN under budget constraints, and they used
randomized rounding and depth-first search techniques to solve multi-commodity issues in a hybrid SDN to
maximize performance.

Chue et al. [31] proposed a method for preventing congestion in a hybrid SDN network while promptly addressing
circumstances involving the failure of single-link breakdown scenarios. Caria et al. [60] separated the OSPF
domain into subdomains and implemented SDN at the border routers to enable fine-grained traffic control across
subdomains. He et al. [61] investigate TE in two hybrid network modes: barrier and hybrid. They proposed a two-
hybrid technique of approximating polynomial time for traffic engineering problems using an approximation of
(1+w). Poularakis et al. [62] tried to upgrade the ISP networks across many phases; they prioritized upgrading
specific nodes in each phase to optimize programmable traffic.

The primary focus of routing optimization algorithms in conventional distributed networks is often on improving
the OSPF link weight setting. Fortz et al. [63] presented an IP-based approach for optimizing intra-domain routing.
They used a sophisticated tabu search heuristic technique for the best OSPF weight configuration. Similarly,
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Ericsson et al. [64] present a genetic method to optimize OSPF weight setting, as traffic in conventional networks
is restricted to the shortest path, resulting in a lack of flexibility in routing possibilities. Srivastava et al.
[65] provide a Lagrange relaxation-based strategy to enhance traditional network routing. Prior research efforts
have primarily focused on optimizing routing in pure conventional or fully SDN networks, and these techniques
cannot be applied directly to a hybrid SDN environment.

This is the first study that addresses and elucidates TE concerns in hybrid SDN [29]. In this study, Agarwal et al.
define TE as a linear programming problem. They presented the Fully Polynomial Time Approximation approach
to balance the flow and enhance routing in a hybrid SDN. A module for the incremental implementation of hybrid
SDN is presented by Hong et al. [66], who also offer a variety of heuristic approaches to lower MLU from a traffic
engineering standpoint. To enable fine-grained traffic control across subdomains, Caria et al. separated the OSPF
domain into subdomains and implemented SDN at the border routers in reference number [60]. He et al. [61]
studied and examined TE in two distinct hybrid network modes, namely barrier mode and hybrid mode. The two-
hybrid technique provides a polynomial-time approximation strategy for traffic engineering problems with an
approximation of (1+w). Guo et al. suggest SOTE in [67] to optimize the OSPF weight setting and SDN node
splitting ratio simultaneously in a hybrid SDN; in their case, they jointly optimized the OSPF weight setting and
SDN node traffic splitting ratio. Xu et al. [68] examined the classical integration of SDN switching with all devices
in a fully SDN environment.

D. Levin et al. [69] presented an optimization approach for determining the partial deployment of SDN, assuming
that every flow in the network passes through at least one SDN switch. H. Lu et al. [70] developed a configuration
technique to autonomously convert network settings from traditional legacy networks to Software-defined
networks. C. Jin et al. [27] manipulated the forwarding entries in the conventional switches by implementing
customized flow control methods. This allowed the user to direct the forwarding flow down a specific path chosen
by the user rather than following the path determined by the spanning tree protocol.

Jia et al. [58] suggested a method to gradually enhance SDN to optimize the amount of traffic that may be
programmed while adhering to a specified budget restriction for the upgrades. Xu et al. [22] compared a hybrid
SDN by substituting existing conventional devices with SDN nodes or including new SDN nodes. Caria et al. [60]
utilized the characteristics of network topologies and considered the network's centrality to modify switches in a
hybrid SDN environment. Agarwal et al. [71] initially developed an optimization problem to achieve traffic
engineering in SDN by partially deploying SDN nodes. S.Vissicchio et al.[30] Implemented a centralized control
mechanism for distributed OP routing by injecting carefully designed routing messages into OSPF; this approach
improved the adaptability, variety, and dependability of Layer 3 routing.

Chu et al. [59] developed a strategy to quickly recover from a single link breakdown while preserving load-
balancing performance in the network after recovery. Hong et al. [66] suggested a method to achieve many traffic
objectives in the hybrid SDN environment. Guo et al. [67] suggested modifying the connections and flow split
ratio weights at the SDN nodes to perform load balancing in a specific hybrid SDN environment.

Much research has been conducted recently to solve TE challenges in the network using ML and DL. Yinga et al.
[72] proposed an RL-based (Reinforcement Learning) approach to handle the traffic that is constantly changing to
achieve link load balancing in the hybrid SDN network. Xu et al. [73] developed a learning-based traffic
engineering approach, TEAL, to optimize WAN traffic engineering by utilizing GPUs' parallel processing
capabilities. Liu et al. [74] present DRL-OR, a multi-agent deep reinforcement learning-based online routing
algorithm, to enhance the Quality of Service (QoS) by optimizing traffic flow routing with diverse QoS
requirements. Lin et al. [75] proposed a model to integrate the transformer model with deep reinforcement learning
to enhance traffic engineering performance in a hybrid SDN with fluctuating traffic demands. Guo et al [76]
proposed a multi-agent RL-based traffic engineering method that promptly chooses the network flow path in hybrid
SDNE.
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2.2. Traffic Engineering in Hybrid SDN

Traffic volume has grown dramatically during the last few decades, much like the Internet's fast expansion. Traffic
Engineering (TE) has received a lot of interest in both business and academia as it is an effective method to
minimize network congestion and increase network performance. Traffic engineering is a powerful technique that
aims to measure and analyze real-time network traffic and design routing mechanisms to improve traffic routing
and balance network flows. Traffic Engineering is a method that enhances network performance by studying data
transmission behavior over communication networks.

The primary purpose of Traffic Engineering (TE) is to optimize network performance to enhance network
reliability [77]. It may be accomplished by making the network fault-resilient, eliminating network congestion by
balancing the links' load, and so on. Offering TE in a hybrid SDN is challenging because traditional devices are
not fully controlled through an SDN controller. The restrictions enforced by the SDN controller to enable TE are
only applicable to SDN devices, generally leaving legacy device behavior unchanged. The most prevalent traffic
engineering strategies in classical networks are MPLS [78], which employs labels, and GMPLS [79], which
expands MPLS to manage new switching technologies and interfaces. However, in an SDN network, a centrally
controlled Controller communicates with forwarding components to maintain a worldwide view, traffic demand,
network topology, and link state information. Direct routing paths make the SDN network unique and a leading
candidate for many Traffic Engineering solutions; different methods for SDN networks have been proposed [80-
82].

With the evolution of SDN, the division of control and data layers, and the logical centralization of the control
layer, SDN has a practical and flexible way of optimizing routing. As the Controller Has Control of flow routing
in the control plane, traffic may be dynamically separated and sent to multiple pathways using SDN switches.
Compared to the ECMP used in the standard OSPF protocol, this traffic routing gives a more flexible approach to
optimizing routing.

In a pure SDN network, programmability and global centralized network activity control are efficient aspects that
allow traffic engineering. Because the flow splitting ratio on SDN switches is variable, using specific complete TE
methods in a hybrid SDN network is feasible. To improve the profitability of centralized control, researchers must
select a suitable migration sequence, which includes numerous optimization strategies. These approaches may be
applied not just to hybrid network deployment but also to other network optimization techniques. For example,
migration solutions may expand to include (1)- identifying a suitable placement for the middlebox in the legacy
network to get perfect all-right network control [83], (2)- for energy requirements, wireless networks must address
the issue of AP location. [84]. (3)- Enhance data center utilization by resolving the VM replacement problem [85].

This part will review the Traffic Engineering technique suggested for the Hybrid SDN network. Load balancing is
a Traffic Engineering strategy that aims to optimize the allocation of traffic loads across different resources based
on a given performance requirement. In the hybrid SDN network, the TE goal of maximizing link utilization may
be met by traffic flow load balance to make network congestion accessible, since load balancing seeks to determine
the average link rate usage for all the network links.

In traditional networks, the OSPF protocol is one of the most used IGP protocols; each link is given a cost or
weight, and uses the shortest path with minimum cost forwarding. Traffic is routed between the source and
destination address and distributed equally when multiple shortest paths are encountered using equal-cost multipath
forwarding. Because all nodes in a hybrid SDN network do not support OpenFlow, flow abstraction, complete
packet matching, or packet filtering techniques, TE applies a variety of optimization tactics to get the optimum
network performance characteristics. In the hybrid SDN network, it is feasible to use particularly extensive Traffic
Engineering methods because the flow splitting ratio on the SDN device is arbitrary. To optimize the profitability
of centralized control, researchers must select an appropriate migration sequence comprising numerous
optimization strategies. Traffic Engineering is more challenging in a Hybrid SDN network; solutions based on
static routes or ACLS (access control lists) provide restricted functionality [61].
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Traffic measurement entails gathering, measuring, and monitoring network status data. Traffic measurement is
difficult in the hybrid SDN network because only a small percentage of devices are SDN-enabled. Traffic
management is the study of controlling and arranging network traffic based on network status data provided by
traffic measurement.

In Hybrid SDN networks, measuring all flows is unnecessary and too costly. Cheng et al. [86] proposed a method
for collecting the load of certain specified connections and estimating the remainder with a 5% margin of error.
They present a complete traffic monitoring approach that collects real-time load data for all the links in the network.
In this strategy, the controller only has to gather the load of a small selection of relevant links before estimating
the load of the other links. The suggested method is better adapted to dynamic traffic changes than existing methods
and can minimize MLU by up to 40%. Polverini et al. [87] define and evaluate a valuable criterion for identifying
the flows to be monitored that minimize the estimated error dependent on the flow spread parameter. The suggested
approach may also assign measurement tasks equitably between network devices while taking forwarding table
space into account.

To alleviate the effect of network disruption, one intriguing Traffic Engineering approach is to use ECMP to route
the majority of traffic flows and SDN to selectively divert a few flows to balance the MLU of the network.
However, critical flow rerouting is difficult due to the ample solution space for essential flow selection.
Furthermore, building a heuristic solution for this situation is impossible because rule-based heuristics cannot
adjust to changes in the traffic matrix and network dynamics.

Zhang et al. [88] explored Hybrid routing to achieve load balancing while supporting several traffic classes. They
suggested a hybrid routing system that combines explicit routing with destination-driven routing to provide load
balancing with decreased complexity and high scalability improvements.

Guo et al. [72] suggested an RL (Reinforcement Learning)-based strategy for learning traffic-splitting agents to
manage constantly changing traffic to achieve and balance link load in a Hybrid SDN network. They provided an
acceptable simulation environment to be built when traffic splitting policies are used to eliminate routing loops.
They assess their proposed work on real traffic with different topologies, demonstrating that this strategy provides
equivalent network performance and quickly creates good routing strategies.

Wang et al. [89] investigate the efficiency of Traffic Engineering in Hybrid SDN networks depending on traffic
distribution and forwarding graphs structure. They defined a coherent forwarding graph and built forwarding
graphs with high throughput potential while preserving consistency. Their finding reveals that their forwarding
graph creation method outperforms other graph development methods regarding throughput and load balancing.

Yash Sinha et al. [90] created a hybrid SDN network paradigm that used SDN and MPLS-based capabilities and
was empirically tested using a prototype implementation. Deployment of this Hybrid network model provides
proof of the coexistence of SDN and MPLS-based network devices in the network. This architecture provides a
better alternative for a more seamless transition from conventional to SDN networks.

Tu et al. [91] present a tunnel splicing technique for MPLS and OpenFlow router-based heterogeneous networks.
The suggested paradigm was created on a Linux system and tested on test networks. The result of emulation is also
deployed in several applications and demonstrates its practicality and efficiency.

Nakahado et al. [92] proposed a Hybrid SDN approach, where SDN devices can update only edge devices, while
all other devices use classic OSPF routing. The OSPF network's incoming traffic is distributed via edge nodes; this
method can decrease the congestion ratio in a network. Sharma et al. [93] suggest that conventional network
management approaches and controller-based mechanisms in future networks should coexist and operate together
to enable progress in deploying SDN devices in traditional networks.

We describe relevant Traffic Engineering (TE) work in three areas: IP Traffic Engineering, MPLS Traffic
Engineering, and SDN Traffic Engineering.
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2.1.1. IP Traffic Engineering

Fortz et al[63] present an IP-based intra-domain Traffic Engineering method to achieve load balance using Equal
Cost Multipath; they optimized the weight of OSPF links. They demonstrate that the OSPF weight setting is an N-
P complex problem, suggesting a tabu search heuristic algorithm to find the best OSPF weight setting. Their studies
show that this heuristic algorithm can discover the best OSPF weight setting. Experimental results show that this
approach outperforms previous techniques and algorithms, as traffic is routed based on the shortest path; this is a
restriction of route optimization in an IP network.

Sridharan et al. [94] overcome the limitation of equally dividing Traffic over ECMP. For each routing address, a
subset of the following hops, Multiple paths, is chosen for this strategy to transfer traffic more efficiently,
simulating unequal traffic splitting to get a near-optimum solution. However, this technique necessitates a
complicated configuration for each route prefix. Xu et al. proposed DEFT [95] and PEFT [96] to obtain optimum
Traffic Engineering and proposed a novel link-state routing protocol. As they provide ideal performance in their
strategy, traffic is not restricted to the shortest path but may route to the longest path with an increase in the penalty;
the limitation of this strategy is that multiple commaodity devices do not support it.

Using objective genetic functions, Xu et al. [97] present optimum intra-domain traffic engineering as a multi-
commodity flow maximization issue. Adding a second weight to each link expands the OSPF routing system,
allowing for flexible Traffic splitting among all shortest paths. In general, to attain optimal routing performance in
most existing IP-based intradomain TE solutions, removing constraints for the shortest path routing requires setting
up or updating the present link-state routing protocols, which are sophisticated and error-prone. Conventional
switches must still implement these new routing protocols on an extensive-scale network.

Table 2.1: IP Traffic Engineering

Reference | Aspect Objective Limitation
[63] IP-TE To accomplish load balancing, | The shortest path is used to route traffic,
maximize the weight of OSPF links. | which is a drawback of IP network routing
optimization.
[94] IP-TE They address the limitation of | Every route Prefix necessitates a complex

equitably splitting Traffic on equal- | configuration.
cost multipath to achieve a nearly
optimal solution.

[95,96] IP-TE Designed unique link-state routing | It can operate at peak efficiency, but most
protocols to maximize traffic | common devices cannot support it.
engineering efficiency.

[97] IP-TE Solve the multi-commodity flow | They add a second weight to each complex
maximization problem to represent | and error-prone link in OSPF routing to allow
the ideal intradomain TE. flexible traffic splitting over the shortest path.
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2.1.2. MPLS Traffic Engineering

MPLS tunnels are built between source and destination nodes in a Multi-Protocol Label Switching (MPLS)
network. Labels added in packet headers allow flows to be transmitted freely among these established tunnels.
Elwalid et al. [98] and Kandula et al. [99], for achieving link load optimum routing, proposed two online routing
protocols for Traffic Engineering (TE) in MPLS networks that divide flows between pre-established label
switching paths (LSPs). Zhang et al. [100] propose a hybrid MPLS/OSPF network. The traffic engineering problem
is formulated as a multi-commodity flow problem using linear programming that overcomes the disadvantages of
tunnel construction in MPLS traffic engineering and limits the shortest route routing in IP networks to enable a
suitable traffic engineering solution. MPLS Traffic Engineering can dynamically distribute traffic over many
tunnels, but lacks a global perspective. Furthermore, to forward packets, MPLS TE systems need the formation of
MPLS tunnels; in other words, LSPs enhance TE complexity and limit scalability.

2.1.3. SDN Traffic Engineering

Recently, traffic engineering has become a prominent issue in SDN networks. With SDN network development,
we can now manage Network flows flexibly and modify their routing in a real-time network. Microsoft [4] and
Google [5] have previously built their small-scale SDN-enabled Inter Data Centers network and are capable of
nearly 100% network utilization. Quan et al. discuss a novel SINET-based future internet infrastructure and suggest
a SINET-specific solution for crowd cooperation in Software-defined vehicle networks [101]. In [102], Quan et al.
describe software-defined adaptive Transmission control systems for choosing different transmission control
techniques in a time-varying vehicular environment. In [103], Agarwal et al. control co-flows by suggesting an
architecture with near-optimal performance achievement.

[29] This paper is the first research paper to discuss and explain Traffic Engineering issues in hybrid SDN
networks. In this paper, Agarwal et al. define TE as linear programming issues. To improve routing and flow
balancing in a Hybrid SDN network, they proposed FPTAS (Fully Polynomial Time Approximation System).
Likewise, in paper no [29], Hu et al. [104] and Wang et al. [105] proposed a solution for a Hybrid SDN network
to maximize Traffic Flows. Hong et al. [66] present a module for the gradual deployment of hybrid SDN networks
and suggest numerous heuristic strategies to reduce Maximum Link Utilization from a Traffic Engineering
perspective. In paper number [60], Caria et al. deployed SDN at the border routers and divided the OSPF domain
into subdomains to provide fine-grained traffic management among subdomains. He et al. [61] investigate TE in
two hybrid network modes: hybrid mode and barrier mode. They present a polynomial-time approximation
approach for Traffic Engineering issues with an approximation of (1+w) in the two-hybrid method.

Xu et al. investigate a comprehensive SDN network in which traditional switching combines all devices with SDN
switching [68]. Chue et al. [38] describe a method for quickly responding to single link breakdown scenarios while
avoiding congestion in Hybrid Networks. Vassicchio et al. [107] offer Fibbing, which introduces false nodes to
provide more flexible routing by centrally controlling the link state routing protocols. Huin et al. [109] focus on
the traffic engineering problem to create a smooth, energy-conscious routing system to minimize energy usage.
Tajiki et al. present a unique Traffic Engineering concept for an SDN/MPLS Network in a Hybrid SDN network
[110]. Guo et al. propose SOTE in [67] to improve the SDN node splitting ratio concurrently with the OSPF weight
setting in a Hybrid SDN network; in their situation, they jointly optimized the SDN node traffic splitting ratio and
OSPF weight setting. They optimize traffic splitting for SDN devices to increase flexibility and improve OSPF
weight setting to guarantee network primary routing optimization efficiency.
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Table 2.2: MPLS TE and SDN TE

Reference | Aspect Proposed Work

98-99 MPLS-TE For MPLS network Traffic Engineering, they proposed two online Routing
Protocols.

100 MPLS-TE Using a linear programming module, they create a Hybrid with MPLS/OSPF
network and formulate a multi-commaodity flow problem, the traffic engineering
problem.

101 SDN TE present a SINET-tailored solution for crowd cooperation in SDN vehicular
networks.

102 SDN TE To deal with changing vehicular environments and selecting multiple
transmission approaches, they present software-defined adaptive transmission
control protocols

103 SDN TE Manage co-flows by providing a network architecture with near-optimal
performance

106 SDN TE Develop a resource reallocating mechanism that is efficient for software-defined
data centers

33 hSDN TE They present FPTAS and describe the TE Issues as a linear programming problem
to balance Flows and improve routing in a Hybrid SDN network.

104 hSDN TE Create a hybrid SDN system to maximize traffic flows

66 hSDN TE develop a framework for incremental hybrid network deployment and suggest
numerous heuristic techniques for minimizing maximum link utilization in TE

60 hSDN TE They deployed SDN at the border routers and divided OSPF into different
subdomains to provide fine-grained traffic management among subdomains.

61 hSDN TE present polynomial time approximation techniques for TE issues with an
approximation of (1+w)

68 hSDN TE Investigate a comprehensive SDN network in which legacy switching combines
all devices with SDN switching.

44 hSDN TE Present a strategy for swiftly responding to a single link loss situation and
reducing congestion in a hybrid SDN network

107 hSDN TE Present Fibbing is a strategy for centrally controlling the routing protocol link
state by generating false nodes to provide more efficient routing.

108 hSDN TE Suggest a heuristic approach for improving routing in a hybrid SDN network
using variable traffic.

109 hSDN TE To decrease energy consumption, present a smooth, energy-conscious routing

method.
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110 SDN/MPLS | They suggest a unique TE design for SDN/MPLS hybrid networks, focusing on
an SDN/OSPF hybrid network situation.
67 hSDN TE SOTE proposed jointly improving the splitting ratio of SDN devices and OSPF
weight settings.
Table 2.3: Traffic Engineering and Quality of Service in Hybrid SDN
Refere | Title /year Method Analyze and Result Conclusion
nce
[111] Intelligent K-Path They proposed a scheme that | They proposed a Quality of
Quality  of | partition not only focuses on the | Services  Aware  Forwarding
Services- algorithm guarantees of Quality of | strategy by adopting the K-path
aware traffic | Single-path Services of industrial | partition algorithm and the SPMC
forwarding minimum cos | services, but also focuses on | (single path minimum  cost)
for t forwarding efficient resource bandwidth | algorithm for the improvement of
SDN/OSPF utilization through traffic load | industrial application Quality of
industrial balancing in  SDN/OSPF | Services. Their result shows that
internet industrial internet. their scheme guarantees Quality of
2020 Services requirements for Hybrid
Industrial Internet services, and
they efficiently used Open Shortest
Path First link bandwidth and
distribution of load-balanced traffic
in SDN/OSPF industrial internet.
[112] Intelligent Deep To optimize the Quality of | With open-source traffic datasets,
traffic Reinforcemen | Services in a hybrid Software | they evaluate their proposed
control for |t  Learning | Defined  Network,  they | method, and their simulation result
Quality-of- (DRL) propose a near-optimal traffic | shows that through this method, we
Service control method. They | can  achieve an  important
optimization implemented the Flow split | improvement in network Quality of
in hybrid ratio approach by locating the | Service performance.
SDN Open Flow group bucket
2021 restrictions.
[22] Incremental | Heuristic To enable the deployment of | They show that both simulation
Algorithm, a | hybrid Software Defined | algorithms and analysis can obtain
deployment | depth-first Networking within economic | an important performance
and search limitations, the  authors | improvement and perform much
throughput method introduce a heuristic | better than other theoretical cases.
Maximizatio algorithm and demonstrate its | Their results show that it helps to
n routing for approximation factor of I-le. | improve throughput around 40%
hybrid SDN They utilize a randomized | compared to other schemes, and
2017 rounding technique along | their proposed routing algorithm is
with a depth-first search | able to improve the throughput of
approach to  maximize | the network around 31% compared
network throughput to ECMP (Equal cost multipath) in
a Hybrid software-defined network.
[113] On the trade- | Hybrid They solve two optimization | Their simulation result shows that
off B/W load | Spreading problems: load balance of | HSLA (Hybrid Spreading Load
balancing Load traffic and network power | Algorithm) overtakes other state-
and energy | Algorithm consumption reduction. of-the-art methods, which
efficiency in | (HSLA) challenge one objective only, either
a hybrid saving of  network  power
network consumption or traffic load
2021 balancing.

24



[114] QoS-aware | Simulated They propose Hybrid | Their findings indicate that the
routing in a | annealing- Software Define network | algorithm significantly outperforms
Hybrid SDN | based QoS- | architecture by using | existing approaches, such as
network aware routing | spanning tree protocol as they | MINA, in terms of delay, packet
2017 algorithm propose simulated annealing | loss, and bandwidth efficiency.

bas Quality of Service aware | Specifically, 88% of flows meet
routing (SAQR) algorithm | delay requirements, 90.8% meet
that has the ability to change | loss criteria, and 86.5% satisfy
weight of bandwidth and loss | bandwidth demands, demonstrating
rate of delay to find best path | strong adherence to Quality-of-
for Quality-of-Service | Service standards.

requirements, as they

calculate  their  projected

algorithm in a hybrid SDN

Network that runs different

application with  multiple

Quality of Service

requirements.

[115] Hybrid Mixed Integer | They developed the MILP | There result shows that this method
Incremental | Linear (Mixed Integer Linear | improves the Quality of traffic and
Deployment | Programming | Programming) optimization | rate that managed by Software
hSDN (MILP) Model, and their aim was to | Define network model, as they
Devices Genetic minimize routing and | proposed Genetic Algorithm as an
2021 Algorithm deployment cost and to | execution to achieve comparable

(GA) maximize controlled traffic in | performance to the propose MILP
the Software Defined | (Mixed Integer Linear
network, as they focus on | Programming) model and they
deployments of Software | showed that Genetic Algorithm is
Defined Network devices ina | much more scalable and stronger
hybrid Software Defined | than the MILP model as traffic
Network incrementally. volume rises though improving the

percentage of Software Define
Network Flows up to 37%.

[72] Hybrid SDN | RL They propose an RL | As they emulate their work in
deployment | (Reinforceme | (Reinforcement  Learning) | different topologies and real traffic
using nt Learning) | based approach in a hybrid | so their evaluation shows that this
Machine Software Defined network to | method can achieve similar
learning achieve load balancing link. | network performance and performs
2021 They address traffic changing | dominance in a fast generation

dynamically and learns a | routing scheme.
traffic splitting agent to create

a direct link between traffic

splitting and traffic demand,

as traffic splitting agents are

designed to learn offline by

manipulating Reinforcement

Learning.

[116] Hybrid Reinforcemen | First, in the networking | They propose a basic workflow of
SDN t domain, they summarize a | Machine  Learning in  the
deployment | learning generic workflow for | networking area to formulate a
using ML | Techniques Machine Learning. Then, | Hybrid software-defined network
2021 from the perspective of | deployment using Markov Decision

Machine Learning, they study
the problem of implementing
a software-defined network in
a traditional network. They
proposed Markov Decision
Process and Reinforcement
learning techniques for the

Process in a legacy network.
Further, for model construction and
validation, learning or SARSA
techniques  of  reinforcement
learning can be used.
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deployment problem in a
software-defined network.
[57] Incremental | Heuristic Their aim was to find the best | They evaluate their algorithm by
algorithm migration system for the | comparing it to the Static migration
Deployment traditional routers to migrate | algorithm and the greedy migration
for to Software-defined network- | algorithm, and conducting
traffic enabled routers. They | simulation  experiments.  Their
engineering proposed a heuristic | result shows that the genetic
in hybrid algorithm  for  migration | algorithm is performing very well
SDN structure for the routers that | compared to other techniques in the
2015 gets maximum benefit froma | case  of  properly  deployed
Traffic Engineering | migration, where 40% of routers
perspective. can obtain most of the benefits.

Table 2.3 shows the literature of the most significant related work, Quality of Services and Traffic Engineering
(TE) in Hybrid Software-Defined Networking.

2.3.Quality of Services in Hybrid SDN

Suppose we define quality of service for a network as user satisfaction with certain services. It is a composite
indicator that assesses user satisfaction. Quality of Service (QoS) pertains to any technology that controls data
traffic within a network to minimize packet loss, latency, and jitter. We can say that Quality of service means
providing specified data transmission in a particular aspect provided by the network. Quality of Service considers
bandwidth, packet loss, service level, data correctness, and other factors. For example, QoS guarantees bandwidth
if the network offers excellent bandwidth for bandwidth-sensitive data delivery; we do not need QoS if we have a
perfect link. QoS indicates low delay if the network delivers low-latency transmission service for time-sensitive
data delivery. Differentiating application flows is required to achieve QoS since they compete for available network
resources. Network resources should be allocated to make the right decision concerning packet forwarding;
sometimes, this procedure requires knowledge of current network states.

The Quality-of-service provisioning is mainly determined by SLAs (Service Level Agreements) between service
providers and end customers. This method does not give finer-grained traffic management, yet it performs
excellently for best-effort service. However, different application types, such as video conferencing, online
gaming, VolIP, and many more, have Flows sensitive to latency, bandwidth, and jitter, necessitating particular
handling techniques. There is no established method for imposing constraints on the depth of traffic distinction and
setting high-level traffic management strategies. SDN networks divide the network's data layer and control layer.
This division increases network controller control over networks. Controllers can receive a worldwide view of
network status. Network applications under the SDN concept are supplied, and the network controller provides a
conceptual network perspective. They are not required to deal with the low-level setup of data plane devices.

Quality of service in a network refers to enough bandwidth, minimum latency, a minimum rate of packet loss, and
balancing network link loads. As we know, balancing the link load of the network can cause an increase in
bandwidth utilization and a decrease in network latency. As a result, balancing the link load requirement of QoS
can cover the QoS requirement of latency and bandwidth.

Quality of Service is applied in hard and Soft QoS. An accurate and efficient classification method is required to
efficiently categorize data flows and meet QoS criteria in SDN and Hybrid SDN networks.

Further research has been conducted to optimize QoS in hybrid SDN networks. They proposed various schemes to
optimize single QoS metrics or multiple QoS metrics for hybrid SDN networks; they used different techniques to
manage traffic to deliver the best possible Quality of Service for their created topologies.

Bi et al. [111] suggested a QoS-aware forwarding approach using the SPMC (Single Path Minimum Cost) and K-
path partition Algorithms to enhance the QoS of industrial applications. Their simulation findings demonstrate that
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their suggested strategy meets QoS criteria and effectively balances traffic load using OSPF link bandwidth
resources in an SDN/OSPF hybrid industrial internet.

Huang et al. [112] present a comparative optimum traffic control approach for hybrid SDN QoS optimization. They
tested their strategy with open-source traffic datasets. Their findings indicated that this strategy might significantly
enhance network Quality of Service performance metrics like jitter, latency, and link utilization.

Xu et al. [22] present a heuristic approach for incremental deployment with a limited budget. For throughput
maximization routing, they use a randomized rounding mechanism and the depth-first search approach. They
demonstrated that both algorithms and analysis could outperform theoretical instances. Their incremental
deployment improves performance by roughly 40% over the prior deployment strategy, while their suggested
routing algorithm improves throughput by 31% over ECMP in a hybrid network.

Kelkawi et al. [117] try to describe an effective method for the incremental deployment of legacy network switches
to enable SDN, aiming to minimize MLU of the Network. They use a mixture of two meta-heuristic algorithms
(Particle Swarm Optimization and Ant Colony Optimization) to find the best sequence. Their simulation findings
demonstrated that their suggested technique outperforms previous static migration algorithms, minimizing
maximum link utilization by up to 8.5 percent.

Salman et al. [118] provide a technique for ensuring QoS for time-critical applications across hybrid SDN
networks. With a 0.1 link usage level, the method obtains a 60% improvement. Their way of searching for the
shortest path does not degrade in performance.

Hong et al. [66] designed a system with an SDN controller to answer these questions: which conventional device
to upgrade, and how SDN and conventional devices interoperate in the hybrid environment. Their result shows
that with 20% of devices upgraded to SDN, their system can reduce 32 % of Maximum link utilization compared
to a traditional network, and compared to a pure SDN network, only an average of 41 % flow table capacity is
required.

Guo et al. [67] proposed the SOTE algorithm of a Heuristic scheme to optimize the traffic splitting proportion of
SDN devices and OSPF weight setting. They developed MINLP (Mixed Integer Non-linear Programming
Problem) to investigate the optimization of Traffic Engineering in a Hybrid SDN network. Their finding shows
that SOTE can reduce MLU by 24.19 % on average and 11.72% in Hybrid SDN compared to the Traffic splitting
ratio and OSPF weight setting. They also show that with only 10 % of SDN switch deployment, we may benefit
from a hybrid SDN network.

From the viewpoint of machine learning, Siew et al. [116] address the topic of SDN implementation in traditional
networks. They introduced the Reinforcement Learning and Markov Decision Process approaches for SDN
deployment. They outlined the generic machine learning process in networking and proposed a hybrid SDN
implementation in traditional networks using the Markov Decision Process. Model creation and validation can be
accomplished using RL techniques such as Q learning or SARSA. Ren et al. [119], for TE performance, present
the FRS (Flow Routing and Splitting) algorithm. They simulate their algorithm with different SDN deployment
rates, and their findings show that 20% of SDN device deployment FRS methods can achieve minimum link
utilization compared to previous works.

Guo et al. [57] present a heuristic technique, known as a genetic algorithm, to locate migration sequences that will
benefit most notably from the viewpoint of traffic engineering. They assess and compare their approach to greedy
and static migration strategies. Their findings show that the genetic algorithm outperforms alternative migration
sequences, proving that 40% of the adequately deployed routers can reap the most benefits.

Jia et al. [58] present a heuristic strategy for deploying SDN devices in hybrid SDN networks. Their plan works in
two separate scenarios. 1-Increasing network control capability while keeping the upgrade budget unchanged. 2-
reducing upgrade expenses to gain the finest network control capability. The results demonstrated that this
approach could accomplish 95 percent of the controlled flows with only a 10% upgrading cost. This technique can
regulate 95 percent of a network's flow for approximately 10% of the cost of upgrading.
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Guo et al. [108] construct and verify the NP-hard problem of TE across Multiple Traffic Matrices. They present a
heuristic approach that combines online splitting ratio and offline weight setting optimization to optimize routing
over many TM. On measured traffic datasets, they test their technique with three network topologies. Their findings
show that the MLU of the Network may be significantly improved, and their suggested framework outperforms
competing approaches.

Hu et al. [104] investigated methods to maximize flow in hybrid SDN networks. To solve the issue, they created
FPTS (Fully Polynomial Time Approximation Scheme). When 50 percent of SDN devices are installed, simulation
results using real network topologies show that a hybrid SDN network outperforms conventional networks and can
attain near-ideal network performance.

Hung Chen et al. [120] describe the problem of hybrid SDN deployment as an optimization problem with resource
restrictions. Because this is NP-hard, they apply greedy-based heuristic algorithms and propose the Hybrid Score
switch deployment technique. In a hybrid SDN network, Hybrid Score seeks to deliver the highest control capacity
given a set number of switches to upgrade. They evaluated their work with a real-world enterprise network
topology. They found that their Hybrid Score improved the result by 11.28 percent compared to existing strategies.
Their Hybrid Score provides comparable control capacity to a fully SDN environment with only 13 percent of

SDN switches.

Table 2.4: Migration and Quality of Service in Hybrid SDN Network

Reference | Proposed scheme Result

111 To enhance industrial applications' | Their simulation findings demonstrate that their
Quality of Service, they presented a | suggested strategy ensures QoS standards and traffic
QoS-aware forwarding approach based | load balancing and efficiently leverages OSPF
on SPMC and K path partition | connection bandwidth in a hybrid SDN/OSPF for the
algorithms. industrial Internet.

112 For QoS optimization in a hybrid SDN | as they test their strategy with open-source traffic
network, they present a near-optimum | datasets. Their findings indicated that this strategy
traffic control approach might significantly enhance network QoS performance

metrics such as jitter, delay, and link utilization.

58 present a heuristic approach for | They demonstrated that both algorithms and analysis
incremental deployment with a limited | could outperform theoretical instances. Their
budget. incremental deployment improves performance by

roughly 40% over the prior deployment strategy, while
their suggested routing algorithm improves throughput
by 31% over ECMP in a hybrid network.

117 They describe an effective gradual | Their simulation findings demonstrate that their
deployment sequence of conventional | suggested technique beats previous static migration
devices to SDN switches based on TE to | algorithms to minimize maximum link utilization by up
restrict the network's maximum link | to 8.5 percent.
utilization.

118 They propose a solution to ensure the | With a 0.1 link usage level, their approach produces a
quality of services for time-sensitive | 60% improvement. Their method seeks the shortest,
applications on a hybrid SDN network. | most comprehensive path with no reduction in

performance.
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114

They introduced the SAQR (Simulated
Annealing-based QoS-aware Routing)
method to discover the best-suited path
based on QoS criteria.

They test their proposed algorithm in a hybrid SDN
network. Simulation results show that the SAQR
algorithm outperforms similar work, MINA, regarding
latency, loss, and bandwidth ratio, with 88 percent,
90.80 percent, and 86.5 percent of Flows fulfilling their
respective QoS standards.

67

They proposed the SOTE algorithm of
the Heuristic scheme to optimize the
traffic splitting proportion of SDN
devices and OSPF weight setting. They
developed MINLP to investigate the
optimization of Traffic Engineering in a
Hybrid SDN network.

Their finding shows that SOTE can decrease MLU by
24.19 % on average and 11.72 % in Hybrid SDN
compared to the Traffic splitting ratio and OSPF
weight setting. They also suggest that with only 10 %
of SDN switches deployed, we may get most of them
to benefit in a hybrid SDN network.

89

They investigate how the efficiency of
Traffic Engineering is affected by both
forwarding graph layout and traffic
distribution in hybrid SDN Networks.

Their results reveal that their forwarding graph creation
method outperforms other graph development methods
regarding throughput and load balancing.

72

They suggested an RL (Reinforcement
Learning) based strategy for teaching
traffic splitting agents to dynamically
address changing traffic and balance
link load in a hybrid SDN network.

They recommended building a suitable simulation
environment where traffic-splitting techniques are
used to minimize routing loops. They tested their
proposed work on real traffic on different topologies
and showed that it achieves equivalent network
performance and succeeds at quickly constructing
good routing strategies.

119

They suggest the Flow Routing and
Splitting (FRS) method regarding TE
performance.

They ran simulations with varied SDN deployment
rates, and their finding shows that with the only
deployment of 20% of SDN switches, the FRS
algorithm can achieve a Minimum MLU than previous
works.

57

They suggest a heuristic approach,
known as a genetic algorithm, to
determine the optimal migration
sequence from the viewpoint of traffic
engineering.

They evaluate their algorithm and compare it to greedy
and static migration algorithms. Their result shows that
the genetic algorithm surpasses other migration
sequences, proving that 40% of adequately deployed
routers can reap the most benefits.

108

They formulate and verify the NP-hard
issue of TE across Multiple Traffic
Matrices. They present a heuristic
approach that combines online splitting
ratio and offline weight setting
optimization to optimize routing over
many TM.

On measured traffic datasets, they test their technique
with three network typologies. Their findings show
that the Network's MLU may significantly improve,
and their suggested framework outperforms existing
approaches.

104

They investigated methods to improve
flow in hybrid SDN networks. They
created FPTS to address it.

With 50 percent of SDN devices deployed, simulation
findings using actual topologies demonstrate that
hybrid SDN outperforms classical networks and can
achieve near-ideal network performance.
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2.4.Hybrid SDN Optimization Strategies

We will look at prior work in the field of optimization techniques for migrating Networks from pure traditional
Networks to Hybrid SDN networks.

Guo et al. [57] present a Traffic Engineering optimization issue and investigate incremental deployment methods
for migrating sequences to IP/SDN networks; they estimate the number and location of routers to upgrade to
minimize Maximum Link Utilization. The author of this research claims that finding an optimal migrating sequence
is much more complex and challenging than the traveling salesman problem, as MLU is based on previously visited
nodes, and the cost of edges is not constant. To solve this problem, they propose greedy and genetic searching
algorithms and compare their algorithms with static migration techniques. Their finding demonstrated that the
proposed evolutionary algorithm could discover a better and more effective migration sequence. With the migration
of 40 % of the devices, we can achieve a minimized MLU of the Network.

In reference number [50], Kar et al. studied migrating from legacy and pure conventional Networks to hybrid SDN
networks using a different combination of optimizing hop and path coverage while reducing cost. They proposed
a Heuristic algorithm and demonstrated that this problem is NP-hard. They offer MUcPF and MHCPF, written in
the MATLAB program, to model route and hop coverage migration sequences. They tested their algorithm against
three other algorithms (Accidental coverage, weighted coverage, and Degree coverage algorithms). The simulation
results demonstrate that the created algorithms provided higher route and hop coverage than the current algorithms
for the same expense percentage. MUCPF requires just 15% expenditure to obtain 100% route coverage, unlike
other algorithms requiring 20-30%.

Jia et al. [58] present a heuristic strategy for deploying SDN devices in hybrid SDN networks. Their plan works in
two separate scenarios. 1-Increasing network control capability while keeping the upgrade budget unchanged. 2-
Reducing upgrade expenses to gain the finest network control capability. The results demonstrated that this
approach could accomplish 95 percent of the controlled flows with only a 10% upgrading cost. This technique can
regulate 95 percent of a network's flow for approximately 10% of the cost of upgrading.

Hui Yang et al. [121] proposed a distributed control architecture for SDON (Software-defined optical networking)
using the blockchain technique (BLockCtrl), aiming to detect a single point of failure within the SDON control
plane to address the security and efficiency issues faced by SDON. Their simulation result showed that their
proposed architecture could significantly decrease the impact of DoS attacks and fault-tolerant control in the SDON
network.

Yang et al. [59] concentrate on selecting SDN candidate issues to preserve all possible single points of failure in a
network, which involves selecting a small portion of traditional routers to migrate to SDN controllers. This method
intends to gradually update conventional network devices to hybrid SDN networks by limiting and repairing the
route length of broken links, decreasing packet delay, and increasing network bandwidth utilization. Performance
assessment revealed that the proposed approach reduced the number of SDN switches required while obtaining a
relatively short path length. The authors' second strategy is discovering the repair path that minimizes maximum
link utilization following a connection failure. Because of the higher number of repair path candidates evaluated,
the author's technique outperforms the greedy algorithm (2.9% to 15% decrease) with fewer SDN switches.

2.4.1. Routing optimization.

Huang et al. [111] present DRL-TC, a novel DRL-based architecture optimizing network QoS performance in
hybrid SDN networks. Based on historical traffic records, they first look for an appropriate SDN migration
sequence to maximize total controlled traffic. In contrast to the prior heuristic solution for TE in hybrid SDN
networks, DRL-TC focuses on self-learning routing algorithms and adaptive algorithms in various traffic
situations. The results reveal that their suggested strategy achieves optimum performance in optimizing maximum
link utilization with rising ratios in the deployment of SDN and a significant improvement in lowering network
latency and jitter compared to alternative solutions. Routing optimization in conventional distributed networks is
primarily concerned with improving OSPF link weights.
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As with SDN network development, network operators can manage the network and the traffic flow in a much
more flexible way, and in a real-time network, they can change their route selection. Prior research studies focused
on the routing optimization of pure SDN networks, which differs from Hybrid SDN networks. Those routing
optimizations cannot directly apply to hybrid SDN networks.

Caria et al. [60] implement SDN at the border routers and divide OSPF into sub-domains to provide fine-grain
traffic management across sub-domains. Xu et al. [122] optimize routing in a particular Hybrid SDN situation;
they collaborated to enhance flow routing and gradual deployment in a hybrid SDN network. XU et al. [101]
investigate all devices with SDN and classical switching. Vassicchio et al. [107] offer Fibbing, which introduces
false nodes to provide more flexible routing by centrally controlling the link state routing protocols.

2.4.1.1. Legacy optimization mechanisms

The study [54] thoroughly examined the Deployment of Hybrid SDN technologies and discussed traffic
optimization methodologies. Agarwal et al. [66] present the FPTAS method to minimize maximum link utilization
(MLU). The authors employ a greedy technique to select SDN sites based on optimal throughput gain. The analysis
assumes a particular traffic matrix, and actual traffic will diverge from this traffic matrix. However, information
on obtaining precise traffic patterns needs to be provided. Xu et al. [22] suggest maximizing throughput in hybrid
SDNs.

Guo et al. [67] maximize the splitting ratio of OSPF weight setting and SDN devices. They developed SOTE
(SDN/OSPF Traffic Engineering) to reduce the MLU of the Network. However, getting an ideal OSPF link weight
configuration in a dynamic network is complex.

[108] Investigate Traffic Engineering across multiple TM (Traffic matrices). To improve MLU, they present a
heuristic technique. Authors believe multiple traffic matrices can better describe MLU optimization; they employ
the K method to cluster traffic matrices and believe numerous TM can better depict dynamic traffic characteristics.

Poularaki et al. [62] look at a broad upgrading approach for hybrid SDN implementation. They are primarily
concerned with the impact of upgrading time. Guo et al. [24] investigate a hybrid SDN deployment challenge,
including controller and SDN switches. Jia et al. [123] offer a heuristic strategy for hybrid SDN deployment that
maximizes network control ability while keeping to upgrade budget constraints. [24,123] mainly cover hybrid SDN
deployment strategies.

2.4.1.2. Al-based optimization mechanisms

The deployment challenge is different from the traffic control problem. Heuristic methods may be effective in
some cases, but may not be effectively adaptable to changes in network state [124]. Even when utilizing various
Traffic mattresses to show network traffic, there may be some scenarios that are not taken into account. Several
initiatives have been made, and as a result, they have taken advantage of artificial intelligence (Al) techniques such
as DRL for adaptive routing. Xu et al. [125] describe a unique DRL-based approach to increase end-to-end
communication network throughput and discuss DRL's advantage over previous dynamic control strategies. Yu et
al. [126] implement DDPG to improve network link weights in an SDN network based on various incentive goals,
and Huang et al. [127] deploy DDPG in the SDN network to optimize the Quality of Experience (QoE).

Zhang et al. [128-129] present a unique Reinforcement learning method for TE in an SDN network. A key strategy
of this method is automatically determining which significant flows should be rerouted,; it is suited for each traffic
matrix but is not ideal for hybrid SDN applications. When deployed, the flows that SDN devices may manage are
fixed, and the possibilities for selection are restricted. Sun et al. [130] propose SINET for SDN routing based on
DDPG. It picks critical nodes as control nodes. It uses its link weights to build routing pathways.
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2.5. Quality of Service (QoS) Routing

Because it provides an open control interface by the SDN network, it facilitates a flexible traffic scheduling scheme
for the network; SDN is the appropriate architecture that meets the QoS needs of numerous applications, including
video and audio. Egilmez et al. [131] propose an Open QoS concept on an Open Flow Controller with support of
end-to-end QoS for multimedia distribution, as it is based on Quality of Service, routing traffic paths are optimized
dynamically to meet the needed QoS. They evaluate their open QoS across real-world test networks, and the
findings of their experiments reveal that Open QoS guarantees transmission, and Users report little or no visual
artifacts when watching the seamless video. Furthermore, compared to existing QoS systems, guaranteed services
are handled in open QoS without affecting any other traffic types in the network.

Yan et al. [132] suggest Quality of Service assurances through SDN. Furthermore, they employ several pathways
among source, destination, and queueing methods that provide QoS for various Traffic types. The experimental
findings suggest that the proposed HiQoS method may minimize latency while increasing throughput to ensure
QosS.

Silver et al. [133] present a Network Service Abstraction layer (NSAL) implementation above the management
and control layers. The authors present a uniform data model for traditional and SDN devices, allowing for unified
management and configuration of both networks to provide Quality of Service for time-critical jobs.

Lin et al. [125] present a QAR (QoS-aware adaptive routing) scheme for an SDN network with multi-layer
distributed hierarchical control plan architectures. Mainly, it is utilized to decrease signaling latency in large-scale
SDN networks through three tiers of controller design. This QAR technique suggests providing adequate time
adaptive QoS packet forwarding using an (RL) Reinforcement learning technique and a QoS-aware reward
function. Simulation shows that this QAR technique outperforms the traditional Q-learning method, making it
realistic for large-scale SDN networks.

Bi et al. [111] investigate the challenge of managing QoS-aware data flows in the context of multiple flows. They
present a game theory based on numerous data flow management strategies in the situation of optimum data flow
management being an N-P complex issue and capable of minimizing network delay up to (77-98) percent while
increasing network throughput by (24-47) percent.

Chienhung et al. [114] present the design of a hybrid SDN network that may use the Spanning Tree Protocol to
identify the existence of traditional switches to gain a global perspective on the hybrid SDN network. Authors use
the Learning Bridge Protocol to let Open Flow switches communicate with legacy switches without requiring any
changes to the legacy switches. SDN applications may dynamically discover routing pathways based on pre-
defined QoS criteria and current network conditions by using SDN features.

Alouche et al. [134] present a geographical routing protocol for automotive networks based on hSDN and a
clustering technigue. It considers three distinct characteristics when deciding which relay to transfer the data: 1-
contact length among vehicles, 2- the load of each vehicle, and 3- a communication fault log integrated with each
cluster head. The simulation finding reveals that the suggested approach performs well regarding throughput,
packet top rate, and average routing overhead.

Hui Yang et al. [135] present a novel SUDOI architecture in ubiquitous data center optical interconnection to meet
the QoS requirement of extensive user access. Their work performance is verified on an OaaS (Optimization as a
Service) testbed for data center services. Their result shows that SUDOI can effectively utilize optical networks
and application resources in ubiquitous data center optical interconnections without increasing the probability of
blocking.
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2.5.1. QoS-Aware Routing

Some applications require different QoS metrics, such as packet loss rate, latency, bandwidth, etc. To overcome
this issue, we may create an SLA for each application to record QoS criteria and assign routing paths accordingly
to match QIS (Quality Information System) needs, referred to as QoS-aware Routing. This routing uses GA
(Genetic algorithm) to determine the best suitable route, which meets QoS requirements incrementally. Assessment
results demonstrated that this algorithm performs well in networks with different QoS needs.

In Data Centers, several big data applications must send vast volumes of data from one place to another; thus, how
these applications flow throughout the network to enhance network usage is critical. The authors of Hedera [136]
presented an SA-based algorithm to route flows to alternative pathways based on the current network status. This
study outperforms the typical ECMP in terms of performance. The inventors of Long [137] suggested a dynamic
rerouting method. When the network controller detects traffic load, it utilizes a multi-hop or a single-hop algorithm
to shift traffic to other paths. This method can enhance connection utilization compared to the conventional Round
Robin Algorithm.

The inventors of LARAC [138] suggested a LARAC QoS-aware routing algorithm that finds near-optimum
pathways in the Delay Constrained Least Cost issue using a Lagrange relaxation-based aggregated cost technique.
Authors in MINA [139] suggested a QoS-aware flow scheduling technique for 10T devices; this approach uses GA
(Genetic algorithm) to repeatedly generate the best-suited path to fulfil QoS criteria. Assessment results
demonstrated that this method performs well in networks with different QoS requirements. Only MINA addressed
various restrictions in comparable works. MINA's key challenges include static weight in the cost functions, QoS-
aware Routing, and being locked in a local optimum. To address these issues, [114] introduced a QoS-aware routing
(SAQR) technique based on the simulated annealing (SA) technique to identify the best-suited path that fulfils
various QoS standards.

2.5.2. Interworking and inter-domain routing

The most well-known applications in the early stages of SDN are Google B4 network [5] and Microsoft WAN [4].
Google chose SDN to convert the linked WAN across data centers, and it is now wholly deployed using the
OpenFlow Network. Before fully transitioning to the SDN network, the Google B4 network went to a Hybrid
deployment in two different phases; the first was completed in 2010, and the second was completed in 2011 when
Google started to administer the network through the Controller and doubled the network capacity. Google began
to promote agile development by running both traditional and SDN routing systems in parallel. Hence, SDN routing
systems have much higher priority than the classic ones. SDN is deployed incrementally to different Data Centers
to allow additional traffic from the old routing system to the SDN framework. If there is any issue with the SDN,
B4 provides the option to turn off the SDN framework and return to conventional routing strategies. During this
stage, SDN devices can interfere with legacy routing protocols, and Google deployed consistent routing protocols
for SDN applications. In any case, SDN networks and traditional Networks must communicate with each other
even if a complete SDN architecture is ultimately deployed. Data centers must exchange data with traditional
extermination networks.

An Internet Exchange Point (1XP) is a physical access point of the network in which several ISPs may join their
networks and exchange BGP (Border Gateway Protocol) routes. SDX-L3 stands for Software-defined Internet
Exchange Point Layer 3 [125]. IP prefixes are used in traditional and physical IXP routing and traffic forwarding.
SDX enables those to match many header fields; each AS can use remote traffic control. Aside from SDX, the
abstraction of virtual switches means that AS cannot influence or overserve Inter-Domain Routing outside their
scope. Some other optimization models update rules when BGP routes or policies change. SDX improves the
dependability and flexibility of 1XPs.

33



2.5.3. QoS Policy Management

SLA or Service Level Agreement is essential to create QoS criteria for traffic management of different QoS
applications like video conferencing, video streaming, and online interactive gaming. Each SLA comprises a set
of Objectives to generate network-level policies translated into device-level primitives (e.g., packet dropping rate,
queue configurations, traffic shaping policies, and forwarding rules). Managing QoS settings in conventional
network designs, such as MPLS and DiffServ, is complex. Conversely, SDN provides a worldwide network view
and has robust northbound API capability. It enables network operators to launch services quickly and execute
various network regulations. The PolicyCop [140] project intends to provide controllable, adaptable, and vendor-
independent administration of QoS rules in SDN/OpenFlow networks using the Northbound SDN API. PolicyCop
benefits from OpenFlow features, making it a suitable management framework. It offers on-demand aggregation
as well as per-flow control. Policy Cop makes traffic definition easier than MPLS and DiffServ since it does not
need a network device shutdown. Because of its vendor independence, it is simple to implement in a network and
lowers operational overhead. The Policy Cop design has three planes: management, control, and data plane. The
data and control planes follow the conventional SDN architecture, while the management plane serves as the core
of Policy Cop. This management plane consists of two main components: the policy validator and the policy
enforcer. The policy validator detects and monitors any policy violations, while the enforcer takes action in
response to these breaches and ensures compliance with network policy rules.

2.5.4. QoS signalling overhead

Due to the logically centralized nature of the SDN design, all overhead (QoS-related signalling messages) is
gathered at the network's control mechanism (Controller). [141] OpenFlow allows network operators to collect
information at various flow levels, such as aggregated and individual flows. Each of these methods of collection
has a cost. The per-flow process provides better granularity in terms of QoS-related states. It has a scalability
problem. A controller can pool switches in an SDN or OpenFlow network to collect data on active flows. When a
flow timeout occurs, it might direct the switch to report flow statistics at a predetermined interval. Another critical
consideration is how frequently QoS information should be transmitted from one network device to the Controller.
Although getting statistics from the data plan often benefits the Controller in keeping an up-to-date global picture
of network conditions, this procedure is a trade-off between measurement precision, speed, signalling overhead,
and timeliness, and results in the scalability issue of a control plane for a controller [142]. For flow statistics, the
PayLess [143] technology supports many degrees of flow aggregation through a RESTful API. It uses an adaptive
statistics-gathering technique to provide accurate real-time information while incurring minimum network costs.
This approach achieves accuracy extremely near that of the constant periodic polling method while reducing
massaging overhead by up to 50% compared to the regular polling strategy.
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CHAPTER-3

MIGRATION SEQUENCE TO A HYBRID SDN

Traditional network infrastructures offer numerous features but exhibit limitations, particularly in providing
advanced network control for implementing novel concepts. SDN network addresses these limitations by
separating control and data layers, offering enhanced agility, flexibility, and advanced traffic engineering
capabilities. However, transitioning from traditional networks to a fully SDN-based network can be challenging
due to financial and operational constraints.

A practical approach involves adopting a hybrid SDN model, wherein conventional and SDN components are
integrated seamlessly. In modern networking infrastructure, integrating SDN ideas with conventional networking
methods has given rise to Hybrid SDN; this type of network leverages the benefits of both conventional and SDN
networks, the flexibility and programmability of SDN, with the familiarity and stability of conventional network
architectures.

This research explores the incremental deployment of SDN nodes using efficient greedy algorithms to enhance
existing network infrastructure. We investigated the optimal migration sequence from a conventional network to a
hybrid SDN to address the optimization impact on controllable traffic. We aimed to minimize network disruptions
and optimize Maximum Link Utilization while incrementally migrating towards a fully SDN-enabled
environment. We evaluate the optimal deployment of SDN nodes through simulations, considering network
topologies, available resources, and traffic patterns. Our simulation analysis shows that deploying SDN nodes at a
rate of 30% can control over 70% of network traffic, leveraging the benefits of a hybrid SDN and achieving near-
optimal network performance.

3.1. Introduction

Despite the numerous advantages of traditional legacy networks, certain limitations persist, particularly in
providing optimal network control. This deficiency poses challenges for implementing innovative concepts such
as network virtualization and traffic engineering optimization. Network management remains one of the primary
challenges in contemporary networks, with academia and industry experiencing difficulties in this domain. SDN
network was developed to address these challenges by decoupling the control and data planes, and has emerged as
a prominent topic in telecommunications.

The SDN network is a critical network design that has emerged due to technology advancements such as
virtualization, the Internet of Things, and mobility, which facilitate reliable and flexible network management.
Through centralized network management and a global perspective, SDN enables intelligent flow scheduling
concepts to enhance overall network performance and link utilization while facilitating advanced Traffic
Engineering (TE).

Traffic engineering is essential for network administrators; it improves efficiency and balances network load
through traffic routing strategies. TE is an effective method for balancing network flows, mitigating network
congestion, and enhancing overall network performance. In recent years, academia and industry have demonstrated
significant interest in improving and optimizing TE; however, due to network complexity, research on traffic
engineering optimization remains an active area of investigation. According to TE principles, the established SDN
design provides a practical and adaptable approach for optimizing traffic routing. By implementing policies or
routing algorithms in the control plane, an SDN network can dynamically control the distribution of traffic to any
outgoing link; this allows SDN switches to distribute traffic across multiple paths flexibly and unrestrictedly.
Customizing the forwarding rules for each flow in SDN can enhance their intuitiveness, flexibility, and intelligence

[6].
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Despite the significant advantages and numerous motivations, directly transitioning to a fully SDN-enabled
network presents considerable challenges, such as financial, technical, security, and upgrading issues; the process
can be risky and costly, particularly for large-scale networks [3]. To address these challenges, a viable approach is
the incremental deployment of SDN nodes and the implementation of a hybrid SDN concept, which enables the
coexistence and interoperability of conventional IP network devices and SDN nodes within a single environment.
The literature presents various definitions of hybrid SDN; it can be conceptualized as a logical stage in transitioning
from a traditional legacy network to an SDN environment.

A hybrid SDN integrates the programmability and flexibility of SDN with the stability and familiarity of traditional
network architecture [28]. It represents a network architecture wherein centralized and decentralized networks
communicate and coexist to capitalize on the advantages of both paradigms. This method allows the organization
to migrate incrementally to a hybrid SDN and then to a fully SDN-enabled environment. In recent years, the
incremental deployment of SDN nodes has garnered significant global attention. One of the most popular goals for
incremental SDN node deployment alongside conventional networks is improving network performance from the
Traffic engineering perspective. Previous research [22—24] has indicated that programmable traffic (involving at
least one SDN node) can enhance flexibility in performing Traffic Engineering (TE). In a hybrid SDN
environment, efficient load balancing remains a significant challenge, particularly when SDN nodes are
incrementally deployed. Existing methods fail to adjust dynamically to changing network conditions, leading to
poor performance and inefficient resource utilization. In the context of a hybrid SDN, maintaining network load
balance refers to the equitable distribution of traffic across all network paths to ensure efficient utilization of
network resources and minimize congestion on individual links. This balance helps prevent scenarios where some
links exceed their capacity (overloaded), leading to congestion and inefficient traffic handling, while other links
remain unutilized or underutilized. Load balancing contributes to consistent network performance, minimized
latency, and improved reliability.

Previous studies primarily focused on heuristic algorithms, which could not guarantee theoretical network
performance. Our simulation experiments using real network topologies revealed that the heuristic algorithms do
not behave appropriately for the load balance. Considering these limitations, an efficient and straightforward
technique is required to address the incremental SDN node deployment problem while maintaining network load
balance.

3.2.Proposed approach

We studied the incremental deployment of SDN nodes and addressed the problem of how to deploy SDN nodes
incrementally into a pure conventional network step by step. The objective of the incremental deployment problem
is to maximize controllable traffic, which the SDN controller controls. The traffic fluctuates over time in the real
network, leading to varying update lists. Short-term traffic spikes can be unpredictable, while long-term traffic
patterns are often consistent [144]. Based on this observation, we want to identify and use stable traffic patterns to
address the incremental SDN node deployment problem.

In this chapter, we have examined the incremental deployment of SDN nodes to improve the efficiency of
optimization. The problem is determining the best SDN migration sequence for migrating legacy devices to SDN-
enabled. Each migration phase aims to maximize controllable traffic while minimizing MLU; the target should be
updated carefully while considering current and previous deployment ratios. In each deployment phase, a new
network topology will be generated. The selection of a controller in the hybrid SDN environment is another
critical consideration, given the presence of multiple controllers. This research utilized the ONOS controller in the
hybrid SDN environment. The proposed approach is compared and analyzed across various real network
topologies; simulation analysis demonstrates that with 30% of SDN node deployment, we can achieve nearly
equivalent performance to a fully SDN environment.

In contrast to the previously mentioned studies, this research directly addresses the complexity of the incremental
deployment problem for load balancing in hybrid SDN through complexity and inapproximability analysis and
develops a tight approximation algorithm to resolve it. We have examined the incremental deployment of SDN
nodes to improve the efficiency of optimization. The problem is determining the best migration sequence for
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migrating legacy devices to SDN-enabled. Each migration phase aims to maximize controllable traffic while
minimizing MLU and considering current and previous deployment ratios. This study provides a comprehensive
solution that advances the field and offers valuable insights for future research and application in incremental
deployment scenarios by emphasizing theoretical and practical implications. The investigation explores the
incremental deployment of SDN nodes using simple greedy algorithms to integrate SDN capabilities into existing
network infrastructure more efficiently. The conventional network environment is constructed using the Mininet
and MiniEdit tools, followed by the incremental deployment of SDN nodes to create hybrid SDN environments.
Multiple controllers were studied and evaluated, and finally, the ONOS controller was selected as the SDN
controller for the experiment.

3.3. Hybrid SDN Network

There are different approaches for upgrading a conventional network to an SDN-capable network. First, vendors
can install additional software modules on conventional devices to make them programmable. The second method
is accessing edge control through virtualization, which requires installing and upgrading new networking software
on all end devices in the network. The third method is to replace all the conventional devices in the SDN network
fully and create SDN islands. Lastly, the optimal method is to incrementally deploy SDN nodes alongside
conventional networks to take advantage of both while creating a hybrid SDN environment.

A hybrid SDN is a networking architecture comprising both SDN and conventional network devices. This type of
network interacts in varying degrees to maximize user experience and performance, which regulates, modifies,
configures, and manages network characteristics. This type of networking allows both SDN and conventional
network devices to function together, as shown in Fig.1, the scenario in which both network devices function
together. In this network design, R1-R5 present traditional legacy routers that route the traffic based on the shortest
path from source to destination, and S1 presents an SDN node. One controller is there, which manages the SDN
switch.

In recent years, hybrid SDN has become more prevalent in network design, and both businesses and academics
have been interested in studying traffic engineering using hybrid SDN [25]. One of the most commonly used
protocols in legacy networks for traffic routing is OSPF (Open Shortest Path First), which assigns a cost or weight
to each link. In contrast, SDN nodes work in hybrid mode, supporting both the OSPF protocol to communicate
with legacy devices and the OpenFlow protocol to communicate with SDN controllers and nodes.

In the hybrid SDN context, only traffic passing through the SDN node can be managed by the SDN controller,
while the rest packets will be forwarded along the shortest path. The flow in this study refers to traffic identifiable
by a source-destination pair, which combines the source and destination addresses. The controller splits the flows,
and the sub-flows can reach the same destination through different paths, which avoids traffic congestion and can
balance the link load; in some cases, there are some constraints when splitting the flows, such as unsplittable flows
[145-146]; we ignored these constraints because the problem remains hard to find approximations when removing
the constraints, and we can get the optimal traffic distribution as a reference for the incremental deployment of
SDN nodes in the removed version. The splitting could result in packet reordering issues, a common issue that can
be solved through different techniques [147-149].

In the hybrid SDN context, multiple paths distribute traffic across SDN nodes during the migration process; this
can lead to packets belonging to the same flow following different paths and arriving out of order. Some
approaches can handle out-of-order packets. The first method for handling out-of-order packets is buffering; we
can implement a packet buffering mechanism. In this method, each packet is assigned a number, and out-of-order
packets are temporarily stored in a buffer; once all the packets of a flow arrive, they are reordered before being
sent to the destination node. Another method is sequence numbering: in this method, again, each packet will be
assigned a sequence number in the flow header; this method allows the receiver node to reorder any out-of-
sequence packets when they arrive through multiple paths during the migration sequence. Another method is the
congestion control method: in this method, we can use a load-balancing approach that ensures packets from the
same flow take the same path during the migration process; this method minimizes the chances of out-of-order
delivery. The last method is the delay compensation method: in this method, when multiple paths are used, the
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system can use a delay compensation technique that temporarily holds packets from faster paths to synchronize
their delivery to prevent out-of-order arrival. We can use a mix of these techniques by buffering and rerouting
during the migration process to handle out-of-order packets when the flow is transferred across multiple paths. This
method ensures that even if packets are routed across different paths during the migration process, they are
delivered in the correct order, minimizing disruption to the flow.

Figure 3.1. shows the hybrid IP/SDN network architecture, as illustrated in the Figure, R1-R5 are conventional
legacy routers that route traffic based on the shortest path from source to destination, while S1 represents an SDN
node controlled by an SDN controller. In a hybrid SDN architecture, the controller manages particular network
components, such as virtualized environments or the data center; conversely, conventional networking protocols
will control other network segments, such as legacy systems or access layers. Conventional legacy devices provide
reliable routing, whereas SDN nodes concentrate on network optimization. In contrast, SDN controllers route
network traffic from a worldwide perspective.

SDN Controller
_ L2
e S Flow Entry Distribution
(sonr | O [ PEEEEEEEEEP T ERR il
1 i\ Data collection SDN Node
S$1

Traffic Information

Routing Optimization

‘Network Configuration

,/ R2
I

IP: 192.168.1.100

.
m ® Traditional Router I SDN Node

R3

FIGURE 3.1. Hybrid IP/SDN network architecture

The essential component in the control layer is the SDN controller, which controls all data plane operations; the
capabilities and performance of the controller are crucial in achieving optimal network performance. As multiple
SDN controllers exist, selecting the appropriate controller based on the network topology is the key to achieving
optimal network performance. We have studied and examined different controllers for the hybrid SDN
environment, as multiple controllers exist. Notable controllers are NOX, Floodlight, POX, ODL, Ryu, and ONOS.
Finally, we have selected the ONOS (Open Network Operating System) as the SDN controller for our hybrid SDN
environment; it is compatible with the hybrid SDN and supports the SDN-IP application. SDN-IP is a program that
integrates legacy and SDN networks; it runs on top of the ONOS controller and allows SDN nodes to integrate and
communicate with the legacy routers through BGP (Border Gateway Protocol) ASes (Autonomous Systems).
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Table 3.1 Parameter Definition

Variable Explanation

G=(V,E) Undirected graph

\% A set of all network nodes

E A set of links in the network
C(e) link capacity of the edge e

L legacy node set

Vs SDN node set

Vc a subset of the migrated SDN nodes.
D=(Di) Set of Traffic Matrices

ri Weight coefficient of Di

Ui The value of MLU under Di
T Total periods

® OSPF weight configuration
W, Traffic weight

T controllable flow

3.3.1. Migrating from a conventional network to a hybrid SDN

As we will discuss the incremental deployment of SDN nodes to the conventional network later, it is necessary to
consider the challenges mentioned in that section. Determining the best migration sequence is challenging;
selecting the precise number of SDN nodes to deploy and their appropriate placement can significantly influence
the available routes for controllable data flows. The migration sequence's main objective is to optimize controllable
or programmable traffic, which the SDN controller controls. Traffic volumes fluctuate in the real network over
time, potentially resulting in updated versions with different priorities at different times. Once we upgrade a
conventional device to an SDN node in a real network deployment scenario, it does not revert to its initial
configuration.
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During the migration of SDN nodes, one key challenge is managing the arrival of new flows during the migration
process. To address this issue, there are different techniques, such as flow buffering, rerouting new flows until the
deployment completion, and flow scheduling through different paths. We provide a technique for adaptive flow
management in which the new flows reaching during the migration process are rerouted to available SDN nodes,
not under the migration process. This method ensures uninterrupted services for incoming traffic while the
migration process continues. Once the new SDN node is fully integrated, these flows are transitioned to the
appropriate nodes to ensure balanced load distribution. In some cases where flow rerouting is not feasible, the
flows are buffered temporarily and processed once the migration process is completed.

Long-term observations often indicate relatively steady traffic flows, in contrast to short-term observations that
may reveal surprising and unexpected surges in traffic [144]. In light of this discovery, we aim to investigate a
traffic pattern that could depict steady traffic characteristics to resolve the SDN migration sequence issue. We can
manage unexpected traffic surges by implementing a traffic control plan. Because of this, the traffic control
technique can handle unpredictable traffic changes, whereas the deployment strategy can handle most flow
distributions.

Considering those challenges, we provide the variables needed to solve this problem and find the best migration
sequence. First, we relate the hybrid SDN network model, formulate the problem as an optimization problem, and
analyze the problem's complexity.

LU ¢ Identify the conventional legacy network requirement
ANALYSIS * Determine scalability requirement for the given topology.

M. Create a scalable topology using Mininet and GNS3.

TOPOLOGY : . .
DESIGN * Choosing the number and types of conventional network devices .

NUMBER OF
NODES TO BE
MIGRATED

' CONTROLLER | |
 SELECTION & Select the ONOS controller for the hybrid SDN.

INTEGRATION ° [ntegrating Controller with Conventional nodes.

* Select the number of SDN nodes to deploy
* Incremental deployment of SDN nodes.

DATA TESTBED
COLLECTION VALIDATION

& MONITOR & EVALUAT

FIGURE 3.2. Workflow of migration sequence

3.4. Network model and problem formulation
3.4.1. Network Model and Variable Declaration

We modelled the network as a graph G = (V, E), where V represents the set of all network nodes and E represents
the set of links connecting devices to the network. Each node can be a conventional network device (VI) or an SDN
device (Vs), where VINVS =@. For V v1,v2 €V, vl #v2, for v1 to v2, there should be at least one path to reach.
C (e) represents the link capacity of e € E. D represents the set of Traffic Matrices (TMs) where D = (D1, D2,
D3..., Dn), and ri represents a positive weight coefficient for each TM Di. V¢ represents the subset of migrated
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SDN nodes. o represents the link weight setting of the OSPF protocol for legacy devices, and the variable f
represents the traffic splitting ratio of SDN nodes. To better understand, Table 3.1 summarizes all the sets of
notations used in this chapter.

In this work, we assume that all the legacy devices use conventional IP routing, which passes the packets according
to the shortest path; we configure all the nodes as conventional network devices that implement the OSPF protocol.
We want to incrementally upgrade legacy nodes to SDN nodes, wherein the splitting ratios are assumed to be
determined by the SDN controller to split the flows to increase controllable traffic that can be efficiently managed.
For this experiment, both the network topology and traffic matrix are assumed to remain constant. During each
phase, traffic is routed in two distinct ways: traditional devices direct traffic along the shortest path using their
routing tables, whereas SDN nodes route traffic based on the optimal splitting ratio calculated at that specific stage.
We aim to upgrade most legacy devices to SDN while maintaining the overall network load balance and
minimizing MLU. The most common method to keep the overall load balance is to minimize MLU, which we will
consider in this chapter.

Definition: Given a directed graph G = (V, E), a traffic demand matrix TM Di, and a specified number
of legacy devices, the objective is to minimize the Maximum Link Utilization (MLU) by upgrading the
majority of legacy devices to SDN nodes capable of flexible flow splitting.

3.4.2. Problem formulation

We formulate this problem as a mixed integer program based on the given network model and definition. We
consider the MLU for each device's migration to measure the performance of migration sequences. The primary
goal is to minimize the total MLU after the entire migration process (1)-(7). In the first step, we determine the best
migration sequence for the migration of each SDN node. We use an optimization algorithm to analyze different
migration processes; this algorithm will calculate the MLU for each migration and, ultimately, will determine and
select the nodes with the minimum MLU to improve the overall network performance.

The network performance will improve by minimizing the MLU for each traffic matrix Di; the value of MLU is
specified by the traffic splitting ratio of SDN nodes f and the link weight setting of conventional devices ®. As a
result, we can formulate the problem as follows:

¢ = minimize ¥, Uigry,....us) @
Teem fep; (@) +Di(c) =Xeeour fep;(@) c€EVsteV,ie[ln] )

Lor=1 0<r<1 3)
w(e) ENY, Ve€E 4)
0 < Uipy,y,..vs) < L,VD; €D, i€[Ln] ()
fep,(w) =0, Ve € E,vt € V,VD; € D,i € [1,n] (6)
Tiev fop; (@) < Ui, o, . 0syC(e), Ve EE,VD; €D, i €[1, ] )

To determine the best migration sequence, the primary objective is to minimize the total Maximum Link Utilization
after the entire migration process (1)-(7); the aim is to identify the best migration sequence S = (v4, Vg, ... ... Us)
with a minimum total of MLU. Equation (1) represents the flow conservation mechanism in the network at each
node v, indicating that the total flow of a device, combined with the flows it generates (traffic demand), should
equal the flows that exit this device, which is flow conservation; this equation implies that the traffic demands
should be met equivalently. Equation (2) stipulates that the weight ri assigned to each traffic matrix should be an
integer within the range [0,1]; link weights are frequently utilized in routing algorithms to define the cost or
preference of a particular link. Ensuring these weights are integers facilitates the routing calculations for specific
network protocols requiring integer weights. Equation (3) mandates that the link weights are positive integers,
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essential for practical networks. For proper network operation, the link weights must be non-negative. Equation
(4) constrains the MLU values between 0 and 1, which is realistic, where one signifies full link utilization, while
0 represents no utilization. Equation (5) ensures that all traffic flows on edge e are non-negative; negative flows
are not physically meaningful in network flow problems. This constraint guarantees that all flow values are realistic
and feasible within the network. The constraints ensure proper flow conservation, respect link capacities, and
enforce non-negative traffic flows while meeting traffic demands and integer weight requirements. Equation (6)
represents the primary objective of the optimization, aiming to minimize where represents the weighted sum of
MLU over the entire migration process. Equation (7) represents the capacity constraint, which imposes a limitation
on link capacity; this equation ensures that the total flow on any edge node should not exceed its capacity, and the
flow on each device should remain within its capacity limits, preventing overload that could result in failures or
congestion. This optimization problem balances network traffic across multiple traffic matrices, ensuring efficient
utilization of network resources while adhering to network constraints.

3.4.3. Problem Complexity

Several variables are involved in determining the best migration sequence, including the number of devices to
upgrade and identifying the most suitable location for the upgrade, SDN node splitting ratio, and weight settings,
which results in a complex set of optimization problems. Realizing that the weight setting is necessary to evaluate
each combination of splitting ratios. With a fixed weight setting, this problem can translate to a multi-commodity
flow problem that can be solved in polynomial time [150]; however, the weight setting is undetermined, and it is
integers that add up more complexity to the problem, so it has been proved that in this case optimization of weight
setting is an NP-complete problem [151]. In this problem, all the traffic is directed to the shortest path, while none
is sent to the longest route. Therefore, it is simple to demonstrate that the total complexity of the problem is NP-
complete.

Table 3.2 Comparison of SDN Controller

Controlle | APl/Lang | Traffic Scalability in | Topology Simulatio | Custom
r uage Monitoring the &adaptability n tool traffic
Environment framework
ONOS Java APIs- | Native High Dynamic Excellent | Excellent
High support via (Mininet) Topology reaction
OF
RYU Python Plugin-based | High Good but static Good Good
API- Support adaptation
Moderate
ODL Java- Limited Very high Limited dynamic | Good Fair, not suited
Complex native traffic for prototypes
view
POX python- Very limited | Low Poor adaptability | Good Very limited
legacy capability
NOX C++- Very limited | Low — No real No Not applicable
obsolete unsupported adaptability toolchain
Floodlight | Java- Limited Moderate Weak Basic Limited
lightweight Mininet
support
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3.4.4. Incremental SDN deployments

While SDN is an attractive networking platform, it has made tremendous progress in recent years; however, with
technical and Significant financial challenges, many network providers hesitate to migrate directly to a fully SDN
network. Instead, they are considering incrementally deploying SDN nodes to a hybrid SDN to improve network
performance from a traffic engineering perspective. Knowing the importance of SDN node deployment in the
conventional legacy network is essential while considering optimal network performance in a hybrid SDN.
Identifying the number of devices to migrate and selecting the appropriate node for the upgrade is necessary to
achieve optimal network performance from the perspective of TE in the hybrid SDN.

While deploying SDN nodes in the conventional network, some key challenges must be considered to achieve the
ideal TE performance in a hybrid SDN. Defining the number of SDN nodes to deploy, or the deployment rate is
the first challenge because it balances network performance and deployment costs. The second challenge entails
identifying and selecting the most suitable node for the upgrade, considering the balance of each source-to-
destination combination to maximize TE performance. The third challenge is choosing the node with the maximum
number of routes for passing the flows through the SDN nodes. Figure 3.3 describes how these challenges
substantially impact TE performance in the hybrid SDN environment. In the given topology, there are two different
flows (F1 and F2) from source R1 to destination R8, with traffic rates of 300 Mbps, as depicted in Figure 3.3. We
assumed the links had an identical capacity of 256 Mbps.

Figure 3.3 (a) shows the pure conventional network with the shortest path routing using the OSPF protocol for F1
and F2, with 75% MLU. To minimize the MLU in our topology and improve TE performance, we will
incrementally upgrade this network to the hybrid SDN by deploying SDN nodes. Figure 3.3(b) illustrates that
initially, we tried to upgrade only one device to the SDN node; we selected the R2 to be upgraded to S1. Following
this upgrade, we rerouted both flows (F1, F2) through S1 to implement waypoint enforcement. As we can see, S1
has only two outgoing links that are not able to use all of the forwarding entry capacity; we see the MLU is still
75%, so compared to the first conventional network, there is not that much difference, as we still have not
minimized the network's MLU. For the second time, as shown in Figure 3.3 (c), we tried to change the location of
the migrated SDN nodes. This time, we attempted to upgrade R3 to the SDN nodes instead of R2, and again, we
directed the flows (F1, F2) through S2, as S2 cannot split the flows to achieve the necessary load balance. We
observed no difference in minimizing MLU, as it remains the same.

There are now two methods to enhance the performance of TEs: the first is to increase the total number of SDN
nodes, and the second is to eliminate the limit on the number of forwarding elements in SDN nodes. Figure 3.3 (d)
illustrates that increasing forwarding entries to 4 minimizes the MLU to 61.66%. Lastly, when we raised the
number of SDN nodes to 2, as shown in Figure 3.3 (e), we upgraded R2 and R3, and we removed the limit on the
number of forwarding entries; we made F1 and F2 pick S1 and S2 as each other's destinations, which is an ideal
selection method. As a result, the MLU drops to 48.34%, showing the importance of considering the challenges
listed above when deploying the SDN nodes into a traditional network architecture to get the most out of hybrid
SDN.
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3.5. Migration to the Hybrid SDN algorithm

This section describes the algorithm used to determine the best migration sequence. We introduce a simple greedy
algorithm to identify an ideal migration sequence from a conventional network to a hybrid SDN and achieve
manageable traffic flows in a hybrid SDN environment.

Finding the best migration sequence is crucial to a successful SDN transition. As discussed in the incremental
section, different locations of SDN nodes can yield different results when minimizing MLU. The migration
problem aims to increase the amount of traffic the SDN controller controls. We provide a detailed presentation of
the algorithm and analyze its complexity.

Algorithm I: Greedy Algorithm

Algorithm I: incremental deployment of SDN nodes

Input: G = (V, E), T, k, traffic weight

Output: X
1 Algorithm initialization
2 LV, C— g X—g
3 Compute initial network metrics (MLU)
4 Iteration process
5 Fori=1tok:
6 Set fon < 0, x;«— None
7 For each node 0.€L:
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8 Simulate converting o. to SDN (H(a) =1)

9 Identify controllable flows T(a)

10 Compute fo=Dter D tet(@ Wt

11 Evaluate network metrics (MLU)

12 If fo> fmand metrics improve:

13 - fme—fo xi <o

14 If x:= None or improvement is negligible, break
15 end if

16 end for

15 Add x: to X, remove x; from L, and update network state
16 Return X

Algorithm | is a simple greedy algorithm for solving the best migration sequence problem. It might take time to
determine the ideal migration order. The precise deployment and placement of SDN nodes can influence the data
flow control routes. The migration sequence's primary goal is to maximize programmable or controllable traffic
under the SDN controller's direction. Searching for an optimized migration sequence is computationally demanding
because the solution space is N! We can solve the problem using the enumeration technique or linear programming
optimizers like Gurobi [152] or CPLEX [153], but these methods may consume excessive time.

This algorithm uses a simple greedy approach that selects the node from the legacy network to maximize the
amount of controllable traffic in SDN. After completing k iterations, the nodes with the maximum controllable
traffic will be selected for the migration to the SDN node in the set X. This method will loop every time to find an
optimal node to be upgraded; in each loop, it explores all the nodes in the traditional node-set L, then identifies a
node with the most controlled traffic and adds it to the SDN node set Vs. As shown in algorithm 1, it is a simple
greedy algorithm, and the complexity of this algorithm is O(N), where N = |V/|, which is the number of nodes in
the network; as the algorithm runs k iterations, the overall complexity is O (k. N), which is considered efficient for
the problem. The selection process persists, yielding an updated list of nodes carefully selected for their capacity
to direct and manage network traffic efficiently.
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3.6. Experiments and evaluations

In this section, we present the performance of our proposed method on various network datasets and topologies
utilized in our experimental analysis, the simulation of the algorithms delineated in the algorithm section, and an
analysis of their performance on diverse real network topologies. Initially, we will examine the environmental
parameters, simulation topologies, and traffic datasets. Subsequently, we will present visual representations of the
migration sequence algorithm, called the FCM (Flow Control Method), with a controllable traffic weight pattern.

Table 3.3: Network Topologies Information

Network Nodes Links Time Time-range
Abilene 12 30 5 min Six months
Cernet 14 32 5 min One month
Nobel-Germany 17 26 5 min One day
Geant 23 74 15 min Four months
Table 3.4: Software specification
Software/Tool | Version | Category Purpose Role
Mininet v2.3.1B4 | Network Creation of Custom Emulated a scalable Hybrid SDN
Emulator topologies network.
ONOS v2.2.0 SDN Controller | Traffic monitoringand | Implemented to control traffic
Flow control via OF flows dynamically.
GNS3 v2.2.43 Legacy network | Configuration of Creating the conventional
Simulation conventional devices network topology
VBOX v7.1.6 Network Creating multiple OS Used for the virtualization of the
Virtualization network devices
iPerf v3.13 Traffic Performance testing Simulated various traffic loads
Generator
Wireshark V4.2.1 Packet analyzer | Monitoring and Verified packet flow and latency
analyzing packet-level | during simulations
data
Ubuntu OS 22.04 Operating Hosting the entire Stable platform for Mininet &
LTS System Hybrid SDN ONOS
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Table 3.5: Hardware specification

Component Specification Purpose

Processor (CPU) | Intel Core 17-12700 @ Supports parallel virtual node simulation and SDN process
2.1 GHz

RAM 16 GB Smooth handling of multiple virtual hosts and controller load

Storage 512 GB SSD For fast boot and R/W of packet capturing/logging

Virtualization VBox 7.1 Used to test and isolate different topologies in a virtual lab

Tool environment.

Network Adapter | Intel Gigabit Ethernet To enable realistic emulation of traffic flow between nodes.
(Virtual NIC)

3.6.1. Environment Setting

The simulation experiments were conducted on a high-performance personal computer with a 3.20GHz Intel Core
i7 processor and 16 GB of RAM. The network environments were simulated using the Mininet Simulator [55].
Initially, a traditional network topology was created, followed by the incremental deployment of SDN nodes
utilizing the Mininet tool. FRR (Free Range Routing) and VTY Shell were employed to configure legacy routers
and network protocols. To establish connections between different networks in the conventional network and to
integrate the legacy network with SDN AS (Autonomous Systems), BGP (Border Gateway Protocols) were
configured within all legacy routers, as the implementation of a peering system is essential for the functionality of
the BGP protocol.

In this simulation experiment, we select the ONOS [56] controller as the SDN controller and use SDN-IP to
integrate the legacy network with the SDN network. This program operates on the ONOS controller, allowing SDN
nodes to communicate with legacy routers using BGP protocols. To illustrate the capability of our suggested
approach, we analyzed our method on different real network topologies, such as Abilene, Cernet, Nobel-Germany,
and Geant; these are the network topologies we used in our experiment analysis.

The dataset and network topologies used in this experiment are available publicly on SDNIib [154]. The Abilene
network topology includes 12 nodes connected by 30 links. The CERNET topology features 14 nodes and 32 links.
The Noble-Germany network comprises 17 nodes with 26 links, while the GEANT topology consists of 23 nodes
and 74 links. The traffic datasets required in the experiment analysis are measured or created from the relevant
topologies; all network traffic datasets are actual network traffic datasets measured in the designated topologies
every five or fifteen minutes. Details regarding topologies and traffic measurements are provided in Table 3.3.

Simulation experiment on real network topologies shows the effectiveness of our method in solving a real-world
problem; the performance of our method can be examined in the future on large-scale ISP networks and synthetic
topologies with more connectivity. In the initial network design, we built a conventional legacy network using
legacy routers, and the traffic was transferred using the OSPF protocol; then, a specific portion of the legacy nodes
was selected to be upgraded using various algorithms. To demonstrate the capability of our proposed algorithm on

49



minimizing MLU while considering load balance, we have evaluated it on different real network topologies and
compared it to the following methods:

Conventional Network: The conventional legacy network uses legacy devices, in which the OSPF routing
protocol is used to transfer traffic among all devices in the network.

DEG [66]: A heuristic approach that prioritizes nodes according to their degree, focusing on the node with the
highest degree and the most connections in the network. This strategy seeks to improve the network backbone by
upgrading the most critical nodes for network connectivity.

VOL [69]: A heuristic method that takes a distinct approach by concentrating on nodes with the most significant
traffic volume. This method enhances high-traffic nodes to boost performance and avoid network congestion inside
the SDN framework.

Modified Greedy [62]: a method that prioritizes the migration of the nodes based on the migration cost and highest
traffic volume; it balances the cost of migrated high-traffic nodes while minimizing overall migration costs. This
method seeks to enhance network performance, ensure efficient upgrades, and optimize resource allocation by
considering migration costs.

Local search [62]: A method that uses different approaches; it prioritizes controllable paths or routes across
network infrastructure over migration costs or traffic volumes, and its goal is to increase the number of controllable
paths in the network. This strategy aims to improve network flexibility and manageability by optimizing
controllable paths for effective traffic steering and policy enforcement through the SDN environment.

FCM: Our method uses a simple greedy algorithm that selects the node with the maximum amount of controllable
traffic to SDN and aims to minimize MLU while considering network load balance in the hybrid SDN environment.
Compared to other alternative approaches, our method performs well in reducing MLU while considering load
balance in the hybrid SDN environment. The FCM method, which considers previous deployment ratios,
outperforms the VOL and DEG methods and achieves comparable performance to the modified and local search
methods, which do not rely on previous deployment ratios.

v, & @& & & & & & e ¢ o
L @ @ e e e 6 e o o
2 @ @ & & & & ¢ o

;7 @ @ & & & ¢ o

el & & & & ¢ o

2:1 @& & & & o

g1 & & & @

s @ & @

2 & @

1 @

° 6 & s 12 2 4 3 10 a1 s

FIGURE 3.6. SDN node upgrades using the FCM method.

50



¢

*

11

10

12

Node ID

51

XX : *eo

XXX = i €60
XXX . M A
XXXXX - m 29000
400000 t 2 200000

T EXEXEXXX, um M 22090909
*0 o0 . 3 oo >0 0
XXX XXXX I W XEEXEXXXXX

000000000 - 200920909999

g & ®© N~ v 1 & o ~N =S O =) o) 00 ~ o " < o o~ e o
=

saalAsp NQS ParesBiy seaIABp NAS pelesdin

FIGURE 3.8. SDN nodes upgrade using the modified-greedy method.



3.6.2. Results and discussion

As previously discussed, Software-Defined Networking is an innovative design with numerous features that can
address traditional networking challenges. It has garnered significant attention globally in recent years. However,
transitioning directly to full SDN implementation remains challenging, particularly for large-scale networks with
numerous traditional network devices, as upgrading the entire network to SDN presents various obstacles. The
optimal approach is to incrementally deploy SDN nodes alongside the conventional networking infrastructure to
leverage the capabilities of both networks. In hybrid SDN, it is not necessary to upgrade all network devices to
SDN; organizations can incrementally deploy SDN nodes according to their specific requirements and
subsequently upgrade the entire network to SDN. The primary objective of incremental deployment of SDN nodes
is to enhance overall network performance from a traffic engineering perspective. In operational networks, traffic
volumes fluctuate over time, potentially resulting in updated traffic patterns with varying priorities at different
intervals.

In this simulation, the Mininet simulator was utilized to establish the network environment; the Mininet simulator
is one of the most frequently employed platforms for the simulation of SDN and hybrid SDN environments. Figure
3.4 illustrates the initial network topology, which is a conventional network. Legacy routers and switches were
employed and configured with different network addresses; these routers route traffic based on the shortest path
from the source to the destination using OSPF protocols. BGP was configured within these legacy routers to
connect different network addresses. To enhance network performance and leverage the advantages of the SDN
network, it is necessary to migrate to a hybrid SDN network to deploy SDN nodes alongside these legacy routers
incrementally, thus benefiting from both SDN and legacy networks. Three SDN nodes were incrementally
deployed to the network topologies, as shown in Figure 3.5. R8 was upgraded to S1, R2 to S2, and R6 to S3 as
SDN nodes; a controller was added to manage the SDN nodes. To configure and integrate these devices, FRR
routing using the VTY shell was employed to configure the network protocols. BGP was configured to incorporate
the conventional network into the SDN-ASes.

In the hybrid SDN, it is necessary to select a controller for managing the SDN nodes; the capabilities and
performance of the controller are crucial in achieving optimal network performance. As multiple SDN controllers
exist, selecting the appropriate SDN controller based on the network topology is essential for achieving optimal
network performance. We have conducted a comprehensive study and examination of different controllers for the
hybrid SDN environment. Notable controllers include NOX, Floodlight, POX, ODL, Ryu, and ONOS.
Subsequently, we have selected the ONOS [56] (Open Network Operating System) controller as the SDN controller
for our hybrid environment, as it is compatible with the hybrid SDN and supports SDN-IP applications. SDN-IP is
a program that integrates legacy and SDN networks; it operates on top of the ONOS controller and enables SDN
nodes to integrate and communicate with the legacy routers through BGP ASes. The results demonstrate that with
30% appropriate SDN node deployment, we can get near-optimal results and can achieve the maximum benefits
from the concept of hybrid SDN.

For the evaluation of incremental deployment and migration sequence to a hybrid SDN, there is a substantial body
of research employing different approaches and strategies, particularly migration sequence, concerning traffic
control method, as it is an essential aspect of SDN upgrading strategies. In this aspect, we have extensively
compared different methodologies, such as DEG [66], VOL [69], Modified Greedy, and Local Search [62]. In the
context of SDN upgrading strategies, as presented in Figures 3.6,3.7, and 3.8, our method, known as the FCM, is
recommended as a migration sequence solution, as it aims to maximize controllable traffic weight with the
incremental deployment of each SDN node. The objective of the FCM method is to maximize the controllable
traffic that can be effectively managed with the incremental deployment of SDN nodes. Through systematic
analysis and empirical investigations, we seek to ascertain the relative benefits, constraints, and suitability of the
FCM method compared to alternative contemporary traffic control methods within the dynamic context of SDN
deployment solutions. These kinds of efforts make a big difference in improving SDN migration frameworks and
making network infrastructure more flexible and efficient in responding to changing needs and obstacles. DEG
prioritizes nodes with the highest degree and the most connections. This strategy seeks to improve the network
backbone by upgrading the most critical nodes for network connectivity. Conversely, VOL takes a distinct
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approach by concentrating on nodes with the most significant traffic volume. This method enhances high-traffic
nodes to boost performance and avoid network congestion inside the SDN framework.
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FIGURE 3.9 SDN nodes deployment ratios with controllable traffic

Some other strategies do not consider previous deployment ratios, such as the modified greedy approach, which
prioritizes the migration of the nodes based on the migration cost and highest traffic volume; it balances the cost
of migrated high-traffic nodes while minimizing overall migration costs. This method seeks to enhance network
performance, ensure efficient upgrades, and optimize resource allocation by considering migration costs. In
contrast, the local search method uses different approaches; it prioritizes controllable paths or routes across network
infrastructure over migration costs or traffic volumes, and its goal is to increase the number of controllable paths
in the network. This strategy aims to improve network flexibility and manageability by optimizing controllable
paths for effective traffic steering and policy enforcement through the SDN environment. The FCM method, which
considers previous deployment ratios, outperforms the VOL and DEG methods and achieves comparable
performance to the modified and local search methods, which do not rely on previous deployment ratios.
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FIGURE 3.10 Performance analysis on minimizing MLU

We have conducted numerous experiments on various network topologies, and the results show that the FCM
approach performs similarly to the local search and modified-greedy techniques while outperforming the VOL and
DEG methods. Furthermore, to determine the complete migration solution, the computation complexity of these
methods follows different orders, as the complexity of the FCM method is O(N), for local search, it is O(N?), and
for modified-greedy, it is O (N3logN.), where N represents the number of nodes in the network. As a result, the
FCM method achieves almost equal performance to local search and modified-greedy with lower computation
complexity. The finding highlights the competitiveness and effectiveness of the FCM method, showcasing its
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ability to provide competitive outcomes in managing network traffic and optimizing network functionality, even
compared to strategies that do not rely on previous deployment solutions.

Figures 3.5, 3.6, and 3.7 offer a detailed visual depiction of selecting nodes for migration to SDN nodes in each
migration round, utilizing FCM, Modified-Greedy, and local-search mechanisms. The horizontal axis lists the node
ID, while the vertical axis displays the total number of nodes upgraded to SDN nodes. Unlike the prior deployment
strategies for the deployment ratios of SDN nodes, the FCM method takes the previous deployment ratios. Figure
3.6 illustrates the FCM method for SDN node selection, this method considers previous deployment ratios; we can
see when the number of devices to be migrated is three, nodes 4, 8, and 12 are selected, and when the number of
devices to be upgraded to SDN is five, nodes 4, 8, 12, 16, and 20 will be chosen, as this method considers previous
deployment ratios. Meanwhile, local search and modified greedy methods do not consider previous deployment
ratios. Figure 3.7 illustrates the local search method for SDN node selection; we can see that when the number of
devices to be migrated is 6, nodes 4, 8, 16, 20, 24, and 28 will be selected, which are not based on the previous
deployment ratios. Figure 3.8 illustrates the modified greedy node selection; we can see that when the number of
devices to be migrated is four, nodes 4, 8, 12, and 16 will be selected, and when the number of devices to be
migrated is five, then nodes 4,8,16,20 and 24 will be selected, in this method it will not select the node of 12 as
this method consider highest traffic volume which not considering previous deployment ratios.

As we aim to increase controllable traffic weight, the traffic that is controlled by the SDN controller or
programmable traffic, Figure 3.9 shows the relationship between the number of migration sequences or SDN
deployment ratios with the controllable traffic weight for different real network topologies. There is a direct link
between increasing the number of SDN nodes and the increase in controllable traffic; with more SDN nodes, we
experience significant improvements in traffic management and overall network performance. As shown in Figure
3.9, the findings show that with a proper 30% SDN deployment ratio, we can control over 70% of the network
traffic and get the maximum benefit in managing controllable traffic, which improves the overall network
performance from a traffic engineering perspective. This empirical data highlights the importance of deploying
SDN nodes in shaping and optimizing network traffic management strategies.
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To evaluate the performance of the migration sequence in the concept of a hybrid SDN network, we add up the
MLU (Maximum Link Utilization) with the migration of each device. The main goal for many networks is to
reduce the MLU to enhance network performance and avoid congestion. We will determine how much we can
reduce a network's MLU after upgrading devices to SDN nodes. The MLU on various network topologies using
various algorithms is calculated and shown in Figure 3.10 (a, b). We observe that utilization of more than one
indicates the link exceeds its capacity, leading to congestion and an inability to handle the traffic efficiently. We
find that in comparison to the traditional network approach, all of the other methods perform well in reducing
network MLU. Still, compared to other techniques, our method, FCM, minimizes the MLU very fast and performs
very well in lowering MLU in the hybrid SDN environment. Minimizing MLU in a hybrid SDN directly depends
on the number of legacy devices to be upgraded to SDN nodes; with more SDN nodes, we can get a minimum
MLU. As in the FCM method, we used a simple greedy algorithm; it selects the node fast and selects the most
efficient device to be upgraded to SDN; in this case, we can minimize MLU with a small number of SDN nodes.
Compared to other methods, our method can get the optimal result by deploying 30% of devices to SDN nodes in
all the given topologies. In comparison, other methods for some topologies require 70% of devices to be upgraded
to SDN nodes to get the optimal result.

The MLU is calculated using the linear programming solver CPLEX [153] optimization method. The analysis
findings demonstrate a direct correlation between minimizing MLUs and increasing the number of deployment
ratios; a higher number of SDN nodes corresponds to lower MLUSs in the hybrid SDN network. As depicted in the
graphs, the MLU of the FCM method decreases as the SDN deployment ratio increases; when the deployment ratio
reaches 30%, the MLU stabilizes. This stability indicates that the network has achieved an appropriate balance
between the distribution of SDN nodes and the utilization of network links, resulting in more sustainable and stable
network performance. Increasing the number of SDN nodes can enhance the flexibility to forward and split the
traffic flow in the hybrid SDN. Therefore, based on the network size, upgrading 30% of the nodes to SDN is
recommended to maximize the benefits of the hybrid SDN concept. Consequently, with an appropriate 30% SDN
node deployment, maximum benefits can be derived from a hybrid SDN network, leading to optimal performance.

In the context of a hybrid SDN, maintaining network load balance refers to the equitable distribution of traffic
across all network paths to ensure efficient utilization of network resources and minimize congestion on individual
links. This balance helps prevent scenarios where some links exceed their capacity (overloaded), leading to
congestion and inefficient traffic handling, while other links remain unutilized or underutilized. Load balancing
contributes to consistent network performance, minimized latency, and improved reliability.

Different metrics and approaches are available to assess load balancing in the hybrid SDN environment, including
link utilization distribution, load variation, path diversity, failover capacity, and MLU. The most important metric
for evaluating load balance in the hybrid context is MLU; in this study, we evaluate the load balance using MLU.
It displays the fraction of the network links with the highest capacity or overloaded links, and those with zero
capacity or underutilized. A high MLU implies that a specific link has reached its maximum capacity, resulting in
network congestion and the inability to control traffic effectively. Minimizing MLU is crucial for load balancing
since it helps to prevent overload on any link; with minimum MLU, we can distribute the traffic load more
efficiently across the network.

Regarding network load balance, we find that even with the deployment of 17% of nodes to SDN, we can get the
optimal result; the load balancing problems can be effectively solved by the deployment of a small portion of nodes
to SDN, and with the upgrading of 17% we can get the optimal result. As shown in Figure 3.11, considering
Abilene, Cernet, Nobel, and Geant topologies, upgrading approximately 16 % of the nodes gets nearly optimal
performance while requiring much less investment in resources and effort for network upgrades. This result
suggests that our greedy approach is cost-effective and highly efficient in practical scenarios. Complete network
upgrades might be too expensive or impractical. Achieving near-optimal load balancing with minimum upgrades
could offer significant advantages for network operators, making it a valuable strategy for managing network
performance in real-world applications. The result demonstrates that our method has the potential to deliver
significant advantages with a minimum deployment ratio, enhancing the efficiency and scalability of network
management strategies.
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This finding is informative and serves as a benchmark for balancing the benefits of SDN control with resource cost
in a typical hybrid SDN; it offers a balance point where minimum SDN control is used to regulate traffic without
relying excessively on SDN resources. However, the generalizability of this finding varies depending on network
setup and circumstances. Changing the SDN deployment ratio may increase performance in more specialized or
severe cases, such as networks with high dynamic traffic, stringent resilience requirements, or limited route
redundancy. This ratio can be used as a starting point, but it may need to be changed based on network
characteristics and operational requirements.

3.7.Summary

In recent years, the incremental deployment of SDN nodes into traditional network architecture has received
significant attention globally. The primary objective of incrementally deploying SDN nodes into existing legacy
architectures is to leverage the advantages of both networks and enhance overall network performance from a
traffic engineering perspective. This chapter investigates the incremental deployment of SDN nodes in
conventional networks using a simple greedy algorithm, presenting a potential solution for the evolution of network
architecture. The proposed technique efficiently integrates SDN features while minimizing network disruption and
optimizing link utilization. Simulation experiments conducted on real network topologies demonstrate that by
upgrading 17% of the nodes to SDN, near-optimal performance can be achieved while requiring substantially less
investment in resources and effort for network upgrades. This result suggests that the greedy approach is cost-
effective and highly efficient in practical scenarios. Achieving near-optimal load balancing with minimal upgrades
could offer significant advantages for network operators, making it a valuable strategy for managing network
performance in real-world applications. This study contributes to the knowledge of SDN deployment
methodologies, providing valuable insights for organizations seeking to transition to a more flexible and agile
network infrastructure. Future research will involve implementing our method on large-scale networks, synthetic
topologies with diverse connectivity, and a real testbed network environment.
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CHAPTER-4

Routing Optimization in Migrated Hybrid Software-Defined Network

The amalgamation of Software Defined Networking (SDN) principles with conventional networking techniques
has led to the emergence of hybrid SDN; as current network infrastructure evolves, it integrates SDN's
programmability with the proven protocols of conventional networking systems. A practical approach involves
adopting a hybrid SDN model, wherein conventional and SDN components are integrated seamlessly. This shift
in paradigm introduces both new opportunities and challenges for Traffic Engineering (TE), demanding creative
approaches to enhance network performance, resource efficiency, and overall effectiveness. In this study, we
explored routing optimization for TE within a hybrid network undergoing migration and modelled the problem as
a mixed-integer non-linear programming framework. Additionally, we examined the specific challenges faced in
TE within a hybrid SDN environment, where conventional network devices operate alongside SDN-enabled nodes.
We proposed a heuristic approach (H-STE) to simultaneously optimize OSPF weight configurations and the traffic
splitting ratios of SDN nodes within the hybrid network environment. To assess the effectiveness of our method,
we performed comprehensive evaluations using real-world network topologies, and the results indicate that with a
30% SDN deployment ratio, we can achieve superior TE performance as the Maximum Link Utilization (MLU)
stabilizes, leading to a near-optimal result. This study provides valuable insights for researchers, practitioners, and
network architects working with SDN, hybrid SDN environments, and traffic engineering optimization.

4.1. Introduction

In the current network design, the primary challenge is network management, wherein both industry and
professionals require assistance in managing contemporary networks; several concepts and structures have been
proposed globally for future network design. To address these challenges, the software-defined networking (SDN)
design was initiated; SDN's fundamental concept is the separation of data and control layers. With its global
perspective and centralized management, SDN enables flexible and reliable network management, increasing
network throughput and link utilization. Furthermore, it provides a novel flow scheduling approach to enhance
Traffic Engineering (TE). In recent years, SDN networks have become a prominent topic of discussion in
telecommunications. It is a crucial and innovative network architecture concept that emerged with the advancement
of technologies such as mobility, virtualization, and the Internet of Things (loT).

In recent decades, Internet Service Providers (ISPs) networks have experienced a significant increase in traffic due
to the rapid expansion of Internet applications, including games, communication tools, and videos. ISPs have been
investing substantially in constructing their network infrastructure to ensure a network with maximum bandwidth
and minimum latency; however, this increase in traffic has resulted in frequent congestion, leading to a lack of
guaranteed user experience and satisfaction. Due to the exponential advancement of the 10T and the Internet of
Everything (IoE), emerging Internet applications have substantially increased network traffic [1]. Consequently,
global attention is being directed towards finding solutions to mitigate network congestion and achieve traffic load
balance; simultaneously, there is an urgent need to advance network management technologies. Traffic
Engineering is a highly effective network administrative tool that balances network load and enhances network
performance by optimizing traffic routing methods [3]. TE is an efficient approach that balances the flow, prevents
congestion, and improves network performance; it enables control over how traffic is routed over the network; it
has gained substantial interest from both business and academia in the past few decades. However, due to the
network's complex structure, the optimization of traffic engineering remains an open area for research.

SDN network design is a well-established network design that decouples the network's control and data planes. It
offers an efficient and flexible approach to optimizing traffic routing from a TE perspective. In an SDN network,
policies or routing algorithms can be implemented in the control plane to provide flexible control over the
distribution of traffic to any outgoing links in SDN switches, and the SDN switches can distribute traffic to various
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paths in a flexible and unrestricted manner in TE [4-5]. SDN networks can achieve more user-oriented, flexible,
and intelligent network control by tailoring the forwarding rules for individual flows [6].

The SDN network architecture is structured into three core layers. The first is the data layer, made up of forwarding

devices that handle the routing of data packets. The second is the control layer, which serves as the central
component of the SDN framework. Its main role is to oversee network management and convert application-layer
requests into instructions for the data layer. The last layer is the application layer, which is composed of
applications. With a centralized controller, this network can control all the networks with programmable devices;
compared to traditional networks, centralized control can significantly enhance overall network performance, such
as traffic engineering, link utilization, and network throughput. It has gained significant worldwide attention in
recent years, and the adoption of SDN has substantially increased among network operators; network operators
can now dynamically control the routing flows inside the network and immediately modify the routing choice as
needed. For instance, Microsoft [4] and Google [5] have been striving to achieve nearly 100% utilization of the
links. The SDN network provides significant advantages in traffic engineering by allowing dynamic and timely
network route adjustments, effectively addressing unexpected issues such as traffic variations and link failures.
SDN optimizes TE flexibly, which renders the SDN network a unique and advantageous technology.

Despite significant motivation and numerous advantages, the direct migration to a fully SDN infrastructure presents
considerable challenges. Upgrading an entire conventional network to SDN appears risky and costly, particularly
for large-scale networks comprising thousands of conventional network devices. This transition faces multiple
obstacles, including economic, technical, and security concerns, and potential service disruptions. Consequently,
implementing hybrid SDN and the incremental deployment of SDN nodes emerges as the most viable approach to
address these challenges. A hybrid SDN integrates the flexibility and programmability of SDN networks with the
established reliability of traditional network infrastructure, allowing conventional IP network devices to coexist
with SDN nodes. This hybrid architecture represents a network design in which decentralized and centralized
networks operate concurrently and maintain communication. There is no need to upgrade all the traditional network
devices to the SDN network; we can incrementally migrate to a hybrid SDN and then to a fully SDN network.

In recent years, hybrid SDN has emerged as a prominent network design paradigm. Furthermore, exploring traffic
engineering within hybrid SDN environments has garnered significant attention from industry and academia [25].
In conventional Internet Protocol (IP) networks, Open Shortest Path First (OSPF) remains one of the most widely
utilized interior gateway protocols [28]. Within a traditional IP network, a weight (or cost) is assigned to each link,
and traffic is routed along the shortest paths (least cost) from source to destination nodes using routing protocols
that prioritize shortest path routing, such as OSPF. When multiple shortest paths are available, traffic is uniformly
distributed among Equal Cost Multiple Paths (ECMP). Consequently, the efficiency of traffic engineering in a
conventional IP network is directly influenced by the weights assigned to the network. In hybrid SDN
environments, conventional network devices are limited to supporting the OSPF protocol. In contrast, SDN
network nodes operate in hybrid mode, enabling them to support the OSPF protocol for communication with legacy
devices and the OpenFlow protocol for interaction with SDN controllers and programmable nodes.

4.2. Proposed Approach

This study primarily focuses on a hybrid Software-Defined Networking architecture in which the SDN nodes are
incrementally deployed. We concentrate on minimizing the MLU of a hybrid SDN by optimizing two critical
aspects: optimizing the OSPF weight settings across the entire network to balance the flows originating from
conventional devices and optimizing the traffic splitting ratio of SDN nodes. Optimizing both aspects presents
significant challenges as these devices are closely interconnected. The OSPF weight settings are crucial in
determining the shortest paths for conventional devices to their destination. When the weights are adjusted, they
alter the routes that data packets traverse through the network, which affects the volume of traffic flowing into
SDN nodes, subsequently influencing how the traffic is divided among different output paths. As both network
devices are interconnected, optimizing both is critical for effective traffic management and ensuring a balanced
load across the network.
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To address this challenge, we introduce a heuristic algorithm, H-STE (Hybrid SDN Traffic Engineering), which
aims to minimize MLU more effectively in a hybrid SDN environment. Considering the cost and advantages of
SDN nodes, we found that with a 30% deployment ratio of SDN nodes, we can achieve the optimal result compared
to a fully SDN environment. Furthermore, the experimental analysis indicates that upgrading only 30% of SDN
nodes can yield the most benefits and achieve nearly optimal performance. This chapter addresses the routing
optimization in a hybrid SDN environment; we proposed a heuristic algorithm to minimize MLU by optimizing
the traffic splitting ratio of SDN nodes and the OSPF weight setting of conventional networks. Lastly, we evaluate
the efficiency of our suggested method on various topologies and real network traffic datasets. The key
contributions of our study are summed up as follows:

These hybrid network scenarios addressed in the studies differ from the hybrid SDN scenario investigated in our
context. In this chapter, we formulated a mixed integer non-linear programming problem for routing optimization
in a hybrid SDN environment. We proposed an effective heuristic algorithm that optimizes both the traffic splitting
ratio of the SDN nodes and the OSPF weight setting of conventional network devices and minimizes MLU more
efficiently than the previous methods. We have built the conventional network setup using Mininet and MiniEdit
tools, then incrementally deployed SDN nodes into our topology. In this simulation, we have studied and tested
multiple SDN controllers; finally, the ONOS controller is chosen as the SDN controller, and the integration
between the legacy network and the SDN network is carried out through the SDN-IP, which operates on top of the
ONOS controller, allowing SDN nodes to communicate with legacy routers using BGP protocols.

SDN Switch SDN Controller
A

Flow Entry Distribution

Traffic Information

Routing Optimization

R4 Network Configuration

@ Traditional Router

I SN Switch

4.3. Hybrid SDN Network

This section describes the hybrid software-defined network discussed in this chapter. A hybrid SDN integrates
traditional network equipment with SDN to enhance user experience and performance by regulating, modifying,
configuring, and managing network behaviors. It combines SDN's centralized management and programmability
with conventional networks' reliability and stability; traditional devices ensure reliable routing, while SDN nodes
focus on network optimization. Hybrid SDN comprises three main components: conventional network devices,
SDN nodes, and controllers. In this architecture, traditional devices manage certain network parts, such as access

Figure 4.1. Hybrid SDN design
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layers or legacy systems, while centralized controllers oversee other areas, like data centers or virtualized
environments. As illustrated in Figure 4.1, R1-R5 are conventional legacy routers that route traffic based on the
shortest path from source to destination, while S1 represents an SDN node controlled by an SDN controller.

Upgrading all conventional network devices to SDN is unnecessary at once; instead, we can incrementally deploy
SDN nodes to migrate to a hybrid SDN before fully integrating into a fully SDN network. Traditional devices
utilize distributed routing protocols like IGP and OSPF to forward packets along the shortest path defined by OSPF.
In contrast, SDN nodes operate in hybrid mode, supporting OSPF and OpenFlow protocols. The SDN controller
oversees the forwarding operations of these nodes while managing network traffic from a worldwide perspective.
It provides flow entries to the flow tables of SDN nodes, and then the SDN nodes forward packets according to the
established rules.

The SDN controller is a critical network component responsible for managing all data plane operations. The
controller's effectiveness directly impacts overall network performance. Selecting the appropriate SDN controller
based on network topology is essential, as various options are available. We have thoroughly analyzed several
controllers suitable for the hybrid SDN environment, including NoX, POX, Floodlight, Ryu, ODL, and ONOS.
After careful consideration, we chose the ONOS controller for our hybrid SDN topology due to its compatibility
with hybrid networks and support for SDN-IP applications. SDN-IP integrates traditional and SDN nodes, enabling
them to connect and exchange information using Border Gateway Protocol (BGP) and Autonomous Systems (AS).

Several factors must be considered when constructing an SDN network: load balancing, traffic engineering,
network performance, security, and link failure recovery. A practical strategy to leverage these aspects is
incrementally deploying SDN nodes and controllers alongside conventional networking. This approach enhances
overall network performance while minimizing service disruption.

Table 4.1. Key notations.

Variable Explanation

G=(V,E) Undirected graph

\Y set of all network nodes

E set of links in the network

C(e) link capacity of the edge e

VI legacy node set

Vs SDN node set

€ij A link with nodes for the head (i) and tail (j).
Vc a subset of the migrated SDN nodes.
D=(Di) Set of Traffic Matrices

ft Traffic assigned destined to (t)

ri Weight coefficient of Di

Ui The value of MLU under Di

T Total periods

® OSPF weight configuration

¢ The weighted MLU
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T controllable flow

4.4. Network model and problem formulation
4.4.1. Network Model and Variable Declaration

We modeled the network as a graph G = (V, E), where V represents the set of all network nodes and E represents
the set of links connecting devices to the network. Each node can be a conventional network device (VI) or an SDN
node (Vs), where VINVS =@. For V¥ vl, v2 €V, vl #v2, for vl to v2, there should be at least one path to reach. C
(e) represents the link capacity of e€ E. D represents the Traffic Matrices (TMs) set where D = (D1, D2, D3,
....,Dn), and ri represents a positive weight coefficient for each TM Di. V¢ represents the subset of migrated SDN
nodes. o represents the link weight setting of the OSPF protocol for legacy devices, and the variable f represents
the traffic splitting ratio of SDN nodes. Table 4.1 summarizes all the sets of notations utilized in this chapter for a
better understanding.

In this study, we posit that all legacy devices employ conventional IP routing, such as OSPF, which transmits
packets according to the shortest path. However, we configure all nodes as conventional network devices that
implement the OSPF protocol. Our objective is to incrementally upgrade legacy nodes to SDN nodes, wherein the
splitting ratios are presumed to be determined by the SDN controller to split the flows and increase controllable
traffic that can be efficiently managed. For this experiment, both the network topology and traffic matrix are
assumed to be static. During each phase, traffic is routed in two distinct ways: traditional devices forward traffic
along the shortest path as defined by their routing tables, while SDN nodes distribute traffic based on the optimal
splitting ratio determined at that particular stage. We aim to upgrade most legacy devices to SDN while
maintaining the overall network load balance and minimizing MLU. The most crucial metric for evaluating load
balance in the hybrid SDN is to minimize MLU; in this study, we evaluate the network load balance by considering
the MLU. It represents the utilization percentage of the link with the most capacity or overloaded and with zero
capacity or underutilized links in the network.

1. Definition; Given a directed graph G (V, E), a traffic demand matrix TM Di, and a specified number of
legacy devices, the objective is to minimize the Maximum Link Utilization (MLU) by upgrading the
majority of legacy devices to SDN nodes that support flexible flow-splitting capabilities.

4.4.2. Problem formulation

We formulate this problem as a mixed integer program based on the given network model and definition. We
consider the MLU for each device's migration to measure the performance of migration sequences. The primary
goal is to minimize the total MLU after the entire migration process (1)-(7). In the first step, we determine the best
migration sequence for the migration of each SDN node. We use an optimization algorithm to analyze different
migration processes; this algorithm will calculate the MLU for each migration and, ultimately, will determine and
select the nodes with a minimum MLU to improve the overall network performance and minimize the overall
network load during the migration process. For conventional network devices, the flows are restricted using the
ECMP (Equal cost multi-path) rule, which routes the packet based on the shortest paths. To achieve flow balancing,
we optimize the OSPF weight setting. As the traffic is splitting along their outgoing links for the SDN nodes, we
optimize the splitting ratio of the SDN nodes to achieve load balancing.

The network performance improved by minimizing the MLU for each traffic matrix Di. In the hybrid SDN
environment, the value of MLU is specified by the traffic splitting ratio of SDN nodes f and the link weight setting
of conventional devices ®. As a result, we can formulate the problem as follows:

¢ = minimize 25N=1 Ui{ul,uz ....... Vs} 1)

Yeem@ fep;, (@) +Di(ct) = Yecourcey fep;(@) cE€Vs,teV,i €[1,n] )
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To find the best migration sequence, the primary goal is to minimize the total MLU after the entire migration
process (1)-(7); our objective is to identify the best migration sequence S = (v1, v2, v3,..., Vn) with a minimum
total MLU.

Equation (1) represents the primary goal of the optimization, aiming to minimize where represents the weighted
sum of MLU over the whole migration process. Equation (2) signifies the flow conservation mechanism in the
network at each node v, implying that the total flow of a device, along with the flows it generates (traffic demand),
should be equal to the flows that flow out of this device, which is flow conservation; this equation suggests that
the traffic demands should be met equally. Equation (3) represents the capacity constraint, which imposes a
constraint on link capacity; this equation ensures that the total flow on any edge node should not exceed its capacity,
and the flow on each device should remain within its capacity limits, preventing overload that could lead to failures
or congestion.

Equation (4) ensures that the weight ri assigned to each traffic matrix should be an integer within the range [0,1];
link weights are often used in routing algorithms to define the cost or preference of a particular link. Ensuring these
weights are integers presents the routing calculations necessary for specific network protocols requiring integer
weights. Equation (5) ensures that the link weights are positive integers, essential for practical networks. For proper
network operation, the link weights must be non-negative.

Equation (6) ensures that the MLU values are between 0 and 1, which is realistic, where one means the link is fully
utilized, while 0 represents no utilization. Equation (7) ensures that all traffic flows on edge e are non-negative;
negative flows are not physically meaningful in network flow problems. This ensures that traffic flow values cannot
be negative, guaranteeing that all flow values are realistic and feasible within the network.

The constraints ensure proper flow conservation, respect link capacities, and enforce non-negative traffic flows
while meeting traffic demands and integer weight requirements. This optimization problem balances network
traffic across multiple traffic matrices, ensuring efficient use of network resources while adhering to network
constraints

4.4.3. Problem Complexity

In a hybrid SDN environment, minimizing MLU is an NP-complete problem. The MLU in a hybrid SDN network
depends on the deployment ratio of SDN nodes; if the splitting ratio and the link weights are given, then the network
MLU can be computed in polynomial time and can be compared to the threshold U, whether it is less or more than
threshold U; we can check quickly if the MLU is below a certain threshold U. When the weight settings are in
integer or unknown values, the problem becomes much more complex, so minimizing the MLU in a migrated
hybrid SDN is shown to be more difficult than an NP-complete problem. As a result, the complexity of our problem
is an NP-complete problem.

To show NP-completeness, we reduce the exact cover by the 3-Sets (X3C) problem, known as NP-Complete [155],
to our problem in polynomial time. We prove that the problem of minimizing MLU in hybrid SDN can be
transformed into another well-known NP-complete problem: Exact cover by 3 sets (X3C).

X3C problem definition: Given a set 3X with 3p elements and a collection of subsets 3c, the question is whether a
subfamily of 3c covers all elements of 3X without overlap.
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To relate MLU to X3C, we build a flow graph, as shown in Figure 4.2. In the graph, S represents the source node,
and t represents the destination node; 3X represents the node element and the subsets; directed edges connect the
subsets to their elements, which indicate which elements belong to which subsets. All the flows are generated from
the source node S to all unit flows. The flow from source S to destination t must match the exact cover size
(represented by q), and the total flow from S to t equals g. In this way, if a valid cover exists, the MLU will be 1,
which means the flows are evenly distributed on the links. We achieve a q flow from source S to node t, and the
MLU is 1, meaning the chosen subset covers 3x without overlap, confirming a solution to X3C.

By showing that solving the MLU problem in a hybrid SDN can be transformed into solving the X3C problem, the
proof establishes that minimizing MLU is NP-complete.

Figure 4.2. MLU Flow graph

In a hybrid SDN environment, if the link weights and flow splitting ratios are known, the Maximum Link
Utilization (MLU) can be calculated in polynomial time. This allows us to efficiently check whether the MLU falls
below a specified threshold UUU. We demonstrate that the MLU optimization problem can be reduced to the Exact
Cover by 3-Sets (X3C) problem, which is a known NP-complete problem. The X3C problem is defined as follows:

Instance: a set X={x1,x2,...,xn} consisting of n elements (with n=3q), and a collection C of subsets, where each
subset Ci contains exactly three elements from X.

Question: Can you find q pairwise disjoint subsets from C that cover all elements in X together?

We build a flow graph, as shown in Figure 4.2, to model the relationships between the elements and subsets in the
context of the hybrid SDN. Each element x; in X becomes a node; each subset C; becomes an SDN node. We added
the nodes s t as the source and destination nodes to manage the flows in the hybrid SDN. Directed edges from s to
each subset C; (capacity of 1), directed edges from Ci;to its respective elements x; (capacity of 1/3), and the edges
from each x; to the destination node t (capacity of 1). For flow analysis, if a valid cover exists in X3C, we assign
unit flows from node s to the selected Cinodes. Since the flow is distributed evenly, the MLU will be 1, and the
total flow from s to t will equal q (the number of subsets chosen). Conversely, if the flow from sto t is q and the
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MLU is 1, the chosen subsets cover all elements without overlap, confirming a solution to the X3C problem. By
showing that the problem of minimizing MLU can be transformed into solving the X3C problem, we conclude that
minimizing MLU in a hybrid SDN is NP-complete.

4.5. Routing Optimization

Optimizing routing flows is essential after migrating conventional network devices to SDN and creating a hybrid
SDN environment. In a hybrid SDN, traditional devices use OSPF, while SDN nodes utilize flow routing,
necessitating the optimization of both OSPF weight settings and the splitting ratio for SDN nodes. To optimize the
OSPF weight setting and the splitting ratio of SDN nodes, we introduce a heuristic approach, H-STE, using
different algorithms to achieve this optimization offline in a hybrid network. We employed the distributed Floyd-
Warshall algorithm in the H-STE approach to quickly determine optimal paths between source and destination
nodes; to optimize the traffic splitting ratio of SDN nodes and to compute the shortest paths for each node, we
employ the Bellman-Ford algorithm, which is particularly useful in network scenarios where edge weights may
change dynamically.

Determine SDN
placement i
Analyse TM & link Optimize routing
: weight
: Controller '
E Topology.& Teatfic Flow entries module E
: Module -

Figure 4.3. Routing Optimization framework
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45.1. Algorithms

In this section, we outline the algorithms used in this experiment. First, we explain the local search heuristic
approach designed to optimize flow routing in a hybrid SDN; next, we present the approximation ratios and analyze
the complexity of the algorithms.

Flexible SDN nodes coexist with traditional routing protocols in a hybrid SDN environment. The H-STE method
helps bridge the gap between the two by optimizing the whole network performance and adhering to the limitations
imposed by legacy routing infrastructure. It iteratively adjusts the SDN node's traffic splitting ratios to reduce
network congestion, and it has a multi-objective focus, as it minimizes MLU and considers other network
performance metrics. The algorithm dynamically switches between local refinement and occasional worldwide
search perturbations to improve the chance of finding the global optimum.

45.2. Algorithm 1: H-STE

After migrating to a hybrid SDN, we introduced the heuristic algorithm H-STE, described in Algorithm 1, for
routing optimization in hybrid SDN environments. The algorithm's main objective is to optimize traffic engineering
in a hybrid SDN environment by optimizing the OSPF weight setting and traffic splitting ratio of SDN nodes. The
goal is to minimize MLU while considering multiple objectives, such as throughput and latency. As it optimizes
both, the optimization process is divided into two phases: the optimization of the OSPF setting and the optimization
of the traffic Splitting ratio.

Algorithm 1: H-STE

Input: G= (V, E), Vs, C(e), D, initial_step_size, threshold, increase_factor, decrease_factor, max_iter_time
Output: U

1  Initialize weight-setting matrix ;

2 Ucurrent = parallel_distributed_floyd_warshall (G, , D);

3 Set Upest = Ucurrent;

4 Set best= w;

5  Set Adaptive_step_size = initial_step_size;

6  While iteration_times < max_iter_time do

7 Ucurrent = Splitting_ratio (' best, Vs D, C(e), G, adaptive_step_size;
8 If Ucurrent < Upest then

9 Update Upest = Ucurrent;

10 Update best= w;

11 If random (0,1) < global_search_probability then

12 = global_perturbation(wbest);

13 If last_improvement < threshold then

14 adaptive_step_sizex = increase_factor x random (0.9, 1.1);
15 Else
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16 adaptive_step_size* = decrease_factor x random (0.9, 1.1);

17 if avg_improvement < small_threshold then

18 max _iter_time -= decrease_factor;

19 else if avg_improvement > large_threshold then
20 max_iter_time += increase_factor;

21 if distributed_stopping_criterion_met () then

22 break;

23 Return U = Upest;

This local search heuristic approach is designed to optimize the splitting ratio of SDN nodes and the OSPF weight
setting to minimize MLU in a hybrid SDN environment. In the initialization phase (lines 1-4), the algorithm begins
to set the initial weight matrix. The starting point is based on historical traffic patterns, ensuring a better initial
solution. To achieve minimum MLU, we initially utilized a distributed version of the Floyd-Warshal algorithm to
find the most efficient routes between each combination of source and destination nodes faster (line 2), and both
the current and best MLU values are set (lines 3-4). Following that, we distribute traffic demands along these
optimal shortest paths.

The main loop phases (lines 6-22) iterate until the stopping criterion or a maximum iteration limit is reached. In
each iteration, the splitting ratio function updates the traffic splitting ratios to split and distribute traffic more
efficiently, balancing multiple objectives such as MLU and QoS (line 7). The splitting ratio plays a crucial role in
the iterative process of the H-STE method. It is used to modify the traffic splitting ratios at the SDN nodes at each
iteration, ensuring effective load balancing and traffic distribution over multiple paths. The splitting_ratio
algorithm is designed to consider multiple objectives and uses the adaptive approach to fine-tune the traffic
flows. This approach ensures that traffic is routed to minimize MLU and meet service-level requirements for
critical applications. If an improvement is found, the best solution will be updated (lines 8-10). To avoid local
minima, the solution is periodically modified by a hybrid global search mechanism (lines 11-13). An adaptive step
size adjustment ensures that the algorithm can search the solution space more aggressively when improvements
are slow and more thoroughly when close to the optimal solution (lines 14-16). The iteration count is dynamically
adjusted based on the convergence rate (lines 17-20). Finally, a distributed stopping condition (lines 21-22)
terminates the algorithm early if improvements stagnate across the network. The distributed approach ensures
scalability for large networks. The algorithm returns the best-found solution Ubest, representing the configuration
with the lowest MLU (line 23). In this algorithm, we employed the distributed Floyd-Warshall algorithm to
efficiently determine the shortest path between every pair of source and destination nodes. This algorithm operates
with a time complexity of O(n®), where n represents the total number of nodes in the network topology.
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4.5.3. Algorithm 2: Splitting ratio with Bellman-Ford

Algorithm 2: Splitting ratio with Bellman-Ford

Input: local optimal OSPF weight setting current, Vs, C(e), D, V, E

Output: U
1  foreach v € V do in parallel:
2 DAG[v] = Bellman_Ford_Shortest_Path (wcurrent, v, E, dynamic_weight_adjustment);
3  foreach i € Vs, eij in outgoing links of i do
4 if link eij meets heuristic criteria then

Add link eij to DAG where i #j and i, j are incomparable;

5  foreach iteration in max_refinement_iterations do
6  foreach v in Topological_Sort(V) do
7 Route_Flow_Adaptively (G, v, D, utilization_data);
8  expr = Multi_Commodity With_Adjusted_Constraints (E, V, utilization_data);
9  U_candidate = cplex_solve(expr);
10 if |U_candidate - U_previous| < tolerance then
11 break;
12 U _previous = U_candidate;
13 U =U_previous;

14 return U;

We present a thorough explanation of the splitting ratio in Algorithm 2. The algorithm optimizes the traffic splitting
ratio of SDN nodes in a hybrid SDN environment using the Bellman-Ford shortest path computation and adaptive
flow distribution. It adjusts traffic flows over multiple paths while considering real-time network conditions, such
as link utilization and dynamic weight updates. The main objective of this algorithm is to optimize the traffic
splitting ratio of SDN nodes when OSPF weight is given, and the time complexity of the splitting ratio function is
0O(n?), as n is the number of nodes in the topology. Traffic demand in a hybrid SDN can be acquired through
network monitoring approaches such as sFlow [156]. The algorithm operates in several phases. The (lines 1-2)
compute the shortest paths for each node using the Bellman-Ford algorithm, which is particularly useful in
networks where edge weights may change dynamically. The weights are updated adaptively during the
computation based on the current network condition, such as traffic demand and link utilization. The shortest paths
are stored in a Directed Acyclic Graph (DAG). Initially, we form a DAG by considering each node as a destination
node. In this algorithm, DAG refers to the matrix containing all the feasible routes from a node to a particular node
v. In creating a DAG, we begin by picking a node and identifying all the shortest paths to the node using the
Bellman-Ford Shortest Path algorithm, ensuring no loops in the shortest routes tree. We add all the other edges
representing the SDN node outbound links into the DAG; after constructing the DAG, we can easily direct the
traffic needs in the route flow function. The DAG is refined based on heuristic criteria (lines 3-4). For example,
outgoing links with low utilization or high capacity are prioritized when constructing the DAG.
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Lines (5-10) represent iterative flow distribution with adaptive adjustment: in this phase, the algorithm iteratively
adjusts traffic flows across the network, routing traffic adaptively based on real-time link utilization data. We select
a node based on the topological sorting sequence, such that all the flows traveling through the current node are
computed before being allocated to the next hop; the flows are then routed to all outbound links in the DAG (5-6)
To split the flow, we may utilize the hash functions to map the flows to distinct next hops; if the selected node is a
legacy node, the flows are uniformly distributed throughout the shortest pathways and directed toward the
following hops. This guarantees that all the flows from the selected node to node v are correctly routed (line 7).
Each iteration solves a multi-commaodity flow problem, adjusting constraints to better balance the load (line 8). We
repeat the process this way and route the flow of each node in a topological sort order to obtain the linear
constraints. And finally, we employ the linear programming solver CPLEX [153] to address the optimization
problem (line 9). The algorithm stops iterating when improvement becomes negligible, ensuring computation
efficiency. Line (14) presents the final output; once convergence is achieved, the algorithm outputs the final MLU,
representing the most optimized traffic distribution during the iterative process.

45.4. Analysis of the algorithm

The splitting ratio with the Bellman-Ford algorithm provides a scalable and adaptive method for traffic engineering
in a hybrid SDN environment. Three main factors shape the performance of this algorithm: the first one is the
parallelized computation of shortest paths using the Bellman-Ford algorithm, which ensures efficiency and can
handle large-scale networks. The Bellman-Ford algorithm performs very well in the network scenario with
dynamically changing traffic demands, so it is the perfect option for handling dynamic changes in link weights.
The second one is the heuristic-based DAG construction, which helps the algorithm focus on high
capacity and minimum link utilization, ensuring the traffic is directed via the most effective paths, which improves
the overall network load balance and minimizes network congestion. The last one is the multi-commodity flow
optimization and iterative flow distribution, which allows the algorithm to improve the traffic distribution
incrementally, and using an optimization solver (CPLEX) guarantees that the algorithm finds a globally optimized
solution for the network. Solver CPLEX uses the dual simplex approach to solve linear programming problems,
and its time complexity is in polynomial time. Considering the above algorithms, the overall time complexity of
our algorithm is O(n®).
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Figure 4.5. Workflow of routing optimization

4.6. Experiments and analysis

In this part, we demonstrate the performance of our proposed method on different real network datasets and
topologies used in our experimental analysis; we execute the algorithms mentioned in the Algorithm Section and
analyze their performance on different real network topologies. First, we will examine the environment setting,
simulation topologies, and traffic datasets. Following that, we present the effectiveness of the proposed method H-
STE on minimizing MLU and flow entries under different deployment ratios of SDN nodes.

4.6.1. Environment Setting

All the simulation experiments are simulated on a high-performance computer with a 3.20GHz Intel Core i7 with
16 GB of RAM, and the Mininet Simulator simulates the network environments [55]; for configuring legacy
routers, we have used FRR (Free Range Routing) using VTY Shel to configure network protocols. The simulation
experiments are coded with the C++ program to model the traffic routing procedure and to determine the splitting
ratio of SDN nodes; we employ the CPLEX program in our C++ program. To connect different networks in the
conventional network and to integrate the legacy network with SDN AS (Autonomous Systems), we have
configured BGP (Border Gateway Protocol) inside all the legacy routers, as it is necessary to have a peering system
that makes the BGP protocol work. and the integration between the legacy network and the SDN network is carried
out through the SDN-IP. This program operates on top of the ONOS controller. The SDN-IP application allows
SDN nodes to communicate with legacy routers using BGP protocols.

Selecting the controller in the hybrid SDN is another issue that needs to be considered; in this simulation
experiment, the ONOS [56] controller is chosen to be the SDN controller, and the integration between the legacy
network and the SDN network is carried out through the SDN-IP. This program operates on top of the ONOS
controller. The SDN-IP application allows SDN nodes to communicate with legacy routers using BGP
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protocols. To illustrate the capability of our suggested approach, we analyzed our method on different real network
topologies like Abilene, Cernet, Nobel-Germany, and Geant in our experiment.

To demonstrate the capability of our proposed approach for routing optimization, MLU, and flow entries
minimization with minimum SDN deployment ratios, we have evaluated our experiment on different real network
topologies (Abilene, Cernet, Nobel-Germany, and GEANT) and compared it to the following methodologies

OSPF [63]: The OSPF technique is a routing protocol primarily used in conventional legacy networks; it supports
routing the flows based on the shortest path from the source to the destination to get load balanced. The shortest
pathways are determined based on connection weights. To compare it with the heuristic algorithm H-STE, we set
all the parameters the same as [63]; if there are multiple shortest paths, the flows are eventually split into the
shortest paths using ECMP.

OSRO [29]: To thoroughly investigate and contrast the efficiency of SDN node optimization, we compare with the
only splitting ratio of SDN nodes for TE performance; we compare and conduct experiments with static OSPF and
optimization of only the splitting ratio of SDN devices.

RMC [71]: Rule multiplexing scheme studied the rule placement problem to minimize rule space occupation for
multiple unicast sessions under QoS constraints. This method saves TCAM resources significantly and guarantees
high QoS satisfaction. To efficiently use TCAM resources, the RMC method attempts to multiplex a set of routing
rules deployed on nodes to reduce the use of flow entries

HPRS [157] formulated the routing optimization problem in a hybrid SDN with path cardinality constraints and
proposed the H-permissible Path Routing Scheme, which effectively routes traffic flows under path cardinality
constraints.

OORO [108] formulated the traffic engineering problem in hybrid SDN over multiple traffic matrices by mixing
online splitting ratio optimization with offline weight setting optimization.

H-STE: We conducted experiments on different real network topologies to optimize the splitting ratio of SDN
nodes and OSPF weight setting. All of the initial weight settings of the network are set to 1. The CDF curves of
the MLU are shown in Figure 4.6. As shown in Figure 4.6, compared to OSPF and OSRO under different real
network topologies, our method achieves minimum MLU; with a deployment ratio of 30% SDN nodes, we can get
close to the optimal result and MLU in the network.

Table 4.2. Network Data Information

Network Nodes Links Time Time-range
Abilene 12 30 5 min Six months
Cernet 14 32 5 min One month
Nobel-Germany 17 26 5 min One day
Geant 23 74 15 min Four months
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Table 4.3. S

oftware/ tools Specification

Software/Tool | Version | Category Purpose Role
Mininet v2.3.1B4 | Network Creation of Custom Emulated a scalable Hybrid
Emulator topologies SDN network.
ONOS v2.2.0 SDN Controller | Traffic monitoring and Implemented to control traffic
Flow control via OF flows dynamically.
GNS3 v2.2.43 Legacy network | Configuration of Creating the conventional
Simulation conventional devices network topology
iPerf v3.13 Traffic Performance testing Simulated various traffic loads
Generator
Wireshark V4.2.1 Packet analyzer | Monitoring and analyzing | Verified packet flow and
packet-level data latency during simulations
Ubuntu OS 22.04 Operating Hosting the entire Hybrid | Stable platform for Mininet &
LTS System SDN ONOS
4.6.2. Datasets and Topologies

The dataset and network topologies used in this experiment are shown in Table 4.2; the network topologies datasets
are available on SDNIib [154]. The Abilene topology, part of the American Research and Education Network,
comprises 12 nodes and 30 links. The Cernet topology, belonging to the China education and research network,
consists of 14 nodes and 32 links. The Noble-Germany network topology consists of 17 nodes and 26 links. Lastly,
the GEANT topology, part of the European research and education network, consists of 23 nodes and 74 links. The
traffic datasets required in the experiment analysis are real network datasets measured or created in the specific
topologies every five or fifteen minutes.

For the Abilene topology, the total traffic provided by the TOTEM project [158] was measured from the first of
March 2004 to September 2004, and every 24 hours, snapshots were created at 5-minute intervals. For the Cernet
topology, the datasets are provided by Zhang et al. [159]. They were measured every five minutes from February
19, 2013, to March 26, 2013. For the GEANT topology datasets provided by Uhling [160], the traffic matrices
were measured every 15 minutes from 04-May-2005 to 31-Aug-2005.
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Figure 4.6. MLU CDF curve under real network topologies

4.6.3. Evaluation of Network Performance
46.3.1. MLU

In a hybrid SDN network, the SDN deployment ratio is defined as the ratio of SDN nodes throughout the network.
Minimizing the network's MLU is a critical parameter in the hybrid SDN when considering network load balance.
The MLU of each link can be calculated as the maximum ratio of the link load divided by the link capacity. The
primary objective is to minimize the MLU with minimum SDN nodes while maintaining the network's load balance
to enhance performance. Maintaining network load balance in a hybrid SDN refers to the equitable distribution of
traffic across all network paths to ensure efficient utilization of network resources and minimize congestion on any
single link. This balance helps to prevent the situation in which some links exceed their capacity (overloaded),
leading to congestion and inefficient traffic handling, while other links remain unutilized or underutilized. By
balancing the load, the network can provide consistent performance, minimize latency, and improve reliability.

The H-STE method helps bridge the gap between both networks by optimizing the overall network performance
while adhering to the limitations imposed by traditional routing protocols. This method adjusts the splitting ratio
of SDN nodes to reduce network congestion while having a multi-objective focus, primarily minimizing MLU and
considering other network performance metrics. Various methods and metrics can evaluate the load balance in the
hybrid SDN environment, such as load variance, link utilization distribution, MLU, failover capacity, and path
diversity. The most crucial metric for evaluating load balance in the hybrid SDN is MLU; in this study, the network
load balance is evaluated by considering the MLU. It represents the utilization percentage of the link with the most
capacity or overloaded, and with zero capacity or underutilized links in the network. A high MLU indicates that
particular links are approaching their maximum capacity, which causes network congestion and inefficient traffic
handling. Minimizing MLU is critical for load balancing because it helps prevent overload on any single link; with
minimum MLU, traffic load can be distributed more efficiently across the network.

Our main objective is to minimize the MLU with the minimum number of SDN nodes while maintaining the
network's load balance. To minimize the MLU, we increase the deployment ratios; when we deploy 0.3, we can
see an improvement in MLU as the MLU of different topologies begins to stabilize. We find that the value of MLU
varies and directly depends on the increase in SDN deployment ratios; we plot the curves to show that the value of
MLU becomes smaller and decreases with the increase in the SDN node deployment ratio under different network
topologies. Figure 4.4 depicts the effect of the SDN nodes deployment ratio on improving the MLU under different
network topologies. The result shows that the improvement of MLU directly depends on the increase of SDN
deployment ratios; we can see a rapid decrease in the value of MLU with a shift from 0 to 0.3 in the SDN
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deployment ratios. As soon as the deployment ratio surpasses 0.3, the MLU begins to stabilize, and the curve of
H-STE becomes flat.

The findings indicate that increasing the deployment ratios of SDN can obtain near-optimal outcomes in optimizing
MLU comprehensively. Increasing the number of SDN nodes can boost the ability to split and direct the traffic
flows in a hybrid SDN, as the main goal is to reduce the MLU to prevent network congestion and evenly distribute
the network load to enhance the overall network performance. In Figure 4.4, we can see that the OSPF curve
remains steady and flat with decreasing or increasing SDN deployment ratios; the reason is that OSPF routes traffic
based on the shortest path from the source to the destination. Figure 4.4 (f) shows the impact of varying SDN
deployment ratios on improving MLU. As shown in the Figure, when the deployment ratio increases, the value of
MLU becomes smaller. The optimal splitting ratios are obtained using the CPLEX Solver based on the optimization
model. The finding indicates that as the deployment ratio increases, MLU improves correspondingly, and the MLU
stabilizes as the deployment ratio reaches approximately 30% for different network topologies.

We consider and set the SDN deployment ratios to 30% based on the experimental analysis of different network
topologies. As the MLU starts to stabilize, we can see that the curves are getting near-optimal results. To show the
priority and the efficiency of our proposed strategy for routing optimization and enhancing TE performance, we
compared our suggested H-STE strategy with different strategies under different real network topologies, as shown
in Table 4.2. To compare it with the only optimization of OSPF weight setting [63], we set all the parameters the
same as [63]. We compared it with the optimization of only the splitting ratio of the SDN node with a fixed link
weight setting [29], performed multiple experiments, and compared it with different approaches, and drew the
average MLU result in CDF graphs under different topologies in Figure 4.6.
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Table 4.4. Average MLU under Different Network Topologies

Name OSPF OORO H-STE

Abilene 0.084 (15.07) 0.073 0.053 (-27.40%)
Cernet 0.287 (10.38%) 0.260 0.225 (-13.46%)
Nobel-Germany 0.214 (9.18%) 0.196 0.157 (-19.89%)
Geant 0.174 (6.10%) 0.164 0.098 (-40.24)
Name OSPE HPRS H-STE
Abilene 0.495(15.12%) 0.430 0.422(-1.86%)
Cernet 0.605(8.03%) 0.560 0.557(-0.54%)
Nobel-Germany 0.189(43.20%) 0.132 0.120(-9.09%)
GEANT 1.970(43.80%) 0.137 0.115 (-12.88%)
Name OSPF RMC H-STE

Abilene 0.062 (14.5%) 0.055 (3.6%) 0.053

Cernet 0.26(15.4%) 0.24(8.3%) 0.22
Nobel-Germany 0.18 (19.5%) 0.15 (10.7%) 0.11

GEANT 0.11(18.2%) 0.097(7.2%) 0.090

In hybrid SDN, reducing the MLU and optimizing routing present significant challenges. To minimize the MLU,
we increase the deployment ratios, and we can see that with a 30% deployment ratio of SDN, the MLU of different
topologies begins to stabilize. The findings indicate that increasing the deployment ratios of SDN can obtain near-
optimal outcomes in optimizing MLU comprehensively. More SDN nodes can bring more flexibility to split and
forward the traffic flows in a hybrid SDN, as our common goal is to minimize the MLU while balancing the
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network load to enhance the overall network performance. As a result, compared to other optimization methods,
the H-STE method obtains a much lower MLU under different network topologies.

Minimizing MLU is directly dependent on the increasing deployment ratio of SDN nodes; with a 30% deployment
ratio of SDN nodes, we can reduce the MLU and get close to the optimal result to get maximum benefits from the
concept of a hybrid SDN network. As shown in Figure 4.6, when the deployment ratio increases, the value of MLU
becomes smaller. Compared to other methods, the H-STE method is close to the optimal result, as this method
optimizes both the SDN node splitting ratio and OSPF weight setting. In contrast, the OSPF method only optimizes
the OSPF weight setting, and the OSRO method optimizes only the splitting ratio of SDN nodes with a fixed length
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Figure 4.8. Flow entries under various SDN deployment ratios
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A 30% deployment of SDN nodes in a real-world hybrid SDN network means that only a portion of the network
is managed through SDN principles. At the same time, the rest operate using conventional distributed network
protocols. The finding is insightful and suggests a balance point where SDN control is applied to control traffic
without heavily depending on SDN resources. It brings several practical implications across different network
dimensions, such as scalability, cost-effectiveness, operational complexity, and network performance; it can
significantly reduce hardware replacement costs. Depending on the organization's requirements, they can
incrementally migrate to a hybrid SDN and then to a fully SDN network. However, the result may vary under
different network conditions and configurations. The deployment of 30% of SDN nodes offers a scalable and cost-
effective migration toward full SDN; its effectiveness depends on how the SDN nodes are deployed strategically.
They can offer significant advantages regarding flexibility and TE when deployed in high-impact areas. However,
poor placement could lead to more complex systems with few performance advantages.

4.6.3.2. Flow entries

In the hybrid SDN environment, minimizing flow entries is crucial to maximizing resource utilization and
enhancing network efficiency, particularly in situations with limited bandwidth and potential performance issues
due to network congestion. Our method effectively controls flow entries, enhances the data transmission process,
and decreases the costs of maintaining extensive routing tables. This capability is particularly helpful for network
environments that require a flexible and dynamic management approach to accommodate different application
demands and fluctuating traffic volumes. With digital resources and online platforms continuing to expand,
minimizing flow entries can enhance network stability and dependability. It is essential to provide low latency and
seamless connectivity. We demonstrate the stability and scalability of our method in adapting to different SDN
deployment ratios while consistently outperforming alternative methods.

In this study, our objective is to minimize flow entries with the minimum deployment ratios. We have compared
the proposed H-STE method with previous routing optimization approaches in the hybrid SDN environment. Our
method demonstrates superior performance in minimizing the number of flow entries under different real network
topologies. Figure 4.7 illustrates the total flow entries employed in different methods under various real network
topologies.

As evident in Figure 4.7, as the topological scale increases, the number of flow entries for H-STE rises due to the
increased potential for minimizing flow entries with larger topological scales. Compared to the previous routing
algorithm, on average, the flow entries utilized in H-STE decrease by 10.9% and 25.6% for the given network
topologies. This reduction can be attributed to H-STE's efficient flow management strategy, which reduces flow
entry redundancy and optimizes the routing path, enabling networks to function effectively with fewer entries while
maintaining performance. Furthermore, the scalability of our approach ensures that the method maintains its
efficiency as the topology expands, demonstrating its resilience in controlling diverse network topologies. The
comparisons indicate that our method outperforms others in minimizing flow entries under different network
topologies. This is a significant improvement as it reduces resource utilization while enhancing network efficiency.
Considering these factors, our method can optimize routing decisions more effectively, ensuring the network
functions optimally within its capacity limitations while meeting performance requirements.

The flow entries vary with different SDN deployment ratios under different network topologies. To better
understand and evaluate the necessary flow entries under various deployment ratios, we generated curves
demonstrating how the number of flow entries varies with different deployment ratios of SDN nodes. As illustrated
in Figure 4.8, with changing SDN deployment ratios, we can observe trends and patterns of flow entry utilization;
this graphical representation can be utilized to determine the optimal deployment ratios for minimizing flow entries
while maintaining efficient network performance. As the SDN deployment ratios increase, flow entries also
increase for the given topologies. This trend emphasizes the dynamic nature of network traffic and the associated
requirement for flow entries, considering more SDN nodes in the network.

For minimizing flow entries in the hybrid SDN, our method more effectively manages flow entries compared to
previous methods. For instance, considering the Abilene network topology and taking an average across different
SDN deployment ratios, H-STE minimizes the flow entries by 6.8% compared to HPRS and 16.3% compared to
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the RMC method. This reduction demonstrates the efficacy of our method in optimizing resource utilization and
minimizing unnecessary flow entries while balancing the network load. Similarly, in the Cernet topology, the H-
STE method demonstrates a notable decrease in flow entries of 6.1% compared to HPRS and 15.3% compared to
RMC, which highlights the benefits of this approach on different network topologies. The same phenomenon is
observed in the Nobel-Germany topology; the H-STE approach demonstrates a significant decrease in the flow
entries compared to HPRS and RMC by 6.5% and 17.1%, respectively.

The ability of H-STE to modify and reduce flow entries demonstrates further potential for network scalability and
efficiency. Lastly, the H-STE approach outperforms the other methods in the GEANT topology, with an average
decrease in the flow entries of 10.4% compared to HPRS and a substantially larger decrease of 23.6% compared
to RMC on average at various SDN deployment ratios. This significant reduction demonstrates the efficacy of H-
STE in handling and routing traffic in complex network environments, improving overall network performance
and reducing overhead. The findings conclusively demonstrate that H-STE performs significantly better than other
approaches and efficiently controls flow entries. Consequently, H-STE is a viable option for expediting SDN
deployment ratios in different network topologies, ultimately enhancing resource management and network
performance. The experimental results indicated that the proposed H-STE approach outperformed the other
approaches in modifying and decreasing the number of used flow entries across various SDN deployment ratios
within different network topologies. Future research studies could explore the long-term implications of these
findings and examine the adaptability of H-STE in other traffic patterns and network topologies with large-scale
network topologies.

4.7.Summary

Traffic engineering in hybrid SDN networks is one of the open areas for researchers; with the combination of
centralized SDN and decentralized traditional networks, it is much more challenging to optimize traffic flows,
resource utilization, etc. This research contributes to the expanding discussion of TE and routing optimization in
the hybrid SDN, necessitating innovative solutions to enhance network efficiency, performance, and resource
utilization. This chapter studied traffic engineering in a migrated hybrid SDN where SDN nodes are incrementally
deployed to the conventional network. We introduced a heuristic technique, H-STE, to improve traffic engineering
in the hybrid SDN; we concentrated on minimizing the MLU by optimizing two critical aspects: optimizing the
OSPF weight settings across the entire network to balance the flows originating from conventional devices and
optimizing the traffic splitting ratio of SDN nodes. As these devices are closely interconnected, optimizing both
aspects presents significant challenges for effective traffic management and ensuring a balanced load across the
network. The H-STE method helps bridge the gap between the two by optimizing the whole network performance
and adhering to the limitations imposed by legacy routing infrastructure. We have conducted several experiments
on real network datasets; the results demonstrate that with a 30% deployment ratio of SDN nodes, we can reduce
the MLU and get close to the optimal result to get maximum benefits from the concept of a hybrid SDN network.
The study findings contribute to the progress and development of efficient, flexible, and robust communication
infrastructures as we strive to enhance network management and design. For adaptability and scalability, future
research could explore integrating hybrid SDN with the expansion of 5G networks to adjust to diverse
environments, including multi-access edge computing platforms and loT devices.
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CHAPTER-5

Interconnection of SDN nodes with the conventional network using the
ONOS controller

For future network design, different architectures worldwide have been proposed; among them, one of the finest
network designs is Software-Defined Networking (SDN), which separates the network control and data layers and
enables the network with more agility, flexibility, and programmability. However, because of economic and
technical challenges, directly upgrading the entire conventional network to SDN is challenging for many
organizations. The optimal solution to get the advantages of both networks is to incrementally upgrade
conventional network devices to SDN nodes, called the Hybrid SDN network. In the hybrid SDN network, SDN
nodes interconnect with the conventional legacy network, taking advantage of both network designs. In this study,
we studied the integration of SDN networks with conventional legacy networks. We explore how to peer and
integrate SDN nodes with conventional networks using the SDN-IP application located on top of the application
layer of the ONOS controller. Through different experiments on both networks, IP-IP and IP-SDN, we found that
compared to IP-1P networks, IP-SDN improves the overall network performance and provides more remarkable
performance in the maximization of throughput and the minimization of delay.

5.1. Introduction

A software-defined network (SDN) is an emerging network design that manages complex network infrastructure
by separating the data layer and control layers. SDNs are employed in almost every environment to facilitate
efficient communication among computer networks, including wireless networks, cloud computing, mobile
telephones, data centers, and the Internet of Things. SDN has many features that provide agility and flexibility to
the network. The basic idea behind SDN is to separate network layers to make the network more agile and flexible.
The primary advantage of SDN is the ability to manage the data flow dynamically and efficiently. After a flow
passes through an SDN switch, its forwarding direction may be easily adjusted; we refer to this type of traffic as
programmable traffic. For large-scale networks, it is necessary to develop a network that can be programmed to
meet the need for innovation in network access; SDN technology simplifies network administration and control
operations through the use of programmable devices and automation [7].

The SDN architecture has three main layers: the data, control, and application layers. The application layer hosts
network applications designed to communicate with data layer devices. The control layer, which is the main layer
of the SDN network, is mainly responsible for controlling the data layer, and the data layer, which hosts network
elements responsible for deploying packet-forwarding flows. In the control layer of the SDN network, there should
be at least one controller; we can have multiple controllers to avoid a single point of failure. For the Wide-area
network in different locations, multiple controllers can be deployed physically to accomplish the purpose of a
centralized control plane. Figure 5.1 shows the SDN basic architecture, consisting of three main layers: the Data,
Control, and Application.

Recently, SDN has been widely researched and progressively implemented in several types of networks, including
campus networks [20], data centers [43], wide area networks [5], enterprise networks [161], and internet exchange
points [44]

With all the advantages and features that an SDN network provides, directly migrating to a fully SDN network is
challenging because of technical and economic challenges. Hence, migrating to a hybrid SDN is the best solution,
but there are challenges in integrating SDN capabilities with the traditional IP network. Due to cost and operational
factors, SDN technology is mainly implemented incrementally alongside traditional network devices. Namely,
with each network upgrade, only a certain number of existing network devices will be upgraded with programmable
Switches. Internet Service Providers are incrementally upgrading traditional network devices to programmable
switches that support SDN to improve traffic management ability.
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Figure 5.1. SDN architecture

This coexistence of SDN alongside traditional networks gives rise to the hybrid SDN. Current hybrid SDNs fail to
address the possible performance drawbacks caused by a centralized SDN controller. Deploying a proper controller
is another issue that may cause significant delays in processing flow requests. Because of these factors, many
researchers have proposed the incremental deployment of SDN nodes alongside traditional network devices, such
as traffic engineering [162], flexible routing [30], link failure recovery [31], power saving [163], and safe updates
[33].

One of the main elements of an SDN network is the controller; therefore, the controller must present features that
ensure service continuity during failures and improve the overall network performance. Open Networking
Operating System (ONOS) and OpenDaylight controllers usually use three controllers to provide resilient service
at one location and to guarantee network consistency. All the controllers communicate with each other. ONOS is
an open-source controller with an application for integrating SDN networks with conventional legacy networks via
BGP, that is, SDN-IP, located at the top of the application layer of the ONOS controller.

With the evolution of SDN and the division of control and data layers, logical centralization of the control layer,
SDN has a practical and flexible way of optimizing routing. As the Controller Has Control of flow routing in the
control plane, traffic may be dynamically separated and sent to multiple pathways using SDN switches. Compared
to the ECMP used in the standard OSPF protocol, this traffic routing gives a more flexible approach to optimizing
routing.

In a pure SDN network, programmability and global centralized network activity control are efficient aspects that
allow traffic engineering. Because the flow splitting ratio on SDN switches is variable, using specific complete TE
methods in a hybrid SDN network is feasible. To improve the profitability of centralized control, researchers must
select a suitable migration sequence, which includes numerous optimization strategies. These approaches may be
applied not just to hybrid network deployment but also to other network optimization techniques. For example,
migration solutions may expand to include: (1)- identifying a suitable placement for the middlebox in the legacy
network to get perfect network control, (2)- for energy requirements, wireless networks must address the issue of
AP location. (3)- Enhance data center utilization by resolving the VM replacement problem.
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In traditional networks, the OSPF protocol is one of the most used IGP protocols; each link is given a cost or
weight, and uses the shortest path with minimum cost forwarding. Traffic is routed between the source and
destination address and distributed equally when multiple shortest paths are encountered using Equal Cost
Multipath forwarding. Because all nodes in a hybrid SDN network do not support OpenFlow, flow abstraction,
complete packet matching, or packet filtering techniques, TE applies a variety of optimization tactics to get the
optimum network performance characteristics, etc. In the hybrid SDN network, it is feasible to use particularly
extensive Traffic Engineering methods because the flow splitting ratio on the SDN device is arbitrary. To optimize
the profitability of centralized control, researchers must select an appropriate migration sequence comprising
numerous optimization strategies. Traffic Engineering is more challenging in a Hybrid SDN network; solutions
based on static routes or ACLS (access control lists) provide restricted functionality [61].

Traffic measurement entails gathering, measuring, and monitoring network status data. Traffic measurement is
difficult in the hybrid SDN network because only a small percentage of devices are SDN-enabled. Traffic
management is the study of controlling and arranging network traffic based on network status data provided by
traffic measurement.
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5.2.Proposed Approach

This chapter investigates the integration of SDN networks with conventional legacy networks. We explore how to
peer and integrate SDN with legacy networks using the SDN-IP application located on top of the application layer
of the ONQOS controller. This application allows the SDN network to communicate with conventional network
devices through BGP and explains how the controller converts the BGP information into OpenFlow entries. The
Internet is a collection of autonomous systems (ASs) or interconnected networks. An AS is a group of connected
networks under a single domain. Conventional networks depend on routing protocols to share and interconnect
routing information.

On the other hand, on the internet, BGP is the standard EGP protocol designed to exchange routing information
among ASs. BGPv4 is the most generally deployed mechanism for peering ASs on the Internet. So, a peering
mechanism is necessary to integrate conventional networks with SDN-driven ASs; this integration is performed
through an SDN-IP application, which runs on top of the SDN controller.

Nevertheless, none of those, as mentioned in earlier studies, interconnect SDN nodes with conventional legacy
networks using ONOS controllers in a real network scenario. We have considered this issue as the interconnection
of SDN nodes into conventional legacy networks with ONOS controllers using Mininet tools.

5.3. Quality of Services (QoS) in Hybrid SDN

Overall, suppose we define Quality of Service for a network. In that case, user satisfaction with specific services
is evaluated using a composite factor, including bandwidth, delay, loss, and jitter. All technologies that manage
data flow inside a network to reduce packet loss, latency, and jitter are called quality of service (QoS) technologies.
Providing specific data transmission in a particular network aspect is what we refer to as quality of service.

Considerations for quality of service include data accuracy, packet loss, bandwidth, and service level. For instance,
QoS ensures bandwidth delivery for bandwidth-sensitive data if the network has exceptional bandwidth; if we have
an ideal link, QoS is unnecessary. QoS denotes low delay if the network provides low-latency transmission service
for time-sensitive data delivery. Since application flows compete for available network resources, they must be
differentiated to achieve QoS. Network resources must be assigned to make the best decision for packet forwarding;
occasionally, this process necessitates knowledge of the present network conditions. With a broad dynamic range
of Quality-of-Service features, the architecture supports various communication applications, including those for
people and traditional services [164].

In a network, sufficient bandwidth, low latency, low packet loss rates, and balanced network connection loads are
all considered aspects of quality of service. As is well known, adjusting the network'’s link load can result in higher
bandwidth use and lower latency. Consequently, the latency and bandwidth QoS requirements can be met by
balancing the connection load demand.

Service Level Agreements (SLAS) between service providers and end users largely dictate service quality.
Although this approach performs exceptionally well for best-effort service, it does not offer more precise granular
traffic management. Specific applications, like VolP (Voice over Internet Protocol), online gaming, video
conferencing, and many more, have flows sensitive to jitter, latency, and bandwidth, so they require unique
handling methods. Setting high-level traffic management strategies and establishing limits on the depth of traffic
distinction are not well-established methods.

SDN networks separate data and control layers in a network. This section gives network controllers more authority
over networks. Controllers can view the status of the network globally. The network controller offers a conceptual
network perspective, providing network applications under the SDN idea. They are not needed to handle data plane
device low-level configuration.
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5.3.1. QoS requirements

Quality of service parameter in a network is classified into two categories: policies and metrics, as shown in Figure
5.3.
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Figure 5.3. QoS requirement

Quality of service measurements include security, performance, cost, and reliability, which are used to establish
QoS characteristics. The primary performance measures are latency, loss, and data rates. Rarely, as traffic
increases, the network load needs to be balanced; nevertheless, controlling network loads is challenging. To
provide a network management tool for managing network bandwidth, QoS regulations are essential. There are
many advantages of QoS policies, including performance, security, and manageability.

The SDN network model's benefits may improve service quality in many network operations. SDN provides a
global view of the network, making it possible to preserve relevant states over the whole course of flows. It can
also monitor network statistics at other levels, such as port, device, and flow. Furthermore, SDN may help network
operators create an automated, robust, and user-friendly QoS management framework for their networks by
enabling resource reservation, packet scheduling, and queue management. Because network resources are dynamic,
control methods for QoS provisioning in network applications must be well-defined.

5.3.2. QoS observation

The hybrid network is divided into domains by SDN switches, establishing connections between each domain.
Various QoS metrics, including packet loss rate, traffic load, throughput, latency, and so on, must first be gathered
to enable QoS-aware forwarding in a hybrid network. After that, these variables are merged to depict network
performance precisely.

Traffic load monitoring: The connections to SDN devices may provide load information to the OpenFlow
protocol. For a directed link, we have to figure out how many data flows are going through the switch in a certain
amount of time. The traffic load on the link can then be determined by computing the number of data flows per
unit of time. Flow statistics data is kept in the flow table on an SDN switch. The source/destination IP address,
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output port, input port, and other matching details for a given routing path are contained in each matching field of
a flow entry that corresponds to that path.
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Figure 5.4. Traffic load monitoring in a hybrid network

Figure 5.4 demonstrates the hybrid network load monitoring module. In this network, the controller, at each time
interval t, sends a flow state request message to the switch S1 over the OpenFlow control channel. It counts the
number of data flows that reach port 1 of S2 and compares it with the required flow entries,e11, 12, el13, e2n,
etc., using the feedback message it receives.

The SLA message on a link not connected to SDN switches may allow us to obtain information about the traffic
load. An OSPF router receives SLA broadcasts from SDN nodes and relays the message and its status to the SDN
switches. After receiving the SLA from the SDN switch, the controller resolves the message to ascertain the traffic
load on that link.

Measuring every flow in a hybrid SDN network would be pointless and prohibitively expensive. The authors
proposed a method for gathering the load of specifically designated connections and predicting the remaining
amount with a 5% margin of error [86]. An applicable criterion for determining which flows need to be monitored
to minimize the estimated error that relies on the flow spread parameter is defined and assessed by the authors in
[87]. The proposed method may take forwarding table space into consideration and distribute measurement jobs
among network devices in an equitable manner.

85



Router 1
Start at n-1

Router Type?
Assign label, make Adiacent ronter Assign label, make
MPLS forwarding | | ’ type i |  OpenFlow entry

Install into
router

Figure 5.5 Tunnel construction procedure

Figure 5.5. demonstrates the tunnel construction method in the hybrid network using the penultimate hopping
method. In tunnel splicing, the link translator configures the forwarding rule for each device from device nl to
device 1. Depending on the device types, this procedure involves adding OpenFlow entries or assigning MPLS
(Multi-Protocol Label Switching) forwarding rules.

Controller

Request label Install Paths Request label

Label A

Label A

Packet acket with

Switches

Figure 5.6 Installation of flow rules

Figure 5.6 depicts a Hybrid SDN network that combines SDN with MPLS-based networks. The network topology
comprises a mesh of standard MPLS switches at the core and SDN devices at the edges. The network controller
injects rules into the MPLS switch routes to push and pop the appropriate labels.
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Packet loss rate and delay: SDN nodes serrates the hybrid network environment into multiple domains in a Hybrid
SDN environment, frequently linked by SDN nodes. The internal domain devices function as OSPF routers; each
pair of SDN switches can have several OSPF paths. Determining each link's packet loss rate and latency is
problematic. On the other hand, the OpenFlow protocol can be used to calculate the packet loss rate and delay of
a channel connecting SDN nodes. Although traffic within the OSPF domain does not pass through SDN switches
in the hybrid SDN network, a significant portion will pass between multiple OSPF domains, necessitating its
passage through one or more SDN switches. As a result, packet loss rate and latency can be estimated.

| Controller

t1: Tell $1to send a t2: receiving the probe data

probe flow to all ports flow from 52 through the
using Packet-Out packet-In massage
message

L Ts3
51 \_ﬂ\_ﬁ T-54 j 52

Figure 5.7. Hybrid networks delay measurement

Figure 5.7 depicts the delay measurement in a hybrid SDN network; the delay of each link is seprated into two
components (transmission delay and round-trip delay of data flows between SDN switches and controllers. The
controller adds the time t1 to the probe data flow before sending the packet-out message to S1. After getting it, S1
sends the message to all ports in compliance with the regulations. This communication arrives at S2 via an OSPF
path and is routed as a packet-in message to the SDN controller. The controller receives the message at t2 and uses
it to get the transmitting port of S1, the receiving port of S2, and the time at t1.

More investigation has been carried out to enhance the Quality of Service in hybrid SDN networks. They used a
variety of traffic management strategies to offer the highest quality of service for their designed topologies, and
they proposed numerous ways to optimize single or multiple QoS metrics for hybrid SDN networks.

5.4. Methodology

To interconnect SDN nodes alongside conventional legacy devices, we have simulated all the simulations using
Mininet and Mini-Edit tools. We have created the topology and the hybrid SDN environment using these tools,
and as a controller of SDN nodes, we have tested multiple controllers. Finally, we have selected the ONOS
controller as the SDN controller for our hybrid SDN environment.

Mininet Simulator simulates the network environments [55]; for configuring legacy routers, we have used FRR
(Free Range Routing) using VTY Shel to configure network protocols. To connect different networks in the
conventional network and to integrate the legacy network with SDN AS (Autonomous Systems), we have
configured BGP (Border Gateway Protocol) inside all the legacy routers, as it is necessary to have a peering system

87



that makes the BGP protocol work. And the integration between the conventional and the SDN networks are carried
out through the SDN-IP. This program operates on top of the ONOS controller.

In this simulation experiment, the ONOS [56] controller is chosen to be the SDN controller, and the integration
between the conventional network and the SDN network is carried out through the SDN-IP. This program operates
on the application layer of the ONOS controller. The SDN-IP application enables SDN nodes to use BGP protocols
to communicate with legacy routers.

First of all, we will open the Mininet tool to set up the network environment; with the MiniEdit tool, we can create
and emulate network topologies. It also has the ability to configure network device interfaces such as IP addresses

and gateways, and we can save the topologies. Figure 5.8 shows the graphical interface of Mininet which is called
MiniEdit.

To open the MiniEdit tool, we first open the Mininet tool, and then we execute this command to open the MiniEdit
tool's graphical interface.

$ sudo ~/mininet/examples/miniedit.py

Some tools are inside the MiniEdit tool, such as the host tool, legacy Switch, legacy router, switch tool, select tool,
Netlink, and controller tools.

X Miniede a
Select Tool -
¥ | S———
B | Host Tool il — Usen2
Controller ‘~,.’.
DN Switch '.o" 3 ‘~-.,_'.
legacy Switch ' ol b M) ‘
egacy Router E ""' : / 2
\ s v,
\ [Netlink tool ; \;
SDN controller \\
\ ~
E— S — -
| s

514 7

UserS

|

Figure 5.8 MiniEdit graphical interface
Select tool: used to select and move nodes from one area to another.
Host tool: Creates the nodes that conduct the host computer's functions.
Switch tool: This tool produces SDN-based OpenFlow switches that a controller manages.
Legacy switch: This tool creates a legacy Ethernet switch.

Legacy router tool: This tool generates a legacy router that does not require a controller.
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NetL ink tool: The NetLink tool creates linkages between nodes.
Controller tool: This tool is used to create a controller for the topology.

Once the topology is created, we will run it. To check the links on the command line, we will write links, and then
we will assign the IP address according to the given topology; once we assign the IP address to the interfaces, we
will check it.

To verify whether the IP is assigned properly, we can check it on each host by executing the “ifconfig” command.

We will configure and execute the commands on each router to configure each legacy router. First, we will start
the Zebra domain. It is multi-server routing software that provides TCP/IP-based routing protocols.

R2# zebra

R2# vtysh

main# configure terminal

main(config) # interface r2-ethl
main(config-if)# ip address 192.168.10.2/30
main(config-if)# exit

main(config) # interface r2-eth2
main(config-if)# ip address 192.168.2.1/24
main(config-if)# exit

In this way, we have to configure all the legacy routers according to the given topologies. Once all the configuration
is completed, we can check them by running this command on each legacy router

R2# show ip route

When all the interfaces have been successfully configured and assigned IP addresses, we will configure the BGP
routing protocol inside all the conventional legacy routers to connect different ASes. We first have to initialize the
daemon that provides BGP configuration to configure BGP. We can enable and configure the BGP daemon by
running these commands on the conventional legacy router:

R2# zebra

R2# bgpd

R2#vtysh

main# configure terminal

main(config) # router bgp 30

main(config-router) # neighbor 192.168.10.1 remote as 20
main(config-router) #network 192.168.2.0/24
main(config-router) #end

By executing the following commands, we can configure BGP on different legacy routers. Once the configuration
is completed, we can check it with the following command:
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main#show ip bgp neighbors
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Figure 5.9. Hybrid SDN environment.

5.5. Results and discussion

To connect different networks in the conventional network and to integrate the legacy network with SDN AS
(Autonomous Systems), we have configured BGP (Border Gateway Protocol) inside all the legacy routers, as it is
necessary to have a peering system that makes the BGP protocol work. The integration between the conventional
network and the SDN network is carried out through the SDN-IP. This program operates on the application layer

of the ONOS controller. The SDN-IP application enables SDN nodes to use BGP protocols to communicate with
legacy routers.

Figure 5.9 shows the topology we created using the Mininet and the MiniEdit tool; as shown we have assigned IP
addresses to the interfaces of network devices, here we have three SDN nodes and three legacy routers, and we
have a controller to manage SDN nodes; inside the legacy routers, we have configured BGP protocols with different

AS, as shown in Figure 5.9. We have used the Zebra domain, a multi-server routing program that offers TCP/IP-
based routing protocols, and the FRR (Free Range routing) domain.

Table 5.1: Topology information

Node Interfaces IP Addresses Subnet Default Gateway
Router -1 R1 ethO 192.168.10.1 /30 NO
192.168.20.1 /30 NO
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R1 ethl 10.0.0.1 124 NO
Router -2 R2 eth0 192.168.2.2 24 No

R2 ethl 192.168.10.2 30 No

R2 eth2 192.168.2.1 124 No
Router -3 R3 ethl 192.168.20.2 /30 No

R3 eth2 192.168.3.1 124 No
Hostl H1 ethO 192.168.2.5 124 192.168.2.1
Host2 H2 ethl 192.168.2.6 124 192.168.2.1
Host5 H5 ethO 192.168.2.10 124 192.168.2.2
Host3 H3 eth0 192.168.3.5 124 192.168.3.1
Host4 H4 ethl 192.168.3.6 124 192.168.3.1

Once all the configuration is successfully done, we will save the topology and run the ONOS controller to connect

it with our network topology and interconnect SDN nodes with the conventional legacy network devices.

We have already installed the ONOS controller; now, we will open it on a different terminal and run it. To integrate
SDN nodes with the legacy network devices, activating 1Pv4 forwarding and the SDN-IP application is mandatory.
To activate these applications on the ONOS controller terminal, we will run these commands:

First, we will configure and activate the configuration application by executing this command

>app activate org.onosproject.config

Then, we will activate the IPv4 forwarding by executing this command
>app activate org.onosproject.fwd

>app activate org.onosproject.proxyarp

For the integration, we will activate SDN-IP by executing this command

>app activate org.onosproject.sdnip
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Figure 5.10: ONOS terminal and applications

Figure 5.10 shows the ONOS controller terminal in which we have executed the commands for activating different
applications. Once the application of ONOS is successfully activated, we will wait for some time as it will take
some time, and then we will try to ping from one host to another.

Table 5.2: Sampling for RTT and Jitter

Metric Traffic Number of Tests Number of samples
RTT ICMP 30 15000
Jitter UDP 60 30,000
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X "Host: h1"

TX packets:0 err : :0 overruns:0 carrier:0
rootBmininet—-vm:™# ping 192,1
PING 192.168,2.6 (197, .2.6) 56(84) bytes of data.

64 bytes from 192,168,.2,.6: icmp_seq=1 ttl=64 time=3,18 ms
64 bytes from 192,168.2.6: icmp_seg=2 ttl=64 time=0,832 ms
64 bytes from 192,168.2.6: icmp_seg=3 ttl=64 time=0,091 ms
rootBmininet-vm:~# ping 192,168,.2.6

PING 192.168.2.6 (192,168.2,.6) 56{84) bytes of data,

64 bytes from 192,168.2.6: icmp_seq=1 ttl=64 time=0,046 ms
64 bytes from 192,168.2.6: icmp_seq=2 ttl=64 time=0,095 ms
B4 bytes from 192,168.2.6: icmp_seq=3 ttl=64 time=0,162 ms
64 bytes from 1392,168,.2.6: icmp_seq=4 ttl=64 time=0,089 ms
8 I

-—- 192,168,2.6 ping statistics —

4 packets transmitted, 4 received, 0% packet loss, time 3001ms

rtt mindavg/max/mdey = 0 04Bfl lpn.l 162/0,041 ms
rootBmininet—um:™# p =

PING 192,168,2,10 .168,2,10) 58(84) bytes of data,

B4 bytes from 192,168,2,10: icmp_seq=1 ttl=64 time=3,55 ms
64 bytes from 192,168,2,10: icmp_seq=2 ttl=64 time=0,748 ms
64 bytes from 192,168,.2,10: icmp_seg=3 ttl=64 time=0,095 ms
64 bytes from 192,168.2,10: icmp_seq=4 ttl=64 time=0,094 ms
“C

-—— 1592,168.2,10 ping statistics ——

4 packets transmitted, 4 received, OZ packet loss, time 3001ms

rtt minfavg/max/mdev = 0,094/1,122/3 55171 ,427 ms
rootBmininet—ym:™#

Figure 5.11: Ping from h1 to h2 and h5 inside a single AS.

X "Host: h1"
-— 192,168.3.4 ping statistics —-

& packets transmitted, 0 received, +3 errors, 100¥ packet loss, time 5030ms

pipe 3

rootBmininet-vm:™“# ping 192,168,3.5

PING 192,168,3.5 (I92716873.5) 56{84) bytes of data,

64 bytes from 192,168,3.5: icmp_seq=1 ttl=64 time=17.5 ms
64 bytes from 192,168,.3.5: icmp_seq=2 ttl=64 time=1,81 ms
64 bytes from 192,168,3.5: icmp_seq=3 ttl=64 time=0,058 ms
64 bytes from 192,168,.3.5: icmp_seq=4 ttl=64 time=0,057 ms
64 bytes from 192,168,3.5: icmp_seq=5 ttl=64 time=0,114 ms
64 bytes from 192,168,3.5: icmp_seq=6 ttl=64 time=0,058 ms
“C

—— 192,168.3.5 ping statistics ——

& packets transmitted, B received, OZ packet loss, time 5005ms

rtt min/avg/max/mdey = 0,05773.282417 ,999/6,452 ms
rootBmininet-vms: #tséﬂ%séggzlgﬂ.i‘ﬁ_‘

PING 192,168.3.6 (197 .3.6) 56(84) bytes of data,

64 bytes from 192,168,3.6: icmp_seq=1 ttl=64 time=33.6 ms
64 bytes from 192,168,3.6: icmp_seq=2 ttl=64 time=0,628 ms

64 bytes from 192,168,3.6: icmp_seq=3 ttl=64 time=0,107 ms
64 bytes from 192,168,3.6: icmp_seq=4 ttl=64 time=0,112 ms
“C

-— 152,168,3.6 ping statistics —-

4 packets transmitted, 4 received, 0Z packet loss, time 3003ms

rtt minfavg/max/mdevy = 0,107/8,620/33,633/14.,442 ms
rootBmininet-vm:~# i

Figure 5.12 ping from h1 to h3 & h4

Figures 5.11 and 5.12 show that the hosts are successfully pinging as the integration between SDN nodes and the
conventional legacy devices has been done through SDN-IP, an application of the ONOS controller. Now, we will

try to retrieve the data and analyze it to take measurements of the hybrid SDN network performance.
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The data is retrieved in a real-time network using TCP (Transmission Control Protocol), which is a reliable protocol
based on our network environment. The data includes background traffic, which is generated using the Iperf tool
to measure network performance, and we have used the Wireshark tool to analyze the data as it passes through the
network.

Table 5.3: Generated data with traffic load

Protocol | Bandwidth | Avg Data sent | Avg Date lost | Number of Tests
(Mb/sec) (Mb/sec)
IPto IP IP to SDN

TCP 25 2.4 1.87 10 15
TCP 50 3.9 1.61 10 15
TCP 75 6.2 1.49 10 15
TCP 100 9.5 1.25 10 15
TCP 125 13.62 0.97 10 15
TCP 150 18.24 0.86 10 15
TCP 175 215 0.67 10 15
TCP 200 24.6 0.33 10 15
TCP 225 28.5 0.13 10 15
TCP 250 33.8 0 10 15

5.5.1. Performance metric test and results

To analyse the performance, twenty tests were run for each of the ten packet size variations (32 bytes, 64 bytes,
128 bytes, 256 bytes, 512 bytes, 1024 bytes, 1500 bytes, 2048 bytes, 4096 bytes, and 8192 bytes) in order to
perform performance analysis in each network scenario. A total of 5000 samples were taken for each link test,
with 500 samples extracted for each test.

Using the ping tool, ICMP traffic was sent between Host 1 as the sender and Host 2 and Host 3 as the receivers
in order to test the RTT statistic. Using Host 2 as the sender and Host 3 as the recipient, more tests were
conducted. Fifteen thousand samples were obtained from a total of thirty RTT tests. The iPerf3 program was
used to send UDP traffic for jitter, and each network component was configured as a server or client to guarantee
bidirectional data flow. The RTT and jitter testing configuration is shown in Table 2.
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To guarantee a thorough assessment, six packet transmission scenarios were established for jitter testing, and 60
tests (10 per scenario) were carried out, yielding a total of 30,000 samples for this measure. A total of 90 tests

were conducted once data collection for both measures was finished, producing 45,000 samples. The testing and
sampling procedure for each measure is compiled in Table 5.2.

Table 5.4: Average Round Trip Time result

RTT average (ms)
H1-H2 H1-H3 H2-H3
Test (bytes) IP HSDN 1P HSDN IP HSDN
32 39.53 0.91 57.50 0.87 40.17 0.80
64 38.42 0.92 58.01 0.88 39.09 0.80
128 39.19 0.92 57.16 0.88 39.70 0.85
256 39.55 0.92 59.10 0.89 39.45 0.91
512 39.45 0.92 59.17 0.89 39.68 0.91
1024 40.13 0.92 59.00 0.95 41.78 0.91
1500 60.69 0.97 80.66 1.09 60.80 0.98
2048 60.76 1.24 81.55 111 62.40 1.10
4096 81.45 1.5 102.24 1.20 82.11 1.10
8192 143.69 1.9 166.02 141 145.65 1.23
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Table 5.5: Average Jitter result

Jitter average (ms)
H1-H2 H1-H3 H2-H3
Test (bytes) IP HSDN IP HSDN IP HSDN
32 20.36 0.009 20.31 0.010 15.23 0.009
64 23.36 0.009 18.93 0.009 47.50 0.008
128 23.26 0.010 18.04 0.012 23.84 0.011
256 20.84 0.15 34.83 0.017 11.87 0.010
512 29.90 0.011 29.25 0.015 12.79 0.019
1024 58.63 0.020 66.16 0.017 41.43 0.021
1500 51.34 0.035 74.57 0.023 5141 0.029
2048 72.84 0.032 80.16 0.022 64.53 0.028
4096 204.97 0.027 139.97 0.020 147.17 0.024
8192 378.47 0.020 354.61 0.018 306.24 0.017

5.5.2. Performance Analysis of Hybrid SDN

5.5.2.1. Throughput

Throughput refers to the rate of successfully processed or transferred data through a network, device, or system,
divided by the observed duration of the time in seconds. It is often measured in terms of data transmission rate and

is often stated in bits per second (bps).

The throughput obtained by each device in a network may not always correspond to the channel bandwidth; the
network throughput varies based on the number of devices and the data traffic in the network.

Throughput = amount of data received per unit time delivery of data (seconds)

In a computer network, the term throughput describes the quality of data that can be delivered via a network in a
given time frame. The factors influencing throughput in a network include latency, bandwidth, packet loss, and
network congestion. With higher bandwidth, network throughput increases since it gives more capacity for the data
to be transferred, while lower latency and minimum packet loss boost throughput by decreasing delays and ensuring

reliable data transmission.

96



80 : ; . . . ;

—e—IP to SDN
—— |P to IP
60 F
g h\l\*.L
sS40 -
o
-
S
=
=
20 +
0 " 1 " 1 P I ¥ 1 n
0.0 0.2 0.4 0.6 0.8 1.0

Background Traffic (Mbps)

Figure 5.13: Throughput comparison

The throughput parameter measures the total number of packets that may be transferred in a given time frame in a
network. Larger packets lead to faster data transmission as they improve network quality and increase network
throughput. In TCP traffic communication, one host acts as a customer and another as a server, as shown in Figure
5.13; in the case of IP to IP using TCP data protocol, we first measured throughput without adding background
traffic, then we added background traffic, and we increased the background traffic; as a result, with the increase in
the size of the network traffic, we found 5-20% decreases in the network throughput. This indicates that the
presence and growth of background traffic negatively impact the IP-1P network throughput.

In the second case, IP-SDN, we again take network throughput measurement without background traffic. We found
no decrease in the network throughput, and then we increased the size of the background traffic, and the result
showed that with the increase in the network traffic, the throughput value increased too, by 5-10%. This means
that the presence and increase of background traffic positively impact the network throughput in the case of IP-
SDN, which is a very good sign for organizations that want to migrate from a conventional legacy network to a
hybrid SDN and fully SDN network.

5.5.2.2. Delay

Basically, the delay is another important parameter: the time taken to transfer data from the source to the
destination. In a network, delays can occur due to different variables, such as device quality, source-to-destination
distance, and congestion. In a computer network, we can measure the delay of the network by this formula:

Delay = t2-t1n )

Variable ‘t2” indicates the time when a packet is received on the destination nodes. The value of ‘t2” is calculated
by subtracting the packet time sent from the sender side, represented by the variable ‘t1°, and n represents the total
amount of data.

The delay value, which is the difference between “t2” and “t1,” is determined by the number of packets transmitted
into the devices or network, so the volume of packets being sent influences the total delay.
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Figure 5.14. Delay comparison.

To measure the delay of the network in our environment, we have used Wireshark to collect information from each
packet delivered from the source to the destination, as delay refers to the time a packet takes to be sent from the
sender to the receiver.

As you can see in Figure 5.14, for the delay measurement, we took and considered both the case IP-IP and IP-
SDN, the same as before, we increased the background traffic gradually, or simply we increased the size of the
traffic data for both cases to take the measurement of the delay. As a result, we found that with the traffic increases,
the delay value increases too in both cases, IP-to-IP and IP-SDN. More experiments and taking the average delay
showed that with increasing gradual traffic, IP-SDN performs much better than IP-1P networks, as it gets a much
lower delay than IP-IP networks.

For the delay measurement in both cases, we experienced an increased delay with more background traffic, but the
IP-SDN network processes extra traffic more effectively, resulting in a minimum average delay compared to the
IP-IP network.

5.6. Summary

It is well known that SDN is a cutting-edge network design that decouples the control and data layers to offer
exceptional network control, flexibility, and efficiency. However, migrating straight from a conventional network
to a fully SDN-based network appears challenging. A contemporary network design, known as hybrid SDN, is the
optimal solution as it blends the programmability and adaptability of SDN with the stability and familiarity of
conventional network designs. Hybrid SDN is a modern network design that combines the flexibility and
programmability of SDN with the familiarity and robustness of conventional networking. In this study, we
investigated the interconnection of SDN nodes with conventional legacy devices in a hybrid SDN environment;
we looked at how SDN nodes interconnect with conventional network devices using the ONOS controller. Through
extensive simulation, we found that hybrid SDN is the optimal solution for organizations seeking a modern network
infrastructure. Our finding indicates that hybrid SDN, which provides a more scalable, flexible, and programmable
network environment, is the best option for enterprises looking to upgrade their network infrastructure without
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experiencing service outages or network disruptions. By deploying sophisticated QoS policies in the hybrid
environment, we can see significant improvements in the overall network performance, including lower latency,
increased bandwidth usage, and enhanced overall user experience. Using machine learning algorithms for adaptive
QoS and traffic prediction can improve the network's capacity to deal with diverse and unpredictable traffic
patterns. The future of hybrid SDN networks holds enormous potential, especially when considering long-term
sustainability, adaptability, and integration with fast-changing technologies such as IoT and 5G.
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CHAPTER-6

CONCLUSION AND FUTURE SCOPE

In this comprehensive thesis, we have delved into the critical issue of migration to a hybrid SDN and optimization of
QoS in the hybrid SDN networks, presenting three novel mechanisms across chapters 3,4, and 5. These mechanisms
address different aspects of migration toward hybrid SDN and then QoS optimization in a migrated hybrid SDN and
offer valuable insights into improving network performance, reducing packet loss, minimizing maximum link
utilization, minimizing delays, and optimizing resource utilization.

Chapter 3 introduced the FCM (Flow Control Method) approach, which investigates the incremental deployment
of SDN nodes in conventional networks using a simple greedy algorithm, presenting a potential solution for the
evolution of network architecture. We investigated the optimal migration sequence from a conventional network
to a hybrid SDN to address the optimization impact on controllable traffic. The proposed technique efficiently
integrates SDN features while minimizing network disruption and optimizing link utilization. We evaluate the
optimal deployment of SDN nodes through simulations, considering network topologies, available resources, and
traffic patterns. Simulation experiments conducted on real network topologies demonstrate that by upgrading 17%
of the nodes to SDN, near-optimal performance can be achieved while requiring substantially less investment in
resources and effort for network upgrades. This result suggests that the greedy approach is cost-effective and highly
efficient in practical scenarios. Achieving near-optimal load balancing with minimal upgrades could offer
significant advantages for network operators, making it a valuable strategy for managing network performance in
real-world applications. This study contributes to the knowledge of SDN deployment methodologies, providing
valuable insights for organizations seeking to transition to a more flexible and agile network infrastructure.

In Chapter 4, we have proposed a method for the routing optimization in a hybrid software-defined network. In the
hybrid SDN environment, two different network devices coexist and interconnect with each other; this change
presents significant challenges and opportunities in traffic engineering in the hybrid SDN, which requires a creative
solution to improve network efficiency, performance, and resource utilization. We studied the challenge of the
routing optimization of traffic engineering in a migrated hybrid network and formulated the problem as a mixed
integer nonlinear programming model.

We introduced a heuristic technique, H-STE, to improve traffic engineering in the hybrid SDN; we concentrated
on minimizing the Maximum Link Utilization by optimizing two critical aspects: optimizing the OSPF weight
settings across the whole network to balance the flows originating from conventional devices and optimizing the
traffic splitting ratio of SDN nodes. The H-STE method helps bridge the gap between the two by optimizing the
whole network performance and adhering to the limitations imposed by legacy routing infrastructure. We have
conducted several experiments on real network datasets; the results demonstrate that with a 30% deployment ratio
of SDN nodes, we can reduce the MLU and get close to the optimal result to get maximum benefits from the
concept of a hybrid SDN network. The study findings contribute to the progress and development of efficient,
flexible, and robust communication infrastructures as we strive to enhance network management and design. This
research contributes to the expanding discussion of TE and routing optimization in the hybrid SDN, necessitating
efficient solutions to improve network efficiency, performance, and link utilization.

In Chapter 5, we investigated the interconnection of SDN nodes with conventional legacy devices in the hybrid
SDN environment. We studied the integration of SDN nodes alongside conventional legacy networks and explored
how to peer and integrate SDN nodes with conventional legacy networks using the SDN-IP application located on
top of the application layer of the ONOS controller.

As multiple SDN controllers exist, selecting the perfect controller based on the network topology is the key to
achieving optimal network performance. We have studied and examined different controllers for the hybrid SDN
environment, as multiple controllers exist. Notable controllers are NOX, Floodlight, POX, ODL, Ryu, and ONOS.
Finally, we have selected the ONOS (Open Network Operating System) controller as the SDN controller for our
hybrid SDN environment, as it is compatible with the hybrid SDN network and supports SDN-IP applications.
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SDN-IP is a program that integrates legacy and SDN networks; it runs on the application layer of the ONOS
controller and allows SDN devices to integrate and communicate with the legacy routers through BGP ASes.

Nevertheless, none of the earlier studies interconnect SDN nodes with conventional legacy networks using ONOS
controllers in a real network scenario. We have considered this issue as the interconnection of SDN nodes into
conventional legacy networks with ONOS controllers using Mininet tools. Through extensive simulation, we found
that hybrid SDN is the optimal solution for organizations seeking a modern network infrastructure without network
disruption and service downtime, as hybrid SDN can deliver a more scalable, flexible, and programmable network
environment.

In conclusion, our thesis contributed comprehensive insights and novel solutions to the challenging problem of
migration sequence to hybrid SDN and optimizing traffic engineering in the migrated hybrid SDN. The methods
presented, including FCM and the H-STE approach, collectively offered valuable contributions to network
performance enhancement, congestion mitigation, and resource optimization in the hybrid SDN environment.
Furthermore, the scalability of our approach ensures that the method maintains its efficiency as the topology
expands, demonstrating its resilience in controlling diverse network topologies. This is a significant improvement
as it reduces resource utilization while enhancing network efficiency. Considering these factors, our method can
optimize routing decisions more effectively, ensuring the network functions optimally within its capacity
limitations while meeting performance requirements.

This finding is insightful and a baseline for balancing the advantage of SDN control with resource costs in a typical
hybrid SDN network; it suggests a balance point where minimum SDN control is applied to control traffic without
heavily depending on SDN resources. However, the generalizability of this result can vary under different network
configurations and conditions. Adjusting the SDN deployment ratio may improve performance for more
specialized or extreme scenarios, such as networks with high dynamic traffic, strict resiliency requirements, or
limited path redundancy. This ratio can be a starting point, but may need to be adjusted to suit specific network
characteristics and operational demands.

This thesis also opens up several avenues for future research and advancements in traffic engineering in a hybrid
SDN environment. The future of HSDN systems holds enormous potential, especially when considering long-term
sustainability, adaptability, and integration with fast-changing technologies such as 10T and 5 G. Future research
could concentrate on integrating hybrid SDN with edge computing, in which hybrid SDN solutions route data
intelligently to the local edge nodes for real-time processing while only sending critical data to the data centers or
central cloud. As 10T and 5G networks generate massive amounts of data, this technique would improve network
latency, minimize congestion, and enhance overall response in 10T and 5G applications. Another potential future
scope is the exploration of more robust algorithms that may automatically adapt threshold values based on the
specific characteristics and requirements of different network types. In the Future, we will try to develop an Al-
driven optimization model to determine which 30% of nodes should be SDN-enabled to gain maximum
performance with minimal cost, and try to compare the performance impact of 30% vs. 50% vs. fully SDN
deployment in ISP and enterprise networks.

We believe that the Hybrid SDN network has come a long way; however, some missing areas still need more
research and exploration, which leads to further improvements. Scalability in the Hybrid SDN network is one of
the key problems caused by adding or changing the number of network nodes; for complicated hybrid SDN
scenarios, more proven research is needed with scalability studies. Security is another crucial deficiency in the
hybrid SDN network that must be at the essence of it and worthy of being considered as the central part of seamless
hybrid SDN networks. In addition to that, researchers should focus more on privacy issues, new standards, and
models of the hybrid SDN networks. By addressing these future research areas, we may continue to advance traffic
engineering optimization techniques, enabling reliable, scalable, and optimized operations of hybrid SDN networks
across a wide range of applications.
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