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ABSTRACT

With the exponential growth of multimedia data and increasing concerns over privacy
and information security, image encryption has become a crucial area of research.
Traditional encryption algorithms, though effective for textual data, are often ineffi-
cient for images due to their large size, high redundancy, and strong pixel correlations.
Despite their importance, these image encryption algorithms face several drawbacks.
First, many image-specific methods suffer from key sensitivity issues. Second, some
algorithms fail to provide resistance against classical attacks, thereby compromising
security. Third, some methods fail in resisting the statistical attacks and differential
attacks. Fourth, some methods cannot even reduce the correlation coefficient between
the adjacent image pixels.

To overcome these drawbacks, chaotic maps were used in the application of image
encryption. Chaotic maps, with its inherent features of sensitivity to initial conditions,
unpredictability, and ergodicity, are popular for designing secure and efficient image
encryption algorithms. But a few chaotic maps available in literature suffer from limi-
tations including narrow range of control parameter, non-uniform output distributions,
low and negative Lyapunov exponents and insufficient randomness.

This thesis introduces a novel set of discrete chaotic maps designed to overcome
limitations in chaos-based image encryption algorithms, such as narrow chaotic range
and non-uniform distribution. The proposed maps demonstrate a significantly broader
chaotic range, a uniform output distribution, and higher Lyapunov exponents, culmi-
nating in robust pseudo-random number generators. These generators form the core of
a new image encryption algorithms that integrate novel confusion-diffusion architec-
ture, specifically designed to minimize adjacent pixel correlation and maximize cipher
image randomness. The effectiveness of the proposed approach is rigorously validated
through a comparative security analysis against state-of-the-art algorithms. Compre-
hensive tests including statistical, differential, and chosen-plaintext attacks, low corre-
lation coefficient and information entropy closer to 8, confirms the algorithm’s superi-
ority, while maintaining high computational efficiency. The collective contributions of
this work establish a more secure, efficient, and reliable framework for digital image
encryption.
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Chapter 1

Introduction

This chapter serves as a foundational framework, presenting background in Section 1.1,
motivation in Section 1.2 along with the contribution in Section 1.3. The organization

of thesis is discussed in Section 1.4.

1.1 Background

In this digital age, the exchange of multimedia data have become an integral part of
modern communication systems [1]. Among various forms of multimedia, digital im-
ages occupy a particularly significant position due to their extensive use across multiple
critical sectors. From medical diagnostics and military operations to surveillance sys-
tems, journalism, and social networking platforms, images serve as powerful tools for
conveying complex information rapidly and accurately [2]. Their visual nature makes
them indispensable in contexts where text or numerical data alone may fall short in
delivering comprehensive insights or interpretations. As a result, digital images are
now being produced and shared across open networks at a large scale. Sometimes the
digital images may contain secret information that if gets leaked, it can have serious

consequences for both individuals and institutions.

However, despite their usefulness, digital images also present unique challenges from



a data processing and security standpoint. One of the fundamental characteristics of
image data is its high volume. A single high-resolution image can contain millions
of pixels, each carrying intensity or color information. This results in a substantial
amount of data that must be handled carefully, whether during storage, processing, or
transmission. Moreover, images exhibit a high degree of spatial redundancy, mean-
ing that adjacent pixels are highly correlated [3]. In natural images, the value of a
given pixel is usually very similar to that of its neighboring pixels, especially in areas
with consistent textures. This high inter-pixel correlation poses specific challenges and

opportunities in various domains, such as image encryption.

Image encryption is a technique that aims to protect visual data by transforming a
plain image into an unintelligible format [4]. The encryption ensures that the visual
content cannot be interpreted by any unintended recipient often referred to as an ad-
versary. To encrypt images, two main operations confusion and diffusion operations
are applied. Confusion refers to the process of rearranging the positions of the image
pixels, while diffusion focuses on altering the actual values of the image pixels [5].
Together, the confusion and diffusion operations complement each other to achieve a
high level of security [6]. While confusion destroys the spatial relationships of pixels,
diffusion conceals the original intensity values and statistical patterns. Hence, effective
image encryption algorithms (IEAs) must not only manage the large volume of data in
digital images but also address the inherent pixel-wise correlations to maintain image

integrity, confidentiality, and efficiency.

Traditional cryptographic algorithms such as the Advanced Encryption Standard
(AES) [7], Data Encryption Standard (DES) [8], and Rivest—-Shamir—Adleman (RSA)
[9] have been extensively used to protect textual data. However, applying these algo-
rithms directly to encrypt images can lead to several challenges due to the character-
istics posed by images. Furthermore, due to their weak diffusion performance, they
are not suitable for image encryption applications. To address these limitations, re-
searchers have explored alternative encryption methods specifically suited for images.
Among them, chaos-based cryptographic techniques have emerged as a highly promis-

ing domain [10, 11].

Chaos theory deals with deterministic systems that exhibit unpredictable behavior



due to extreme sensitivity to initial conditions, topological mixing, and dense periodic
orbits. [12]. Chaotic systems are easy to implement and are used as pseudo-random
number generators encryption applications [13, 14]. When incorporated into IEAs,
chaotic systems significantly enhance security by ensuring a vast key space and of-
fering robust resistance against various cryptanalytic attacks, such as brute-force, sta-
tistical, and differential attacks. Numerous chaotic maps have been explored for this
purpose, including Logistic map [15], Sine map. These maps can be used individu-
ally or in combination to enhance the unpredictability and robustness of the encryption

process.

1.2 Motivation

In recent years, a wide range of chaos-based IEAs have been proposed, leveraging
techniques such as compressive sensing [16, 17, 18], DNA-based encoding [19, 20],
quantum operations [21, 22], chaotic systems [23, 24], and optics-based methods [25,
26]. While these methods contribute to the advancement of secure multimedia trans-

mission, many existing IEAs suffer from critical limitations.

Several algorithms lack sufficient key sensitivity, making them vulnerable to brute-
force and differential attacks. Others fail to defend against known-plaintext and chosen-
ciphertext attacks, thereby compromising the confidentiality of encrypted data. Addi-
tionally, some algorithms do not introduce adequate randomness into the ciphertext,
leaving them susceptible to statistical attacks. Furthermore, many techniques struggle
to significantly reduce the correlation between adjacent pixels, which weakens their

ability to obscure image patterns.

Chaotic systems have been widely adopted in IEAs due to their inherent proper-
ties such as sensitivity to initial conditions, deterministic unpredictability, and pseudo-
random behavior [27]. However, many recent chaotic maps used in digital encryption
suffers from narrow chaotic range of control parameter, non-uniform output distribu-
tion, low or negative Lyapunov exponents (LE), and low entropy [28]. Moreover, when
implemented on digital platforms, the finite-precision arithmetic can introduce period-

icity and lead to the degeneration of chaotic behavior, ultimately affecting the security



of the algorithm.

Low-dimensional chaotic systems often lack the complexity needed to ensure high
levels of security. Their behavior can become predictable under specific parameter

settings, reducing their effectiveness in cryptographic applications.

This thesis is motivated by the following key challenges identified in the existing

literature:

1. The existing IEAs suffer from key sensitivity issues, weak confusion-diffusion

mechanism, and vulnerability to statistical and differential attacks.

2. Many chaotic maps used in IEAs exhibit non-uniform distributions, limited chaotic

range, and low LEs, limiting their effectiveness.

3. Several algorithms fail to sufficiently reduce inter-pixel correlation in cipher im-

ages, resulting in compromised visual confidentiality.

To address these issues, there is a need to develop novel chaotic systems with en-
hanced dynamical properties, as well as robust encryption algorithms that offer high

computational efficiency along with resistance to several cryptanalytic attacks.

1.3 Objectives and Contributions

The objective of the thesis is to explore and evaluate the effectiveness of chaos-
based IEA. Specifically, the study aims to investigate how various chaotic maps and
their integration with cryptographic frameworks contribute to strengthening confusion
and diffusion mechanisms. By analysing recent advancements and hybrid approaches,

the objective is

1. To develop a high-dimensional chaotic maps with unlimited range of control
parameter, multiple positive LEs, uniform output distribution with its application

in image encryption.

Contribution: To accomplish the objective, a set of high-dimensional chaotic

maps have been developed across Chapters. In Chapter 3, a novel chaotic map is



constructed using an optimization test function, ensuring enhanced chaotic char-
acteristics such as a wide range of control parameters and increased sensitivity to
initial conditions. Chapter 4 explores the coupling of classical chaotic maps such
as Logistic map and the Kaplan-Yorke map. The coupling mechanism not only
increases the dimensionality but also helps in achieving multiple positive LEs
and improves randomness, both essential for cryptographic strength. In Chapter
5, Logistic map and sine function are embedded into the structure of exponen-
tial map to create the SHIELD map, which offers richer dynamics and a more
uniform distribution. Chapter 6 focuses on extending the existing ezr-map to de-
velop 2D and 3D chaotic maps. Chapter 7 proposes a Zirili-Logistic map. The
Zirili-Logistic map is developed leveraging functions such as sine, exponential,
Zirili along with Logistic map. The chaotic dynamics of the proposed maps are

analysed in terms of BD, PD, LE, SE and PE. The maps are integrated in an IEA.

. To develop novel confusion and diffusion operations that reduces the adjacent

pixel correlation along with peaks and valleys of the plain image.

Contribution: To achieve this objective, in Chapter 3 we have proposed two
novel techniques, “Modified Cyclic Diffusion with Pixel Mixing” and “Cascad-
ing Confusion Transformation” to perform pixel-level diffusion and confusion
effectively. In addition in Chapter 5, we have introduced “Dynamic Diffusion
Operation” and “Two-Step Confusion Operation”, which further enhance the
scrambling and intensity alteration of image pixels, thereby strengthening the
overall encryption process. The Chapter 7 discusses magic square based-FSM.
The matrix is used to shuffle the image pixels thereby reducing statistical infor-

mation and pixel correlation.

. To develop a novel key stream generation method and its application in image

encryption.

Contribution: To fulfill this objective, we have proposed a novel method for
generating initial seeds that serves as the input parameters for chaotic maps used
in image encryption. The proposed seed generation method ensures that the

initial values are highly sensitive to changes in the raw input, meaning even



a single-bit change leads to entirely different key. This sensitivity not only en-
hances the randomness and unpredictability of the generated chaotic key streams

but also strengthens the encryption map against several attacks.

4. To develop a robust, efficient, and computationally fast IEA that is applicable to

real-life problems as well.

Contribution: To accomplish the objective of developing a robust, efficient, and
computationally fast IEA applicable to real-life problems, we have proposed six
distinct encryption algorithms across Chapters of the thesis. Together, these con-
tributions demonstrate a comprehensive effort toward designing secure, efficient,

and practical IEA with strong applicability to various real-world scenarios.

1.4 Organization of the Thesis

The thesis is structured into nine chapters:

Chapter 2 presents introduction of chaotic maps and encryption algorithms along
with the literature on existing chaotic maps and IEAs. It outlines the performance mea-

sures employed to analyze chaotic dynamics and to evaluate the robustness of IEAs.

Chapter 3 explores the development of a chaotic map utilizing the Zirili optimiza-
tion function, leveraging its multi-modal and oscillatory characteristics to enhance
chaotic behavior. The proposed Zirili map is analyzed for its dynamical properties
and integrated into an IEA, employing modified cyclic diffusion with pixel mixing and
cascading confusion transformation. Comprehensive evaluations demonstrate its high
randomness, strong resistance to differential and statistical attacks, and suitability for

secure digital image transmission.

Chapter 4 introduces a Coupled Kaplan-Yorke-Logistic map designed by combining
Kaplan-Yorke map and Logistic map. The dynamics of map are thoroughly analyzed
using various performance measures, demonstrating its high unpredictability and sen-
sitivity to initial conditions, which are essential for secure encryption. A robust IEA is
proposed that leverages the chaotic sequences generated by the map for confusion and
diffusion of pixel data. The chapter further presents a comprehensive security analysis

confirming the algorithm’s effectiveness against several cryptographic attacks.



Chapter 5 presents the design and application of a novel chaotic map, the SHIELD
map, for image encryption. The SHIELD map is developed by combining exponen-
tial and sine functions along with Logistic map. Subsequently, the chapter introduces
SHIELD-IEA, an IEA that employs the SHIELD map along with a two-step confu-
sion process (bit-level and Fisher-Yates shuffling) and dynamic diffusion operations
to ensure high randomness, strong diffusion, and resistance against cryptographic at-
tacks. Finally, the chapter describes comprehensive security and performance analysis
of SHIELD-IEA, demonstrating its effectiveness in producing robust and secure cipher
images.

Chapter 6 presents the development of two novel IEA utilizing modified chaotic
maps derived from the 2D ewr map. The proposed maps, namely the 2D Sine ex
map and the 3D Non-linear Sine hyper-chaotic map, incorporate transcendental num-
bers and nonlinear functions to achieve high sensitivity to initial conditions and robust
chaotic behavior. Subsequently, the chapter presents the design of IEAs using the mod-
ified maps along with the fractal sorting matrix, followed by a comprehensive security

analysis, confirming the effectiveness of proposed algorithms.

Chapter 7 presents a novel IEA leveraging Magic Square Matrix—based Fractal Sort-
ing Matrix and Zirili-Logistic map. The chapter describes formulation and detailed
analysis of the ZLM using various performance measures. Subsequently, a magic
square matrix-based FSM is introduced, highlighting its structural novelty and secu-
rity advantages over conventional fractal sorting matrices. Leveraging both map and
the matrix, a secure IEA is developed. The chapter concludes with a comprehensive
security and performance analysis of the proposed IEA using several metrics demon-

strating its effectiveness in producing robust cipher images.

Chapter 8 focuses on developing a secure IEA that integrates multiple chaotic maps
with a linear feedback shift register to enhance the protection of digital images. The
IEA employs two-step permutation and two-step diffusion processes to disrupt the
plain image. A comprehensive analysis is presented using several metrics that demon-

strate robustness against various attacks.

Chapter 9 concluded the key contributions of the thesis, highlighting the develop-

ment and analysis of novel chaotic maps and their application to secure image encryp-



tion. It presents the main findings, evaluates the effectiveness and robustness of the
proposed algorithms, and discusses their potential extensions and real-world applica-
bility. Additionally, the chapter outlines the societal and technological impact of the
work, emphasizing how the proposed encryption methods enhance data security and

privacy in various digital communication and multimedia applications.



Chapter 2

Preliminaries and Literature Review

This chapter introduces chaotic maps and IEAs, together with a review of the relevant
literature. Furthermore, the performance measures to evaluate both IEAs and chaotic
maps along with data-set description, are discussed in the chapter. Section 2.1 intro-
duces chaotic maps along with its application in IEA. The relevant literature on chaotic
maps and IEA is discussed in Section 2.2. Section 2.3 describes performance measures
employed to analyze the chaotic behavior of the maps, and resilience of the IEAs. Fi-

nally, Section 2.4 describes image data-set used to analyse the performance of IEA.

2.1 Introduction

Chaos theory describes the behaviour of certain dynamical systems; that is, systems
whose state evolves with time may exhibit dynamics that are highly sensitive to the
initial conditions. This happens even though these systems are deterministic, meaning
that their future dynamics are fully defined by their initial conditions, with no random
elements involved. This behaviour is known as Deterministic chaos or simply chaos.
Edward Lorenz summarised chaos theory as: “When the present determines the future,
but the approximate present does not approximately determine the future”. Chaotic
behaviour occurs in many natural systems such as weather, road traffic, the stock mar-

kets, our brain states and so on. This behavior can be investigated through computa-
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tional techniques such as recurrence plots. Chaos theory has applications in several
disciplines, including meteorology, environmental science, engineering, cryptography,

economics, biology and so on.

Chaotic systems play a crucial role in the study of non-linear dynamics, and complex
systems. The definition of chaos given by Robert L. Devaney says that the system is

said to be chaotic if the following features are exhibited [29].

1. Sensitive Dependence on Initial Conditions: A small difference in the initial
conditions leads to drastically different outcomes, making long-term predictions
impossible. This is popularly known as the “Butterfly effect” [30]. A conse-
quence of the sensitivity to initial conditions is that if we start with only a finite
amount of information about the system, then beyond a certain time, the sys-
tem is no longer predictable. This phenomenon is most popular in the case of

weather, which is generally predictable only for about a week ahead.

Regarding this, the definition for this condition is given as: For simplicity, let f

be a continuous function of the closed interval I C R to itself.

Definition 2.1.1. The function f : I — [ has sensitive dependence on initial con-
ditions at x € I if there exists € > 0 such that V § > 0, there exist y and n with
ly —x| < & but | /"y — f"x| > € [29].

2. Topological Mixing: This means that the system evolves over time so that any

given region of its phase space eventually overlaps with any other given region.

The mathematical concept of “mixing” corresponds to the standard intuition,
and the colored fluids are an example of a chaotic system. Mathematically, A
continuous mapping f : I — [ is said to be topologically transitive if, for every
pair of non-empty open sets A, B C I, there exists a positive integer n such that

f"(A)NB # ¢ where f" is the n'” iterate of f [29].

3. Dense Periodic Orbits: In a chaotic system, having dense periodic orbits means
that periodic orbits come arbitrarily close to every point in the space. In other

words, the system’s points are densely distributed near the periodic orbits.
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Mathematically, it is defined as: every point in a chaotic attractor lies arbitrarily
close to a point on some periodic orbit. In other words, for any point in the
attractor and any positive distance, no matter how small, there exists a periodic

orbit within that distance.

A system satisfying above conditions is considered as chaotic [29]. Furthermore, the
chaotic systems are divided into two categories depending on their nature. One of
them is discrete-time systems termed as map that describes the evolution of a system at
discrete time steps using iterative functions. While another is continuous-time systems

that describes chaotic systems evolving continuously over time.

Unlike random processes, chaotic systems are ideal candidates for cryptographic ap-
plications, especially in securing digital multimedia data such as images [31]. Chaotic
systems are leveraged to generate pseudo-random sequences utilizing initial conditions
and control parameters. The chaotic sequences are pre-processed to fit the operational
requirements of the encryption algorithm i.e., the stages of confusion and diffusion
[32]. In the confusion phase, the chaotic sequences are used to scramble the spatial
positions of the image pixels. This process, also referred to as permutation or shuf-
fling, significantly alters the structural layout of the image, breaking the inherent spa-
tial correlation among neighboring pixels. By mapping original pixel locations to new
positions in a seemingly random manner, the image’s visual coherence is destroyed,
thereby concealing any discernible patterns. This makes it extremely difficult for an
attacker to infer the original image structure without access to the exact permutation
sequence derived from the chaotic systems [33]. Following confusion, the diffusion
phase introduces randomness by modifying the pixel intensity values. Here, chaotic
sequences act as dynamic keys to alter pixel values using operations such as bit-wise
XOR, modular addition, or subtraction. The diffusion operation ensures that a minor
change in the plaintext or encryption key results in a significantly different ciphertext,
making statistical attacks and differential cryptanalysis infeasible [34]. The combina-
tion of confusion and diffusion operations driven by chaotic sequences forms a robust

and secure [EA.
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2.2 Literature review

This section presents a review of the literature on chaotic maps and IEAs. Subsection

2.2.1 focuses on chaotic maps, while Subsection 2.2.2 discusses the literature on [EAs.

2.2.1 Chaotic maps in Literature

A significant research has been done on chaotic maps due to their unique dynami-
cal properties and potential applications in cryptography and secure communications.
Early literature primarily focused on 1D chaotic maps such as the Logistic map [15],
Tent map [35], Chebyshev map [36], and Sine map[37]. Their mathematical simplicity,
ease of implementation, and low computational overhead made them attractive for ap-
plying in cryptographic applications. For example, the Logistic map was widely stud-
ied as a source of pseudo-random sequences; however, subsequent analyses revealed
limitations such as small key space, short periodicity, and non-uniform distribution. To
address these issues, researchers explored higher-dimensional chaotic maps, including
the Hénon map [38], Baker map [39] and Tinkerbell map [40], as well as continuous-
time systems such as the Lorenz [41] and Rossler attractors [42]. These systems help in
achieving larger key spaces, more complex trajectories, and richer dynamical behavior,

thereby improving cryptographic strength.

Recent research has emphasized hybrid approaches, in which multiple chaotic maps
are combined. Such methods aim to overcome non-ideal randomness, improve se-
quence uniformity, and mitigate dynamical degradation. The research work [43] pro-
posed 2D cosine Logistic map (2D-CLM) by fusing the Cosine map and Logistic map.
The research work [44] proposed 2D infinite collapse with Logistic map (2D-ICLM)
by combining 1D-ICM and the Logistic map. The phase diagram (PD) of the map
exhibits non-uniform output distribution. The research work [45] contrived a 2D Lo-
gistic coupling cubic chaotic map (2D-LCCCM) by combining Logistic map and Cu-
bic map. The research work [46] proposed a 2D iterative Gaussian Sine chaotic map
(2D-IGSCM) by combining Sine map, Gaussian map and Iterative map with infinite

collapses. The map exhibits high Lyapunov exponents (LE) indicating sensitivity to
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initial conditions. The research work [47] utilised the Logistic map and Sine map to
develop a 2D Logistic-Sine-coupling map that exhibits better ergodicity, more complex
behaviour and larger chaotic range. The research work [48] introduced 1D chaotic map
by combining Chebyshev map and ICMIC map through the methods of coupling and
parameter adjustment. The research work [49] proposed a modified digital chaotic se-
quence generator leveraging Logistic map with a coupling structure. The results show
that the length of chaotic orbits, the output distribution of chaotic map, the security of
chaotic sequences and the dynamical degradation of digital chaos have been greatly im-
proved by coupling. The research work [50, 51] combined Sine map and 2D Logistic
map into two new compound chaotic systems that exhibit better chaotic and hyper-
chaotic properties. The research work [52] proposed the improved coupling quadratic
map utilizing the classic quadratic map. The improved map exhibits more intricate non-
linear dynamics, an expanded chaotic regime, and superior randomness. The research
work [53] proposed a 1D two-parameter mixed coupled map lattice model. The analy-
sis exhibits strong chaotic behavior, high sensitivity, a broad range of parameters, and
an extensive chaotic region. The research work [54] proposed compound-coupled Lo-
gistic chaotic map by applying compounding coupling technique. The research work
[55] proposed a 2D cross Sine?-Logistic chaotic map (2D-SLM) by combining Sine
map and Logistic map. The research work [56] proposed a 2D Heénon-Sine map (2D-
HSM) by combining Hénon map and Sine map. The research work [57] introduced 2D
sine-cosine coupling chaotic map by combining the Logistic map and the Sine map that
exhibits better randomness, ergodicity and wider hyper-chaotic range. The research
work [58] proposed a 2D-Logistic-nested-infinite-collapse map (2D-LNIC) by com-
bining 1D-ICM and Logistic map. The research work [59] proposed a hyper-chaotic
cross-mode map leveraging the Logistic and Sine maps (2D-CLSS). The research work
[60] contrived a 2D Logistic memristive hyper-chaotic map (2D-LMHM) by combin-
ing Logistic map with memristor structure. The maps demonstrated limited range of
control parameters, and negative LEs at certain parameter values. Additionally, the PD

reveals a non-uniform distribution, indicating irregular dynamical behavior.

With growing interest in chaotic maps, researchers have turned to optimization test

functions for designing new chaotic maps. The research work [61] used the Schaffer
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function and proposed a 2D hyper-chaotic map. The Schaffer function is used as an op-
timization benchmark function to exploit its strict oscillation properties. The research
work [62] introduced a 2D Salomon map constructed using the Salomon function. It
structurally solves the shortcomings of some traditional maps with small chaotic ranges
and few control parameters. The research work [63] developed a 2D map by hybridis-
ing the Rastrigin and Griewank functions. Their nature, such as high complexity and
fluctuation, makes them suitable for chaotic maps. The research work [64] used the
Vincent function to develop a 2D Vincent map. The map involves logarithmic function
in addition to Sine and Cosine function that enhance the complexity and diversity of the
map. The research work [65] developed a 2D hyper-chaotic map using the Rosenbrock
function, which has perfect swinging characteristics in modular form. The research
work [66] developed a 2D fully chaotic map through a quadruple-objective optimi-
sation strategy with an artificial bee colony algorithm. An effective model for the
fully chaotic map with eight decision variables was empirically constituted. The re-
search work [67] developed an optimal chaotic map. The map is constructed using a
multi-objective optimization strategy through the artificial bee colony algorithm. An
empirical model for the optimal chaotic map with four variables is first constituted,
and then, the variables are optimized using the artificial bee colony for minimizing the
multi-objective function composed of the information entropy and LE of the optimal

chaotic map.

Apart from hybrid and test optimization function based chaotic maps, another promis-
ing direction in the design of maps is the development of memristor-based maps. The
unique nonlinear characteristics and memory-dependent behavior of memristors allow
them to generate rich chaotic dynamics with high complexity. Several studies have
demonstrated the effectiveness of such memristor-based chaotic maps. The research
work [68] proposed quadratic oscillatory-ideal memristor (QO-IM) by incorporating
an oscillatory term into the discrete memristor model, resulting in diverse dynamics
such as bi-stable and coexisting attractors and demonstrates their application in pseudo-
random number generators with high randomness. The research work [69] proposed a
multi-scroll memristive chaotic system (MMCS) that utilizes memristors with scalable

memductances to create hidden grid multi-scroll chaotic attractors. It explores dy-
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namical analysis and circuit implementation, demonstrating the system’s complexity
and feasibility. The research work [70] proposed a coupled memristor hyper-chaotic
model (CMHM) leveraging the Logistic map, sine map and discrete memristor model.
The CMHM is used to secure the medical images while transmission. The research
work [71] proposed a chaotic map termed as discrete neural network models (DNNMs)
without a discrete memristor. The map exhibits numerous periodic windows within its
parameter region and demonstrates complex dynamics, including point attractors and
chaotic attractors. For the purpose of comparison, a number of hybrid maps available

in the literature are included in Table 2.1.

Table 2.1: Chaotic maps used for comparison.

Name (Year) Ref. Chaotic map Control Parameter
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2.2.2 Image encryption algorithm in literature

The evolution of image encryption reflects a continuous effort to strengthen secu-
rity, beginning with chaos-driven techniques and expanding toward modern encryption
frameworks. Matthews [72] first applied chaotic map for encryption in 1989, propos-

ing them as an alternative to the one-time pad system. A significant advancement
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was made by Fridrich [39, 73], who proposed the permutation—diffusion framework
2D chaotic maps such as the Baker and Cat maps. This framework became a founda-
tional paradigm, inspiring subsequent studies that extended the approach with higher-

dimensional chaotic maps and more sophisticated diffusion methods [74, 75].

Several researchers later integrated chaotic maps with other cryptographic tools to
enhance the performance of IEAs. The research work [76] proposed encrypting plain
images using chaotic maps, cellular automata, and SHA-256. SHA-256 is used to
obtain the hexadecimal numbers from the image used to generate the initial values for
the chaotic maps. The sequences generated from these maps are used in the diffusion
and confusion processes. The research work [77] proposed an IEA utilising Sine map
and Tent map with Hill cipher. Incorporating the Sine function reduces the iteration
time needed for a chaotic map. This turbulent IEA exhibits remarkable speed and
efficiency in terms of security and intricacy. As the iteration time lengthens, the time

complexity of the IEA also escalates.

There are several research works utilizing DNA coding rules into image encryption,
leveraging their parallelism and vast representation capacity to enhance security and
complexity. The research work [78] proposed an IEA for color images, leveraging
DNA dynamic encoding and self-adapting permutation. First, a 4D hyper-chaotic sys-
tem is designed, demonstrating strong pseudo-randomness and a wide range of chaotic
parameters. This system creates dynamic DNA encoding, calculation, and decoding,
with hyper-chaotic sequences controlling the coding rules for added unpredictability.
Additionally, a plaintext-dependent key-stream and self-adapting permutation are pro-
posed at the bit and DNA levels of the image, respectively, enhancing the algorithm’s
sensitivity to the image and key. Theoretical analysis and simulations confirm the al-
gorithm’s strong security against various attacks. In the research work [79], the authors
proposed an IEA combining MD35, Logistic map, piece-wise linear chaotic map, and
DNA encoding. In the research work [80], an IEA utilizing 2D Logistic-adjusted-Sine
mapping and the Logistic-Sine map in combination with random DNA coding is pro-
posed. The research work [81] presents the IEA for medical images using Arnold’s
cat map and DNA cryptography. These hybrid schemes enhance key sensitivity and

resistance to attacks, but their reliance on hashing and DNA operations increases com-
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putational complexity, making real-time implementation challenging.

Another stream of research focused on constructing novel permutation and diffusion
operations to overcome the limitations of classical systems. In the research work [82],
an IEA leveraging the FSM in combination with the Chen system is proposed. The
matrix is employed to introduce confusion into the image’s pixels, while the sequence
derived from the Chen system is applied to perform pixel diffusion using the global
chaotic diffusion method. In the research work, an IEA [83] is proposed that utilises
a random Hamiltonian path and modified Bernoulli map to manipulate pixel values
of a plain image. The random Hamiltonian path is employed to obfuscate the pixel
values, while the adjusted Bernoulli map is utilized to disperse the original image’s
pixels. At first, the authors break down the image into its individual bit planes, sub-
sequently applying the random Hamiltonian path to each of them. Finally, the authors
combine processed bit planes to generate an image with distorted pixel values. In the
research work [33], an IEA was introduced utilizing 2D-e map (2D-EPM) combined
with a bit-reversion operation. First, the plain image pixels are permuted using a se-
quence generated by the map. In the diffusion stage, sequences are modified through
bit-reversion and then XOR-ed with the shuffled image. The research work in [84]
presented an IEA employing multiple bit-permutation and diffusion operations, where
chaotic sequences from a 4D hyper-chaotic map were used to disrupt the plain image.
In the research work [85], an IEA was proposed utilizing the Z-scan method with an
improved diffusion scheme, in which sequences are generated using a chaotic map de-
rived from coupled map lattices. Similarly, the research work [86] proposed an IEA
that leverages permutation and random multi-directional diffusion, with sequences ob-
tained from the Cosine-Logistic-Sine map. The research work in [87] introduced an
IEA built on a simultaneous permutation-diffusion framework. It incorporates a mod-
ified Josephus traversal with dynamic scrambling, where the scrambling of each pixel
depends on the previously diffused pixel. Here, diffusion is embedded within the mod-
ified Josephus traversal, and all operations are driven by sequences generated from the

map.

The research work [88] proposed an IEA utilizing dynamic scrambling method and

a dynamic diffusion mechanism. It used chaotic sequences generated by generalized
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Hamiltonian system. The system’s initial values are controlled by both external and
internal key streams, ensuring that cipher generation is tightly linked to a plain im-
age, parts of the cipher image, pseudo-random sequences, and the key stream, enhanc-
ing resistance to plaintext and related attacks. The research work [89] proposed an
IEA for color images. It used a plane element rearrangement and a dynamic selec-
tion row—column cross-scrambling to efficiently mix each color plane. Additionally, a
cross-plane diffusion method ensures that any change in one element affects the entire

image, making it more secure.

Optimization-based approaches have also been explored to improve the key genera-
tion process. The research work [90] presents an IEA utilizing key optimisation using
a particle swarm optimisation algorithm and a novel modular integrated Logistic expo-
nential map. The research work [91] proposed an IEA utilizing a conservative hyper-
chaotic system and biological gene algorithms. SHA-512 computes the hash of plain
image, and a key generation algorithm generates the initial keys for the hyper-chaotic
system. The IEA utilized dynamic coding rules, dynamic gene uniform crossover al-

gorithm and dynamic gene mutation algorithm to disrupt the plain images.

The research work [92] proposed an IEA that used an intertwining Logistic map and
Brownian motion to disrupt the pixels of the plain image. At first, the plain image was
masked with random data for a complex cipher image. In the research work [93], an
IEA utilising substitution-permutation network is proposed. The sequences generated
by fractal-order 1D chaotic map are utilized for encryption purposes. In the research
work [94], the authors designed an improved cross-coupled map lattice. The improved
map integrates a Tent map alongside modulation operations. It serves a pivotal role
in the bit-level encryption process, boasting resilience against common attacks. In the
research work [95], an IEA utilizing the 2D-SCMCI hyper-chaotic map is proposed.
The IEA first performs scrambling operations along both rows and columns, ensuring
thorough permutation of pixel positions. Subsequently, forward and backward diffu-
sion techniques are applied to spread pixel values across the image, achieving high

sensitivity to initial conditions and plaintext changes.



19

2.3 Performance measures

This section outlines the metrics employed to evaluate both the chaotic behavior
and the resilience of IEA. The metrics used to analyze the chaotic map are described
in Subsection 2.3.1, whereas those for assessing the IEA are presented in Subsection

2.3.2.

2.3.1 Performance measures for chaotic map

Dynamical analysis of chaotic maps is essential to understand their complexity, sen-
sitivity, and unpredictable behaviour. Despite appearing random, chaotic maps follow
deterministic rules, making analysis crucial for identifying underlying patterns. This
understanding helps in predicting long-term behaviour and preventing undesirable out-
comes in fields like cryptography. It also aids in distinguishing true chaos from noise
and enables the design of maps resilient to instability. For this, several tests are used to
analyse and characterize the chaotic maps. We have described a few of them here that

are utilized to confirm the existence of chaotic behaviour.

Bifurcation diagram (BD)

A BD is a visual representation that shows how the long-term behaviour of a dynamical
map changes as the control parameter is varied [30]. It plots the possible steady-state
values (or attractors) of a map against a changing control parameter. As the param-
eter changes, the map can undergo bifurcations, where a single stable outcome splits
into multiple outcomes, indicating transitions from periodicity to chaos. In particular,
whenever a map transitions from a stable state to oscillations of increasing complexity,
it can lead to chaotic behaviour, characterised by an aperiodic, sensitive dependence
on initial conditions. The presence of a dense, fractal-like structure in certain regions

of the BD is a hallmark of chaos, confirming its existence in the map.

Phase diagram (PD)

A PD is a graphical representation of a dynamical map’s behaviour by plotting its state

variables against each other, often showing how the map evolves over time in a multi-
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dimensional space called phase space [30]. Each point in this space represents a possi-
ble state of the map, and its trajectory shows how the state changes. PD help identify
patterns such as fixed points, limit cycles, or strange attractors. The presence of chaos
in a PD is established when map trajectories exhibit aperiodic behavior, demonstrate
high sensitivity to initial conditions, and evolve toward a strange attractors. This com-
plex yet deterministic behaviour, where nearby trajectories diverge over time, visually

demonstrates the hallmark characteristics of chaotic maps.
Lyapunov exponent (LE)

The LE is a significant metric used to analyse the chaotic dynamics of a map by quan-
tifying the exponential divergence between two infinitesimally close trajectories as a
function of change in the control parameter [30]. The LE of a chaotic map can be

calculated using (2.3.1).

1n—1
LE = lim = ¥ In| f'(x; 23.1
Jim % ) @31

Where 7 is the maximum number of iterations, and f”(x;) is the first derivative of the
chaotic map at point x;. If the LE of the 1D chaotic map is greater than zero, the map
is said to be chaotic. If a multi-dimensional map has multiple positive LEs, then the

map is said to be hyper-chaotic.
Permutation entropy (PE)

PE is a nonlinear measure of complexity that quantifies the degree of disorder in a
time series by analyzing the relative order of neighboring values rather than their exact
magnitudes [96]. The process involves partitioning the sequences into subsequences
of a chosen dimension n and delay 7, determining the permutation patterns (ordinal
relations) within each subsequence, and estimating the probability distribution p, of

these patterns. The PE is defined as given in (2.3.2).

n!

PE(n)=— Y pcloga(py) (2.3.2)
¢=1

where the sum runs over all n! permutations { of order n. p¢ shows the probability
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of the occurrence of the permutation {. When the PE value of the data approaches 1,

it exhibits chaotic behaviour.
Sample entropy

SE! is a measure of entropy employed to assess the intricacy of time series data. It
quantitatively defines the complexity within a data. A series with higher SE implies
lower regularity and, thus, higher randomness of the dynamic map. If the SE value
is positive, the generated sequences are chaotic and do not follow any regular order

or have a pattern that has not been seen before [97]. Let X = {x,x2,...,x,} and

X (i) = {xi,Xi+1,- -, Xm—1+i} With dimension m. The SE can be calculated using
A
SE(m,r,n) = —log 2 (2.3.3)

where A and B are the number of vectors satisfying d (x,,11(i),xn+1(j)) < r (i # j.d-

Chebyshev distance) and d(x,(i),x,(j)) < r respectively.

2.3.2 Performance measures for image encryption algorithm

To evaluate the robustness of IEA against various attack, several performance mea-
sures have been employed, including NPCR (Number of Pixels Change Rate) and
UACI (Unified Average Changing Intensity), correlation analysis, entropy analysis,
and histogram analysis. These measures are discussed in detail in the subsequent sub-

sections.
Information Entropy Analysis

Information entropy is a key metric used to analyse the randomness of data [98]. A
higher entropy value means greater uncertainty in predicting pixel values, which in turn
indicates stronger resistance against statistical attacks. For a perfectly encrypted 8-bit
image, the ideal entropy value is close to 8. The formula used to compute information

entropy is given in (2.3.4).
L-1
H(S)=—Y pilog, p; (2.3.4)
i=0

"https://cschoel.github.io/nolds/_modules/nolds/measures.html#sampen
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where p; denotes the probability of the occurrence of intensity level i in the image and
L is the maximum gray-scale level. S is the set which includes the numbers from i =0

toi=0L.

Histogram Analysis

The histogram of an image is a tool for analysing the distribution of pixel values. For
a plain image, certain pixel values occur much more frequently than others. This cre-
ates peaks and valleys in the histogram. In case of cipher image, every pixel value
should appear with roughly equal probability, so the histogram looks uniform. Its uni-
form distribution indicates the robust IEA and a high level of security against potential

statistical attacks [99].

Adjacent Pixel-Correlation Analysis

The correlation between adjacent pixels in an image is analyzed to characterize their
inter-dependency [100]. The plain images exhibit a high degree of pixel correla-
tion, whereas the cipher images show significantly reduced pixel correlation. A lower
adjacent-pixel correlation in cipher images suggests that the IEA’s is resistant to statis-

tical attacks. The correlation coefficient is defined as in (2.3.5).

cov(x,y)
x,y) = V0 (2.3.5)
p(x.) 0,0y

Where cov(x,y) is the covariance between x, and y. o, and 0y, is the standard deviation
of x and y, respectively. The value of the correlation coefficient lies in the [-1,1]. A
value closer to zero indicates no correlation, while a value closer to one shows a high
correlation. In this thesis, the correlation coefficient of adjacent pixels is analyzed in
three directions: horizontal (HD), vertical (VD), and diagonal (DD). For this analysis,
10,000 random pixels are selected from both the plain and cipher images, together with
their corresponding neighboring pixels. The computed correlation values are presented

and the pixel distributions are illustrated through graphical representations.
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Occlusion attack

In any communication channel, data loss is a potential risk, which may arise from
network-related issues, such as congestion or transmission errors, or from adversar-
ial actions. The encryption and decryption algorithms must be designed to allow for
partial recovery of the encrypted image, even in cases where complete data cannot be
recovered. An occlusion attack, for instance, can result in a significant loss of the en-
crypted image during transmission [101]. The developed IEA must have potential to
restore a significant portion in the decrypted image so that image content can be iden-
tified. In this thesis, a small portion of the cipher image is removed and then the image
is decrypted. If the content of the image is visible, it can be concluded that the IEA is

resistant to occlusion attack.

Noise attack

In the real world, information transmission is inevitably affected by noise [102]. There-
fore, IEA should be able to restore cipher images that are contaminated by noise. The
IEA should be capable of reconstructing noisy portion of the decrypted image, ensur-
ing that the image content remains recognizable. In this thesis, the cipher image is
corrupted with salt-and-pepper noise prior to decryption. If the decrypted image still
reveals identifiable content, it can be inferred that the IEA demonstrates resistance to

noise attacks.

Differential Attack

A differential attack is a cryptanalysis technique that studies how variations in the input
influence the resulting changes in the output. Instead of directly analyzing the absolute
values of plaintexts and ciphertexts, it focuses on how small, controlled modifications
in the plaintext propagate through the encryption process and impact the ciphertext.
By observing differences across multiple encryptions, attackers can exploit statistical
biases or predictable behaviors in the algorithm to recover secret key more efficiently

than brute-force methods.

To thwart such attacks, a robust IEA must ensure that even a one-bit change in the

plain image produces an entirely different cipher image [103]. The resistance of an [EA
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against differential attacks is typically evaluated using Number of Pixel Change Rate
(NPCR) Unified Averaged Changed Intensity (UACI). These metrics are calculated
using the mathematical expressions defined in (2.3.6) and (2.3.7).

Y ;D(i, j)

Where,

p

L Af R (i, j) # Re(i, J):

0. if Ri(i,]) = Ra(i.):

D(ivj) =

1 [ R, j) = Ra(i, j
le(J) 2(i, )|

VACT = 3N 255

x 100% (2.3.7)

| ij
R, is the encrypted image of the plain image, and R, is the encrypted image obtained
from the modified plain image. For an encrypted image, the NPCR has an ideal value

of 99.6094%, and the UACI has an ideal value of 33.4635%.

Resistance to Classic Attacks

Encryption algorithms are traditionally subjected to four primary categories of crypt-
analytic threats: ciphertext-only attacks, known-plaintext attacks, chosen-plaintext at-
tacks, and chosen-ciphertext attacks [104]. Each of these methods exploits different
levels of information available to the adversary. Among them, chosen-plaintext at-
tacks are regarded as the most prevalent in practical cryptanalysis, since they allow
the attacker to deliberately select specific plaintexts and observe the corresponding
ciphertexts [105]. This capability provides valuable insight into the structure of the en-

cryption algorithm, making it a powerful tool for evaluating algorithmic weaknesses.

However, prior research has demonstrated that an IEA can withstand such chosen-
plaintext attacks [106, 107], as long as the fundamental security requirement expressed

in condition (2.3.8) is satisfied.

where P, and P, refer to the two original unaltered images, while C; and C, represent
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their respective encrypted images. This condition ensures that the encryption algorithm
retains sufficient randomness and complexity to prevent an adversary from deducing

meaningful patterns.
NIST Randomness test

The NIST test suite (developed by the National Institute of Standards and Technology)
is set of statistical tests to evaluate the randomness of binary sequences, especially in
the context of cryptographic applications [108]. It helps in determining the randomness
of encrypted image. Each test utilises a p-value obtained at a significance level 8
= 0.01. The random sequence is considered to pass a given randomness test if the

obtained p-value is greater than 3.
Execution time analysis

The running time of the IEA plays a crucial role in determining its suitability for real-
world applications. The IEA has to be highly effective in keeping up with images’
rapidly increasing data capacity. For this purpose, the IEA was repeated 50 times, and

the mean execution time was recorded.

2.4 Data-set description

The images selected from the USC-SIPI Image Database® consist of high-quality
gray-scale images. They include textures, aerial photographs, and miscellaneous scenes,
with diverse resolutions. These images were chosen to represent diverse visual content,
including natural textures, man-made structures, and complex patterns, making them

suitable for evaluating image processing techniques.

To analyse the security and efficiency of IEA, a series of experiments on diverse
images is performed. Additionally, the effectiveness and resilience of the proposed
IEAs are compared with algorithms in terms of various key metrics. The IEA was
implemented on a computer running Windows 11, equipped with a 2.60 GHz CPU and

8 GB of RAM. The numerical simulations were performed using Python 3.10.

*https://sipi.usc.edu/database/database.php
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Chapter 3

Zirili map with application in Image

Encryption

This chapter addresses the growing need for secure and efficient cryptographic algo-
rithm by exploring test optimization function based chaotic map and its applications in
IEA. The development of chaotic maps leveraging optimization functions has emerged
as a significant area of research, particularly in the domain of IEAs. Optimization test
functions have been increasingly adapted to design novel maps with enhanced chaotic
properties. These maps leverage the intricate mathematical structures of optimization
functions, such as high non-linearity, multi-modality, and oscillatory behavior. There
are several chaotic maps [61, 62, 63, 64, 65, 66, 67] available in literature leveraging
optimization functions such as the Schaffer, Salomon, Rastrigin, Griewank, Vincent,
and Rosenbrock functions. These maps address limitations in traditional maps, such
as limited chaotic ranges, periodic windows, and insufficient control parameters, by
introducing high complexity and unpredictability suitable for secure encryption. Sec-
tion 3.1 discusses the background of Zirili function. Sections 3.2 present the proposed
2D Zirili map (ZM). The analysis of ZM is discussed in Section 3.3 utilising BD, PD,
LE, PE, and SE. Section 3.4 introduces the encryption algorithm utilising the proposed
ZM termed as ZM-IEA. The ZM-IEA leverages chaotic sequences generated by the

27
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ZM along with modified cyclic diffusion with pixel mixing (MCDPM) and cascading
confusion transformation (CCT) to disrupt plain image. Section 3.5 discusses the anal-
ysis of the ZM-IEA utilizing several metrics such as information entropy, differential
attack resistance, histogram analysis, correlation coefficients, and randomness tests,
demonstrating its robustness in producing secure cipher images. Finally, Section 3.6

summarizes the chapter.

3.1 Background

The Zirili test optimization function [109] is important due to its unique mathe-
matical structure. It is continuous, differentiable, and multi-modal, making it highly
suitable for benchmarking optimization algorithms as well as for constructing novel

chaotic maps. The function is defined in (3.1.1).

fx,y) = 0.5x* +0.5(1 — cos(2x)) +* (3.1.1)

where x,y € (—500,500). The function has a global minimum f(x,y) =0 at (x,y) =
(0,0) including several local minima. The quadratic terms ensure convexity in both
the x and y directions, while the oscillatory cosine component introduces periodic fluc-
tuations, creating multiple local minima along the x-axis. To better understand its
behavior, the function can be visualized using a 3D surface plot shown in Figure 3.1.
The resulting surface reveals a parabolic bowl-like structure influenced by oscillatory
ripples along the x-direction. The parabolic growth of the quadratic terms ensures that
function values increase rapidly as one moves away from the origin, while the cosine
component introduces alternating ridges and valleys. This interplay between global
convexity and local fluctuations explains the presence of both a clear global minimum

and several deceptive local minima.

By leveraging the oscillatory and non-linear nature of the Zirili function, we have
constructed chaotic map with enhanced properties. The periodicity and multi-modality
introduce unpredictability, while the quadratic growth ensures sensitivity to parameter
variations. Together, these features contribute to stronger chaotic behavior, which is

essential in designing secure IEA.



29

Figure 3.1: 3D representation of Zirili function.

3.2 Proposed Zirili map

The ZM is 2D discrete map involving two variables x and y and a pair of control
parameters (p, g). The map involves a Cosine function that oscillates between -1 and
1. A modular operation ensures the map’s outputs fall within the (0, 1) range. The map

is given in (3.2.1).

Xir1 = mod (2”)@2 +24(1 —cos(p(g +q7x;))) +24y7, 1)
3.2.1)

T

yir1 = mod (2qx1-2+2p(1 —cos(q(a + p7yi))) +2Py?, 1)

where p and ¢ are control parameters in the range (0,c). x;; and y;;; denote the
future states of the states x; and y;, respectively. Including coefficients 2” and 29 assures
oscillatory motion and precludes the possibility of decay or settlement. For experiment

purposes, we have utilized the values of control parameters p and ¢ in the range [0, 10].

3.3 Analysis of the Zirili map

The chaotic behavior of the ZM is comprehensively investigated by employing a
range of tools, including BD to visualize the transition between periodic and chaotic

regimes, PD to depict the map’s state space trajectories, LE to quantify the rate of
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divergence of nearby trajectories and confirm chaotic dynamics, PE to measure the
complexity of time series based on ordinal patterns, and SE to assess the irregularity
and unpredictability of the map’s temporal evolution. These tests are performed and

the results are discussed in the subsequent sections.

3.3.1 Bifurcation diagram

The BD of ZM is exhibited in Figure 3.2. The plots involve control parameter p
and ¢, versus variables x and y. The values of the control parameter is set in the
range [0,10]. The diagrams are plotted using the initial conditions xo = 0.5 and yy =
0.3. These diagrams reveal that the ZM exhibits significant ergodicity across a broad
range of control parameter values. Furthermore, the BD highlight sensitivity of the
ZM to variations in control parameters. Even small changes in p or ¢ result in sensitive
dynamic behaviors. This high sensitivity and complex dynamical behavior make the

ZM particularly well-suited for integration into IEAs.
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Figure 3.2: Bifurcation diagrams of Zirili map.

3.3.2 Phase diagram

The PD of ZM and other maps, as listed in Table 2.1, are exhibited in Figure 3.3.
The PD are plotted using the values as ZM ((xo, yo, p, g) = (0.5, 0.3,7.13, 5.38)), CLM
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((x0, Y0, a, a1) = (0.5, 0.8, 5, 5)), ICLM ((xo, yo0, a, a1) = (0.3, 0.1, 0.1, 0.1)), LMHM
((x0, Y0, B, k1, k2, p1, k) = (0.5, 0.8, 0.1, 1, 0.1, 100, 0.7)), IGSCM ((xo, Yo, r1, I2) =
(0.21, 0.31, 25, 23.3)), SLM ((xo, yo, I', p) = (0.3, 0.4, 4, 3.6)), HSM ((x0, yo, b1, b2,
0)=1(0.3,0.6, 5, 1.57, 10)), LNIC ((x9, yo, a, a;) = (0.9, 0.6, 1, 1)), CLSS map ((xo, Yo,
¢)=(0.3,0.6,0.5)), LCCCM ((xg, yo, 4, p1) = (0.6, 0.9, 5, 8.78)). From the Figure 3.3,
it can be inferred that the ZM’s PD demonstrates a uniform distribution throughout the
phase space. This indicates that the state trajectories of the ZM do not concentrate in
specific regions but are instead evenly dispersed across the entire region. In contrast,
the PD of other maps display non-uniform distributions. This observation suggests that

the proposed map offers enhanced resistance to phase space reconstruction attacks.
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Figure 3.3: Phase diagrams (x and y).
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3.3.3 Lyapunov exponent

The LE of ZM and other existing maps, as listed in Table 2.1, are exhibited in Figure
3.4. LE, and LE, represent the LEs associated with the x and y variables, respectively.
From the Figure 3.4, it is visible that the LE of ZM are positive and high as com-
pared to other maps except IGSCM. Some maps shown in Figure 3.4 have negative
LEs also. The LEs of ZM are high and positive as well. Since the LEs are positive
for both the variable, the ZM is a hyper-chaotic map. Thus it can be concluded that
the ZM is extremely sensitive to initial conditions. The larger the LE, the faster this
divergence happens. Thus ZM is chaotic, complex, unpredictable and hence suitable

for integration into IEAs.

3.3.4 Permutation entropy

Figure 3.5 illustrates the PE of the ZM alongside other existing chaotic maps listed
in Table 2.1. As shown in the Figure 3.5, the ZM consistently exhibits values near 1
across the specified range of control parameters. This suggests that the ZM demon-
strates highly complex or chaotic behavior, making it a strong candidate for applica-
tions requiring randomness or unpredictability, such as cryptography or secure com-

munications.

3.3.5 Sample entropy

Figure 3.6 shows the SE of the ZM compared to other chaotic maps listed in Table
2.1. As shown in Figure 3.6, the ZM consistently achieves high values of SE around 2.5
across the evaluated range of control parameters, suggesting that the ZM exhibits pro-
nounced chaotic behavior. Thus it can be concluded that ZM is a strong candidate for
applications requiring high unpredictability, including cryptography and secure com-

munications.
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Figure 3.5: Permutation entropy of Zirili map.
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3.4 Application of map in image encryption

This section delves into the development of IEA. The algorithm is termed as ZM-
IEA. The ZM-IEA involves generation of sequences utilizing ZM, MCDPM and CCT.
The steps of ZM-IEA are displayed in Figure 3.7. Further, the formation of sequences,

diffusion and confusion operations are described in section 3.4.1, 3.4.2 and 3.4.3, re-

spectively.
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Figure 3.7: Image encryption algorithm leveraging Zirili Map.
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3.4.1 Obtaining secret key and chaotic sequence

The secret key is an essential component of a cryptosystem, which ensures that mes-
sages may only be encrypted and decrypted using a particular key. If the key size is
less than 2!%9, the key can be obtained using a brute-force attack. So, to thwart such
threats, the key space must have a size greater than 2'%° [110]. In this study, we have
used a key K consisting of 64 hexadecimal numbers equivalent to 256-bits. Hence, the

size of key space is 225, enough to prevent brute-force attacks.

The hexadecimal key is divided into eight parts, and the corresponding integer is

stored as {/; : 1 <i <8} using (3.4.1):

I; = hextodec(Kg(j_1)41:8i), 1 <i<8 (3.4.1)

where, hextodec(e) is the function to convert hexadecimal numbers into decimal num-
bers. The values of I; are modified using (3.4.2) and used to generate the ZM’s initial

values and control parameters.

for j=5,6,7,8 (3.4.2)

The initial values and control parameters obtained for j = 5 are stored as K| =
{x0,Y0, p,q}. Similarly, for other values of j, the initial seeds are calculated and stored
as {Ky,k =1,2,3,4}. Each K} is used to iterate the ZM for (M + M x N) times. To
eliminate the transitory impact, the first M values are removed. The obtained sequences
x and y are modified and used in ZM-IEA. The chaotic sequence of size M X N is used
in the further steps of the ZM-IEA, i.e., to disturb pixel placements and change pixel

values.
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3.4.2 Modified Cyclic Diffusion with Pixel Mixing

The pixel values provide vital information about the image, and attackers may re-
trieve the image by analysing statistical features, even if the locations of the pixels are
completely modified. To avoid this, a robust method for modification of the pixel val-
ues is required. In order to apply the diffusion process, firstly a matrix V of the size of

M x N is obtained using chaotic sequence y (3.4.3).
V=|yix10"],0<i< (MxN)—1 (3.4.3)

where |e] represents the floor operation, the array V is reshaped into a matrix of size

M x N.

The MCDPM ensures information’s security and robustness of IEA. The plain image
is divided into four blocks, and then MCDPM is applied to enhance the randomness
in the cipher images. The method introduces localised diffusion by dividing the image
into blocks, which helps in achieving high randomness and unpredictability. The use
of neighbouring pixel values, both horizontally and vertically, in the diffusion process
increases the dependency between adjacent pixels, making the relationship between
the plain image and the encrypted image more complex and resistant to several attacks.
The multi-dimensional relationships in the Algorithm 3.1 help quickly propagate small
changes in the plain-text throughout the encrypted image, ensuring high sensitivity to
initial conditions. The method leverages multiple dependencies between neighbour-
ing pixels and chaotic values that improve the unpredictability, making it resistant to
common cryptographic attacks such as statistical, differential and brute-force attacks.
We have applied the mod (e,256) operation to keep the resultant pixel values in range
[0,255]. The proposed MCDPM can be applied to the blocks, leveraging parallel com-
puting to save time for high-resolution images. A bit of modification in the value of a

single pixel results in a significant adjustment in the pixel values of the whole image.

Figure 3.8 illustrates the use of MCDPM, using the matrix of size (8 x 8). The
MCDPM is described in (3.4.4).
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i=0,j=0;

i=0,0< j<BN;
0<i<BM, j=0;
0<i<BM,0< j<BN,i#j,

0<i<BM,0<j<BN,i=]j.
(3.4.4)

Where BM and BN represent the height and width of the block of the plain image P,

respectively. V represents chaotic matrix block of size (BM x BN). C is a block of the

diffused array obtained after the MCDPM process.
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Figure 3.8: Illustration of Modified Cyclic Diffusion with Pixel Mixing.
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Algorithm 3.1: Steps for applying Modified Cyclic Diffusion with Pixel Mix-
ing.

Input : Plain image P, chaotic sequence V

Output: Diffused image C

Divide the P into four blocks i.e., P;, P>, P35, Pj.

Divide the V into four blocks i.e., V|, V3, V3, V4.

Compute C| by substituting values of block pair (P, V;) in (3.4.4).
Compute C, by substituting values of block pair (P, V;) in (3.4.4).
Compute C3 by substituting values of block pair (P, V3) in (3.4.4).
Compute Cy4 by substituting values of block pair (Py,Vy) in (3.4.4).
Concatenate the blocks (Cy, Cz, C3, C4) to obtain diffused image C.

N SN U A W N

Furthermore, the MCDPM is exhibited in Algorithm 3.1 and Figure 3.8. The ele-
ments of array C are to be permutated using CCT. Once the confusion and diffusion
stages are over, all the essential information in the image becomes permanently irre-

trievable.

3.4.3 Cascading Confusion Transformation

The CCT is designed to disrupt the spatial arrangement of image pixels. This process
significantly reduces the correlation between adjacent pixels in the confused image. To
initiate this process, sequences are initially generated using ZM (3.2.1), as described
in Section 3.4.1. After iterating ZM (3.2.1), the chaotic sequence, x of length (M X N),
is obtained. The chaotic sequence x is sorted row-wise and column-wise in ascending
order and is stored in SX, and SX.. The new position of the element of sequence x
in the sorted sequences SX, and SX. is stored in the argument sequences Arg, and
Arg., respectively. These argument sequences Arg, and Arg. are used to shuffle the
pixels of the plain image P as shown in Figure 3.9 and Algorithm 3.2. In the first step
of the confusion process, the columns of the plain image are swapped, followed by
the clockwise circular shift of the rows. The second step involves swapping the matrix
rows and clockwise shifting the columns. All the pixels of the plain image are shuffled,
resulting in a complex cipher image. The output matrix is stored as a new permutated

matrix 7. The matrix T is the obtained final cipher image.

The first round of encryption uses K1, MCDPM and CCT operations. Similarly, the



39

Algorithm 3.2: Cascading Confusion Transformation (CCT).

Input : Diffused image C, chaotic sequences x.
Output: Permutated matrix 7

ot

x = reshape(x, M x N);

Sort x row-wise, SX, = row_sort(x), Sort x column-wise, SX, = col_sort(x);

Store location of elements of SX, in x in Arg, and Arg.: Arg, = arg(SX,), Arg.
= arg(SX,);

w N

4 Function SwapColumns(C, i, j);

5 forr=1to M do

6 | Swap C|[r,i] and C[r, j];

7 end

8 Function Circular-shift-Rows(C, Arg,);

9 Circular shift rows of C in clockwise direction using the elements of row
in Argy;

10 Function SwapRows(C, i, j);

1 for cs=1to N do

2| Swap C[i,cs] and C[j,cs];

13 end

14 Function Circular-shift-Columns(C, Arg.);

15 Circular shift columns of C in clockwise direction using elements of

columns in Arg.;

16 Store the resulting matrix as 7';
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MCDPM and CCT operations are performed for K3, K3, and K4. The obtained cipher

image after the last step is random and possesses no information about the plain image.

Since the ZM-IEA uses four rounds of encryption and four different initial seeds in

each round, the IEA is complex and highly sensitive.

0.8521 | 0.2033 | 0.3118 | 0.0447
0.3154 | 0.4805 | 0.1341 | 0.4886
0.4301 | 0.4580 | 0.6410 | 0.1909
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Chaotic matrix
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1 3 1 3 21013
2 2 0 2 31012
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Figure 3.9: Cascading Confusion Transformation (CCT).

Since the proposed ZM-IEA is symmetric, it uses the same key in the encryption

and decryption operations. As encryption and decryption processes are inherently re-
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versible, the decryption process entails executing the inverse operations of the encryp-

tion process.

3.5 Analysis of the image encryption algorithm

To assess the security and efficiency of the proposed ZM-IEA, we performed a set of
tests on cipher images. Furthermore, the proposed IEA’s effectiveness and resilience
are compared to various algorithms regarding information entropy, NPCR, UACI, cor-

relation coefficient and execution time.

3.5.1 Information entropy analysis

Table 3.1 presents the information entropy values of cipher images generated by the
proposed ZM-IEA and other existing algorithms. The entropy values for images en-
crypted using ZM-IEA are consistently close to the ideal value of 8, which indicates
a high level of randomness. This suggests that the ZM-IEA effectively distributes
pixel values across the cipher image in a uniform manner, minimizing any detectable
patterns. Such a distribution is essential for secure encryption, as it poses a chal-
lenge before an attacker to retrieve meaningful information through statistical analysis.
Compared to other algorithms, the ZM-IEA shows superior performance in terms of

entropy, reflecting its enhanced ability to obscure the plain image content.

Table 3.1: Information entropy values of the cipher images obtained using ZM-IEA
and other existing [EAs.

ImageIEA ZM-IEA [60]  [46]  [591  [76]  [821 [33]  [85] [86] [871 [88] [89] [78] [91]

7.1.01 79993 7.0993 7.9993 7.9993 7.9793 7.9994 7.9993 7.9992 7.9993 7.9993 7.9992 7.9993 7.9992 7.9993
mandrill ~ 7.9992  7.9993 7.9993 7.9993 7.9793 7.9993 7.9992 7.9992 7.9994 7.9993 7.9993 7.9992 7.9993 7.9993
MI3256 79968  7.9975 7.9970 7.9976 7.9766 7.9976 7.9969 7.9973 7.9973 7.9969 7.9971 7.9968 7.9970 7.9974

1.4.01 7.9999  7.9998 7.9998 7.9998 7.9798 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.02 7.9998  7.9998 7.9998 7.9998 7.9795 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.03 7.9998  7.9998 7.9998 7.9998 7.9800 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.04 7.9998  7.9998 7.9998 7.9998 7.9796 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.05 7.9998  7.9998 7.9987 7.9998 7.9799 7.9998 7.9998 7.9998 7.9998 7.9997 7.9998 7.9998 7.9998 7.9998
barb512 7.9993  7.9992 7.9993 7.9994 7.9792 7.9993 7.9993 7.9993 7.9993 7.9993 7.9992 7.9992 7.9993 7.9994
black 7.9970  7.9973 7.9974 7.9969 7.9765 7.9952 7.9973 7.9964 7.9973 7.8208 7.9969 7.9971 7.9973 7.9972

boat512 7.9994  7.9994 7.9994 7.9993 7.9785 7.9992 7.9993 7.9992 7.9994 7.9993 7.9992 7.9992 7.9992 7.9991
bridge256  7.9976  7.9972 7.9967 7.9971 7.9759 7.9972 7.9972 7.9972 7.9968 7.9972 7.9970 7.9970 7.9973 7.9978
peppers512  7.9993 79993 7.9992 7.9992 7.9801 7.9993 7.9992 7.9993 7.9993 7.9993 7.9993 7.9993 7.9993 7.9973
squares 7.9970 79973 7.9976 7.9972 7.9777 7.9964 7.9972 7.9967 7.9970 7.9887 7.9973 7.9971 7.9967 7.9748
zelda512 7.9993  7.9993 7.9993 7.9993 7.9798 7.9994 7.9992 7.9993 7.9992 7.9993 7.9994 7.9993 7.9993 7.9798
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3.5.2 Differential attack

Table 3.2 and Table 3.3 present a comparative analysis of NPCR and UACI values
for various encrypted images using different IEAs. The results clearly demonstrate
that the proposed ZM-IEA consistently achieves NPCR and UACI values close to the
ideal across all tested images. In contrast, other related algorithms often show incon-
sistencies or fail to meet the ideal thresholds. This consistent performance of the ZM-
IEA confirms its robustness and high sensitivity to minor changes in the input image.
Therefore, it can be concluded that ZM-IEA is highly effective in resisting differential

attacks, offering superior security in image encryption applications.

Table 3.2: NPCR values of the ZM-IEA and other existing IEAs.

Image/IEA ZM-IEA [60]  [46]  [591  [76] (821  [331  [85] 361  [871 (881  [891  [78]  [O1]
7.1.01 99.6044 99.6147 99.6155 99.5972 99.5922 99.6040 99.5941 99.6098 99.6021 99.3977 99.6075 99.6185 99.6227 99.6300
mandrill  99.6025 99.5995 99.6223 99.6098 99.6227 99.5907 99.6017 99.6071 99.6181 99.3660 99.6162 99.6117 99.6143 99.6056
MI3256  99.6246 99.6368 99.6338 99.6307 99.6201 99.6307 99.5697 99.5804 99.6170 99.5010 99.5758 99.6445 99.6170 99.6506
1.4.01 99.6101 99.6017 99.6119 99.6047 99.6095 99.6055 99.6004 99.6016 99.6094 99.2376 99.6137 99.6105 99.6087 99.6186
1.4.02 99.6203 99.6178 99.2304 99.6016 99.5851 99.6078 99.6171 99.6158 99.6206 99.3032 99.6078 99.6198 99.6039 99.6016
1.4.03 99.6116 99.6131 99.6104 99.6117 99.5970 99.6053 99.5976 99.5954 99.6041 99.3378 99.6108 99.6051 99.6018 99.6116
1.4.04 99.6156 99.6063 99.6156 99.6027 99.5928 99.6126 99.6191 99.6081 99.6041 99.2588 99.6128 99.6103 99.6115 99.6816
1.4.05 99.6164 99.6119 99.6124 99.6099 99.6026 99.6067 99.6046 99.6120 99.6107 99.3029 99.6118 99.6052 99.6138 99.6056
barb512  99.5979 99.6212 99.6120 99.6090 99.5857 99.6128 99.6120 99.6235 99.5987 99.2863 99.6033 99.5983 99.6037 99.6068
black 99.6155 0.1099 99.5804 99.5712 99.6140 99.6170 99.5956 99.6201 99.6429 99.1058 99.6033 99.6307 99.6033 99.5816
boat512  99.5972 99.6048 99.5777 99.6006 99.5861 99.6071 99.6078 99.6094 99.5998 99.2355 99.6315 99.6002 99.6113 99.5916
bridge256  99.6216 99.6368 99.5834 99.6140 99.6277 99.6201 99.5895 99.5941 99.5941 99.3973 99.6475 99.5911 99.5804 99.6126
peppers512 99.6330 99.6181 99.2203 99.5914 99.6006 99.6208 99.6105 99.6296 99.5872 99.3664 99.6166 99.6014 99.5987 99.6316
squares  99.6262 94.4611 99.6475 99.6277 99.6323 99.5667 99.6078 99.5621 99.5850 99.4827 99.6216 99.5651 99.5880 99.6326
zelda512  99.6155 99.6094 99.6140 99.5838 99.6067 99.6075 99.6338 99.6117 99.6006 99.3492 99.6140 99.6147 99.5869 99.6015

Table 3.3: UACI values of the ZM-IEA and other existing IEAs.

Image/IEA ZM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 33.4568 33.4596 33.5119 33.4700 32.9488 33.4450 33.5427 33.5215 33.4590 33.3533 33.4218 33.5017 33.4631 33.5303
mandrill ~ 33.5148 33.4832 33.4239 33.4253 33.0260 33.5148 33.4519 33.4471 33.4134 33.4041 33.5828 33.4677 33.5044 33.5228
MI3256 33.3081 33.3253 33.4193 33.4883 32.9003 33.4463 33.3935 33.5144 33.3942 33.5231 33.4326 33.2599 33.4790 33.5028
1.4.01 33.4411 33.3913 33.4613 33.4565 32.9516 33.4375 33.5184 33.4723 33.4479 33.3781 33.4802 33.4677 33.4773 33.4623
1.4.02 33.4569 33.4699 33.4710 33.4742 32.9929 33.4595 33.4946 33.4569 33.4687 33.3739 33.4457 33.4705 33.4728 33.4723
1.4.03 33.4546 33.4715 33.4395 33.4577 33.0346 33.4021 33.4991 33.4078 33.4670 33.3811 33.5185 33.4597 33.4215 33.4613
1.4.04 33.4365 33.4039 33.4475 33.4472 33.0237 33.4591 33.4167 33.4458 33.4396 33.3817 33.4967 33.4753 33.4386 33.4821
1.4.05 33.4624 33.4528 33.4414 33.4823 33.0187 33.4546 33.4811 33.4362 33.4326 33.3856 33.4754 33.4869 33.4366 33.4753
barb512 33.4339 33.4903 33.4525 33.4480 33.0039 33.5036 33.4419 33.5271 33.4796 33.3738 33.4139 33.4472 33.4584 33.4427
black 33.6601 0.0020 33.3606 33.4630 33.0262 33.1236 33.4295 33.4112 33.5089 32.1387 33.5901 33.4486 33.3485 33.4629
boat512 33.4831 33.4335 33.4126 33.4923 33.0314 33.4694 33.4611 33.4229 33.4362 33.3233 33.4689 33.4232 33.3889 33.4657
bridge256 33.3836 33.5100 33.5284 33.3681 32.9774 33.5488 33.4616 33.4363 33.4427 33.4126 33.4118 33.4083 33.4107 33.4123
peppers512 33.5105 33.4297 33.3951 33.5148 33.1133 33.4624 33.4268 33.4878 33.4425 33.4498 33.5125 33.5270 33.4002 33.4520
squares 33.3970 32.9945 33.3971 33.4567 33.1512 33.2762 33.2801 33.4679 33.3559 33.6037 33.4768 33.3543 33.4032 33.4721
zelda512  33.4041 33.4063 33.4575 33.4738 33.0454 33.4410 33.3448 33.4264 33.4418 33.3973 33.4772 33.5236 33.4646 33.4603

3.5.3 Histogram analysis

Figure 3.10 exhibits a comparative analysis of the histograms of both the plain and

cipher images. By examining the Figure 3.10, it becomes clear that a significant trans-
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formation occurs in the statistical distribution of pixel intensities. In case of the plain
images, the histograms display noticeable patterns and peaks, reflecting the inherent
structure and redundancy within natural images (Figure 3.10(d-f)). These patterns can
often reveal information about the image content, making plain images vulnerable to
statistical attacks. While, the histograms corresponding to the cipher images appear
to be uniformly distributed, indicating that the ZM-IEA has effectively randomized
the pixel values across the entire gray-scale range (Figure 3.10(j-1)). This uniformity
suggests a high level of entropy and demonstrates that the encrypted images do not
retain any visible statistical correlation with the plain images. The absence of iden-
tifiable peaks or patterns in the histograms of the cipher image confirm that the IEA
has successfully obscured the plain image information. As a result, such uniform his-
tograms are a strong indication of a robust IEA, as they significantly hinder any at-
tempts by unauthorized parties to extract meaningful information through statistical or

visual analysis.

3.5.4 Correlation Coefficient analysis

The correlation coefficients between adjacent pixels in both the plain and cipher
images have been computed and are presented in Table 3.4. As observed from the
Table 3.4, plain images exhibit very high correlation coefficients, with values close to
1. This indicates a strong relationship between adjacent pixels, which is common in
plain images. In contrast, the cipher images demonstrate significantly lower correlation
coefficients, suggesting that the encryption process has effectively disrupted the pixel
relationships, resulting in minimal to no correlation between adjacent pixels. That

shows the efficiency of the IEA in reducing statistical information.

In addition, the pixel intensity distribution is illustrated in Figure 3.11. For the plain
images shown in Figure 3.11(a-c) , the pixel values are highly concentrated and follow
a linear pattern, reflecting their structured nature. However, for the cipher images ex-
hibited in Figure 3.11(d-f), the pixel values are distributed uniformly across the region.
This uniform distribution is a strong indication of efficient encryption, as it implies a

complete loss of the plain image information and an absence of any detectable patterns.
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Figure 3.10: Histogram of plain and encrypted images

Table 3.4: Comparison of correlation coefficient values of ZM-IEA with algorithms
available in the literature.

Image Plain image ZM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]
HD 0.9630 0.0001  -0.0041 0.0009 -0.0028 -0.0046 0.0049 0.0008 0.0091 0.0037 -0.0032 -0.0012 0.0012 -0.0027 0.0002
7.1.01 VD 0.9192 0.0039  0.0023 0.0008 -0.0009 -0.0017 0.0025 0.0012 -0.0106 0.0002 0.0029 0.0075 -0.0080 0.0059 -0.0105

DD 0.8995 -0.0058 0.0148 -0.0038 0.0045 -0.0046 -0.0137 0.0038 0.0151 0.0001 -0.0036 0.0007 0.0058 0.0057 0.0069
HD 0.8625 -0.0023  -0.0029 -0.0016 0.0069 0.0047 -0.0101 0.0082 0.0127 0.0087 0.0097 -0.0032 -0.0019 0.0060 0.0028
mandrill VD 0.7669 -0.0083 -0.0035 -0.0076 -0.0074 0.0031 0.0046 -0.0105 0.0064 -0.0020 -0.0024 -0.0076 -0.0072 0.0087 -0.0067
DD 0.7202 -0.0003 -0.0099 0.0052 0.0102 0.0035 -0.0040 0.0090 -0.0043 0.0055 -0.0047 0.0075 -0.0033 0.0091 -0.0040
HD 0.9784 -0.0170  -0.0172 -0.0054 0.0043 0.0187 -0.0158 0.0152 -0.0273 0.0086 -0.0039 0.0080 -0.0247 0.0130 -0.0091
MI3256 VD 0.9795 -0.0055 -0.0049 -0.0162 0.0194 -0.0012 -0.0072 -0.0083 0.0156 -0.0011 -0.0020 0.0026 0.0141 0.0152 0.0014

DD 0.9405 0.0036  0.0052 0.0041 -0.0056 0.0160 0.0035 0.0089 0.0208 -0.0093 0.0226 0.0107 -0.0062 -0.0049 0.0085
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Figure 3.11: Pixel distribution of plain and cipher images

3.5.5 Resistance to classical attacks

The robustness of proposed ZM-IEA against chosen-plaintext attacks is established
through Equation (2.3.8). This operation is visually represented in Figure 3.12. By
examining Figure 3.12(a),(b), it is clear that (2.3.8) holds, suggesting that the ZM-IEA
resists chosen-plaintext attacks. Additionally, a quantitative evaluation is carried out by
calculating the value of NPCR for the images displayed in Figure 3.12(a) and Figure
3.12(b). The resulting NPCR value between these two images is 99.5960%, further
reinforcing the ZM-IEA’s effectiveness against chosen-plaintext attacks. Therefore,

the proposed ZM-IEA is also expected to be resilient against other classical attacks.

3.5.6 Occlusion attack

To analyse the strength of the decryption algorithm against the occlusion attack, a

small portion of the encrypted image was corrupted. The corrupted image is shown in
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Figure 3.12: Resistance to classical attacks

Figure 3.13(a). The corresponding decrypted image of the occluded images is shown
in the Figure 3.13(b). The decrypted image retains most of the original visual con-
tent, indicating that the proposed encryption and decryption process is effective even
under partial data loss. This demonstrates that ZM-IEA exhibits strong resistance to
occlusion attacks, making it a reliable solution for secure image transmission in lossy

Or error-prone environments.

(a) Cropped encrypted im- (b) Decryption of cropped
age image

Figure 3.13: Representation of ZM-IEA’s resistance to cropping attack
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3.5.7 Noise attack

To assess the resilience of decryption algorithm against noise attacks, salt-and-pepper
noise was introduced randomly into the encrypted image prior to decryption. The
noise-corrupted encrypted image is depicted in Figure 3.14(a), while the correspond-
ing decrypted image is shown in Figure 3.14(b). Despite the presence of noise, the
decrypted image preserves the overall structure and visual features of the original, in-
dicating that the proposed encryption and decryption algorithms can effectively tolerate
such distortions. These results confirm that ZM-IEA is robust against noise attacks and

suitable for secure image transmission over noisy communication channels.

(a) Noisy encrypted image (b) Decryption of noisy im-
age

Figure 3.14: Representation of ZM-IEA’s resistance to Noise attack

3.5.8 Randomness test

Table 3.5 presents the p-values computed at a significance level of B = 0.01 for all
fifteen statistical tests applied to the cipher image generated using the ZM-IEA. As
shown in the Table 3.5, the cipher image successfully passes all the randomness tests,

indicating that the ZM-IEA effectively introduces randomness in the encrypted images.

3.5.9 Execution time analysis

The execution time of the proposed ZM-IEA is presented in Table 3.6. For a compre-

hensive performance evaluation, these results are compared with the execution times
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Table 3.5: Randomness test results for ZM-IEA.

Test name p-value Result

Frequency Test 0.7581  Successful
Run Test 0.9759  Successful
Run Test (Longest Run of Ones) 0.0966  Successful
Block Frequency Test 0.8831  Successful
Universal Statistical Test 0.4049  Successful
Linear Complexity Test 0.9643  Successful
Serial Test 0.4639  Successful
Binary Matrix Rank Test 0.6028  Successful
Non-overlapping Template Matching Test 0.6529  Successful
Overlapping Template Matching Test 0.0133  Successful
Approximate Entropy Test 0.5559  Successful
Random Excursion Test 0.1758  Successful
Random Excursion Variant Test 0.5849  Successful
Cumulative Sums 0.3829  Successful
Discrete Fourier Transform Test 0.9123  Successful

of other encryption algorithms available in the literature. This comparison highlights
the efficiency of the proposed ZM-IEA in terms of computational speed. As shown in
Table 3.6, the ZM-IEA shows higher execution time compared to other algorithms
available in literature, it offers enhanced robustness and superior security features.
This trade-off between time and performance indicates that while ZM-IEA may require

more processing time, it compensates with greater resilience against several attacks.

Table 3.6: Comparison of execution time (in seconds) of the ZM-IEA with algorithms
available in the literature.

Image/IEA ZM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 16.97 3.29 10.20 1.41 19.46 0.60 1.27 20.61 3.85 4.40 1.93 17.78 537.61 908.52
mandrill  14.74 3.15 880 1.66 21.26 0.57 1.30 18.51 5.27 4.03 2.27 15.01 524.53 759.84
MI3256 3.90 0.80 220 0.38 596 0.13 033 4.77 1.13 099 0.70 429 153.90 265.17

3.6 Summary

This chapter proposes the hyper-chaotic Zirili map along with novel confusion and
diffusion operations. An IEA is developed leveraging the map and operations. The per-
formance of proposed ZM-IEA is rigorously evaluated using a diverse set of gray-scale
images to ensure its applicability across different visual content. Comprehensive ex-
perimental analyses are conducted to assess the algorithm’s robustness against multiple

types of attacks, including statistical, differential, and brute-force attacks. The results
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confirm that the IEA effectively disrupts the inherent correlations in image data, ensur-
ing high security. Furthermore, the corresponding decryption algorithm reconstructs
the plain image content, demonstrating the algorithm’s reliability and lossless recovery

capability.






Chapter 4

Coupled Kaplan-Yorke-Logistic map

with application in Image Encryption

Coupling refers to the phenomenon where two or more systems influence each other’s
behavior through mutual interaction [13]. The coupled nonlinear systems exhibit rich
and complex chaotic characteristics [111]. The process of coupling chaotic systems
enables researchers to control, enhance, or suppress chaos, thereby tailoring the sys-
tem behavior to specific needs. This chapter presents a coupled chaotic map. Section
4.1 describes the background details required for the chapter. Section 4.2 proposes
the coupled Kaplan-Yorke-Logistic map (KYLM). In Section 4.3, we have presented
the analysis of KYLM utilising BD, PD, LE, PE, and SE. Section 4.4 proposes the
IEA leveraging KYLM termed as KYLM-IEA. The KYLM-IEA employs simultane-
ous confusion and diffusion operation to disrupt the plain image. Section 4.5 describes
the analysis of KYLM-IEA utilising several key metrics such as information entropy,
differential attack resistance, histogram analysis, correlation coefficients, and random-
ness tests, demonstrating its robustness in producing secure cipher images. Finally,

Section 4.6 summarizes the chapter.

51
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4.1 Background

This section describes the Kaplan-Yorke map and Logistic map. These maps are the

utilised in the development of Coupled KYLM.

4.1.1 Kaplan-Yorke map

The Kaplan—Yorke map [112] is a 2D discrete-time chaotic map. The map involves
one parameter and the Cosine term. Utilising the given initial points (xg, o), the map

can be iterated to obtain sequence x and y. The map is given in (4.1.1).

Xi11 = mod (2x;,0.99995)
4.1.1)
Yit1 = kyi + cos(4mx;)

here, mod 0.99995 is the modulo operator with real arguments. For the Kaplan-Yorke
map, the PD, BD, and LE are exhibited in Figure 4.1. The PD reveals patterns and the
LE of the map is very low and often negative, indicating weak dynamics. Similarly,
the BD does not display rich and complex behavior. It can be concluded that its overall

chaotic properties are relatively limited.

4.1.2 Logistic map

Logistic map is 1D dynamic non-linear equation exhibiting complex chaotic charac-

ters [15]. The mathematical expression for the map is given in (4.1.2).
Xip1 = Ux;(1—x;) (4.1.2)

where u € (0,4] is the control parameter. x; is i’ term of the sequence. The produced
chaotic sequence is pseudo-random, non-periodic, and unexpected for the proper se-
lection of bifurcation parameter (. The map displays bifurcations as u increases, tran-
sitioning from periodic behaviour to chaos. For the Logistic map, the BD and LE are
shown in Figure 4.2. The BD exhibits chaotic behavior in a narrow range of the control

parameter, while the corresponding LE is negative and low, indicating the presence of
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Figure 4.1: Diagrams related to Kaplan-Yorke map.
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Figure 4.2: Logistic map

4.2 Proposed coupled Kaplan-Yorke-Logistic map

The Kaplan-Yorke map and Logistic map exhibit limited chaotic behaviour and nar-
row chaotic range of control parameter. To address these issues, we aim to develop
a chaotic map with superior chaotic characteristics. Through coupling, we’ve signifi-
cantly enhanced the distribution of chaotic trajectories, sensitivity to initial values and
control parameters, and unpredictability of the map. The proposed map is a hybrid

map that emerges from the fusion of two distinct maps: the Kaplan-Yorke map and
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the Logistic map. The KYLM exhibits a high level of chaotic behaviour owing to its
incorporation of non-linear components and utilisation of features from multiple maps.
The map demonstrates hyper-chaotic behaviour within a broad parameter space, uni-
form output distribution and high values of LE. This novel map is 2D discrete and
characterised by a pair of control parameters (i, ®). The proposed map is given in

(4.2.1):

xip1 = mod (2x; + py;(1—y;), 1) 42D

Vit+1 = mod (a)yi +cos (47xit1), 1)
where, x;, and y; represent the values of the sequences x, and y at i'"- iteration. The
control parameters i, and @ are in the range [0, 00). The modular operation mod (e, 1)
is used to adapt the sequences x and y in the range (0, 1). For experimental purposes,

the values of control parameters are set in [0,10].

4.3 Analysis of the Kaplan-Yorke-Logistic map

The chaotic behavior of the KYLM is comprehensively investigated by employing a
range of tools, including BD to visualize the transition between periodic and chaotic
regimes, PD to depict the map’s state space trajectories, LE to quantify the rate of
divergence of nearby trajectories and confirm chaotic dynamics, PE to measure the
complexity of the time series based on ordinal patterns, and SE to assess the irregularity
and unpredictability of the map’s temporal evolution. These tests are performed and

the results are discussed in the subsequent sections.

4.3.1 Bifurcation diagram

Figure 4.3 illustrates the BD of the KYLM with respect to the control parameters
1 and , one varying within the interval [0, 10], while keeping the other parameter
fixed and using initial conditions xo = 0.55 and yp = 0.03. These diagrams reveal that
the KYLM exhibits significant ergodicity across a broad range of control parameter

values. Furthermore, the BD highlight the high sensitivity of the KYLM to variations
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in its control parameters. Even small changes in 4 or @ result in different dynamic
behaviors indicating high chaotic dynamics. Thus, it can be concluded that KYLM is

well-suited for integration into IEAs.

(c)  versus x (d) o versus y

Figure 4.3: Bifurcation diagram of the KYLM.

4.3.2 Phase diagram

The PD of the KYLM and other maps, as listed in Table 2.1, are exhibited in Figure
4.4. The PD are plotted using the initial values as KYLM ((xg, yo, i, ®) = (0.55, 0.03,
3.3571, 5)), CLM ((xo, yo, a, a1) = (0.5, 0.8, 5, 5)), ICLM ((xo, Yo, a, a1) = (0.3, 0.1,
0.1, 0.1)), LMHM ((xo, o, B, k1, k2, p1, k) = (0.5, 0.8, 0.1, 1, 0.1, 100, 0.7)), IGSCM
((x0, y0, 1, 2) = (0.21, 0.31, 25, 23.3)), SLM ((x0, yo, I, p) = (0.3, 0.4, 4, 3.6)), HSM
((x0, Y0, b1, b2, @) = (0.3, 0.6, 5, 1.57, 10)), LNIC ((xo, yo, a, a1) = (0.9, 0.6, 1, 1)),
CLSS map ((xg, yo, ¢) = (0.3, 0.6, 0.5)), LCCCM ((xq, yo, U, p1) = (0.6, 0.9, 5, 8.78)).
The KYLM’s PD demonstrates a uniform distribution throughout the phase space. This
indicates that the state trajectories of the KYLM do not concentrate in specific regions
but are instead evenly dispersed across the entire region. In contrast, the PD of other
maps display non-uniform distributions. This observation suggests that the proposed

maps offer enhanced resistance to phase space reconstruction attacks.
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4.3.3 Lyapunov exponent

The LE of KYLM and other maps, as listed in Table 2.1, are exhibited in Figure
4.5. LE, and LE, represent the LEs associated with the x and y variables, respectively.
From the Figure 4.5, it is visible that the LEs of KYLM map are positive and high as
compared to other maps except IGSCM. Thus it can be concluded that the KYLM is
extremely sensitive to initial conditions. The larger the LE, the faster this divergence
happens. Thus KYLM is hyper-chaotic, complex, unpredictable and hence suitable for

integration into IEAs.
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Figure 4.5: Lyapunov exponent diagram of Kaplan-Yorke-Logistic and others maps.
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4.3.4 Permutation entropy

Figure 4.6 illustrates the PE of the KYLM alongside other chaotic maps listed in
Table 2.1. As shown in the Figure 4.6, the KYLM consistently exhibits values near
1 across the specified range of control parameters. This suggests that the KYLM
demonstrates highly complex or chaotic behavior, making it a strong candidate for
applications requiring randomness or unpredictability, such as cryptography or secure

communications.
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: , SLM
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Figure 4.6: Permutation entropy of KYLM.

4.3.5 Sample entropy

Figure 4.7 shows the SE of the KYLM compared to other chaotic maps listed in Table
2.1. As shown in Figure 4.7, the KYLM consistently achieves high values of SE around
2 across the evaluated range of control parameters, suggesting that the KYLM exhibits
pronounced chaotic behavior. It can be inferred that KYLM is a strong candidate for
applications requiring high unpredictability, including cryptography and secure com-

munications.

4.4 Application of map in image encryption

This section explores the KYLM-IEA that utilises the SHA3 — 512, simultaneous

confusion and diffusion, and KYLM. The steps involved in IEA are the generation of
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Figure 4.7: Sample entropy of KYLM.

a sequence and the simultaneous confusion and diffusion of plain image pixels. The
sequence generation procedure is defined in Section 4.4.1. Similarly, simultaneous
confusion and diffusion procedures are briefly described in Section 4.4.2. The steps of

the KYLM-IEA are shown in Figure 4.8.

|_) K,phn.yz:;l;el.oghﬂc — Sequence processing

Figure 4.8: Image encryption algorithm leveraging KYLM (KYLM-IEA).

4.4.1 Sequence generation

In the encryption and decryption processes utilising chaotic maps, sequences from
these chaotic maps undergo modifications to enhance their suitability for encryption

operations. This adaptation ensures the resulting sequences possess valuable properties
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to secure encryption and decryption processes. To perform this, the KYLM needs
specific initial values and control parameters. These parameters play a critical role in
shaping the behaviour of the chaotic map, influencing the generation of the sequence.
The generated sequences undergo modification and are then used in KYLM-IEA. The
initial values and parameters crucial for the KYLM are derived from a hash value. The
hash values are obtained from the plain image using SHA3 — 512. Using SHA, we get
different hash values for different plain images and, hence, different initial values and
control parameters. To ensure robust protection against a wide range of brute-force
attacks, the cryptographic algorithm requires a key space of size 2!%° [113]. In our
proposed KYLM-IEA, the encryption key denoted as K is derived from the SHA3 —512
hash function, resulting in a key length of 512 bits. Hence, the key space has a size of

2°12 which is sufficient to resist brute-force attacks.

The SHA3 — 512 hash function generates the key as follows: K = SHA3 —512(P),
where the input data P is the plain image. Consequently, the key becomes closely
tied to the plain image, enhancing security and resilience against plaintext/ciphertext
attacks. In the hash value K, each hexadecimal number is of 4 bits. The obtained hash
value K is divided into parts and converted into decimals using (4.4.1). The initial keys

and control parameters are as given in (4.4.1).

( hex2dec(K1:25)
10 = 5100 ’
hex2dec <K26;5())
Yo = 7100 )
hex2dec(Ks.
o=10("2 ;Clgo 51.73) ). (4.4.1)
hex2dec (K76; 100)
H= 10( 100 )7
| initial _ pixel = mod (hex2dec (K101:128) ,256)

where, xq, yo are the initial values and @, and p are the control parameters. The
initial _ pixel represents the initial pixel value to be used in the simultaneous confusion

and diffusion process.

With these values, KYLM is iterated for 500+ M x N. The obtained sequences x and

y are modified and applied in the IEA. The first 500 terms from each sequence x and
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y are removed to avoid transient effects. Then, the sequence x = {x1,x,...,xpxN} 1S
sorted in ascending order and its arguments are stored in X. Further, the sequence y is

modified as given in (4.4.2) and stored in Y.

Y; = mod (|y; x 101°,256), i=0,1,2,...(M xN) —1 (4.4.2)

Where |e] is the floor function, and mod (e,256) sets the numbers in range [0,
255]. The Algorithm 4.1 describes the sequence generation process. The forthcom-
ing section will detail the utilisation of sequences X and Y in both the simultaneous

confusion and diffusion steps.

Algorithm 4.1: Sequence generation for KYLM.
Input : plain image P.
Output: X, Y

1 Input gray plain image P of size M x N. K = SHA3 — 512(P).
2 Convert K into decimals using Equation (4.4.1).

3 Obtain values:  xg, Yy, ®, W, initial _pixel

4 Iterate KYLM for 500+ M x N and store x and y.

5 Sort x in ascending order and store its arguments in X.

6 Modify y using (4.4.2) and store as Y.

7 Output: X, Y

4.4.2 Simultaneous confusion and diffusion process

In the intriguing world of chaos-based IEAs, implementing a confusion-diffusion
framework is a popular method. This framework operates in two vital stages: confu-
sion and diffusion, both pivotal in the encryption process. During the confusion stage,
the locations of the pixels in the image are systematically altered using a secret key.
This procedure alters the spatial configuration of the image, rendering it incomprehen-
sible to anyone without appropriate authorization. The secret key plays a crucial role
in this intricate process of pixel repositioning, ensuring robust encryption. In the diffu-
sion step, the image’s pixel values are modified by utilising crucial secret keys. For this
stage, it is necessary to perform accurate changes in the pixel values and effectively dis-
perse the encrypted data throughout the image. The diffusion method ensures that the

encrypted information is deeply integrated into the image’s visual features by spread-
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ing the secret key’s impact across the pixels. The distinguishing characteristic of the
KYLM-IEA is its capacity to perform the confusion and diffusion phases concurrently.
Rather than sequentially completing these processes, they work together in synergy,
enhancing the encryption strength and effectiveness of the algorithm. The simultane-
ous execution of this process improves the security of the encryption by introducing
additional levels of complexity and unpredictability, hence increasing the difficulty of
decryption. In the technique of simultaneous confusion and diffusion, the i’ encrypted
image pixel is associated with the X! " plain image pixel, the Xl-’h element of the chaotic
sequence, and the previous cipher image pixel. The adjacent cipher pixels are obtained
from nonadjacent plain pixels. As a result, both the position and content of a pixel in

plain image may be changed at the same time. The steps of the IEA are shown below:

1. Load a gray-scale image P of size M x N, where M and N are the height and

width of the plain image, respectively.
2. Convert the P into the 1D array.
3. Set the cipher image as C with the first pixel as Cy = initial_ pixel.

4. Apply the simultaneous confusion and diffusion process on the plain image using

the sequences X and Y as given in (4.4.3).

Ci:PXi@YXi@Cifla 1§i§((MXN)—1) 4.4.3)

and & denotes bit-wise XOR operation.

5. The obtained cipher image C is has (M x N) number of pixels. The cipher image
C is reshaped into a size equal to the size of the P. Hence, C is the final encrypted

image

Since the proposed KYLM-IEA is symmetric, it uses the same key in the encryp-
tion and decryption operations. As encryption and decryption processes are inherently
reversible, the decryption process entails executing the inverse operations of the en-

cryption process.
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To assess the security and efficiency of the proposed KYLM-IEA, we performed

a set of tests on cipher images. Furthermore, the proposed IEA’s effectiveness and

resilience are compared to various algorithms regarding information entropy, NPCR,

UACI, correlation coefficient and execution time.

4.5.1 Information entropy analysis

Table 4.1 presents the information entropy values of cipher images generated by the

proposed KYLM-IEA and other existing algorithms. The entropy values for images

encrypted using KYLM-IEA are consistently close to the ideal value of 8, which in-

dicates a high level of randomness. This suggests that the KYLM-IEA effectively

distributes pixel values across the cipher image in a uniform manner, minimizing any

detectable patterns. Such a distribution is essential for secure encryption, as it makes it

significantly more difficult for an attacker to retrieve meaningful information through

statistical analysis. Compared to other algorithms, the KYLM-IEA shows superior per-

formance in terms of entropy, reflecting its enhanced ability to obscure the plain image

content.

Table 4.1: Comparison of information entropy values of the KYLM-IEA with algo-

rithms available in the literature.
Image KYLM-IEA [60]  [46]  [59]  [76]  [82] 331 [85] [86] [871 [88]  [89] 781 [91]
7.1.01 7.9993 7.9993 7.9993 7.9993 7.9793 7.9994 7.9993 7.9992 7.9993 7.9993 7.9992 7.9993 7.9992 7.9993
mandrill 7.9994 7.9993 7.9993 7.9993 7.9793 7.9993 7.9992 7.9992 7.9994 7.9993 7.9993 7.9992 7.9993 7.9993
MI3256 7.9993 79975 7.9970 7.9976 7.9766 7.9976 7.9969 7.9973 7.9973 7.9969 7.9971 7.9968 7.9970 7.9974
1.4.01 7.9998 7.9998 7.9998 7.9998 7.9798 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.02 7.9998 7.9998 7.9998 7.9998 7.9795 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.03 7.9998 7.9998 7.9998 7.9998 7.9800 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.04 7.9998 7.9998 7.9998 7.9998 7.9796 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.05 7.9998 7.9998 7.9987 7.9998 7.9799 7.9998 7.9998 7.9998 7.9998 7.9997 7.9998 7.9998 7.9998 7.9998
barb512 7.9993 7.9992 7.9993 7.9994 7.9792 7.9993 7.9993 7.9993 7.9993 7.9993 7.9992 7.9992 7.9993 7.9994
black 7.9970 7.9973 7.9974 7.9969 7.9765 7.9952 7.9973 7.9964 7.9973 7.8208 7.9969 7.9971 7.9973 7.9972
boat512 7.9993 7.9994 7.9994 7.9993 7.9785 7.9992 7.9993 7.9992 7.9994 7.9993 7.9992 7.9992 7.9992 7.9991
bridge256  7.9973 7.9972 7.9967 7.9971 7.9759 7.9972 7.9972 7.9972 7.9968 7.9972 7.9970 7.9970 7.9973 7.9978
peppers512  7.9994 7.9993 7.9992 7.9992 7.9801 7.9993 7.9992 7.9993 7.9993 7.9993 7.9993 7.9993 7.9993 7.9973
squares 7.9975 79973 79976 7.9972 7.9777 7.9964 7.9972 7.9967 7.9970 7.9887 7.9973 7.9971 7.9967 7.9748
zelda512 7.9993 7.9993 7.9993 7.9993 7.9798 7.9994 7.9992 7.9993 7.9992 7.9993 7.9994 7.9993 7.9993 7.9798
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4.5.2 Differential attack

Table 4.2 and Table 4.3 present a comparative analysis of NPCR and UACI values
for various encrypted images obtained using different encryption algorithms. The re-
sults clearly demonstrate that the proposed KYLM-IEA consistently achieves NPCR
and UACI values close to the ideal across all tested images. In contrast, other related
algorithms often show inconsistencies or fail to meet the ideal thresholds. This con-
sistent performance of the KYLM-IEA confirms its robustness and high sensitivity to
minor changes in the input image. Therefore, it can be concluded that KYLM-IEA
is highly effective in resisting differential attacks, offering superior security in image

encryption applications.

Table 4.2: Comparison of NPCR values of KYLM-IEA with algorithms available in
the literature.

Image KYLM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 99.6277 99.6147 99.6155 99.5972 99.5922 99.6040 99.5941 99.6098 99.6021 99.3977 99.6075 99.6185 99.6227 99.6300
mandrill 99.6174 99.5995 99.6223 99.6098 99.6227 99.5907 99.6017 99.6071 99.6181 99.3660 99.6162 99.6117 99.6143 99.6056
MI3256 99.6368 99.6368 99.6338 99.6307 99.6201 99.6307 99.5697 99.5804 99.6170 99.5010 99.5758 99.6445 99.6170 99.6506

1.4.01 99.6099 99.6017 99.6119 99.6047 99.6095 99.6055 99.6004 99.6016 99.6094 99.2376 99.6137 99.6105 99.6087 99.6186
1.4.02 99.6058 99.6178 99.2304 99.6016 99.5851 99.6078 99.6171 99.6158 99.6206 99.3032 99.6078 99.6198 99.6039 99.6016
1.4.03 99.6230 99.6131 99.6104 99.6117 99.5970 99.6053 99.5976 99.5954 99.6041 99.3378 99.6108 99.6051 99.6018 99.6116

1.4.04 99.6099 99.6063 99.6156 99.6027 99.5928 99.6126 99.6191 99.6081 99.6041 99.2588 99.6128 99.6103 99.6115 99.6816
1.4.05 99.6063 99.6119 99.6124 99.6099 99.6026 99.6067 99.6046 99.6120 99.6107 99.3029 99.6118 99.6052 99.6138 99.6056
barb512 99.6010 99.6212 99.6120 99.6090 99.5857 99.6128 99.6120 99.6235 99.5987 99.2863 99.6033 99.5983 99.6037 99.6068
black 99.6048 0.1099  99.5804 99.5712 99.6140 99.6170 99.5956 99.6201 99.6429 99.1058 99.6033 99.6307 99.6033 99.5816
boat512 99.6021 99.6048 99.5777 99.6006 99.5861 99.6071 99.6078 99.6094 99.5998 99.2355 99.6315 99.6002 99.6113 99.5916
bridge256  99.6231 99.6368 99.5834 99.6140 99.6277 99.6201 99.5895 99.5941 99.5941 99.3973 99.6475 99.5911 99.5804 99.6126
peppers512 99.6155 99.6181 99.2203 99.5914 99.6006 99.6208 99.6105 99.6296 99.5872 99.3664 99.6166 99.6014 99.5987 99.6316
squares 99.6216 94.4611 99.6475 99.6277 99.6323 99.5667 99.6078 99.5621 99.5850 99.4827 99.6216 99.5651 99.5880 99.6326
zelda512  99.6048 99.6094 99.6140 99.5838 99.6067 99.6075 99.6338 99.6117 99.6006 99.3492 99.6140 99.6147 99.5869 99.6015

Table 4.3: Comparison of UACI values of the KYLM-IEA with algorithms available
in the literature.

Image KYLM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 33.4622 33.4596 33.5119 33.4700 32.9488 33.4450 33.5427 33.5215 33.4590 33.3533 33.4218 33.5017 33.4631 33.5303
mandrill 33.4846 33.4832 33.4239 33.4253 33.0260 33.5148 33.4519 33.4471 33.4134 33.4041 33.5828 33.4677 33.5044 33.5228
MI3256 33.5513 33.3253 33.4193 33.4883 32.9003 33.4463 33.3935 33.5144 33.3942 33.5231 33.4326 33.2599 33.4790 33.5028

1.4.01 33.4268 33.3913 33.4613 33.4565 32.9516 33.4375 33.5184 33.4723 33.4479 33.3781 33.4802 33.4677 33.4773 33.4623
1.4.02 33.4015 33.4699 33.4710 33.4742 32.9929 33.4595 33.4946 33.4569 33.4687 33.3739 33.4457 33.4705 33.4728 33.4723
1.4.03 33.4728 33.4715 33.4395 33.4577 33.0346 33.4021 33.4991 33.4078 33.4670 33.3811 33.5185 33.4597 33.4215 33.4613
1.4.04 33.4904 33.4039 33.4475 33.4472 33.0237 33.4591 33.4167 33.4458 33.4396 33.3817 33.4967 33.4753 33.4386 33.4821
1.4.05 33.5095 33.4528 33.4414 33.4823 33.0187 33.4546 33.4811 33.4362 33.4326 33.3856 33.4754 33.4869 33.4366 33.4753
barb512 33.5017 33.4903 33.4525 33.4480 33.0039 33.5036 33.4419 33.5271 33.4796 33.3738 33.4139 33.4472 33.4584 33.4427
black 33.3871 0.0020 33.3606 33.4630 33.0262 33.1236 33.4295 33.4112 33.5089 32.1387 33.5901 33.4486 33.3485 33.4629

boat512 33.4845 33.4335 33.4126 33.4923 33.0314 33.4694 33.4611 33.4229 33.4362 33.3233 33.4689 33.4232 33.3889 33.4657
bridge256  33.4565 33.5100 33.5284 33.3681 32.9774 33.5488 33.4616 33.4363 33.4427 33.4126 33.4118 33.4083 33.4107 33.4123
peppers512 33.5346 33.4297 33.3951 33.5148 33.1133 33.4624 33.4268 33.4878 33.4425 33.4498 33.5125 33.5270 33.4002 33.4520
squares 33.4132 32.9945 33.3971 33.4567 33.1512 33.2762 33.2801 33.4679 33.3559 33.6037 33.4768 33.3543 33.4032 33.4721
zelda512  33.4521 33.4063 33.4575 33.4738 33.0454 33.4410 33.3448 33.4264 33.4418 33.3973 33.4772 33.5236 33.4646 33.4603
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4.5.3 Histogram analysis

Figure 4.9 exhibits a comparative analysis of the histograms of both the plain and
cipher images. By examining Figure 4.9, it becomes clear that a significant transfor-
mation occurs in the statistical distribution of pixel intensities following the IEA. In
the case of the plain images, the histograms typically display noticeable patterns and
peaks, reflecting the inherent structure and redundancy within natural images (Figure
4.9(a-c)). These patterns can often reveal information about the image content, making

plain images vulnerable to statistical analysis and attacks.

The histograms corresponding to the cipher images appear to be uniformly dis-
tributed, indicating that the IEA has effectively randomized the pixel values across
the entire gray-scale range (Figure 4.9(d-f)). This uniformity suggests a high level of
entropy and demonstrates that the encrypted images do not retain any visible statisti-
cal correlation with the plain images. The absence of identifiable peaks or patterns in
the cipher image histograms confirms that the IEA has successfully obscured the plain
image information. As a result, such uniform histograms are a strong indication of a
robust IEA, as they significantly hinder any attempts by unauthorized parties to extract

meaningful information through statistical or visual analysis.
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Figure 4.9: Histogram of plain and cipher images obtained using KYLM-IEA.
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4.5.4 Correlation coefficient analysis

The correlation coefficients between adjacent pixels in both the plain and cipher
images have been computed and are presented in Table 4.4. As observed from the
Table 4.4, plain images exhibit very high correlation coefficients, with values close to
1. This indicates a strong relationship between adjacent pixels, which is common in
plain images. In contrast, the cipher images demonstrate significantly lower correlation
coefficients, suggesting that the encryption process has effectively disrupted the pixel
relationships, resulting in minimal to no correlation between adjacent pixels. That

shows the efficiency of IEA in reducing statistical information.

In addition, the pixel intensity distribution is illustrated in Figure 4.10. For the plain
images shown in Figure 4.10(a-c) , the pixel values are highly concentrated and follow
a linear pattern, reflecting their structured nature. However, for the cipher images ex-
hibited in Figure 4.10(d-f), the pixel values are distributed uniformly across the region.
This uniform distribution is a strong indication of efficient encryption, as it implies a

complete loss of the plain image information and an absence of any detectable patterns.

Table 4.4: Comparison of correlation coefficient values of KYLM-IEA with algorithms
available in the literature.

Image Plain images KYLM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]
HD 0.9630 0.0072 -0.0041 0.0009 -0.0028 -0.0046 0.0049 0.0008 0.0091 0.0037 -0.0032 -0.0012 0.0012 -0.0027 0.0002
7.1.01 VD 0.9192 -0.0008 0.0023 0.0008 -0.0009 -0.0017 0.0025 0.0012 -0.0106 0.0002 0.0029 0.0075 -0.0080 0.0059 -0.0105
DD 0.8995 -0.0006 0.0148 -0.0038 0.0045 -0.0046 -0.0137 0.0038 0.0151 0.0001 -0.0036 0.0007 0.0058 0.0057 0.0069
HD 0.8625 0.0061 -0.0029 -0.0016 0.0069 0.0047 -0.0101 0.0082 0.0127 0.0087 0.0097 -0.0032 -0.0019 0.0060 0.0028
mandrill VD 0.7669 -0.0049 -0.0035 -0.0076 -0.0074 0.0031 0.0046 -0.0105 0.0064 -0.0020 -0.0024 -0.0076 -0.0072 0.0087 -0.0067
DD 0.7202 -0.0144 -0.0099 0.0052 0.0102 0.0035 -0.0040 0.0090 -0.0043 0.0055 -0.0047 0.0075 -0.0033 0.0091 -0.0040
HD 0.9784 -0.0006 -0.0172 -0.0054 0.0043 0.0187 -0.0158 0.0152 -0.0273 0.0086 -0.0039 0.0080 -0.0247 0.0130 -0.0091
MI3256 VD 0.9795 0.0141 -0.0049 -0.0162 0.0194 -0.0012 -0.0072 -0.0083 0.0156 -0.0011 -0.0020 0.0026 0.0141 0.0152 0.0014
DD 0.9405 -0.0178 0.0052  0.0041 -0.0056 0.0160 0.0035 0.0089 0.0208 -0.0093 0.0226 0.0107 -0.0062 -0.0049 0.0085

4.5.5 Resistance to classical attacks

The robustness of proposed KYLM-IEA against chosen-plaintext attacks is estab-
lished through Equation (2.3.8). This operation is visually represented in Figure 4.11.
By examining Figure 4.11(a),(b), it is clear that Equation (2.3.8) holds, suggesting that
the KYLM-IEA resists chosen-plaintext attacks. Additionally, a quantitative evalua-
tion is carried out by calculating the value of NPCR for the images displayed in Figure

4.11(a) and Figure 4.11(b). The resulting NPCR value between these two images is
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Figure 4.10: Pixel distribution of plain and cipher images obtained using KYLM-IEA.

99.6196%, further reinforcing the KYLM-IEA’s effectiveness against chosen-plaintext
attacks. Therefore, the proposed KYLM-IEA is also expected to be resilient against

other classical attacks.

4.5.6 Occlusion attack

To analyse the strength of the decryption algorithm against the occlusion attack, a
small portion of the encrypted image was corrupted. The corrupted image is shown in
Figure 4.12(a). The corresponding decrypted image of the occluded images is shown
in the Figure 4.12(b). The decrypted image retains most of the original visual content,
indicating that the proposed encryption and decryption process is effective even under
partial data loss. This demonstrates that the KYLM-IEA exhibits strong resistance to
occlusion attacks, making it a reliable solution for secure image transmission in lossy

Or error-prone environments.
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69

4.5.7 Noise attack

To assess the resilience of the decryption algorithm against noise attacks, salt-and-
pepper noise was introduced randomly into the encrypted image prior to decryption.
The noise-corrupted encrypted image is depicted in Figure 4.13(a), while the corre-
sponding decrypted image is shown in Figure 4.13(b). Despite the presence of noise,
the decrypted image preserves the overall structure and visual features of the original,
indicating that the proposed encryption and decryption scheme can effectively tolerate
such distortions. These results confirm that the KYLM-IEA is robust against noise at-

tacks and suitable for secure image transmission over noisy communication channels.

(a) Noisy encrypted image (b) Decryption of noisy im-
age

Figure 4.13: Representation of KYLM-IEA's resistance to Noise attack.

4.5.8 NIST randomness test

Table 4.5 presents the p-values computed at a significance level of B = 0.01 for all
fifteen statistical tests applied to the cipher image generated using the KYLM-IEA. As
shown in the Table 4.5, the cipher image successfully passes all the randomness tests,
indicating that the KYLM-IEA effectively introduces randomness in the encrypted im-

ages.
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Table 4.5: Randomness test results for KYLM-IEA.

Test name p-value Result

Frequency Test 0.0268  Successful
Run Test 0.4782  Successful
Run Test (Longest Run of Ones) 0.9653  Successful
Block Frequency Test 0.9626  Successful
Universal Statistical Test 0.3604  Successful
Linear Complexity Test 0.9930  Successful
Serial Test 0.1274  Successful
Binary Matrix Rank Test 0.5633  Successful
Non-overlapping Template Matching Test 0.3178  Successful
Overlapping Template Matching Test 0.6222  Successful
Approximate Entropy Test 0.3841  Successful
Random Excursion Test 0.1757  Successful
Random Excursion Variant Test 0.0692  Successful
Cumulative Sums 0.0392  Successful
Discrete Fourier Transform Test 0.9853  Successful

4.5.9 Execution time analysis

The execution time of the proposed IEA and related IEAs available in literature is
presented in Table 4.6. From the Table 4.6, it is observed that the KYLM-IEA exe-
cutes in a very short time, demonstrating high computational efficiency. Thus it can be

concluded that the KYLM-IEA is fast enough to be applied in a real-world problem.

Table 4.6: Comparison of execution time (in seconds) of the KYLM-IEA with algo-
rithms available in the literature.

Image KYLM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 0.74 329 10.20 1.41 19.46 0.60 1.27 20.61 3.85 4.40 1.93 17.78 537.61 908.52
mandrill 0.75 3.15 8.80 1.66 21.26 0.57 1.30 18.51 5.27 4.03 2.27 15.01 524.53 759.84
MI3256 0.18 0.80 220 038 596 0.13 033 477 1.13 099 0.70 429 153.90 265.17

4.6 Summary

This chapter proposes the hyper-chaotic coupled Kaplan-Yorke-Logistic map. The
proposed map is integrated into an IEA. The performance of the proposed KYLM-IEA
is rigorously evaluated using a diverse set of gray-scale images to ensure its applica-
bility across different visual content. Comprehensive experimental analyses are con-
ducted to assess the algorithm’s robustness against multiple types of attacks, including

statistical, differential, and brute-force attacks. The results confirm that the IEA effec-
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tively disrupts the inherent correlations in image data, ensuring high security. Further-
more, the corresponding decryption algorithm reconstructs the plain image content,

demonstrating the algorithm’s reliability and lossless recovery capability.






Chapter 5

SHIELD map with application in

Image Encryption

This chapter introduces a novel chaotic SHIELD map and demonstrates its application
within an IEA. The proposed SHIELD map is formulated by combining the exponen-
tial function, sine function, and logistic map. In Section 5.1, we have discussed the
background details required for the chapter. The SHIELD map is proposed in Section
5.2. A detailed analysis of the SHIELD map is presented in Section 5.3 in terms of
BD, PD, LE, PE, and SE. Section 5.4 proposes the encryption algorithm leveraging the
SHIELD map termed as SHIELD-IEA. The SHIELD-IEA utilises chaotic sequences
generated by the SHIELD map along with Two-step confusion and Dynamic Diffusion
Operation to disrupt plain image. The Two-step confusion operation utilises bit-level
shuffling and Fisher-Yates shuffling operation. In Section 5.5, SHIELD-IEA is anal-
ysed using several key metrics such as information entropy, differential attack resis-
tance, histogram analysis, correlation coefficients, and randomness tests, demonstrat-
ing its robustness in producing secure cipher images. Finally, Section 5.6 summarizes

the chapter.

73
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5.1 Background

The exponential function is one of the most fundamental nonlinear functions in math-

ematics, defined as:

flx)=¢" (5.1.1)

where e ~ 2.718 is Euler’s constant. The exponential function is strictly increasing
and exhibits rapid growth as x increases. A key property is that small variations in x
can lead to disproportionately large differences in f(x), for positive x. This inherent
sensitivity directly supports chaotic behaviour by amplifying small deviations in initial

conditions.

When applied within bounded transformations such as the modulo operation, the
exponential function introduces irregularity and unpredictability in the system’s state

transitions.

The sine function is defined as:

f(x) =sin(x), (5.1.2)

which is a bounded periodic function in range [—1,1]. The oscillatory nature of the
sine function introduces smooth fluctuations, allowing the system to alternate between
growth and decay in a non-linear manner. Unlike the exponential function, which
promotes unbounded divergence, the sine function provides bounded oscillations that
enrich the complexity of trajectories without leading to instability that escapes the

desired range.

The periodicity of sine function introduces repetitive non-linear modulation. In
chaotic system design, this oscillatory modulation contributes to irregular switching

behaviours, increases entropy, and strengthens unpredictability in state evolution.
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5.2 Proposed SHIELD map

The SHIELD map is non-linear due to the inclusion of a exponential and Sine func-
tion along with Logistic map. The inclusion of exponential term introduces rapid
growth or decay, while the sine component adds oscillatory behaviour to the map. The
inclusion of Logistic map (4.1.2) with other non-linear terms increases the complexity

of map. The SHIELD map is given in (5.2.1).

xi1 = mod (y; + presn(@Fmill =) @) 1)
. (5.2.1)
Yi+1 = mod (xi+1 + I.iy[6'81n(w+p(xt'2+l_yz'2)), 1)

where UL, p, @ are control parameters. The modulo operation ensures that the variables
Xit+1, and y;; 1 remain bounded between 0 and 1. The parameters @ € [0,27], i € [0, )
and p € [0,00) provide flexibility in controlling the map’s dynamics. For experimental
purposes, the values of it and p are set in the [0, 10] range and @ = 1.57. Depending
on their values, the map may transition between different regimes of behaviour, such

as stability, periodicity, and chaos.

Furthermore, the analysis of SHIELD is compared with existing maps shown in Table

2.1. The analysis and results are exhibited in the forthcoming sections.

5.3 Analysis of the SHIELD map

The chaotic behavior of the SHIELD is comprehensively investigated by employing
a range of tools, including BD to visualize the transition between periodic and chaotic
regimes, PD to depict the map’s state space trajectories, LE to quantify the rate of
divergence of nearby trajectories and confirm chaotic dynamics, PE to measure the
complexity of time series based on ordinal patterns, and SE to assess the irregularity
and unpredictability of the map’s temporal evolution. These tests are performed and

the results are discussed in the subsequent sections.
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5.3.1 Bifurcation diagram

Figure 5.1 exhibits the BD of the SHIELD map with respect to the control parameters
U, p, and @ one varying within the interval, while keeping the other parameter fixed
and using initial conditions xp = 0.9 and yyp = 0.6. These diagrams reveal that the
SHIELD map exhibits significant ergodicity across a broad range of control parameter
values. Furthermore, the BD highlights sensitivity of the SHIELD to variations in its
control parameters. Even small changes in parameter values result in different dynamic

behavior indicating its suitability for integration into IEAs.
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Figure 5.1: Bifurcation diagram of SHIELD map.

5.3.2 Phase diagram

The PD of the SHIELD and other maps, as listed in Table 2.1, are exhibited in Figure
5.2. The PD are plotted using the initial values as: SHIELD ((xo, yo, 4, p, ®) = (0.9,
0.6, 10, 10, 1.57)), CLM ((xo, yo, a, a1) = (0.5, 0.8, 5, 5)), ICLM ((xo, Yo, a, a;) =
(0.3,0.1,0.1, 0.1)), LMHM ((x9, yo, B, k1, k2, p1, k) = (0.5, 0.8, 0.1, 1, 0.1, 100, 0.7)),
IGSCM ((x0, yo, 11, r2) = (0.21, 0.31, 25, 23.3)), SLM ((xo, yo, I, p) = (0.3, 0.4, 4,
3.6)), HSM ((xo, yo, b1, b2, ) = (0.3, 0.6, 5, 1.57, 10)), LNIC ((xo, yo, a, a1) = (0.9,
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0.6, 1, 1)), CLSS map ((xo, yo, ¢) = (0.3, 0.6, 0.5)), LCCCM ((x0, yo, U, p1) = (0.6,
0.9, 5, 8.78)). The SHIELD map demonstrates a uniform distribution throughout the
region. This indicates that the state trajectories of the SHIELD map do not concentrate
in specific regions but are instead evenly dispersed across the entire region. In contrast,
the PD of other maps display non-uniform distributions. Thus, it can be inferred that

SHIELD map offer enhanced resistance to phase space reconstruction attacks.
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Figure 5.2: Phase diagrams (x and y).
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5.3.3 Lyapunov exponent

The LE of the SHIELD and other maps, as listed in Table 2.1, are exhibited in Figure

5.3. LE, and LE, represent the LEs associated with the x and y variables, respectively.

From the Figure 5.3, it is visible that the exponents of SHIELD maps are positive

and high as compared to other maps except IGSCM. The larger the LE, the faster this

divergence happens. Thus, it can be concluded that the SHIELD map is extremely

sensitive to initial conditions, chaotic, unpredictable and hence suitable for integration

into IEAs.
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5.3.4 Permutation entropy

Figure 5.4 illustrates the PE of the SHIELD map along with other chaotic maps listed
in Table 2.1. As shown in the Figure 5.4, the SHIELD map consistently exhibits values
near 1 across the specified range of control parameters. This suggests that the SHIELD
map demonstrates complex chaotic behavior, making it a strong candidate for applica-

tions requiring unpredictability, such as cryptography or secure communications.
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Figure 5.4: Permutation entropy of SHIELD map

5.3.5 Sample entropy

Figure 5.5 shows the SE of the SHIELD map compared to other chaotic maps listed
in Table 2.1. As shown in Figure 5.5, the SHIELD map consistently achieves high val-
ues of SE around 2 across the evaluated range of control parameters, suggesting that the
SHIELD map exhibits pronounced chaotic behavior. Thus the SHIELD map is a strong
candidate for applications requiring high unpredictability, including cryptography and

secure communications.

5.4 Application of the map in image encryption

This section outlines the SHIELD-IEA for encrypting an image of size M x N. The
SHIELD-IEA incorporates several key processes: secret key generation, two-step con-
fusion operation, and dynamic diffusion operations, as described in subsections 5.4.1,

5.4.2 and 5.4.3, respectively. These methods collectively enhance the SHIELD-IEA
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Figure 5.5: Sample entropy of SHIELD map

robustness by ensuring high randomness, reducing predictability, and providing strong

resistance against cryptographic attacks.

5.4.1 Secret key generation method

The secret key plays a significant role in the encryption algorithm because it ensures
the confidentiality of the data by enabling secure encryption and decryption processes.
The algorithm would be vulnerable to attacks without a well-generated and protected
key. The secret key K is derived from the plain image using the SHA3-512 hash func-
tion. The resulting hash key is converted into a 512-bit binary number which is large
enough to resist Brute-Force attacks. These bits are transformed to produce the ini-
tial values and control parameters using Algorithm 5.1, which are then used in the

SHIELD-IEA.

The outputs of Algorithm 5.1 include keyl, key2, o, and . The generated keys keyl
and key2 are used as the initial seeds for the SHIELD at different steps of SHIELD-

IEA. The parameters o and 3 are used as initial value in the diffusion process.

5.4.2 Two-step confusion operation

This section outlines the steps involved in the two-step confusion process, which
incorporates bit-level shuffling and Fisher-Yates shuffling techniques. The sequences

produced by the SHIELD map are modified and applied to scramble the pixel values
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Algorithm 5.1: Computation of initial values and parameters for SHIELD-
IEA.
Input : Hash value K.

Output: keyl, key2, o, B.

1 Step 1: Convert hash slices to Integers: 1S, < bintodec(Ky.¢3),
IN R bintodec(K64;127), IAY R bintodeC(Klzg;lgl),
IS5 + bintodec(K192;255), IS, bintodec(K256:319),
IS5 + binl0d€C(K32();3g3), 1Sg + binl0d€C(K384;447),
187 + bintodec(K448;511);

2 Step 2: Compute keyl parameters:
[X0,Y0,P, U, ®] = [%,%, 100 x %, 100 x %,27: X 1—51262‘{53] ;

keyl = [xo1,Yo01,P1, M1, O]

w

4 Step 3: Compute key2 parameters:

IS4 1S 1S IS 1S5I1S7 | .
[x07y07p7.u7w] = [2737274517100 X 2_61617100X 2717277: X 5264 7:|’

key2 = [x02,y02, P2, M2, @3]

wn

6 Step 4: Compute additional values: o = 1502#

B = mod Q’SI;O’SGJ ,256);
7 Output: keyl, key2, a, B;

of the image as per the process.
Bit-level shuffling operation

Bit-level shuffling offers enhanced security and data obfuscation by rearranging indi-
vidual bits in the data-set, making it harder for unauthorized users to detect patterns or

extract useful information.

A new bit-level shuffling is proposed in which the bits of the whole sample are shuf-
fled using the sequences obtained by SHIELD map. The proposed bit-level shuffling
has greater randomness as it shuffles a larger pool of bits, creating a more complex
and less predictable pattern that increases security and obfuscation. In this method, the
8-bit binary representations of the pixel values are concatenated into a single stream
of bits. This long stream is then shuffled using the chaotic sequence generated by the
SHIELD map. After shuffling, the bits are divided into chunks of 8 to convert them
back into individual integers. Furthermore, the flowchart of the operation is exhibited

in Figure 5.6.
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For the bit-level shuffling, two sequences X1 and Y1 generated by applying keyl on
the SHIELD map, are combined using (5.4.1).

SX; =10X1;+Y1;, 0<i<8L. (5.4.1)

After the modification, the sequence SX is sorted in ascending order. Once the sort-
ing is complete, the corresponding indices associated with the elements of the original
sequence are recorded and stored in S1. This guarantees that the sequence is organized
systematically while also retaining the original positions of each element for reference.
The arguments are used to shuffle the bits as described in Algorithm 5.2. The proposed
bit-level shuffling disrupts direct associations between input and output bits, making
it more challenging for attackers to identify patterns. This method redistributes bits
across various positions, hindering correlation predictions and enhancing security and
randomness by dispersing the statistical structure. Furthermore, it improves diffusion,
ensuring that small input modifications lead to widespread and unpredictable output
variations. After bit-level shuffling, the bits are reconstituted into integers and further

scrambled using the Fisher-Yates shuffling.

Algorithm 5.2: Bit-Level Shuffling operation.
Input : Plain image (P), S1.
Output: Bit-level shuffled image (BSA).
M x N = size(P)
Convert each byte sample value of image data into a binary stream and store it
in bin_image of size 8L.
Initialize shuff_bin < [ ]
fori< 0to8(M xN)—1do
temp = S1[i]
shuff_bin|temp] < bin_imageli]
end
Convert the shuffled bit stream shu f f_bin of size 8 x M x N into bytes and
store it in BSA of size M X N.
Output BSA

N =

*®X N n W

o

Fisher-Yates shuffling

In 1938, Ronald Fisher and Frank Yates introduced a technique for generating ran-

dom permutations of finite sets, now known as the Fisher-Yates shuffle [114]. This
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64 65 93 115 6 162 240 177
~ conversion into conversion info |
binary number | decimal number
01000000 01000001 01011101 01110011 00000110 10100010 11110000 10110001
" " .
concatenation : i e
of bits bit-shuffling | Bpiifting ot wits |

01000000010000010101110101110011 ——)i 00000110101000101111000010110001

Figure 5.6: Bit-level shuffling operation.

method comprises two variants: the classical and the modern approach. The original
Fisher-Yates shuffle is particularly notable for its unbiased nature, ensuring that every
permutation is equally likely while requiring only a time complexity proportional to the
number of items being shuffled and no additional storage space. The modern version
of the Fisher-Yates shuffle, however, refines this concept into an in-place algorithm. In-
stead of creating a shuffled copy of an array, it rearranges the elements directly within
the original array, thereby improving efficiency. Like the classical version, it maintains
linear time complexity and avoids the need for extra storage. Nonetheless, the quality
of the shuffle in both versions depend on the randomness of index generation process

[115].

The image pixels obtained after bit level shuffling operation are reshuffled leverag-
ing Fisher-Yates shuffling. The key2 is used to iterate the SHIELD, and the obtained
sequences are X2 and Y2. The sequence X2 is sorted and the arguments are stored as
SEQ. The SEQ sequence is used to shuffle the image pixels and the steps are described
in Algorithm 5.3. The impact of two-step confusion results in a highly randomized and
unpredictable sequence of integers. Bit-level shuffling applied to the entire sample at
once, alters the internal structure of each number by rearranging its bits in a random-
ized manner. This transformation disrupts any inherent numerical patterns, ensuring
that even before positional shuffling, the values themselves are significantly altered.
Following this, the Fisher-Yates algorithm further randomizes the sequence by shuf-
fling the positions of these transformed integers. The method guarantees maximum
entropy within individual numbers while maintaining a uniformly randomized order.

It also guarantees that the final data-set exhibits no statistical correlation between the
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original and shuffled sequences. The obtained shuffled array is used in the diffusion

step, as described in next section.

Algorithm 5.3: Fisher-Yates shuffling algorithm.

Input : BSA, SEQ (argument sequence obtained after sorting X2)
Output: Shuffled image (SA)

function Fisher_Yates_Shuffle (BSA, SEQ)
L < size(BSA)
fori< O0OtoM xN—1do
j  SEQIi];
Swap BSA[i] with BSA[j]
end
SA < BSA
Output SA

X N R W N =

5.4.3 Dynamic diffusion operation

The original pixel values of plain image may contain important information that can
reveal the underlying content, allowing attackers to reconstruct the image by analysing
statistical patterns, even when the pixel value locations are fully rearranged. This vul-
nerability highlights the need for a robust approach to protect multimedia content from
multiple types of statistical attacks. To achieve such security, a strong diffusion oper-
ation is required to substantially modify the pixel values. Diffusion operation ensures
that changing even a small part of the plaintext results in a significant and widespread

change in the ciphertext.

The proposed dynamic diffusion operation ensures strong security through its com-
plexity. The algorithm involves improved sine-tangent map [116], recursive structure,
and modular arithmetic. The improved sine-tangent map adds another layer of security
to the IEA as it enhances the sensitivity to initial conditions (control parameters). Its
sensitivity to initial conditions ensures that small changes in inputs lead to different
results. The recursive structure, where each value depends on the previous one, adds
an extra layer of protection by making it harder for attackers to isolate individual val-
ues. The mod (e,256) operation restricts the output to [0,255]. Overall, this makes the

algorithm resistant to several attacks and well-suited for applications requiring unpre-
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dictability. The diffusion operation is described in (5.4.2).

SAo @ SYy @ mod (LIOIO xsin (@ x tan (3 x ()2 1.5) ) | ,256) L i=0;
Ci=
SA; @ SY; ® mod ({1010 X sin (a x tan (3 x (CaizL)? — 1.5))J ,256) J1<i<(MxN-1).
(5.4.2)
where SA, SY, and C represent shuffled image, chaotic sequence, and cipher image.
|e| and & represent floor and bit-wise XOR operation, respectively. The sequence SY

is obtained by modifying Y2 using (5.4.3).
SY; = mod (|Y2; x 10°],256), 0<i< (M xN—1) (5.4.3)

This SHIELD-IEA ensures the redistribution of pixel values so that correlations be-
tween adjacent image pixels are eliminated, enhancing the overall security of an en-
crypted image. By doing so, the encrypted output is significantly more resistant to
cryptanalysis and reverse engineering attempts, preserving the confidentiality of the

multimedia content.

The steps of SHIELD-IEA are described as follows:

—_—

. Insert the plain image P of size M X N.
2. Calculate the hash value K of the P using the hash function SHA3-512.

3. Insert the hash value K in the Algorithm 5.1 to get the required initial values and
control parameters for the SHIELD-IEA (keyl, key2, a, ).

4. The SHIELD is iterated using keyl. The sequences obtained are X1 and Y1.

These are modified for bit-level shuffling, and S1 is obtained.
5. The P and S1 is inserted into Algorithm 5.2 and the BSA is obtained.

6. The SHIELD is iterated again using key2. The sequences obtained are X2 and
Y2.

7. X2 is sorted and output stored as SEQ and BSA are inserted into Algorithm 5.3

to accomplish Fisher-Yates shuffling.
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8. Diffuse the obtained image in Step 7 using the diffusion operation given in

(5.4.2). C is the obtained cipher image of size M x N.

Plain Image

Keyl X1,Y1 !

’_' Bit-level shuffling
Hash value Kevl | l BSI
Plain of image B 2D-

ey { 3 - %,
Image using I:'-‘ 6 Key? SHIELD X2 FléllEl ~Yates
SHA3-512 z *  shuffling
| v | s1
Diffusion
o B operation
Cipher
TImage
Secret key Image encryption
generation algorithm

Figure 5.7: Image encryption algorithm (SHIELD-IEA).

Since the proposed SHIELD-IEA is symmetric, it uses the same key in the encryp-
tion and decryption operations. As encryption and decryption processes are inherently
reversible, the decryption process entails executing the inverse operations of the en-

cryption process.

5.5 Analysis of the image encryption algorithm

To assess the security and efficiency of the proposed SHIELD-IEA, we performed
a set of tests on cipher images. Furthermore, the proposed IEA’s effectiveness and
resilience are compared to various algorithms regarding information entropy, NPCR,

UACI, correlation coefficient, execution time.

5.5.1 Information entropy analysis

Table 5.1 presents the information entropy values of cipher images generated by
the proposed SHIELD-IEA and other existing algorithms. The entropy values for im-

ages encrypted using SHIELD-IEA are consistently close to the ideal value, which
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indicates a high level of randomness. This suggests that the SHIELD-IEA effectively
distributes pixel values across the cipher image in a uniform manner, minimizing any
detectable patterns. Such a distribution is essential for secure encryption, as it makes it
significantly more difficult for an attacker to retrieve meaningful information through
statistical analysis. Compared to other algorithms, the SHIELD-IEA shows superior
performance in terms of entropy, reflecting its enhanced ability to obscure the plain

image content.

Table 5.1: Comparison of information entropy values of the SHIELD-IEA with algo-
rithms available in the literature.

Image SHIELD-IEA  [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 7.9993 7.9993 7.9993 7.9993 7.9793 7.9994 7.9993 7.9992 7.9993 7.9993 7.9992 7.9993 7.9992 7.9993
mandrill 7.9993 7.9993 7.9993 7.9993 7.9793 7.9993 7.9992 7.9992 7.9994 7.9993 7.9993 7.9992 7.9993 7.9993
MI3256 7.9970 7.9975 79970 7.9976 7.9766 7.9976 7.9969 7.9973 7.9973 7.9969 7.9971 7.9968 7.9970 7.9974
1.4.01 7.9998 7.9998 7.9998 7.9998 7.9798 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.02 7.9998 7.9998 7.9998 7.9998 7.9795 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.03 7.9998 7.9998 7.9998 7.9998 7.9800 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.04 7.9998 7.9998 7.9998 7.9998 7.9796 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.05 7.9998 7.9998 7.9987 7.9998 7.9799 7.9998 7.9998 7.9998 7.9998 7.9997 7.9998 7.9998 7.9998 7.9998
barb512 7.9993 7.9992 7.9993 7.9994 7.9792 7.9993 7.9993 7.9993 7.9993 7.9993 7.9992 7.9992 7.9993 7.9994
black 7.9977 7.9973 7.9974 7.9969 7.9765 7.9952 7.9973 7.9964 7.9973 7.8208 7.9969 7.9971 7.9973 7.9972
boat512 7.9993 7.9994 7.9994 7.9993 7.9785 7.9992 7.9993 7.9992 7.9994 7.9993 7.9992 7.9992 7.9992 7.9991
bridge256  7.9967 7.9972 79967 7.9971 79759 7.9972 7.9972 7.9972 7.9968 7.9972 7.9970 7.9970 7.9973 7.9978
peppers512  7.9993 7.9993 7.9992 7.9992 7.9801 7.9993 7.9992 7.9993 7.9993 7.9993 7.9993 7.9993 7.9993 7.9973
squares 7.9971 7.9973 79976 7.9972 79777 7.9964 7.9972 7.9967 7.9970 7.9887 7.9973 7.9971 7.9967 7.9748
zelda512 7.9993 7.9993 7.9993 7.9993 7.9798 7.9994 7.9992 7.9993 7.9992 7.9993 7.9994 7.9993 7.9993 7.9798

5.5.2 Differential attack

Table 5.2 and Table 5.3 present a comparative analysis of NPCR and UACI values
for various encrypted images using different IEAs. The results clearly demonstrate
that the proposed SHIELD-IEA consistently achieves NPCR and UACI values close
to the ideal across all tested images. In contrast, other related IEAs often show in-
consistencies or fail to meet the ideal thresholds. This consistent performance of the
SHIELD-IEA confirms its robustness and high sensitivity to minor changes in the input
image. Therefore, it can be concluded that SHIELD-IEA is highly effective in resisting

differential attacks, offering superior security in image encryption applications.

5.5.3 Histogram analysis

Figure 5.8 exhibits a comparative analysis of the histograms of both the plain and

cipher images. By examining Figure 5.8, it becomes clear that a significant transfor-
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Table 5.2: Comparison of NPCR values of SHIELD-IEA with algorithms available in
the literature.

Image SHIELD-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 99.6140 99.6147 99.6155 99.5972 99.5922 99.6040 99.5941 99.6098 99.6021 99.3977 99.6075 99.6185 99.6227 99.6300
mandrill ~ 99.6021 99.5995 99.6223 99.6098 99.6227 99.5907 99.6017 99.6071 99.6181 99.3660 99.6162 99.6117 99.6143 99.6056
MI3256 99.5941 99.6368 99.6338 99.6307 99.6201 99.6307 99.5697 99.5804 99.6170 99.5010 99.5758 99.6445 99.6170 99.6506
1.4.01 99.6092 99.6017 99.6119 99.6047 99.6095 99.6055 99.6004 99.6016 99.6094 99.2376 99.6137 99.6105 99.6087 99.6186
1.4.02 99.6005 99.6178 99.2304 99.6016 99.5851 99.6078 99.6171 99.6158 99.6206 99.3032 99.6078 99.6198 99.6039 99.6016
1.4.03 99.6165 99.6131 99.6104 99.6117 99.5970 99.6053 99.5976 99.5954 99.6041 99.3378 99.6108 99.6051 99.6018 99.6116
1.4.04 99.6140 99.6063 99.6156 99.6027 99.5928 99.6126 99.6191 99.6081 99.6041 99.2588 99.6128 99.6103 99.6115 99.6816
1.4.05 99.6078 99.6119 99.6124 99.6099 99.6026 99.6067 99.6046 99.6120 99.6107 99.3029 99.6118 99.6052 99.6138 99.6056
barb512 99.6174 99.6212 99.6120 99.6090 99.5857 99.6128 99.6120 99.6235 99.5987 99.2863 99.6033 99.5983 99.6037 99.6068
black 99.5941 0.1099  99.5804 99.5712 99.6140 99.6170 99.5956 99.6201 99.6429 99.1058 99.6033 99.6307 99.6033 99.5816
boat512 99.6059 99.6048 99.5777 99.6006 99.5861 99.6071 99.6078 99.6094 99.5998 99.2355 99.6315 99.6002 99.6113 99.5916
bridge256  99.6216 99.6368 99.5834 99.6140 99.6277 99.6201 99.5895 99.5941 99.5941 99.3973 99.6475 99.5911 99.5804 99.6126
peppers512 99.6189 99.6181 99.2203 99.5914 99.6006 99.6208 99.6105 99.6296 99.5872 99.3664 99.6166 99.6014 99.5987 99.6316
squares 99.5743 94.4611 99.6475 99.6277 99.6323 99.5667 99.6078 99.5621 99.5850 99.4827 99.6216 99.5651 99.5880 99.6326
zelda512  99.5834 99.6094 99.6140 99.5838 99.6067 99.6075 99.6338 99.6117 99.6006 99.3492 99.6140 99.6147 99.5869 99.6015

Table 5.3: Comparison of UACI values of the SHIELD-IEA with algorithms available
in the literature.

Image SHIELD-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 33.5615 33.4596 33.5119 33.4700 32.9488 33.4450 33.5427 33.5215 33.4590 33.3533 33.4218 33.5017 33.4631 33.5303
mandrill 33.4316 33.4832 33.4239 33.4253 33.0260 33.5148 33.4519 33.4471 33.4134 33.4041 33.5828 33.4677 33.5044 33.5228
MI3256 33.4612 33.3253 33.4193 33.4883 32.9003 33.4463 33.3935 33.5144 33.3942 33.5231 33.4326 33.2599 33.4790 33.5028
1.4.01 33.4782 33.3913 33.4613 33.4565 32.9516 33.4375 33.5184 33.4723 33.4479 33.3781 33.4802 33.4677 33.4773 33.4623
1.4.02 33.4598 33.4699 33.4710 33.4742 32.9929 33.4595 33.4946 33.4569 33.4687 33.3739 33.4457 33.4705 33.4728 33.4723
1.4.03 33.5060 33.4715 33.4395 33.4577 33.0346 33.4021 33.4991 33.4078 33.4670 33.3811 33.5185 33.4597 33.4215 33.4613
1.4.04 33.5078 33.4039 33.4475 33.4472 33.0237 33.4591 33.4167 33.4458 33.4396 33.3817 33.4967 33.4753 33.4386 33.4821
1.4.05 33.4628 33.4528 33.4414 33.4823 33.0187 33.4546 33.4811 33.4362 33.4326 33.3856 33.4754 33.4869 33.4366 33.4753
barb512 33.5276 33.4903 33.4525 33.4480 33.0039 33.5036 33.4419 33.5271 33.4796 33.3738 33.4139 33.4472 33.4584 33.4427
black 33.4155 0.0020 33.3606 33.4630 33.0262 33.1236 33.4295 33.4112 33.5089 32.1387 33.5901 33.4486 33.3485 33.4629
boat512 33.5434 33.4335 33.4126 33.4923 33.0314 33.4694 33.4611 33.4229 33.4362 33.3233 33.4689 33.4232 33.3889 33.4657
bridge256  33.4063 33.5100 33.5284 33.3681 32.9774 33.5488 33.4616 33.4363 33.4427 33.4126 33.4118 33.4083 33.4107 33.4123
peppers512 33.4482 33.4297 33.3951 33.5148 33.1133 33.4624 33.4268 33.4878 33.4425 33.4498 33.5125 33.5270 33.4002 33.4520
squares 33.3902 32,9945 33.3971 33.4567 33.1512 33.2762 33.2801 33.4679 33.3559 33.6037 33.4768 33.3543 33.4032 33.4721

zelda512  33.4330 33.4063 33.4575 33.4738 33.0454 33.4410 33.3448 33.4264 33.4418 33.3973 33.4772 33.5236 33.4646 33.4603
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mation occurs in the statistical distribution of pixel intensities following the IEA. In
the case of the plain images, the histograms typically display noticeable patterns and
peaks, reflecting the inherent structure and redundancy within natural images (Figure
5.8(a-c)). These patterns can often reveal information about the image content, making

plain images vulnerable to statistical analysis and attacks.

The histograms corresponding to the cipher images appear to be uniformly dis-
tributed, indicating that the IEA has effectively randomized the pixel values across
the entire grayscale range (Figure 5.8(d-f)). This uniformity suggests a high level of
entropy and demonstrates that the encrypted images do not retain any visible statisti-
cal correlation with the plain images. The absence of identifiable peaks or patterns in
the cipher image histograms confirms that the IEA has successfully obscured the plain
image information. As a result, such uniform histograms are a strong indication of a
robust IEA, as they significantly hinder any attempts by unauthorized parties to extract
meaningful information through statistical or visual analysis.
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Figure 5.8: Histogram of plain and cipher images

5.5.4 Correlation Coefficient analysis

The correlation coefficients between adjacent pixels in both the plain and cipher
images have been computed and are presented in Table 5.4. As observed from the

Table 5.4, the plain images exhibit very high correlation coefficients, with values close
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to 1. This indicates a strong relationship between adjacent pixels, which is common in
plain images. In contrast, the cipher images demonstrate significantly lower correlation
coefficients, suggesting that the encryption process has effectively disrupted the pixel
relationships, resulting in minimal to no correlation between adjacent pixels. That

shows the efficiency of the IEA in reducing statistical information.

In addition, the pixel intensity distribution is illustrated in Figure 5.9. For the plain
images shown in Figure 5.9(a-c) , the pixel values are highly concentrated and follow
a linear pattern, reflecting their structured nature. However, for the cipher images ex-
hibited in Figure 5.9(d-f), the pixel values are distributed uniformly across the region.
This uniform distribution is a strong indication of efficient encryption, as it implies a

complete loss of the plain image information and an absence of any detectable patterns.

Table 5.4: Comparison of correlation coefficient values of SHIELD-IEA with algo-
rithms available in the literature.

Image Plain images SHIELD-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]
HD 0.9630 0.0008 -0.0041 0.0009 -0.0028 -0.0046 0.0049 0.0008 0.0091 0.0037 -0.0032 -0.0012 0.0012 -0.0027 0.0002
7.1.01 VD 0.9192 -0.0047 0.0023 0.0008 -0.0009 -0.0017 0.0025 0.0012 -0.0106 0.0002 0.0029 0.0075 -0.0080 0.0059 -0.0105
DD 0.8995 -0.0032 0.0148 -0.0038 0.0045 -0.0046 -0.0137 0.0038 0.0151 0.0001 -0.0036 0.0007 0.0058 0.0057 0.0069
HD 0.8625 0.0031 -0.0029 -0.0016 0.0069 0.0047 -0.0101 0.0082 0.0127 0.0087 0.0097 -0.0032 -0.0019 0.0060 0.0028
mandrill VD 0.7669 0.0093 -0.0035 -0.0076 -0.0074 0.0031 0.0046 -0.0105 0.0064 -0.0020 -0.0024 -0.0076 -0.0072 0.0087 -0.0067
DD 0.7202 0.0031 -0.0099 0.0052 0.0102 0.0035 -0.0040 0.0090 -0.0043 0.0055 -0.0047 0.0075 -0.0033 0.0091 -0.0040
HD 0.9784 0.0102 -0.0172 -0.0054 0.0043 0.0187 -0.0158 0.0152 -0.0273 0.0086 -0.0039 0.0080 -0.0247 0.0130 -0.0091
MI3256 VD 0.9795 -0.0032 -0.0049 -0.0162 0.0194 -0.0012 -0.0072 -0.0083 0.0156 -0.0011 -0.0020 0.0026 0.0141 0.0152 0.0014
DD 0.9405 -0.0043 0.0052 0.0041 -0.0056 0.0160 0.0035 0.0089 0.0208 -0.0093 0.0226 0.0107 -0.0062 -0.0049 0.0085

5.5.5 Resistance to classical attacks

The robustness of proposed SHIELD-IEA against chosen-plaintext attacks is es-
tablished through Equation (2.3.8). This operation is visually represented in Figure
5.10. By examining Figure 5.10(a),(b), it is clear that (2.3.8) holds, suggesting that
the SHIELD-IEA resists chosen-plaintext attacks. Additionally, a quantitative eval-
uation is carried out by calculating the value of NPCR for the images displayed in
Figure 5.10(a) and Figure 5.10(b). The resulting NPCR value between these two im-
ages is 99.6127%, further reinforcing the SHIELD-IEA’s effectiveness against chosen-
plaintext attacks. Therefore, the proposed SHIELD-IEA is also expected to be resilient

against other classical attacks.
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(a) Cropped encrypted im- (b) Decryption of cropped
age image

Figure 5.11: Representation of SHIELD-IEA’s resistance to cropping attack

5.5.6 Occlusion attack

To analyse the strength of the decryption algorithm against the occlusion attack, a
small portion of the encrypted image was corrupted. The corrupted image is shown in
Figure 5.11(a). The corresponding decrypted image of the occluded images is shown
in the Figure 5.11(b). The decrypted image retains most of the original visual content,
indicating that the proposed encryption and decryption process is effective even under
partial data loss. This demonstrates that the SHIELD-IEA exhibits strong resistance to
occlusion attacks, making it a reliable solution for secure image transmission in lossy

Or error-prone environments.

5.5.7 Noise attack

To assess the resilience of the decryption algorithm against noise attacks, salt-and-
pepper noise was introduced randomly into the encrypted image prior to decryption.
The noise-corrupted encrypted image is depicted in Figure 5.12(a), while the corre-
sponding decrypted image is shown in Figure 5.12(b). Despite the presence of noise,
the decrypted image preserves the overall structure and visual features of the original,
indicating that the proposed encryption and decryption scheme can effectively tolerate
such distortions. These results confirm that the SHIELD-IEA is robust against noise

attacks and suitable for secure image transmission over noisy communication channels.
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(a) Noisy encrypted image (b) Decryption of noisy im-
age

Figure 5.12: Representation of SHIELD-IEA’s resistance to Noise attack

5.5.8 NIST randomness test

Table 5.5 presents the p-values computed at a significance level of f = 0.01 for all
fifteen statistical tests applied to the cipher image generated using the SHIELD-IEA.
As shown in the Table 5.5, the cipher image successfully passes all the randomness
tests, indicating that the SHIELD-IEA effectively introduces randomness in the en-

crypted images.

Table 5.5: Randomness test results for SHIELD-IEA.

Test name p-value Result

Frequency Test 0.8274  Successful
Run Test 0.7054  Successful
Run Test (Longest Run of Ones) 0.9357  Successful
Block Frequency Test 0.3088  Successful
Universal Statistical Test 0.8083  Successful
Linear Complexity Test 0.1872  Successful
Serial Test 0.8531  Successful
Binary Matrix Rank Test 0.4353  Successful
Non-overlapping Template Matching Test 0.6616  Successful
Overlapping Template Matching Test 0.6069  Successful
Approximate Entropy Test 0.6922  Successful
Random Excursion Test 0.5969  Successful
Random Excursion Variant Test 0.3750  Successful
Cumulative Sums 0.8411  Successful

Discrete Fourier Transform Test 0.2188  Successful
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5.5.9 Execution time analysis

The execution time of the proposed IEA and other IEAs available in literature is pre-
sented in Table 5.6. The execution time for SHIELD-IEA is comparatively higher than
that of IEAs available in literature [60, 46, 59, 82, 33, 86, 87, 88], it offers enhanced ro-
bustness and superior security features. This trade-off between time and performance
indicates that while SHIELD-IEA may require more processing time, it compensates
with greater resilience against several attacks.

Table 5.6: Comparison of execution time (in seconds) of the SHIELD-IEA with algo-
rithms available in the literature.

Image SHIELD-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78]  [91]

7.1.01 13.95 3.29 10.20 1.41 19.46 0.60 1.27 20.61 3.85 4.40 1.93 17.78 537.61 908.52
mandrill 14.44 3.15 880 1.66 21.26 0.57 1.30 18.51 5.27 4.03 2.27 15.01 524.53 759.84
MI3256 3.46 0.80 2.20 0.38 596 0.13 0.33 4.77 1.13 0.99 0.70 4.29 153.90 265.17

5.6 Summary

This chapter proposes chaotic SHIELD map to overcome the limitations of the maps
available in literature. The analysis exhibits that the SHIELD map posses wide chaotic
range of control parameter, uniform output distribution, positive and high LEs, along
with high sample and PE values. The proposed map is integrated into an IEA along
with the two-step confusion and dynamic diffusion operation. The performance of the
proposed SHIELD-IEA is rigorously evaluated using a diverse set of gray-scale images
to ensure its applicability across different visual content. Comprehensive experimen-
tal analyses are conducted to assess the algorithm’s robustness against multiple types
of attacks, including statistical, differential, and brute-force. The results confirm that
the IEA effectively disrupts the inherent correlations in image data, ensuring high secu-
rity. Furthermore, the corresponding decryption algorithm reconstructs the plain image

content, demonstrating the algorithm’s reliability and lossless recovery capability.



Chapter 6

Modified chaotic maps with

application in Image Encryption

In this chapter, we propose two IEAs constructed using modified chaotic maps. These
maps are derived from the existing e map [33]. The proposed maps are named the
2D Sine exr map (SEPM) and 3D Non-linear Sine hyper-chaotic map (NLS). Section
6.1 describes the background required for the chapter. In Section 6.2, SEPM and NLS
are discussed. The analysis of proposed modified maps is presented in Section 6.3
in terms of BD, PD, LE, PE, and SE. Section 6.4 proposes the encryption algorithms
utilising modified maps. In Section 6.5, we have discussed the analysis of the IEA
utilising metrics such as information entropy, differential attack resistance, histogram
analysis, correlation coefficients, and randomness tests, demonstrating its robustness

in producing secure cipher images. Finally, Section 6.6 summarizes the chapter.

6.1 Background

This section delves into the details of the existing e map and the fractal sorting
matrix (FSM). In addition, the generation of higher order FSM is exhibited using an

example.
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6.1.1 em map

In 2022, Erkan et al. introduced a 2D chaotic map, referred to as the exr map [33].
The map was designed to generate sequences with strong chaotic properties, which
are crucial for applications such as image encryption and secure communications. The
map used e and m© numbers, both of which are transcendental and irrational. These
constants are well known for their non-repeating decimal expansions, making them
excellent candidates for enhancing the diversity and complexity of chaotic maps. The
e map is given in (6.1.1).

Xi+1 = mod (xf3e4—|—ueloy,~, 1)

3 (6.1.1)
yirr = mod (yF e* +un’x} 1, 1)

Here, x; and y; represent the i state variables, u is a control parameter that influences
the behavior of map, and the modulo operation ensures that the outputs x; 1 and y; ;|
remain within the interval [0,1). The map involve high-order powers of 7 and e, which

significantly amplify the non-linearity and sensitivity to initial conditions of the map.

6.1.2 Fractal Sorting Matrix

Definition 6.1.1. Sorting Matrix: Consider the elements of a matrix A which are pos-
itive integers from the set {1,2,...,N?}, and the elements of A at any two different

positions are different. The matrix A is called a sorting matrix.

Definition 6.1.2. Consider the matrix A that satisfies the following properties:

1. The elements within matrix A exhibit variation, spanning from small to large or

vice-versa in an irregular manner.
2. The order of the elements in matrix A has a self-similar form.

3. A can be produced by iteration, and an infinite matrix A can be produced through

an infinite number of iterations.

Then, A is called the FSM [82].
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According to Definition 6.1.2, a class of FSM construction method with the base of
a square matrix is described. The formula used to iterate the matrix is given in (6.1.2).
0 = [A7]]

(6.12)
Al =2 +1) T x AT AL )

where A} ; represents the sub-block at the i"" row and j* column of A", and A"~ (i, j)

represents the element at /' row and j column of A"~

We take a square matrix of order two, Al e R2%2, consisting of elements 1, 2, 3 and

4. To obtain FSM A*, the steps are as given below .

1. A(Z) € R**4 is a 4-order square matrix obtained by iterating over A' with formula
given in (6.1.2).
Aly Al

2
A= e
21 Adn

(6.1.3)

2. We can obtain the FSM by sorting the matrix A(Z) from small to large as follows:
A? = order(A}) (6.1.4)

where order(e) is a function to sort the matrix from small to large according to

the elements of the matrix.

n n . . . . . _ n—1 n—1 .
3. Al € R?"*?" is a square matrix obtained by iterating over A"~! € R*"" *?""" with

formula given in (6.1.2).

n n n
1,1 12 o Al
21 Al 22
oo n
Ap=| 0 P (6.1.5)
n n n
(A% A oo A

4. Similar to the step 2, we obtain A" as follows:

A" = order(Ap) (6.1.6)
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Through the above steps, we can obtain the FSM A* = A", combined with actual needs

and the appropriate number of iterations.
To explain the definition of the FSM, we give an example as follows.

Example Construct the initial matrix as follows:

Al = (6.1.7)

and applying the iterative steps given above, the FSM can be obtained as follows:

19 3 1
oo |02 2 4 618)
7 5 15 13
6 8 14 16

43 41 35 33 11 9 3 1
42 44 34 36 10 12 2 4
39 37 47 45 7 5 15 13
3 38 40 46 48 6 8 14 16
A’ = (6.1.9)
27 25 19 17 59 57 51 49
26 28 18 20 58 60 50 52
23 21 31 29 55 53 63 61

22 24 30 32 54 56 62 64

As shown in Example, the elements in the FSM produced by iteration are irregularly
ordered and self-similar. By iterating Al once, we can obtain an FSM A2, whose top-
left block with size 2x2 of AZ is iterated from the element ‘3’ at position (1,1) in Al
bottom-left block from ‘2’, top-right block from ‘1’ and bottom-right block from ‘4’.
By iterating twice, we can obtain an FSM A3. We can intuitively see that the size of

the matrix increases as the iteration number increases.
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6.2 Proposed Sine exr map and Non-Linear Sine hyper-

chaotic map

In this section, we have described the modified SEPM and NLS. Since these formu-
lations are developed using Euler number e and 7, we have used the numerical values

of the e and 7, rounded up to 4 decimal digits.

6.2.1 Sine e map

The map is constructed using existing e map and transcendental functions. The
non-linearity is further amplified by the use of irrational exponents like 73 and '°,
which contribute to rapid state divergence and sensitive dependence on initial condi-
tions. The SEPM is a 2D discrete-time, and hyper-chaotic dynamical map that demon-
strates complex and unpredictable behavior across a broad range of the control param-
eter u € (0,00). The map is given in (6.2.1).
X et

Xjir1 = mod ( i - uZeIOyi Sin(xi)v 1)

Y4 209 (6.2.1)
yit1 = mod (y " —u'mxiy,1)
where, x; and y; are i’ terms of the sequence, and u € (0, ) is control parameter. The
operation mod 1 ensures that all values are constrained to the interval [0,1), introduc-

ing discontinuity and boundedness.

6.2.2 Non-Linear Sine hyper-chaotic Map

The NLS is pseudo-random, non-periodic, and exhibits complex chaotic behaviour.
In order to include a good amount of non-linearity, we integrated the trigonometric

function along with the irrational constants, i.e., & and e. Further, to obtain the bound-
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edness, the mod 1 operation is utilized. The map is given in (6.2.2).

Xi+1 = mod (e4x,’~t3 +e%uty;sinx;, 1)

3
yir1 = mod (2u’x?, | +e*yF +uPz 1) (6.2.2)
zig1 = mod (n7u®sinx;; | + e9zf3, 1)

4

where p = e, g=¢e",r= n?, s = m3 and, u is control parameter that can take values

in the range (0,00).

6.3 Analysis of Sine e map and Non-Linear Sine hyper-

chaotic Map

This section discusses the chaotic dynamics of the proposed SEPM and NLS maps.

6.3.1 Bifurcation diagram

Figure 6.1 illustrate the BD of SEPM with respect to the control parameter u and

using initial conditions xy = 0.3 and yg = 0.6.

1.0] e
0.8

1.0/ ;
0.8 |

0.6 0.6

= o
0.4 0.4
0.2] ¥

0.0 %

0.2
0.0

(a) u versus x (b) u versus y

Figure 6.1: Bifurcation diagram of SEPM map.

Figure 6.2 illustrate the BD of the NLS with respect to the control parameter u and

using initial conditions xy = 0.3, yg = 0.4, and z¢9 = 0.9.

These diagrams reveal that both the maps exhibits significant ergodicity across a
broad range of control parameter values. Furthermore, the BD highlight the high sen-
sitivity of the maps to variations in its control parameters. Even small changes in u

result in different chaotic regimes. This high sensitivity and complex dynamical be-
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(a) u versus x (b) u versus y (c) u versus z

Figure 6.2: Bifurcation diagram of NLS map.

havior make the map particularly well-suited for integration into IEAs.

6.3.2 Phase diagram

The PD of the SEPM, NLS and other maps, as listed in Table 2.1, are exhibited in
Figure 6.3. The PD are plotted using the initial values as SEPM ((xg, yo, ©) = (0.3, 0.6,
0.4)), NLS ((xo, o0, 20, #) = (0.3, 0.4, 0.9, 0.8)), CLM ((x0, Y0, a, a1) = (0.5, 0.8, 5, 5)),
ICLM ((x0, yo, a, a;) =(0.3,0.1, 0.1, 0.1)), LMHM ((x9, yo, B, k1, k2, p1, k) = (0.5, 0.8,
0.1, 1, 0.1, 100, 0.7)), IGSCM ((xo, yo, 11, r2) = (0.21, 0.31, 25, 23.3)), SLM ((x9, yo, I,
p)=1(0.3,0.4, 4, 3.6)), HSM ((xo, yo, b1, b2, ®) = (0.3, 0.6, 5, 1.57, 10)), LNIC ((xp, yo,
a,ap)=1(0.9, 0.6, 1, 1)), CLSS map ((xg, yo, ¢) = (0.3, 0.6, 0.5)), LCCCM ((x0, yo0, U,
p1) = (0.6, 0.9, 5, 8.78)).The proposed map’s PD demonstrates a uniform distribution
throughout the region. This indicates that the state trajectories of the proposed maps
do not concentrate in specific regions but are instead evenly dispersed across the entire
region. In contrast, the PD of other maps display non-uniform distributions. Thus it can
be inferred that proposed maps offer enhanced resistance to phase space reconstruction

attacks.

6.3.3 Lyapunov exponent

The LE of the SEPM, NLS and other maps, as listed in Table 2.1, are exhibited
in Figure 6.4. LE, and LE) represent the LEs associated with the x and y variables,
respectively. From the Figure 6.4, it is visible that the LEs of SEPM and NLS maps
are positive and high as compared to other maps. Thus it can be concluded that the

maps are extremely sensitive to initial conditions. The larger the LE, the faster this
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Figure 6.3: Phase diagrams (x and y).
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divergence happens. Thus, a high positive LE is a hallmark of chaotic, complex, and

unpredictable behavior suggesting its suitability for integration into IEAs.
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Figure 6.4: Lyapunov exponent diagram of SEPM, NLS and others maps.

6.3.4 Permutation entropy

Figure 6.5 illustrates the PE of SEPM, NLS alongside other chaotic maps listed in
Table 2.1. As shown in the Figure 6.5, the SEPM and NLS consistently exhibit values
near 1 across the specified range of control parameters. This suggests that the SEPM
and NLS demonstrates highly complex or chaotic behavior, making it a strong candi-

date for applications requiring randomness or unpredictability, such as cryptography
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or secure communications.
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Figure 6.5: Permutation entropy of SEPM and NLS map.

6.3.5 Sample entropy
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Figure 6.6 shows the SE of the SEPM and NLS compared to other chaotic maps listed
in Table 2.1. As shown in Figure 6.6, the SEPM and NLS consistently achieves high

values of SE around 2.5 across the evaluated range of control parameters, suggesting

that the SEPM and NLS exhibits pronounced chaotic behavior. Thus, SEPM and NLS

maps are a strong candidate for applications requiring high unpredictability, including

cryptography and secure communications.
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Figure 6.6: Sample entropy of SEPM and NLS map.
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6.4 Application of maps in image encryption

This section presents the IEAs developed using the proposed chaotic maps SEPM
and NLS. The IEA constructed with SEPM is termed as SEPM-IEA, whereas the one
constructed with NLS is termed as NLS-IEA. The algorithms, driven by the chaotic
sequences generated from the respective maps, are thoroughly elaborated to highlight
their structure and contribution to the overall security of the IEAs. The IEA utilises

maps along with FSM, and “Bit separation”.

The encryption process developed is applied to plain images P of size M x N. We
have obtained the hash value for the plain image P using the SHA3-256 algorithm that
gives a hash string K consisting of 64 hexadecimal characters. The key is large enough
to resist brute-force attacks. The string K is divided into four parts, each having 16

hexadecimal characters for calculating a, az, a3 and ay4, using (6.4.1).

(hedeec(K16(k_1)+1;16k)
ajp = Mmo

0F ,1), k=1,2,3,4. (6.4.1)

All four a;’s are used as control parameters and initial values for NLS to get sequences
x,y, and z. Setting the control parameter and initial values as xo = ay, yo = a2, z0 = a3,

u = a4. NLS map produces three sequences x, y and z of size . The values in

the sequences x, y, and z are transformed into 16-bit binary representations as shown in
Figure 6.7. The obtained bits are employed to generate two separate 8-bit binary repre-
sentations by extracting bits from even and odd positions. The procedure for generat-
ing 8-bit binary representation and hence decimal numbers is termed “Bit separation”
and is shown via the diagram in Figure 6.7. The 8-bit binary values are subsequently

transformed into their decimal equivalents.

W s w et
[0 T3 Jo [3 [0 Jo [ifo] [o [s s Jo [0 [i o Jo |

Figure 6.7: Bit separation process
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The sequences x, y and z are transformed using the methods shown in Figure 6.7.
We get siX sequences Xoqq, Xeven> Yodd» Yeven> Zodd> and Zeven. Finally, the sequences
Xodds Xevens Yodds Yevens Zodd> Zeven are concatenated to produce three pseudo-random

sequences of length M x N (same as image dimension) using (6.4.2).

X = Concatenate(Yeven, Zodd)
Y = Concatenate(Xeven, Zeven) (6.4.2)
Z = Concatenate(Xoq4,Yodd)

The sequences X, Y, and FSM A* are used in IEA. We have applied a diffusion pro-

cess, confusion process, and simultaneous confusion and diffusion process to shift and

modify the pixel values of the image P.

Initially, the plain image P undergoes a transformation into a 1D array denoted as
C’'. The sequence X is used to modify the pixels of the image C’ using (6.4.3). The

diffused pixels are stored in the C”.
=X, ®C) k=0,1,2,...,(MxN)—1 (6.4.3)

where, X, C} represents the k' element of the sequence X and C' respectively. @
represents bit-wise XOR operation. After diffusion of the image pixels, the pixels of
the cipher image C” are shifted using the FSM A*. The (A} )" pixel of the C” is shifted

to k' location of the C"".
c=C"(A}), k=0,1,2,...,(MxN)—1 (6.4.4)

After the initial pixel confusion in the image C”, further diffusion and confusion of the

pixels in the resulting cipher image C"” are achieved using (6.4.5):

Cw, = Y()@C(l)”
(6.4.5)
Cw, =Cr 1 BC®Y,k=1,2,...,(MxN)—1

Where Y, shows the k' element of Y. W is the argument sequence obtained by sorting

Z. C represents the cipher image obtained after confusion and diffusion of the pixels
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of the input image C"”. In this process (k — 1) element of C, k' element of ¥ and k"
element of C" are XOR-ed together to obtain the W/"* element of C. This procedure
is termed simultaneous confusion and diffusion. After reshaping the obtained cipher

image C into the shape M x N, we get the final cipher image.

The IEA developed using SEPM is termed as SEPM-IEA. Since SEPM is 2D map,
two sequences x and y are obtained using the keys xg, yp and u. The third sequence z is
obtained by using (6.4.6). The elements are added and modulus values are applied to

set the values in the range [0,1).
z=mod (x+y,1) (6.4.6)

The obtained three sequences are transformed using “Bit separation process” and fol-

low same IEA to encrypt the plain images.

Since it is symmetric key cryptography, the secret keys used in the decryption al-
gorithm are the same as encryption algorithm. The steps of encryption algorithm are

reversed to obtain the decrypted image.

6.5 Analysis of the image encryption algorithm

To assess the security and efficiency of the proposed IEA, we performed a set of tests
on cipher images. Furthermore, the proposed IEA’s effectiveness and resilience are
compared to various contemporary algorithms regarding information entropy, NPCR,

UACI, correlation coefficient and execution time.

6.5.1 Information entropy analysis

Table 6.1 presents the information entropy values of cipher images generated by the
proposed IEA and other existing algorithms. The entropy values for images encrypted
using proposed IEAs are consistently close to the ideal value of 8, which indicates a
high level of randomness. This suggests that the IEAs effectively distributes pixel val-
ues across the cipher image in a uniform manner, minimizing any detectable patterns.

Such a distribution is essential for secure encryption, as it makes it significantly more
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difficult for an attacker to retrieve meaningful information through statistical analy-
sis. Compared to other algorithms, the IEA shows superior performance in terms of
entropy, reflecting its enhanced ability to obscure the original image content.

Table 6.1: Comparison of information entropy values of the SEPM-IEA and NLS-IEA
with algorithms available in the literature.

Image SEPM-IEA NLS-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 7.9992 7.9993 7.9993 7.9993 7.9993 7.9793 7.9994 7.9993 7.9992 7.9993 7.9993 7.9992 7.9993 7.9992 7.9993
mandrill 7.9995 7.9993 7.9993 7.9993 7.9993 7.9793 7.9993 7.9992 7.9992 7.9994 7.9993 7.9993 7.9992 7.9993 7.9993
MI3256 7.9972 7.9971 7.9975 7.9970 7.9976 7.9766 7.9976 7.9969 7.9973 7.9973 7.9969 7.9971 7.9968 7.9970 7.9974
1.4.01 7.9998 7.9998 7.9998 7.9998 7.9998 7.9798 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.02 7.9998 7.9998 7.9998 7.9998 7.9998 7.9795 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.03 7.9998 7.9998 7.9998 7.9998 7.9998 7.9800 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.04 7.9998 7.9998 7.9998 7.9998 7.9998 7.9796 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.05 7.9998 7.9998 7.9998 7.9987 7.9998 7.9799 7.9998 7.9998 7.9998 7.9998 7.9997 7.9998 7.9998 7.9998 7.9998
barb512 7.9992 7.9993 7.9992 7.9993 7.9994 7.9792 7.9993 7.9993 7.9993 7.9993 7.9993 7.9992 7.9992 7.9993 7.9994
black 7.9968 7.9972 7.9973 79974 7.9969 7.9765 7.9952 7.9973 7.9964 7.9973 7.8208 7.9969 7.9971 7.9973 7.9972
boat512 7.9994 7.9993 7.9994 7.9994 7.9993 7.9785 7.9992 7.9993 7.9992 7.9994 7.9993 7.9992 7.9992 7.9992 7.9991
bridge256  7.9970 7.9971 7.9972 79967 7.9971 7.9759 7.9972 7.9972 7.9972 7.9968 7.9972 7.9970 7.9970 7.9973 7.9978
peppers512  7.9993 7.9992 7.9993 7.9992 7.9992 7.9801 7.9993 7.9992 7.9993 7.9993 7.9993 7.9993 7.9993 7.9993 7.9973
squares 7.9996 7.9975 7.9973 79976 7.9972 7.9777 7.9964 7.9972 7.9967 7.9970 7.9887 7.9973 7.9971 7.9967 7.9748
zelda512 7.9993 7.9992 7.9993 7.9993 7.9993 7.9798 7.9994 7.9992 7.9993 7.9992 7.9993 7.9994 7.9993 7.9993 7.9798

6.5.2 Differential attack

Table 6.2 and Table 6.3 present a comparative analysis of NPCR and UACI val-
ues for various encrypted images using different encryption algorithms. The results
clearly demonstrate that the proposed IEAs consistently achieves NPCR and UACI
values close to the ideal across all tested images. In contrast, other related algorithms
often show inconsistencies or fail to meet the ideal thresholds. This consistent perfor-
mance of the IEA confirms its robustness and high sensitivity to minor changes in the
input image. Therefore, it can be concluded that IEA is highly effective in resisting
differential attacks, offering superior security in image encryption applications.

Table 6.2: Comparison of NPCR values of SEPM-IEA and NLS-IEA with algorithms
available in the literature.

Image SEPM-IEA NLS-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 99.5930 99.6044  99.6147 99.6155 99.5972 99.5922 99.6040 99.5941 99.6098 99.6021 99.3977 99.6075 99.6185 99.6227 99.6300
mandrill ~ 99.6006 99.6014  99.5995 99.6223 99.6098 99.6227 99.5907 99.6017 99.6071 99.6181 99.3660 99.6162 99.6117 99.6143 99.6056
MI3256 99.6414 99.5941  99.6368 99.6338 99.6307 99.6201 99.6307 99.5697 99.5804 99.6170 99.5010 99.5758 99.6445 99.6170 99.6506
1.4.01 99.6122 99.6045  99.6017 99.6119 99.6047 99.6095 99.6055 99.6004 99.6016 99.6094 99.2376 99.6137 99.6105 99.6087 99.6186
1.4.02 99.6100 99.6091  99.6178 99.2304 99.6016 99.5851 99.6078 99.6171 99.6158 99.6206 99.3032 99.6078 99.6198 99.6039 99.6016

1.4.03 99.6114 99.5996  99.6131 99.6104 99.6117 99.5970 99.6053 99.5976 99.5954 99.6041 99.3378 99.6108 99.6051 99.6018 99.6116
1.4.04 99.6158 99.6220  99.6063 99.6156 99.6027 99.5928 99.6126 99.6191 99.6081 99.6041 99.2588 99.6128 99.6103 99.6115 99.6816
1.4.05 99.6178 99.6095  99.6119 99.6124 99.6099 99.6026 99.6067 99.6046 99.6120 99.6107 99.3029 99.6118 99.6052 99.6138 99.6056
barb512 99.6094 99.6262  99.6212 99.6120 99.6090 99.5857 99.6128 99.6120 99.6235 99.5987 99.2863 99.6033 99.5983 99.6037 99.6068
black 99.6490 99.6216  0.1099 99.5804 99.5712 99.6140 99.6170 99.5956 99.6201 99.6429 99.1058 99.6033 99.6307 99.6033 99.5816

boat512 99.6071 99.6151  99.6048 99.5777 99.6006 99.5861 99.6071 99.6078 99.6094 99.5998 99.2355 99.6315 99.6002 99.6113 99.5916
bridge256  99.6017 99.6017  99.6368 99.5834 99.6140 99.6277 99.6201 99.5895 99.5941 99.5941 99.3973 99.6475 99.5911 99.5804 99.6126
peppers512 99.6178 99.6067  99.6181 99.2203 99.5914 99.6006 99.6208 99.6105 99.6296 99.5872 99.3664 99.6166 99.6014 99.5987 99.6316
squares 99.5789 99.6140  94.4611 99.6475 99.6277 99.6323 99.5667 99.6078 99.5621 99.5850 99.4827 99.6216 99.5651 99.5880 99.6326
zelda512  99.5991 99.6014  99.6094 99.6140 99.5838 99.6067 99.6075 99.6338 99.6117 99.6006 99.3492 99.6140 99.6147 99.5869 99.6015
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Table 6.3: Comparison of UACI values of the SEPM-IEA and NLS-IEA with algo-
rithms available in the literature.

Tmage SEPM-IEA NLS-IEA [60]  [46]  [59]1  [76]  [82]  [33]  [85]  [86]  [87]1 [88] [89]1 (78] [O1]

7.1.01 334429 334032 334596 335119 334700 32.9488 334450 33.5427 33.5215 33.4590 33.3533 33.4218 33.5017 33.4631 33.5303
mandrill 334976  33.4587 33.4832 33.4239 33.4253 33.0260 33.5148 33.4519 33.4471 33.4134 33.4041 33.5828 33.4677 33.5044 33.5228
MI3256 332972  33.6021 33.3253 33.4193 33.4883 32.9003 33.4463 33.3935 33.5144 33.3942 33.5231 33.4326 33.2599 33.4790 33.5028

1.4.01 33.4574 33.4499  33.3913 33.4613 33.4565 32.9516 33.4375 33.5184 33.4723 33.4479 33.3781 33.4802 33.4677 33.4773 33.4623
1.4.02 33.4827 33.4948 33.4699 33.4710 33.4742 32.9929 33.4595 33.4946 33.4569 33.4687 33.3739 33.4457 33.4705 33.4728 33.4723
1.4.03 33.4436 33.4132 334715 33.4395 33.4577 33.0346 33.4021 33.4991 33.4078 33.4670 33.3811 33.5185 33.4597 33.4215 33.4613
1.4.04 33.4657 33.4748 33.4039 33.4475 33.4472 33.0237 33.4591 33.4167 33.4458 33.4396 33.3817 33.4967 33.4753 33.4386 33.4821
1.4.05 33.4785 33.8263 33.4528 33.4414 33.4823 33.0187 33.4546 33.4811 33.4362 33.4326 33.3856 33.4754 33.4869 33.4366 33.4753
barb512 33.3851 33.4439 334903 33.4525 33.4480 33.0039 33.5036 33.4419 33.5271 33.4796 33.3738 33.4139 33.4472 33.4584 33.4427
black 33.5077 334210 0.0020 33.3606 33.4630 33.0262 33.1236 33.4295 33.4112 33.5089 32.1387 33.5901 33.4486 33.3485 33.4629

boat512 33.4873 33.4987 33.4335 33.4126 33.4923 33.0314 33.4694 33.4611 33.4229 33.4362 33.3233 33.4689 33.4232 33.3889 33.4657
bridge256  33.4665 33.4732  33.5100 33.5284 33.3681 32.9774 33.5488 33.4616 33.4363 33.4427 33.4126 33.4118 33.4083 33.4107 33.4123
peppers512 33.4964 33.4821 33.4297 33.3951 33.5148 33.1133 33.4624 33.4268 33.4878 33.4425 33.4498 33.5125 33.5270 33.4002 33.4520
squares 33.5147 36.2339  32.9945 33.3971 33.4567 33.1512 33.2762 33.2801 33.4679 33.3559 33.6037 33.4768 33.3543 33.4032 33.4721
zelda512  33.4829 33.3446  33.4063 33.4575 33.4738 33.0454 33.4410 33.3448 33.4264 33.4418 33.3973 33.4772 33.5236 33.4646 33.4603

6.5.3 Histogram analysis

Figure 6.8 exhibits a comparative analysis of the histograms of both the plain and
cipher images. By examining the Figure 6.8, it becomes clear that a significant trans-
formation occurs in the statistical distribution of pixel intensities following the IEA. In
the case of the plain images, the histograms typically display noticeable patterns and
peaks, reflecting the inherent structure and redundancy within natural images (Figure
6.8(a-c)). These patterns can often reveal information about the image content, making

plain images vulnerable to statistical analysis and attacks.

The histograms corresponding to the cipher images appear to be uniformly dis-
tributed, indicating that the IEA has effectively randomized the pixel values across
the entire gray-scale range (Figure 6.8(d-1)). This uniformity suggests a high level of
entropy and demonstrates that the encrypted images do not retain any visible statisti-
cal correlation with the plain images. The absence of identifiable peaks or patterns in
the cipher image histograms confirms that the IEA has successfully obscured the plain
image information. As a result, such uniform histograms are a strong indication of a
robust IEA, as they significantly hinder any attempts by unauthorized parties to extract

meaningful information through statistical or visual analysis.

6.5.4 Correlation Coefficient analysis

The correlation coefficients between adjacent pixels in both the plain and cipher

images have been computed and are presented in Table 6.4. As observed from the
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Table 6.4, the plain images exhibit very high correlation coefficients, with values close
to 1. This indicates a strong relationship between adjacent pixels, which is common in
plain images. In contrast, the cipher images demonstrate significantly lower correlation
coefficients, suggesting that the encryption process has effectively disrupted the pixel
relationships, resulting in minimal to no correlation between adjacent pixels. That

shows the efficiency of the IEA in reducing statistical information.

In addition, the pixel intensity distribution is illustrated in Figure 6.9. For the plain
images shown in Figure 6.9(a-c) , the pixel values are highly concentrated and follow
a linear pattern, reflecting their structured nature. However, for the cipher images
exhibited in Figure 6.9(d-1), the pixel values are distributed uniformly across the region.
This uniform distribution is a strong indication of efficient encryption, as it implies a

complete loss of the plain image information and an absence of any detectable patterns.

Table 6.4: Comparison of correlation coefficient values of SEPM-IEA and NLS-IEA
with algorithms available in the literature.

Image Plain images SEPM-IEA NLS-IEA [60]  [46]  [59]  [76] [52]  [33] [85] [86] [87] [88] [89] [/8] [O1]
HD 0.9630 20,0031 0.0060 -0.0041 0.0009 -0.0028 -0.0046 0.0040 0.0008 0.0091 0.0037 -0.0032 -0.0012 0.0012 -0.0027 0.0002
7.1.01 VD 09192 20.0071  -0.0087 0.0023 0.0008 -0.0009 -0.0017 0.0025 0.0012 -0.0106 0.0002 0.0029 0.0075 -0.0080 0.0059 -0.0105
DD 0.8995 20,0057 0.0004 0.0148 -0.0038 0.0045 -0.0046 -0.0137 0.0038 0.0151 0.0001 -0.0036 0.0007 0.0058 0.0057 0.0069
HD 0.8625 20,0032 -0.0065 -0.0029 -0.0016 0.0069 0.0047 -0.0101 0.0082 0.0127 0.0087 0.0097 -0.0032 -0.0019 0.0060 0.0028
mandrill VD 0.7669 0.0031 0.0035  -0.0035 -0.0076 -0.0074 0.0031 0.0046 -0.0105 0.0064 -0.0020 -0.0024 -0.0076 -0.0072 0.0087 -0.0067
DD 0.7202 20,0040 00068  -0.0099 0.0052 0.0102 0.0035 -0.0040 0.0090 -0.0043 0.0055 -0.0047 0.0075 -0.0033 0.0091 -0.0040
HD 09784 0.0049 00049 -0.0172 -0.0054 0.0043 0.0187 -0.0158 0.0152 -0.0273 0.0086 -0.0039 0.0080 -0.0247 0.0130 -0.0091
MI3256 VD 0.9795 00024 00001  -0.0049 -0.0162 0.0194 -0.0012 -0.0072 -0.0083 0.0156 -0.0011 -0.0020 0.0026 0.0141 0.0152 0.0014
DD 0.9405 00084  -0.0095 0.0052 0.0041 -0.0056 0.0160 0.0035 0.0089 0.0208 -0.0093 0.0226 0.0107 -0.0062 -0.0049 0.0085

6.5.5 Resistance to classical attacks

The robustness of proposed IEAs against chosen-plaintext attacks is established through
Equation (2.3.8). This operation is visually represented in Figure 6.10. By examining
Figure 6.10(a-c), it is clear that (2.3.8) holds, suggesting that the IEA resists chosen-
plaintext attacks. Additionally, a quantitative evaluation is carried out by calculating
the value of NPCR for the images displayed in Figure 6.10(a) and Figure 6.10(b-c).
The resulting NPCR value between these two images is 99.6036% (NLS-IEA) and
99.6055% (SEPM-IEA), further reinforcing the IEA’s effectiveness against chosen-
plaintext attacks. Therefore, the proposed IEA is also expected to be resilient against

other classical attacks.
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(g) Horizontal direction (h) Vertical direction (1) Digonal direction

Figure 6.9: Pixel distribution of plain and cipher images obtained using SEPM-IEA
and NLS-IEA.
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IEA, (d-f) Corresponding histograms.

6.5.6 Occlusion attack

To analyse the strength of the decryption algorithm against the occlusion attack, a
small portion of the encrypted image was corrupted. The corrupted image is shown
in Figure 6.11(a),(c). The corresponding decrypted image of the occluded images is
shown in the Figure 6.11(b),(d). The decrypted image retains most of the original vi-
sual content, indicating that the proposed encryption and decryption process is effective
even under partial data loss. This demonstrates that the IEA exhibits strong resistance
to occlusion attacks, making it a reliable solution for secure image transmission in

lossy or error-prone environments.

6.5.7 Noise attack

To assess the resilience of the decryption algorithm against noise attacks, salt-and-
pepper noise was introduced randomly into the encrypted image prior to decryption.
The noise-corrupted encrypted image is depicted in Figure 6.12(a),(c), while the cor-

responding decrypted image is shown in Figure 7.10(b),(d). Despite the presence of
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(a) Cropped encrypted (b)  Decryption  of
image cropped image

(c) Cropped encrypted (d)  Decryption  of
image cropped image

Figure 6.11: Representation of SEPM-IEA’s and NLS-IEA’s resistance to cropping
attack

noise, the decrypted image preserves the overall structure and visual features of the
original, indicating that the proposed encryption and decryption scheme can effec-
tively tolerate such distortions. These results confirm that the proposed IEAs are robust
against noise attacks and suitable for secure image transmission over noisy communi-

cation channels.

6.5.8 NIST randomness test

Table 6.5 presents the p-values computed at a significance level of f = 0.01 for
all fifteen statistical tests applied to the cipher image generated using the IEAs. As
shown in the Table 6.5, the cipher image successfully passes all the randomness tests,

indicating that the IEAs effectively introduce randomness in the encrypted images.



115

(a) Noisy encrypted im- (b) Decryption of noisy
age image

(c) Noisy encrypted im- (d) Decryption of noisy
age image

Figure 6.12: Representation of SEPM-IEA’s and NLS-IEA’s resistance to Noise attack

Table 6.5: Randomness test results for SEPM-IEA and NLS-IEA.

Test Name SEPM-IEA NLS-IEA
p-value Result p-value Result

Frequency Test 0.6003  Successful 0.6980  Successful
Run Test 0.5617  Successful 0.4878  Successful
Run Test (Longest Run of Ones) 0.9322  Successful 0.4240  Successful
Block Frequency Test 0.3639  Successful 0.7064  Successful
Universal Statistical Test 0.8966  Successful 0.7889  Successful
Linear Complexity Test 0.6454  Successful 0.9385  Successful
Serial Test 0.9669  Successful 0.1919  Successful
Binary Matrix Rank Test 0.5513  Successful 0.9166  Successful
Non-overlapping Template Matching Test 0.3096  Successful 0.4525  Successful
Overlapping Template Matching Test 0.4262  Successful 0.2689  Successful
Approximate Entropy Test 0.7622  Successful 0.4249  Successful
Random Excursion Test 0.6262  Successful 0.0905  Successful
Random Excursion Variant Test 0.5693  Successful 0.2929  Successful
Cumulative Sums 0.4596  Successful 0.5281  Successful

Discrete Fourier Transform Test 0.0878  Successful 0.9707  Successful
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6.5.9 Execution time analysis

The execution time of the proposed IEA is presented in Table 6.6. As shown in Table
6.6, the execution time for SEPM-IEA is lower, while for NLS-IEA is comparatively
higher than that of IEAs available in literature, it offers enhanced robustness and su-
perior security features. This trade-off between time and performance indicates that
while proposed IEAs may require more execution time, it compensates with greater
resilience against several attacks.

Table 6.6: Comparison of execution time (in seconds) of the SEPM-IEA and NLS-IEA
with algorithms available in the literature.

Image SEPM-IEA NLS-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 8.07 8.36 3.29 10.20 1.41 19.46 0.60 1.27 20.61 3.85 4.40 1.93 17.78 537.61 908.52
mandrill 5.10 5.65 3.15 880 1.66 21.26 0.57 1.30 18.51 5.27 4.03 2.27 15.01 524.53 759.84
MI3256 1.26 1.81 0.80 2.20 0.38 596 0.13 0.33 477 1.13 0.99 0.70 4.29 153.90 265.17

6.6 Summary

In this chapter, we have proposed modified chaotic maps utilizing the existing ex—
map. The maps exhibit wide chaotic range of control parameter, uniform output dis-
tribution, positive and high LE along with high values of PE and SE. The modified
maps are used in a IEA. The performance of proposed SEPM-IEA and NLS-IEA is
rigorously evaluated using a diverse set of gray-scale images to ensure its applicability
across different visual content. Comprehensive experimental analyses are conducted
to assess the algorithm’s robustness against multiple types of attacks, including statis-
tical, differential, and brute-force. The results confirm that the SEPM-IEA and NLS-
IEA effectively disrupt the inherent correlations in image data, ensuring high security.
Furthermore, the corresponding decryption algorithm reconstructs the original image

content, demonstrating the algorithm’s reliability and lossless recovery capability.



Chapter 7

Magic Square Matrix based Fractal
Sorting Matrix and its application in

Image Encryption

This chapter discusses the development of IEA utilising magic square matrix-based
FSM and Zirili-Logistic map (ZLM). Section 7.1 details the background required for
the chapter. Section 7.2 describes the proposed ZLLM developed by combining the func-
tions such as exponential, sine and Zirili along with Logistic map. Section 7.3 analyses
ZIL.M in terms of BD, PD, LE, PE, and SE. Section 7.4 describes proposed magic square
matrix-based FSM. Section 7.5 proposes the IEA leveraging magic square matrix-
based FSM and ZLM termed as ZLFSM-IEA. Section 7.6 discusses the analysis of
IEA utilising the metrics such as information entropy, differential attack resistance,
histogram analysis, correlation coefficients, and randomness tests, demonstrating its
robustness in producing secure cipher images. Finally, Section 7.7 summarizes the

chapter.
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7.1 Background

Magic square matrix is a matrix of dimension n x n with n> numbers arranged such

that the sum of elements of each row, each column, diagonal, and anti-diagonal is equal

2
to a fixed constant. The value of this fixed constant K can be calculated as "("2+])

[117, 118, 119]. Mathematically, if A = [q;;] is a magic square of order n, then

Row sum: ) a;j=KVi=1,2,3,....n

1

n
j:

n
Column sum :

aij=KY j=1,2,3,....n (7.1.1)
i=1

n n
Diagonal sum : Z“ii =K, Zam,iﬂ =KVi=1,2,3,....,n
i=1 i=1

For example, matrix A of dimension 3 given in (7.1.2) is a magic square with K = 15.

2 7 6
A=|9 5 1 (7.1.2)
4 3 8

7.2 Proposed Zirili-Logistic map

The proposed 2D chaotic ZLM is a non-linear map that integrates multiple mathe-
matical features to enhance chaotic complexity. The map leverages synergistic effects
of function compositions, wherein Logistic non-linearity, trigonometric oscillations,
and exponential amplification are interwoven with the Zirili function to yield irregu-
lar and unpredictable dynamics. The modular operation sets the map’s output in the
range [0,1). Furthermore, the coupling between x and y components enhances cross-
dimensional interaction, resulting in a richer chaotic structure than traditional maps.

The map is given in (7.2.1).

Xig1 = mod (asin(px;(1 — x;)) + Be 1050 —eos@u)) 7 1y

(7.2.1)
vir1 = mod (atsin(x +0.5(1 = cos(2x)) +7) + e 27 1)
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where x; and y; represent the i*” state of the variables. The control parameters ¢, B and
 lie in the range [0,o0). For experimental purposes, the values of control parameters

are set in range [0, 10].

7.3 Analysis of the Zirili-Logistic Map

The chaotic behavior of the ZLLM is comprehensively investigated by employing a
range of tools, including BD to visualize the transition between periodic and chaotic
regimes, PD to depict the map’s state space trajectories, LE to quantify the rate of
divergence of nearby trajectories and confirm chaotic dynamics, PE to measure the
complexity of the time series based on ordinal patterns, and SE to assess the irregularity
and unpredictability of the map’s temporal evolution. These tests are performed and

the results are discussed in the subsequent sections.

7.3.1 Bifurcation diagram

Figure 7.1 illustrates the BD of ZLM with respect to the control parameters o,  and
U, one varying within the interval [0, 10], while keeping the other parameters fixed and
using initial conditions xo = 0.5 and yp = 0.5. These diagrams reveal that ZLLM exhibits
significant ergodicity across a broad range of control parameter values. Furthermore,
the BD highlights sensitivity of ZLM to variations in its control parameters. Even small
changes in control parameters result in different dynamic behaviors indicating high
chaotic dynamics. Thus, it can be concluded that ZLM is well-suited for integration

into IEAs.

7.3.2 Phase diagram

The PD of ZLLM and other maps, as listed in Table 2.1, are exhibited in Figure 7.2.
The PD are plotted using the initial values as ZLM ((xg, yo, @, B, 1) = (0.5, 0.5, 10,
10, 10)), CLM ((xo, yo, a, a1) = (0.5, 0.8, 5, 5)), ICLM ((xg, y0, a, a1) = (0.3, 0.1, 0.1,
0.1)), LMHM ((xo, yo, B, k1, k2, p1, k) = (0.5, 0.8, 0.1, 1, 0.1, 100, 0.7)), IGSCM ((xo,
Yo, 1, r2) = (0.21, 0.31, 25, 23.3)), SLM ((x0, yo, I', p) = (0.3, 0.4, 4, 3.6)), HSM ((xo,
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(a) o versus x (b) o versus y

B u

(d) B versus y (e) u versus x (f) u versus y

Figure 7.1: Bifurcation diagram of Zirili-Logistic Map.

Yo, b1, b2, @) = (0.3, 0.6, 5, 1.57, 10)), LNIC ((xo, y0, a, a1) = (0.9, 0.6, 1, 1)), CLSS
map ((xo, yo, ¢) = (0.3, 0.6, 0.5)), LCCCM ((x9, yo, 4, p1) = (0.6, 0.9, 5, 8.78)). The
ZIL.M’s PD demonstrates a uniform distribution throughout the phase diagram. This
indicates that the state trajectories of the ZLM do not concentrate in specific regions
but are instead evenly dispersed across the entire region. In contrast, the PD of other
maps display non-uniform distributions. This observation suggests that the proposed

ZIM map offer enhanced resistance to phase space reconstruction attacks.

7.3.3 Lyapunov exponent

The LE of ZLM and other maps, as listed in Table 2.1, are exhibited in Figure 7.3.
LE, and LE, represent the LEs associated with the x and y variables, respectively. From
the Figure 7.3, it is visible that the LE of ZLM map are positive and high as compared
to other maps except IGSCM. Thus it can be concluded that the ZLM is extremely
sensitive to initial conditions. The larger the LE, the faster this divergence happens.
Thus ZLM is hyper-chaotic, complex, unpredictable and hence suitable for integration

into IEAs.



121

00 02 04 06 08 J T -2 0 Z 4
X x

(a) Proposed ZLM (b) CLM (c) ICLM

1.0/

0 SR . B s - - : 0] T
00 02 04 06 08 10 =z -1 0 1 2 -1.0 -0.7 -0.3 1 04
x x

(g) HSM (h) LNIC (i) CLSS

(j) LCCCM

Figure 7.2: Phase diagrams (x and y).
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7.3.4 Permutation entropy

Figure 7.4 illustrates the PE of ZLLM alongside other chaotic maps listed in Table
2.1. As shown in the Figure 7.4, ZLM consistently exhibits values near 1 across the
specified range of control parameters. This suggests that ZLM demonstrates highly
complex or chaotic behavior, making it a strong candidate for applications requiring

randomness or unpredictability, such as cryptography or secure communications.
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Figure 7.4: Permutation entropy of ZLM.

7.3.5 Sample entropy

Figure 7.5 shows the SE of ZLLM compared to other chaotic maps listed in Table
2.1. As shown in Figure 7.5, the ZLM consistently achieves high values of SE around
2 across the evaluated range of control parameters, suggesting that the ZLLM exhibits
pronounced chaotic behavior. It can be inferred that ZLLM is a strong candidate for
applications requiring high unpredictability, including cryptography and secure com-

munications.

7.4 Proposed Magic Square Matrix-based Fractal Sort-
ing Matrix

Definition 7.4.1. The matrix A is termed as magic square matrix-based FSM if the

initial iteration matrix is a magic square matrix.
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Figure 7.5: Sample entropy of ZLM.

In recent literature [82, 120], FSM (Section 6.1.2) is generated using 2 X 2 matrix,
which severely restricts the available parameter space. Later, the research work [121]
introduced a spiral transform-based FSM to extend the FSM construction beyond the
2 x 2 formulation. While this approach increased dimensionality, it did not introduce
a fundamentally new structural design. To overcome these limitations, this work pro-
poses the magic square matrix-based FSM, which integrates the structural properties
of magic squares into the FSM. Since, the number of magic squares increases sharply
with order, e.g., 8 magic square matrices exist for order 3. The numbers in a magic
square are spread out evenly, they don’t bunch up in one place. This makes the sorting
process look more random and hides obvious patterns. As a result, it becomes harder
for someone to notice or guess the structure, which improves security. In contrast to
earlier FSM constructions, the magic square matrix-based FSM offers genuine struc-

tural novelty together with stronger security guarantees.

According to the definition, we give a class of magic square matrix-based FSM con-
struction method. Consider an initial magic square matrix A e RI*d | e iterate

according to the following steps to obtain magic square matrix-based FSM A*.

1. Calculate the split sub-blocks of each element in the initial magic square matrix:

AP = Max(AD) x (AW (i, j) = 1) x Jgg +AWD
(7.4.1)
ij=12,....d

where A(z){i, Jj} represents the sub-block of each element in the magic square
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matrix A, Max(e) represents the maximum element. A(l)(i, Jj) denotes the

element of the ' row and j** column of matrix. J denotes the matrix of ones.

2. Merge sub-blocks to get matrix A®@ of order d? x d*:

AD{1,1} A@{1,2} ... AD{1,d}]

AP0 1y A@m oy A@ g
{,} {} {,} (7.42)

AD{a, 1} AD{d,2} ... A®{d,d})

here A®) € R*4” s an magic square matrix-based FSM obtained by iterating
AW,

3. Repeat steps 1 and 2 to get a higher-order magic square matrix-based FSM.
While A® € RY"*@" s obtained by iterating over A1 € R~ <d"™" with the

following formulas.

[ AM{ 1 A2y L AW g ]
AN AW A gl
A — { } { } . {' } (7.4.3)
AW 1y AW a2y L AW gy

abbreviated as

AW, j} = Max(A"D) 5 (AD (i, j) = 1) X Tty gin ) + AP

ij=1,2,...,d"!
(7.4.4)

Through the above steps, we can obtain FSM A* = A" combined with actual needs

and the appropriate number of iterations.

To explain the definition and iterative algorithm of magic square matrix-based FSM,

an example is given below.
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Example 1: Construct the initial matrix as

27 6
A =19 5 1 (7.4.5)
4 3 8

Applying the iterative steps given above, then performing an iteration and merging
to get

(11 16 15 56 61 60 47 52 51|
18 14 10 63 59 55 54 50 46
13 12 17 58 57 62 49 48 53
74 79 78 38 43 42 2 7 6
AP =181 77 73 45 41 37 9 5 1 (7.4.6)
76 75 80 40 39 44 4 3 8
29 34 33 20 25 24 65 70 69
36 32 28 27 23 19 72 68 64
31 30 35 22 21 26 67 66 71

Using (7.4.6), iterate again and get

1,13 AG{1,2) AB{1,3)
A = [AG2,1} A®{22} AG{23} (7.4.7)
(13,13 AP{3,2} AB{3,3}

Gk} =81 x (AP (j,k) — 1) x Joxo + AP (74.8)

As shown in Example 1, the elements in magic square matrix-based FSM produced

by iteration are irregularly ordered and self-similar.
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7.5 Application of magic square matrix-based FSM and

map in image encryption algorithm

The chaos-based IEA with the permutation then diffusion method shows good per-
formance and security. We propose a permutation method utilizing ZLM and magic
square matrix-based FSM. The size of plaintext image used in this study is M X N,
where M is the height of the image and N is the number of width of image. If M # N,
we use the method of zero padding to fill the image with M x M or N x N for encryp-

tion. The encryption algorithm proposed in this paper consists of following steps:

1. Insert the plain image P having number of rows as M and number of columns as

N.

2. Generate a 128-bit hash key H using SHA3-512 from P. Using H, eight decimal
numbers K, K>, K3, K4, K5, K¢, K7, Kg are obtained.

3. Obtain initial values and control parameter as given in (7.5.1).

_ K8k, _K3@K4
X0 = 764 1 YO = Toed

_ K5DKe _ KeDK7 _ K7®Kg
a=10x =%, B=10x =57, n=10x Lg

(7.5.1)

4. Iterating (5.2.1), according to Algorithm 7.1, using initial values and parameters

to get v.

5. Determine the number of iterations according to the size of plain image and get

magic square matrix-based FSM.

6. A sequence of size N is derived from v and sorted in ascending order. The
indices are applied to circularly shift the columns of magic square matrix-based
FSM. Finally, the shifted matrix is transposed. This adds more randomness to
the magic square matrix-based FSM. For every image to be encrypted, there will

now be a different shuffling matrix.
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7. From the v, a sequence of size M X N is chosen and modified using equation

V(i) = mod (|v(i) x 10°|,256), i =0,1,2,...,M x N —1. (7.5.2)

where |e| represents floor operation. mod(e,256) represents the remainder
when divided by 256. The obtained sequence V is reshaped to the size of image

and is stored as CS to diffuse the pixel values.

8. The plain image (P) and magic square matrix-based FSM (A*) are flattened. The

P is scrambled as given in (7.5.3).
SI(i) = P(A*(i)) (7.5.3)

where, S1 is the scrambled matrix. S/ is reshaped to the size of plain image.

9. The diffusion operation is performed using (7.5.4).

SI(i,j)®CS(i,j), i=0,j=0

SI(i, j)®C(i,j—1)©CS(i,j), i=0,j #0

SI(i, j))®C(i—1,7)©CS(i,j), i #0,j =0

SIG, ))& Cli—1,j—1)®Ci—1,j)®C(i,j —1)®CS(i, j), i #0,j #O0.
(7.5.4)

C(i,j) =

where C is the encrypted image.

Since the ZLFSM-IEA is symmetric, it uses the same key in the encryption and de-
cryption operations. As encryption and decryption processes are inherently reversible,
the decryption process entails executing the inverse operations of the encryption pro-

CESS.

7.6 Analysis of the image encryption algorithm

To assess the security and efficiency of the proposed ZLFSM-IEA, we performed

a set of tests on cipher images. Furthermore, the proposed IEA’s effectiveness and
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Algorithm 7.1: Obtaining chaotic sequence v.

Input : xg, yo, o, B, 1
Output: v = {x1,y1,%2,2,. -, Xi,Vis---» }
iteration ¢— M
Initialize v < [ |
for i < O to iteration — 1 do
Xir1 < mod (asin(x;(1 —x;)) 4 Be T0-5(1—cos(2xi) 07 1)
yir1 < mod (orsin(x? +0.5(1 —cos(2x;)) +y?) + Betvill=3i) 1)
end
v.append(x;; 1)
v.append(yiy1)
return v

AW N =

® X wm

resilience are compared to various IEAs available in literature in terms of information

entropy, NPCR, UACI, correlation coefficient and execution time.

7.6.1 Information entropy analysis

Table 7.1 presents the information entropy values of cipher images generated by the
proposed IEA and other existing algorithms. The entropy values for images encrypted
using proposed IEA are consistently close to the ideal value, which indicates a high
level of randomness. This suggests that the proposed IEA effectively distributes pixel
values across the cipher image in a uniform manner, minimizing any detectable pat-
terns. Such a distribution is essential for secure encryption, as it makes it significantly
more difficult for an attacker to retrieve meaningful information through statistical
analysis. Compared to other algorithms, the proposed IEA shows superior perfor-
mance in terms of entropy, reflecting its enhanced ability to obscure the plain image

content.

7.6.2 Differential attack

Table 7.2 and Table 7.3 present a comparative analysis of NPCR and UACI values
for various encrypted images obtained using proposed and other IEAs. The results
clearly demonstrate that the proposed ZLFSM-IEA consistently achieves NPCR and

UACT values close to the ideal across all tested images. In contrast, other related algo-
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Table 7.1: Comparison of information entropy values of the ZLFSM-IEA with algo-
rithms available in the literature.

Image ZLFSM-IEA  [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 7.9973 7.9993 7.9993 7.9993 7.9793 7.9994 7.9993 7.9992 7.9993 7.9993 7.9992 7.9993 7.9992 7.9993
mandrill 7.9968 79993 7.9993 7.9993 7.9793 7.9993 7.9992 7.9992 7.9994 7.9993 7.9993 7.9992 7.9993 7.9993
MI3256 7.9971 79975 7.9970 7.9976 7.9766 7.9976 7.9969 7.9973 7.9973 7.9969 7.9971 7.9968 7.9970 7.9974
1.4.01 7.9972 7.9998 7.9998 7.9998 7.9798 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.02 7.9974 7.9998 7.9998 7.9998 7.9795 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.03 7.9971 7.9998 7.9998 7.9998 7.9800 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.04 7.9969 7.9998 7.9998 7.9998 7.9796 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.05 7.9974 7.9998 7.9987 7.9998 7.9799 7.9998 7.9998 7.9998 7.9998 7.9997 7.9998 7.9998 7.9998 7.9998
barb512 7.9974 79992 7.9993 7.9994 7.9792 7.9993 7.9993 7.9993 7.9993 7.9993 7.9992 7.9992 7.9993 7.9994
black 7.9975 79973 7.9974 7.9969 7.9765 7.9952 7.9973 7.9964 7.9973 7.8208 7.9969 7.9971 7.9973 7.9972
boat512 7.9974 7.9994 79994 7.9993 7.9785 7.9992 7.9993 7.9992 7.9994 7.9993 7.9992 7.9992 7.9992 7.9991
bridge256  7.9974 79972 7.9967 7.9971 7.9759 7.9972 7.9972 7.9972 7.9968 7.9972 7.9970 7.9970 7.9973 7.9978
peppers512  7.9970 7.9993 7.9992 7.9992 7.9801 7.9993 7.9992 7.9993 7.9993 7.9993 7.9993 7.9993 7.9993 7.9973
squares 7.9973 79973 7.9976 7.9972 79777 7.9964 7.9972 7.9967 7.9970 7.9887 7.9973 7.9971 7.9967 7.9748
zelda512 7.9995 7.9993 7.9993 7.9993 7.9798 7.9994 7.9992 7.9993 7.9992 7.9993 7.9994 7.9993 7.9993 7.9798

rithms often show inconsistencies or fail to meet the ideal thresholds. This consistent
performance of the ZLFSM-IEA confirms its robustness and high sensitivity to minor
changes in the input image. Therefore, it can be concluded that ZLFSM-IEA is highly
effective in resisting differential attacks, offering superior security in image encryption

applications.

Table 7.2: Comparison of NPCR values of ZLFSM-IEA with algorithms available in
the literature.

Image ZLFSM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 99.6170 99.6147 99.6155 99.5972 99.5922 99.6040 99.5941 99.6098 99.6021 99.3977 99.6075 99.6185 99.6227 99.6300
mandrill ~ 99.6017 99.5995 99.6223 99.6098 99.6227 99.5907 99.6017 99.6071 99.6181 99.3660 99.6162 99.6117 99.6143 99.6056
MI3256 99.5987 99.6368 99.6338 99.6307 99.6201 99.6307 99.5697 99.5804 99.6170 99.5010 99.5758 99.6445 99.6170 99.6506
1.4.01 99.6124 99.6017 99.6119 99.6047 99.6095 99.6055 99.6004 99.6016 99.6094 99.2376 99.6137 99.6105 99.6087 99.6186
1.4.02 99.6017 99.6178 99.2304 99.6016 99.5851 99.6078 99.6171 99.6158 99.6206 99.3032 99.6078 99.6198 99.6039 99.6016
1.4.03 99.5621 99.6131 99.6104 99.6117 99.5970 99.6053 99.5976 99.5954 99.6041 99.3378 99.6108 99.6051 99.6018 99.6116
1.4.04 99.6323 99.6063 99.6156 99.6027 99.5928 99.6126 99.6191 99.6081 99.6041 99.2588 99.6128 99.6103 99.6115 99.6816
1.4.05 99.5697 99.6119 99.6124 99.6099 99.6026 99.6067 99.6046 99.6120 99.6107 99.3029 99.6118 99.6052 99.6138 99.6056
barb512 99.5956 99.6212 99.6120 99.6090 99.5857 99.6128 99.6120 99.6235 99.5987 99.2863 99.6033 99.5983 99.6037 99.6068
black 99.6124 0.1099  99.5804 99.5712 99.6140 99.6170 99.5956 99.6201 99.6429 99.1058 99.6033 99.6307 99.6033 99.5816
boat512 99.6490 99.6048 99.5777 99.6006 99.5861 99.6071 99.6078 99.6094 99.5998 99.2355 99.6315 99.6002 99.6113 99.5916
bridge256  99.6094 99.6368 99.5834 99.6140 99.6277 99.6201 99.5895 99.5941 99.5941 99.3973 99.6475 99.5911 99.5804 99.6126
peppers512 99.5850 99.6181 99.2203 99.5914 99.6006 99.6208 99.6105 99.6296 99.5872 99.3664 99.6166 99.6014 99.5987 99.6316
squares 99.5804 94.4611 99.6475 99.6277 99.6323 99.5667 99.6078 99.5621 99.5850 99.4827 99.6216 99.5651 99.5880 99.6326
zelda512  99.6353 99.6094 99.6140 99.5838 99.6067 99.6075 99.6338 99.6117 99.6006 99.3492 99.6140 99.6147 99.5869 99.6015

7.6.3 Histogram analysis

Figure 7.6 exhibits a comparative analysis of the histograms of both the plain and
cipher images. By examining the Figure 7.6, it becomes clear that a significant trans-
formation occurs in the statistical distribution of pixel intensities following the IEA. In
the case of the plain images, the histograms typically display noticeable patterns and
peaks, reflecting the inherent structure and redundancy within natural images (Figure

7.6(a-c)). These patterns can often reveal information about the image content, making
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Table 7.3: Comparison of UACI values of the ZLFSM-IEA with algorithms available
in the literature.

Image ZLFSM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 33.6381 33.4596 33.5119 33.4700 32.9488 33.4450 33.5427 33.5215 33.4590 33.3533 33.4218 33.5017 33.4631 33.5303
mandrill 33.4882 33.4832 33.4239 33.4253 33.0260 33.5148 33.4519 33.4471 33.4134 33.4041 33.5828 33.4677 33.5044 33.5228
MI3256 33.4447 33.3253 33.4193 33.4883 32.9003 33.4463 33.3935 33.5144 33.3942 33.5231 33.4326 33.2599 33.4790 33.5028
1.4.01 33.3499 33.3913 33.4613 33.4565 32.9516 33.4375 33.5184 33.4723 33.4479 33.3781 33.4802 33.4677 33.4773 33.4623
1.4.02 33.4866 33.4699 33.4710 33.4742 32.9929 33.4595 33.4946 33.4569 33.4687 33.3739 33.4457 33.4705 33.4728 33.4723
1.4.03 33.3971 33.4715 33.4395 33.4577 33.0346 33.4021 33.4991 33.4078 33.4670 33.3811 33.5185 33.4597 33.4215 33.4613
1.4.04 33.4897 33.4039 33.4475 33.4472 33.0237 33.4591 33.4167 33.4458 33.4396 33.3817 33.4967 33.4753 33.4386 33.4821

1.4.05 33.4323 33.4528 33.4414 33.4823 33.0187 33.4546 33.4811 33.4362 33.4326 33.3856 33.4754 33.4869 33.4366 33.4753
barb512 33.7145 33.4903 33.4525 33.4480 33.0039 33.5036 33.4419 33.5271 33.4796 33.3738 33.4139 33.4472 33.4584 33.4427
black 33.3546 0.0020 33.3606 33.4630 33.0262 33.1236 33.4295 33.4112 33.5089 32.1387 33.5901 33.4486 33.3485 33.4629

boat512 33.5932 33.4335 33.4126 33.4923 33.0314 33.4694 33.4611 33.4229 33.4362 33.3233 33.4689 33.4232 33.3889 33.4657
bridge256  33.3903 33.5100 33.5284 33.3681 32.9774 33.5488 33.4616 33.4363 33.4427 33.4126 33.4118 33.4083 33.4107 33.4123
peppers512 33.4829 33.4297 33.3951 33.5148 33.1133 33.4624 33.4268 33.4878 33.4425 33.4498 33.5125 33.5270 33.4002 33.4520
squares 33.5696 32,9945 33.3971 33.4567 33.1512 33.2762 33.2801 33.4679 33.3559 33.6037 33.4768 33.3543 33.4032 33.4721
zelda512  33.6120 33.4063 33.4575 33.4738 33.0454 33.4410 33.3448 33.4264 33.4418 33.3973 33.4772 33.5236 33.4646 33.4603

plain images vulnerable to statistical analysis and attacks.

The histograms corresponding to the cipher images appear to be uniformly dis-
tributed, indicating that the IEA has effectively randomized the pixel values across
the entire gray-scale range (Figure 7.6(d-f)). This uniformity suggests a high level of
entropy and demonstrates that the encrypted images do not retain any visible statistical
correlation with the plain images. The absence of identifiable peaks or patterns in the
histograms of cipher images confirm that the IEA has successfully obscured the plain
image. As a result, such uniform histograms are a strong indication of a robust IEA,
as they significantly hinder any attempts by unauthorized parties to extract meaningful
information through statistical or visual analysis.
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7.6.4 Correlation Coefficient analysis

The correlation coefficients between adjacent pixels in both the plain and cipher im-
ages have been computed and are presented in Table 7.4. As observed from the Table
7.4, the plain images exhibit very high correlation coefficients, with values close to
1. This indicates a strong relationship between adjacent pixels, which is common in
plain images. In contrast, the cipher images demonstrate significantly lower correlation
coefficients, suggesting that the ZLFSM-IEA has effectively disrupted the pixel rela-
tionships, resulting in minimal to no correlation between adjacent pixels. That shows

the efficiency of the ZLFSM-IEA in reducing statistical information.

In addition, the pixel intensity distribution is illustrated in Figure 7.7. For the plain
images shown in Figure 7.7(a-c) , the pixel values are highly concentrated and follow
a linear pattern, reflecting their structured nature. However, for the cipher images ex-
hibited in Figure 7.7(d-f), the pixel values are distributed uniformly across the region.
This uniform distribution is a strong indication of efficient encryption, as it implies a

complete loss of the plain image information and an absence of any detectable patterns.

Table 7.4: Comparison of correlation coefficient values of ZLFSM-IEA with algo-
rithms available in the literature.

Image Plain images ZLFSM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

HD 0.9630 -0.0011 -0.0041 0.0009 -0.0028 -0.0046 0.0049 0.0008 0.0091 0.0037 -0.0032 -0.0012 0.0012 -0.0027 0.0002
7.1.01 VD 0.9192 -0.0051 0.0023 0.0008 -0.0009 -0.0017 0.0025 0.0012 -0.0106 0.0002 0.0029 0.0075 -0.0080 0.0059 -0.0105
DD 0.8995 -0.0027 0.0148 -0.0038 0.0045 -0.0046 -0.0137 0.0038 0.0151 0.0001 -0.0036 0.0007 0.0058 0.0057 0.0069
HD 0.8625 -0.0042 -0.0029 -0.0016 0.0069 0.0047 -0.0101 0.0082 0.0127 0.0087 0.0097 -0.0032 -0.0019 0.0060 0.0028
mandrill VD 0.7669 0.0035 -0.0035 -0.0076 -0.0074 0.0031 0.0046 -0.0105 0.0064 -0.0020 -0.0024 -0.0076 -0.0072 0.0087 -0.0067
DD 0.7202 -0.0048 -0.0099 0.0052 0.0102 0.0035 -0.0040 0.0090 -0.0043 0.0055 -0.0047 0.0075 -0.0033 0.0091 -0.0040
HD 0.9784 0.0041 -0.0172 -0.0054 0.0043 0.0187 -0.0158 0.0152 -0.0273 0.0086 -0.0039 0.0080 -0.0247 0.0130 -0.0091
MI3256 VD 0.9795 0.0034 -0.0049 -0.0162 0.0194 -0.0012 -0.0072 -0.0083 0.0156 -0.0011 -0.0020 0.0026 0.0141 0.0152 0.0014
DD 0.9405 0.0024 0.0052 0.0041 -0.0056 0.0160 0.0035 0.0089 0.0208 -0.0093 0.0226 0.0107 -0.0062 -0.0049 0.0085

7.6.5 Resistance to classical attacks

The robustness of proposed ZLFSM-IEA against chosen-plaintext attacks is estab-
lished through Equation (2.3.8). The operation is visually represented in Figure 7.8. By
examining Figure 7.8(a),(b), it is clear that (2.3.8) holds, suggesting that the ZLFSM-
IEA resists chosen-plaintext attacks. Additionally, a quantitative evaluation is carried
out by calculating the value of NPCR for the images displayed in Figure 7.8(a) and
7.8(b). The resulting NPCR value between these two images is 99.6097%, further re-
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Figure 7.7: Pixel distribution of plain and cipher images obtained using ZLFSM-IEA.

inforcing the ZLFSM-IEA’s effectiveness against chosen-plaintext attacks. Therefore,

the proposed ZLFSM-IEA is resilient against other classical attacks.

7.6.6 Occlusion attack

To analyse the strength of the decryption algorithm against the occlusion attack, a
small portion of the encrypted image was corrupted. The corrupted image is shown in
Figure 7.9(a). The corresponding decrypted image of the occluded images is shown
in the Figure 7.9(b). The decrypted image retains most of the original visual content,
indicating that the proposed encryption and decryption process is effective even under
partial data loss. This demonstrates that the ZLFSM-IEA exhibits strong resistance to
occlusion attacks, making it a reliable solution for secure image transmission in lossy

Oor error-prone environments.
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(a) Occluded encrypted im- (b) Decryption of occluded
age image

Figure 7.9: Representation of ZLFSM-IEA’s resistance to cropping attack
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7.6.7 Noise attack

To assess the resilience of the decryption algorithm against noise attacks, salt-and-
pepper noise was introduced randomly into the encrypted image prior to decryption.
The noise-corrupted encrypted image is depicted in Figure 7.10(a), while the corre-
sponding decrypted image is shown in Figure 7.10(b). Despite the presence of noise,
the decrypted image preserves the overall structure and visual features of the original,
indicating that the proposed encryption and decryption scheme can effectively tolerate
such distortions. These results confirm that the ZLFSM-IEA is robust against noise at-

tacks and suitable for secure image transmission over noisy communication channels.

(a) Noisy encrypted image (b) Decryption of noisy im-
age

Figure 7.10: Representation of ZLFSM-IEA’s resistance to Noise attack

7.6.8 NIST randomness test

Table 7.5 presents the p-values computed at a significance level of B = 0.01 for all
fifteen statistical tests applied to the cipher image generated using the IEA. As shown in
the Table 7.5, the cipher image successfully passes all the randomness tests, indicating

that the IEA effectively introduces randomness in the encrypted images.

7.6.9 Execution time analysis

The execution time of the proposed IEA is presented in Table 7.6. For a compre-

hensive performance evaluation, these results are compared with the execution times
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Table 7.5: Randomness test results for ZLFSM-IEA.

Test name p-value Result

Frequency Test 0.5902  Successful
Run Test 0.8147  Successful
Run Test (Longest Run of Ones) 0.4482  Successful
Block Frequency Test 0.2007  Successful
Universal Statistical Test 0.8650  Successful
Linear Complexity Test 0.1875  Successful
Serial Test 0.4185  Successful
Binary Matrix Rank Test 0.6937  Successful
Non-overlapping Template Matching Test 0.2346  Successful
Overlapping Template Matching Test 0.1245  Successful
Approximate Entropy Test 0.8020  Successful
Random Excursion Test 0.8002  Successful
Random Excursion Variant Test 0.1607  Successful
Cumulative Sums 0.7763  Successful
Discrete Fourier Transform Test 0.4684  Successful

of other encryption algorithms available in the literature. This comparison highlights
the efficiency of the proposed IEA in terms of computational speed. As shown in
Table 7.6, the ZLFSM-IEA demonstrates strong robustness and high computational ef-
ficiency. Although the execution time for ZLFSM-IEA is comparatively higher than
that of certain other algorithms available in literature, it offers enhanced robustness
and superior security features. This trade-off between time and performance indicates
that while ZLFSM-IEA may require more processing time, it compensates with greater

resilience against several attacks.

Table 7.6: Comparison of execution time (in seconds) of the ZLFSM-IEA with algo-
rithms available in the literature.

Image ZLFSM-IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 0.84 3.29 10.20 1.41 19.46 0.60 1.27 20.61 3.85 4.40 1.93 17.78 537.61 908.52
mandrill 0.81 3.15 8.80 1.66 21.26 0.57 1.30 18.51 5.27 4.03 2.27 15.01 524.53 759.84
MI3256 0.82 0.80 2.20 0.38 5.96 0.13 0.33 4.77 1.13 0.99 0.70 429 153.90 265.17

7.7 Summary

In this chapter, we proposed a novel IEA that incorporates a magic square matrix-
based FSM aimed at significantly reducing the inherent pixel correlation present in
plain images. This matrix serves to disrupt the statistical relationship between adjacent

pixels, thereby enhancing the confusion and diffusion properties essential for secure
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image encryption. To further strengthen the encryption algorithm, the algorithm em-
ploys ZLM. The chaotic dynamics of the ZLLM are analysed using BD, PD, LE, PE and
SE. These sequences are utilized to modify pixel intensity values of the plain image,

ensuring a high level of randomness in the encrypted image.

The comprehensive analysis of the proposed algorithm demonstrates its robustness
against a wide range of cryptographic attacks. Specifically, it shows strong resistance
to brute-force attacks due to the vast key space, as well as to statistical and differential
attacks owing to the effective decorrelation and high sensitivity to initial conditions.
Furthermore, the algorithm is capable of recovering and preserving image content even

when portions of the encrypted data are corrupted.

In addition to its security strengths, the algorithm is characterized by a short execu-
tion time, which makes it highly suitable for real-time image encryption and decryption
applications where speed and reliability are critical. The combination of strong secu-
rity features and computational efficiency positions the proposed method as a viable

solution for secure image transmission in various practical scenarios.






Chapter 8

Image Encryption using multiple

chaotic maps

In the pursuit of enhancing the security of digital images, researchers have explored hy-
brid IEAs that combine the strengths of multiple chaotic maps. This chapter presents
an [EA leveraging multiple chaotic maps and linear feedback shift register (LFSR).
Section 8.1 discusses the background required for the chapter. Section 8.2 proposes
the IEA developed using the multiple chaotic maps like Tinkerbell map, Logistic map
along with LFSR. In Section 8.3, we have discussed the analysis of the IEA utilising
metrics such as information entropy, differential attack resistance, histogram analysis,
correlation coefficients, and randomness tests, demonstrating its robustness in produc-

ing secure cipher images. Finally, Section 8.4 summarizes the chapter.

8.1 Background

In this section, we have discussed about the Tinkerbell map and LFSR. The Logistic

map is described in the Section 4.1.2.

139
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8.1.1 Tinkerbell Map

Tinkerbell map [40] is a 2D discrete chaotic map with four control parameters a, b,

¢, and d. The Tinkerbell map is defined as given in (8.1.1).

Zip1 =3 — Wi +azi+bw;
(8.1.1)
Wir1 = 2ziw;i +czi +dw;

where z; and w; represent the state variables at i'" iteration. We have used the values
of control parameters as a = 0.9, b = —0.60, ¢ = 2.0, d = 0.50 and initial values as
z0 = —0.72 and wy = —0.64. The phase and bifurcation diagram of Tinkerbell map are
shown in Figure 8.1 [122].
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Figure 8.1: Diagrams of Tinkerbell map.

8.1.2 Linear Feedback Shift Register

In computing, an LFSR is a shift register whose input bit is a linear combination of its
prior state. If a good feedback function is used, the LFSR generates a random bit stream
with a lengthy and complicated cycle. An n-stage LFSR is distinguished by a feedback
polynomial of degree n over GF(2). If the input polynomial is primitive, the resulting

sequence of states is periodic and has a period (2" — 1). Here, we have considered an
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initial input in the form of polynomial x8 4 x” 4+ x6 4+ x> +x? +x+1 (11110011) with
degree n = 8. There are 255 possible initial states. Figure 8.2 exhibits the working
of LFSR used in this work. The bits Ey, E,, E5, E7 are the bits to be Xor-ed to get
the output bit sequence Ey, E>, E3,E4, E5, Eg, E7, Eg and feedback to the rightmost bit
Es=Ey®E; DEs D E;.

E, |E, |E, |Es |E, |Es |Eg |E, |Eg
| l |
D D D

Figure 8.2: Schematic representation of linear feedback shift register

8.2 Proposed image encryption algorithm

The proposed IEA consists of four steps: key generation for Tinkerbell map, se-
quence generation using Tinkerbell map, two-step permutation, and two-step diffusion
process. All of these steps are performed to modify the image, which results in an
encrypted image. The Figure 8.3 shows the flow diagram of the IEA that involves a
two-step permutation process and a two-step diffusion process. The goal of the con-
fusion process is to hide the relationship between the plaintext and the key. Diffusion
asserts that if one bit of the plaintext is altered, half the number of bits in the ciphertext
should change, and similarly, if a single bit of the ciphertext is changed, about half of
the plaintext bits should change. The goal of the Diffusion process is to conceal the

statistical relationship between the ciphertext and the plaintext.

For encrypting an image P of size M x N, the first step is to obtain the two initial

seeds for the Tinkerbell map. The initial seed for the Tinkerbell map is generated using

(8.2.1).

N
PR
i:lez:1Pi7j
X0= 27N O reg
M x5 % 256
VooN (8.2.1)
i=1 Zj:% PiJ
Y= M x %’ X 256

Using the initial seeds xo and yo obtained from (8.2.1) and the parameters described

in section 8.1.1, the Tinkerbell map is used to generate a 2D sequence of length 4 x
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max(M,N). Using the first dimension of obtained Tinkerbell map, two sequences X
and X, of size M are obtained after ignoring the initial few terms so that both sequences
X1 and X, are non-overlapping. Similarly, another two sequences Y; and Y, of size N
are extracted using the second dimension of the Tinkerbell map. Further, the sequences
X1,X>,Y; and Y, are sorted and their indices are stored in Xf"d ,Y{”d,Xénd and Yzi”d
respectively, for implementing the two-step permutation processes described in (8.2.2)
and (8.2.3). Here, the first level permutation of the image pixels is implemented using
the index sequence Xf"d, Yli”d and C is obtained using the plain image P as described
in (8.2.2).

Ci[X{"1i], Y{™[j]] = P[i, j] (8.2.2)

In continuation, the second step of the permutation process is performed using the other

index sequences (Xé'”d , Yzi"d) and C; is obtained using C; as described in (8.2.3).
C[X3"[i], v (1] = Culi, J] (8.2.3)

The C; is the permutated image obtained after a two-step permutation process. Now,
the pixels of C, are to be diffused. A two-step diffusion task is performed using the
sequences of LFSR and Logistic map. In the first step of the diffusion process, LFSR
is utilised to obtain sequence of length 250 + M x N using the parameters described
in Section 8.1.2 and the sequence K having elements equivalent to the size of C; is
extracted after ignoring the initial few terms. The element-wise XOR operation is
performed between the sequence K and C, and the first-level diffused image Cs is
obtained using (8.2.4).

Csli, j] = Cali & Kli, J] (8.2.4)

Further, for the second level of the diffusion process, the Logistic map is utilised. A
chaotic sequence of length 250+ M x N is obtained using the parameters described in
(4.1.2), and the sequence L having elements equivalent to the size of C3 is extracted
after ignoring the initial few terms. The element-wise XOR operation is performed
between the sequence L and Csz, and the second-level diffused image C is obtained
using (8.2.5).

Cli, j] = Gsli ] & Ll j] (8.2.5)
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Figure 8.3: Proposed image encryption algorithm.

Since the encryption and decryption processes are symmetric, the decryption process
involves the inverse steps of the encryption process. First, inverse diffusion is applied
using the sequences of Logistic map. In the second step, LFSR sequences are used to

diffuse the pixels. At last, the inverse permutation is applied using the Tinkerbell map.

8.3 Analysis of the image encryption algorithm

To assess the security and efficiency of the proposed IEA, we perform a set of tests
on cipher images. Furthermore, the proposed IEA’s effectiveness and resilience are
compared to various encryption algorithms in terms of information entropy, NPCR,

UACI, correlation coefficient and execution time.

8.3.1 Information entropy analysis

Table 8.1 presents the information entropy values of cipher images generated by
the proposed IEA and other existing algorithms. The entropy values for images en-
crypted using proposed IEA are consistently close to the ideal value of 8, which in-
dicates a high level of randomness. This suggests that the proposed IEA effectively
distributes pixel values across the cipher image in a uniform manner, minimizing any
detectable patterns. Such a distribution is essential for secure encryption, as it makes it
significantly more difficult for an attacker to retrieve meaningful information through
statistical analysis. Compared to other algorithms, the proposed IEA shows superior

performance in terms of entropy, reflecting its enhanced ability to obscure the plain
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image content.

Table 8.1: Comparison of information entropy values of the proposed IEA with algo-
rithms available in the literature.

Image Proposed IEA [60]  [46]  [59]  [76]  [82]  [33]  [85]  [86]  [87]  [88]  [89] (78]  [91]

7.1.01 7.9993 79993 7.9993 7.9993 7.9793 7.9994 7.9993 7.9992 7.9993 7.9993 7.9992 7.9993 7.9992 7.9993
mandrill  7.9993 7.9993 7.9993 7.9993 7.9793 7.9993 7.9992 7.9992 7.9994 7.9993 7.9993 7.9992 7.9993 7.9993
MI3256 7.9975 79975 7.9970 7.9976 7.9766 7.9976 7.9969 7.9973 7.9973 7.9969 7.9971 7.9968 7.9970 7.9974
1.4.01 7.9978 7.9998 7.9998 7.9998 7.9798 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.02 7.9997 7.9998 7.9998 7.9998 7.9795 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.03 7.9995 7.9998 7.9998 7.9998 7.9800 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9997
1.4.04 7.9994 7.9998 7.9998 7.9998 7.9796 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998 7.9998
1.4.05 7.9998 7.9998 7.9987 7.9998 7.9799 7.9998 7.9998 7.9998 7.9998 7.9997 7.9998 7.9998 7.9998 7.9998
barb512 7.9993 7.9992 7.9993 7.9994 7.9792 7.9993 7.9993 7.9993 7.9993 7.9993 7.9992 7.9992 7.9993 7.9994
black 7.9970 7.9973 7.9974 7.9969 7.9765 7.9952 7.9973 7.9964 7.9973 7.8208 7.9969 7.9971 7.9973 7.9972
boat512 7.9943 7.9994 7.9994 7.9993 7.9785 7.9992 7.9993 7.9992 7.9994 7.9993 7.9992 7.9992 7.9992 7.9991
bridge256  7.9973 7.9972 7.9967 7.9971 7.9759 7.9972 7.9972 7.9972 7.9968 7.9972 7.9970 7.9970 7.9973 7.9978
peppers512  7.9914 7.9993 7.9992 7.9992 7.9801 7.9993 7.9992 7.9993 7.9993 7.9993 7.9993 7.9993 7.9993 7.9973
squares 7.9975 7.9973 7.9976 7.9972 7.9777 7.9964 7.9972 7.9967 7.9970 7.9887 7.9973 7.9971 7.9967 7.9748
zelda512  7.9993 7.9993 7.9993 7.9993 7.9798 7.9994 7.9992 7.9993 7.9992 7.9993 7.9994 7.9993 7.9993 7.9798

8.3.2 Differential attack

Table 8.2 and Table 8.3 present a comparative analysis of NPCR and UACI values
for various encrypted images using different encryption algorithms. The results clearly
demonstrate that the proposed IEA consistently achieves NPCR and UACI values close
to the ideal across all tested images. In contrast, other related algorithms often show
inconsistencies or fail to meet the ideal thresholds. This consistent performance of the
proposed IEA confirms its robustness and high sensitivity to minor changes in the input
image. Therefore, it can be concluded that proposed IEA is highly effective in resisting

differential attacks, offering superior security in image encryption applications.

Table 8.2: Comparison of NPCR values of proposed IEA with algorithms available in
the literature.

Image Proposed IEA [60]  [46]  [59]  [76]  [82]  [33]  [85]  [86]  [87]  [88]  [891 (78]  [O1]

7.1.01 99.6101 99.6147 99.6155 99.5972 99.5922 99.6040 99.5941 99.6098 99.6021 99.3977 99.6075 99.6185 99.6227 99.6300
mandrill 99.5922 99.5995 99.6223 99.6098 99.6227 99.5907 99.6017 99.6071 99.6181 99.3660 99.6162 99.6117 99.6143 99.6056
MI3256 99.6109 99.6368 99.6338 99.6307 99.6201 99.6307 99.5697 99.5804 99.6170 99.5010 99.5758 99.6445 99.6170 99.6506
1.4.01 99.6019 99.6017 99.6119 99.6047 99.6095 99.6055 99.6004 99.6016 99.6094 99.2376 99.6137 99.6105 99.6087 99.6186
1.4.02 99.6048 99.6178 99.2304 99.6016 99.5851 99.6078 99.6171 99.6158 99.6206 99.3032 99.6078 99.6198 99.6039 99.6016
1.4.03 99.6231 99.6131 99.6104 99.6117 99.5970 99.6053 99.5976 99.5954 99.6041 99.3378 99.6108 99.6051 99.6018 99.6116
1.4.04 99.6019 99.6063 99.6156 99.6027 99.5928 99.6126 99.6191 99.6081 99.6041 99.2588 99.6128 99.6103 99.6115 99.6816
1.4.05 99.6065 99.6119 99.6124 99.6099 99.6026 99.6067 99.6046 99.6120 99.6107 99.3029 99.6118 99.6052 99.6138 99.6056
barb512 99.6017 99.6212 99.6120 99.6090 99.5857 99.6128 99.6120 99.6235 99.5987 99.2863 99.6033 99.5983 99.6037 99.6068
black 99.6041 0.1099  99.5804 99.5712 99.6140 99.6170 99.5956 99.6201 99.6429 99.1058 99.6033 99.6307 99.6033 99.5816
boat512 99.6028 99.6048 99.5777 99.6006 99.5861 99.6071 99.6078 99.6094 99.5998 99.2355 99.6315 99.6002 99.6113 99.5916
bridge256  99.6201 99.6368 99.5834 99.6140 99.6277 99.6201 99.5895 99.5941 99.5941 99.3973 99.6475 99.5911 99.5804 99.6126
peppers512 99.6155 99.6181 99.2203 99.5914 99.6006 99.6208 99.6105 99.6296 99.5872 99.3664 99.6166 99.6014 99.5987 99.6316
squares 99.6216 94.4611 99.6475 99.6277 99.6323 99.5667 99.6078 99.5621 99.5850 99.4827 99.6216 99.5651 99.5880 99.6326

zelda512  99.6048 99.6094 99.6140 99.5838 99.6067 99.6075 99.6338 99.6117 99.6006 99.3492 99.6140 99.6147 99.5869 99.6015
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Table 8.3: Comparison of UACI values of the proposed IEA with algorithms available
in the literature.

Image Proposed IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]

7.1.01 33.4649 33.4596 33.5119 33.4700 32.9488 33.4450 33.5427 33.5215 33.4590 33.3533 33.4218 33.5017 33.4631 33.5303
mandrill ~ 33.4641 33.4832 33.4239 33.4253 33.0260 33.5148 33.4519 33.4471 33.4134 33.4041 33.5828 33.4677 33.5044 33.5228
MI3256 33.4285 33.3253 33.4193 33.4883 32.9003 33.4463 33.3935 33.5144 33.3942 33.5231 33.4326 33.2599 33.4790 33.5028
1.4.01 33.4278 33.3913 33.4613 33.4565 32.9516 33.4375 33.5184 33.4723 33.4479 33.3781 33.4802 33.4677 33.4773 33.4623
1.4.02 334215 33.4699 33.4710 33.4742 32.9929 33.4595 33.4946 33.4569 33.4687 33.3739 33.4457 33.4705 33.4728 33.4723
1.4.03 33.4727 33.4715 33.4395 33.4577 33.0346 33.4021 33.4991 33.4078 33.4670 33.3811 33.5185 33.4597 33.4215 33.4613
1.4.04 33.4904 33.4039 33.4475 33.4472 33.0237 33.4591 33.4167 33.4458 33.4396 33.3817 33.4967 33.4753 33.4386 33.4821
1.4.05 33.5091 33.4528 33.4414 33.4823 33.0187 33.4546 33.4811 33.4362 33.4326 33.3856 33.4754 33.4869 33.4366 33.4753
barb512 33.5017 33.4903 33.4525 33.4480 33.0039 33.5036 33.4419 33.5271 33.4796 33.3738 33.4139 33.4472 33.4584 33.4427
black 33.3870 0.0020 33.3606 33.4630 33.0262 33.1236 33.4295 33.4112 33.5089 32.1387 33.5901 33.4486 33.3485 33.4629
boat512 33.4745 33.4335 33.4126 33.4923 33.0314 33.4694 33.4611 33.4229 33.4362 33.3233 33.4689 33.4232 33.3889 33.4657
bridge256  33.4565 33.5100 33.5284 33.3681 32.9774 33.5488 33.4616 33.4363 33.4427 33.4126 33.4118 33.4083 33.4107 33.4123
peppers512 33.5046 33.4297 33.3951 33.5148 33.1133 33.4624 33.4268 33.4878 33.4425 33.4498 33.5125 33.5270 33.4002 33.4520
squares 33.4102 32.9945 33.3971 33.4567 33.1512 33.2762 33.2801 33.4679 33.3559 33.6037 33.4768 33.3543 33.4032 33.4721
zelda512  33.4529 33.4063 33.4575 33.4738 33.0454 33.4410 33.3448 33.4264 33.4418 33.3973 33.4772 33.5236 33.4646 33.4603

8.3.3 Histogram analysis

Figure 8.4 exhibits a comparative analysis of the histograms of both the plain and
cipher images. By examining the Figure 8.4, it becomes clear that a significant trans-
formation occurs in the statistical distribution of pixel intensities following the IEA. In
the case of the plain images, the histograms typically display noticeable patterns and
peaks, reflecting the inherent structure and redundancy within natural images (Figure
8.4(a-c)). These patterns can often reveal information about the image content, making

plain images vulnerable to statistical analysis and attacks.

The histograms corresponding to the cipher images appear to be uniformly dis-
tributed, indicating that the IEA has effectively randomized the pixel values across
the entire gray-scale range (Figure 8.4(d-f)). This uniformity suggests a high level of
entropy and demonstrates that the encrypted images do not retain any visible statistical
correlation with the plain images. The absence of identifiable peaks or patterns in the
histograms of cipher images confirm that the IEA has successfully obscured the plain
image information. As a result, such uniform histograms are a strong indication of a
robust IEA, as they significantly hinder any attempts by unauthorized parties to extract

meaningful information through statistical or visual analysis.
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Figure 8.4: Histogram of plain and cipher images

8.3.4 Correlation Coefficient analysis

The correlation coefficients between adjacent pixels in both the plain and cipher
images have been computed and are presented in Table 8.4. As observed from the
Table 8.4, the plain images exhibit very high correlation coefficients, with values close
to 1. This indicates a strong relationship between adjacent pixels, which is common in
plain images. In contrast, the cipher images demonstrate significantly lower correlation
coefficients, suggesting that the encryption process has effectively disrupted the pixel
relationships, resulting in minimal to no correlation between adjacent pixels. That

shows the efficiency of the IEA in reducing statistical information.

In addition, the pixel intensity distribution is illustrated in Figure 8.5. For the plain
images shown in Figure 8.5 (a-c) , the pixel values are highly concentrated and follow
a linear pattern, reflecting their structured nature. However, for the cipher images ex-
hibited in Figure 8.5 (d-f), the pixel values are distributed uniformly across the region.
This uniform distribution is a strong indication of efficient encryption, as it implies a

complete loss of the plain image information and an absence of any detectable patterns.
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Table 8.4: Comparison of correlation coefficient values of proposed IEA with algo-
rithms available in the literature.

Image Plain images Proposed IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78] [91]
HD 0.9630 -0.0031 -0.0041 0.0009 -0.0028 -0.0046 0.0049 0.0008 0.0091 0.0037 -0.0032 -0.0012 0.0012 -0.0027 0.0002
7.1.01 VD 0.9192 -0.0027 0.0023  0.0008 -0.0009 -0.0017 0.0025 0.0012 -0.0106 0.0002 0.0029 0.0075 -0.0080 0.0059 -0.0105
DD 0.8995 -0.0017 0.0148 -0.0038 0.0045 -0.0046 -0.0137 0.0038 0.0151 0.0001 -0.0036 0.0007 0.0058 0.0057 0.0069
HD 0.8625 -0.0012 -0.0029 -0.0016 0.0069 0.0047 -0.0101 0.0082 0.0127 0.0087 0.0097 -0.0032 -0.0019 0.0060 0.0028
mandrill VD 0.7669 0.0051 -0.0035 -0.0076 -0.0074 0.0031 0.0046 -0.0105 0.0064 -0.0020 -0.0024 -0.0076 -0.0072 0.0087 -0.0067
DD 0.7202 -0.0044 -0.0099 0.0052 0.0102 0.0035 -0.0040 0.0090 -0.0043 0.0055 -0.0047 0.0075 -0.0033 0.0091 -0.0040
HD 0.9784 0.0019 -0.0172 -0.0054 0.0043 0.0187 -0.0158 0.0152 -0.0273 0.0086 -0.0039 0.0080 -0.0247 0.0130 -0.0091
MI3256 VD 0.9795 0.0054 -0.0049 -0.0162 0.0194 -0.0012 -0.0072 -0.0083 0.0156 -0.0011 -0.0020 0.0026 0.0141 0.0152 0.0014
DD 0.9405 0.0074 0.0052 0.0041 -0.0056 0.0160 0.0035 0.0089 0.0208 -0.0093 0.0226 0.0107 -0.0062 -0.0049 0.0085

240

f.q}d‘b@s
(d) Horizontal direction (e) Vertical direction (f) Digonal direction

Figure 8.5: Pixel distribution of plain and cipher images obtained using proposed IEA.
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8.3.5 Resistance to classical attacks

The robustness of proposed IEA against chosen-plaintext attacks is established through
Equation (2.3.8). The operation is visually represented in Figure 8.6. By examining
Figure 8.6(a),(b), it is clear that (2.3.8) holds, suggesting that the IEA resists chosen-
plaintext attacks. Additionally, a quantitative evaluation is carried out by calculating
the value of NPCR for the images displayed in Figure 8.6(a) and Figure 8.6(b). The
resulting NPCR value between these two images is 99.6297%, further reinforcing the
IEA’s effectiveness against chosen-plaintext attacks. Therefore, the proposed IEA is

also expected to be resilient against other classical attacks.

(a) 7.1.01 ¢ mandrill (b) Cipher 7.1.01 & Cipher mandrill
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Figure 8.6: Resistance to classical attacks

8.3.6 Occlusion attack

To analyse the strength of the decryption algorithm against the occlusion attack, a
small portion of the encrypted image was corrupted. The corrupted image is shown in
Figure 8.7(a). The corresponding decrypted image of the occluded images is shown

in the Figure 8.7(b). The decrypted image retains most of the original visual content,
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indicating that the proposed encryption and decryption process is effective even under
partial data loss. This demonstrates that the IEA exhibits strong resistance to occlusion
attacks, making it a reliable solution for secure image transmission in lossy or error-

prone environments.

(a) Cropped encrypted im- (b) Decryption of cropped
age image

Figure 8.7: Representation of proposed IEA’s resistance to cropping attack

8.3.7 Noise attack

To assess the resilience of the decryption algorithm against noise attacks, salt-and-
pepper noise was introduced randomly into the encrypted image prior to decryption.
The noise-corrupted encrypted image is depicted in Figure 8.8(a), while the corre-
sponding decrypted image is shown in Figure 8.8(b). Despite the presence of noise,
the decrypted image preserves the overall structure and visual features of the original,
indicating that the proposed encryption and decryption scheme can effectively tolerate
such distortions. These results confirm that the IEA is robust against noise attacks and

suitable for secure image transmission over noisy communication channels.

8.3.8 NIST randomness test

Table 8.5 presents the p-values computed at a significance level of B = 0.01 for all
fifteen statistical tests applied to the cipher image generated using the proposed IEA.
As shown in the Table 8.5, the cipher image successfully passes all the randomness
tests, indicating that the proposed IEA effectively introduces randomness in the en-

crypted images.
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(a) Noisy encrypted image (b) Decryption of noisy im-
age

Figure 8.8: Representation of proposed IEA’s resistance to Noise attack

Table 8.5: Randomness test results for proposed IEA.

Test name p-value Result

Frequency Test 0.8087  Successful
Run Test 0.9649  Successful
Run Test (Longest Run of Ones) 0.2257  Successful
Block Frequency Test 0.9909  Successful
Universal Statistical Test 0.1367  Successful
Linear Complexity Test 0.4793  Successful
Serial Test 0.8064  Successful
Binary Matrix Rank Test 0.8871  Successful
Non-overlapping Template Matching Test 0.7068  Successful
Overlapping Template Matching Test 0.2439  Successful
Approximate Entropy Test 0.9106  Successful
Random Excursion Test 0.1624  Successful
Random Excursion Variant Test 0.5542  Successful
Cumulative Sums 0.6421  Successful

Discrete Fourier Transform Test 0.9342  Successful
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8.3.9 Execution time analysis

The execution time of the proposed IEA is presented in Table 8.6. As shown in Table
8.6, the execution time for proposed IEA is comparatively higher than that of certain
other algorithms available in literature, it offers enhanced robustness and superior secu-
rity features [59, 82, 33]. This trade-off between time and performance indicates that
while proposed IEA may require more processing time, it compensates with greater
resilience against several attacks.

Table 8.6: Comparison of execution time (in seconds) of the proposed IEA with algo-
rithms available in the literature.

Image  Proposed IEA [60] [46] [59] [76] [82] [33] [85] [86] [87] [88] [89] [78]  [91]

7.1.01 1.86 3.29 10.20 1.41 19.46 0.60 1.27 20.61 3.85 4.40 1.93 17.78 537.61 908.52
mandrill 1.72 3.15 880 1.66 21.26 0.57 1.30 18.51 5.27 4.03 2.27 15.01 524.53 759.84
MI3256 0.44 0.80 220 0.38 596 0.13 0.33 477 1.13 099 0.70 429 153.90 265.17

8.4 Summary

In this chapter, we have proposed an IEA leveraging the Tinkerbell map, Logistic
map and LFSR. The sequences obtained by the Tinkerbell map are used to shuffle the
pixels of the plain image. While, the sequences generated by Logistic map and LFSR
are used to modify the pixel values. The performance of the proposed proposed IEA is
rigorously evaluated using a diverse set of gray-scale images to ensure its applicability
across different visual content. Comprehensive experimental analyses are conducted
to assess the algorithm’s robustness against multiple types of attacks, including statis-
tical, differential, and brute-force attacks. The results confirm that the IEA effectively
disrupts the inherent correlations in image data, ensuring high security. Furthermore,
the corresponding decryption algorithm reconstructs the plain image content, demon-

strating the algorithm’s reliability and lossless recovery capability.






Chapter 9

Conclusion, Future Scope and Social

Impact

This chapter serves as the concluding part of the thesis, structured into three distinct
sections. Section 9.1 summarizes the research work, recapping proposed chaotic maps,
their cryptographic strengths, and the performance of image encryption algorithms.
Section 9.2 outlines potential research directions to build upon this work, including
hardware implementation, advanced cryptanalysis, and applications to other data types.
Finally, Section 9.3 discusses the broader implications of the research, linking the en-
cryption algorithms to societal benefits and United Nations Sustainable Development

Goals.

9.1 Conclusion

In this thesis, we have proposed several novel chaotic maps designed to overcome
the limitations inherent in traditional chaotic maps. We have evaluated and compared
the performance of proposed maps with existing maps in terms of bifurcation diagram,
phase diagram, Lyapunov exponent, sample entropy and permutation entropy. The
proposed chaotic maps exhibit strong dynamical behavior, including uniform distribu-

tion without pattern clustering, high positive Lyapunov exponents, and a wide range of
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control parameters.

These chaotic maps have been employed as pseudo-random number generators (PRNGs)
for image security applications. The encryption algorithms leveraging the proposed
chaotic maps are demonstrated to be both robust and efficient, exhibiting strong re-
sistance to multiple types of cryptographic attacks. Moreover, the decryption process

reliably recovers the original image data without any loss, ensuring lossless recovery.

In Chapter 3, we studied the Zirili test optimization function, which is characterized
by multiple local minima, despite having a global minimum at zero. The proposed Zir-
ili chaotic map exhibits uniform output distribution, high Lyapunov exponents, com-
plex bifurcation diagram along with high entropy values. These properties confirm its
suitability for cryptographic applications like encryption. Its integration into an image
encryption algorithm has shown significant efficiency and robustness. Furthermore,
the introduction of novel cascading confusion transformation and modified cyclic dif-
fusion with pixel mixing operations has considerably enhanced the algorithm’s overall

security.

In Chapter 4, we analyzed classical chaotic maps such as the Kaplan-Yorke map and
the Logistic map, identifying their limited chaotic range and relatively low or negative
Lyapunov exponents. To address these limitations, we introduced coupled Kaplan-
Yorke-Logistic map. The map achieves improved chaotic characteristics, including a
large control parameter range, high positive Lyapunov exponents, complex bifurcation
diagram, and high entropy values. Its application to image encryption proves to be both
effective and secure, further strengthened by the implementation of a simultaneous

confusion-diffusion strategy.

In Chapter 5, we proposed the SHIELD map, utilizing established functions such as
the exponential, sine, and logistic functions. The map demonstrates evenly distributed
trajectories, high Lyapunov exponents, large control parameter range along with high
entropy values. The SHIELD-based image encryption algorithm is both robust and
efficient. Additionally, the introduction of a two-step confusion process and a dynamic

diffusion mechanism significantly elevates the security of image encryption algorithm.

In Chapter 6, we proposed two novel extensions of existing ex-map termed as a two-

dimensional Sine-ezr map and a three-dimensional Non-linear Sine hyper-chaotic map.
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The map demonstrates evenly distributed trajectories, high Lyapunov exponents, large
control parameter range along with high entropy values. These maps were successfully
utilized in the development of an image encryption algorithm, which demonstrated

high robustness and efficiency in securing image data.

In Chapter 7, we introduced the Zirili-Logistic map developed by combining the
functions namely Zirili function, sine, exponential, and Logistic map. The proposed
map generates a rich spectrum of chaotic dynamics in terms of large range of chaotic
parameters, high Lyapunov exponents, ergodic behavior in phase diagram, and a com-
plex bifurcation diagram. In addition, we proposed a magic square matrix-based FSM
to scramble the locations of the pixels within an image. These components form the
core of a proposed image encryption algorithm, that is validated to be both highly

efficient and resistant to cryptographic attacks.

In chapter 8 we studied the Tinkerbell map, the Logistic map, and linear feedback
shift registers. Combining the maps, we designed an image encryption algorithm util-
ising two-step confusion and two-step diffusion operation. The resulting algorithm is

shown to be secure and computationally efficient.

The proposed image encryption algorithms have been rigorously evaluated using a
diverse set of test images to assess their performance and security characteristics. The
results comprehensively demonstrate that the cipher images produced by these algo-
rithms possess strong statistical properties and cryptographic robustness. This includes
high entropy, uniform histograms, low correlation coefficients, high NPCR and UACI
values, and pronounced sensitivity to initial conditions and encryption keys. The ran-
domness of the encrypted images was further validated through the NIST SP 800-22
statistical test suite confirming that the encrypted images are indistinguishable from
true random sequences, effectively resisting any statistical-attacks. Furthermore, the
algorithms were proven to be highly resistant to chosen-plaintext attacks, as even min-
imal alterations in the input image or encryption key produce completely unrelated
cipher images, preventing an adversary from deducing the key through analysis of
chosen plaintext-ciphertext pairs. All proposed algorithms exhibit significant computa-
tional efficiency. They effectively resist brute-force, statistical, and differential attacks.

The proposed algorithms are suitable for real-world image security applications due to
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their speed, reliability, and proven strong cryptographic features.

9.2 Future Scope

While the proposed encryption algorithms demonstrate robust theoretical perfor-

mance, several research avenues merit further investigation to enhance their practical

applicability and security assurance. Future work can be structured into four key di-

rections:

1. Hardware Implementation: Transitioning from software simulation to physi-

cal realization represents the most immediate priority. This entails implementing
the algorithms on FPGA platforms to quantify real-world performance metrics
(throughput, latency, power consumption, and resource utilization), followed by

potential ASIC design for optimal efficiency in embedded systems.

Advanced Security Cryptanalysis: To ensure long-term viability, security eval-
uation must extend beyond standard statistical tests. Future analysis should in-
clude resistance to sophisticated adversarial models, such as side-channel attacks
(power analysis, timing attacks) and fault injection attacks. Furthermore, an as-
sessment of quantum resistance is crucial to evaluate vulnerability to attacks and

to explore potential post-quantum enhancements.

Multi-Media and Complex Data Applications: The framework’s applicability
to other data types remains unexplored. Promising directions include adapting
the algorithm for real-time video encryption by leveraging inter-frame correla-
tions, and extending it to one-dimensional signals like audio. Validation on com-
plex data structures, such as 3D medical images (CT, MRI) and hyper-spectral

imagery, would demonstrate significant versatility.

Standardization and Practical Integration: For widespread adoption, rigor-
ous benchmarking against established standards (e.g., AES-GCM) and state-of-
the-art chaos-based techniques using unified datasets is essential. Subsequently,
developing end-to-end encryption protocols for specific use-cases, such as se-

cure messaging or authenticated cloud storage, would bridge the gap between
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algorithmic innovation and real-world deployment.

Social Impact

The proposed image encryption algorithms transcend theoretical contribution, of-

fering tangible benefits that address pressing societal challenges and align with key

United Nations Sustainable Development Goals (SDGs). By safeguarding visual data,

this framework helps build a foundational layer of digital trust essential for a secure

and equitable digital future.

SDG 9:

SDG 11:

SDG 16:

SDG 17:

Industry, Innovation, and Infrastructure: The research embodies the techno-
logical upgrading. It fosters resilient digital infrastructure by protecting critical
visual data in sectors like energy, transportation, and manufacturing from cyber

threats, which is essential for economic stability and growth (SDG Target 9.5).

Sustainable Cities and Communities: In the context of smart cities, encrypt-
ing data streams from vast surveillance networks helps protect citizen privacy
and prevent misuse. This ensures that smart city technologies enhance public
safety without leading to surveillance overreach, contributing to safer and more

inclusive urban environments (SDG Target 11.7).

Peace, Justice, and Strong Institutions: The technology strengthens institu-
tions by enabling secure digital identity systems. Encrypting biometric data (e.g.,
fingerprints, facial images) in national ID programs helps prevent identity theft
and fraud, promoting just and accountable institutions. It also empowers civil

society by allowing the secure sharing of visual evidence (SDG Target 16.6).

Partnerships for the Goals: The universal need for data privacy creates a plat-
form for international collaboration. The underlying principles of this framework
can be shared globally, fostering partnerships between researchers, industries,

and governments to develop interoperable security standards (SDG Target 17.6).

From securing personal communications on messaging apps and social media to

enabling confidential e-commerce and banking, the proposed encryption algorithms
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ensure practical security benefits in everyday life. By aligning with these SDGs, the

work is positioned not merely as an algorithmic advancement but as a crucial enabler

for sustainable digital development.
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