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Abstract

IoT (Internet of Things) has revolutionised the world with applications like home

automation, transportation, agriculture, etc. IoT-based Unmanned Aerial Vehicle (UAV)

networks are an emerging field that introduces the UAV network with the power of the

Internet.

IoT-based UAV networks are networks of External Users (EU) and interconnected

UAVs equipped with sensors, flight controllers, and other components to exchange col-

lected data with each other via GCS (Ground Control Station) over the Internet. IoT-

based UAV network system is used for surveillance, monitoring, and payload delivery

in smart city environments, which generate a plethora of sensitive information, such as

traffic situations on the road and high-definition images of properties and survivors dur-

ing natural calamities, which can be obtained by adversaries in the middle for there bad

intentions.

Communication between the External EU, UAVs, and GCS is vulnerable to security

threats, such as eavesdropping replay attacks and location and physical capture attacks.

The message between these entities is not enciphered, which makes them error-prone.

Moreover, UAVs are resource-constrained devices with limited storage and computational

capabilities to complete the assigned mission and task. Therefore, robust and lightweight

authentication schemes are required for secure data transmission in IoT-based UAV net-

works. Thus, we aim to identify modern cryptographic techniques with provable security

based on mathematics to overcome the current security challenges in IoT-based UAV

networks.

To achieve the abovementioned framework, we have examined peer-reviewed literature

that discusses previous six-year established papers with existing attacks, such as physi-

cal and logical attacks with suggested solutions such as trajectory planning, lightweight

schemes, solutions based on blockchain, quantum cryptography, etc. This survey analyses

the secure communication network between UAVs by systematically answering research
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questions based on the research methodology for the relevant study. Finally, the survey

addresses several issues and guidelines for future research.

One of the modern cryptography techniques, such as Hyperelliptic Curve Cryptog-

raphy (HCC) utilising Genus-2 curve and Fuzzy Extractor (FE)-based cryptosystem, is

proposed to protect sensitive information during communication in IoT-based UAV net-

works. The scheme is designed with lightweight operations such as XOR, hash functions,

random nonces, and timestamps. HCCs maximum key size is 80 bits, differing from

the 160-bit requirement of the elliptic curve, making it apt for UAVs with limited re-

sources. The proposed scheme utilises biometrics traits of users to avoid exposing data

from stealing smart devices using FE. This protocol facilitates the mutual authentication

of users and UAVs, allowing them to exchange a session key for secure communication.

The Hyperelliptic Curve (HC) scalar multiplication protects the users private key from at-

tackers, even in public channels. The obfuscation identity of the user and UAVs generated

through the hash function and timestamp makes the external user and UAV anonymous.

The efficacy of this proposed framework is examined using the Scyther verification tool

and Random oracle model-based formal analysis, and informal analysis is also discussed,

which validates its robustness against well-known potential physical and logical attacks.

The performance analysis shows that the HC-based scheme has lower computation, com-

munication, and storage costs than existing schemes.

Keywords: Internet of Things (IoT), Unmanned aerial vehicle (UAV), Authentica-

tion, Fuzzy Extractor(FE), Hyperelliptic Curve Cryptography(HCC), Secure communi-

cation.
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Chapter 1

INTRODUCTION

1.1 Internet of Things based Unmanned Aerial Net-

works (IoT-based UAV Networks)

Drones, also known as unmanned aerial vehicles or UAVs, were initially created for mili-
tary use. A drone is a flying object that has remote control independence and self-piloting
capabilities. Among the various applications of drones are disaster rescue, battlefield
communication, photography, aerial delivery and device-to-device communication. The
essential elements of drones are batteries, propellers and motors, flight controller, IMU
and magnetometer. There are various type of drones such as quadrotor, multirotor drones,
fixed wing UAV, fixed wing hybrid UAV. The drones are dynamic and fast, so maintaining
communication reliability is essential which can be achieved through the Mavlink protocol
by bridging the gap between UAV and GCS (Ground Control Station).

IoT-based UAV networks are the networks of EU (External User), GCS, and intercon-
nected UAV nodes with the power of the Internet and equipped with embedded sensors
and flight-controller. In these networks, UAVs collect data and send it to a GCS. The
GCS then sends out commands to control and watch over the drones through wireless
connections. IoT-based UAV networks are ubiquitously deployed across diverse sectors,
with notable prominence in civil and military spheres. UAVs play crucial roles in studying
the earths structure, spraying crops, surveillance and monitoring during natural disasters.

Despite the merits, there are some significant concerns regarding security breaches in
smart city environments as external users like traffic management authorities and emer-
gency vehicles such as firefighters and ambulances need sensitive data from UAVs through
GCS over the public channel, which can be captured by the adversary to perform replay,
man-in-the-middle, session key attacks. Moreover, the UAVs can be captured by ad-
versaries to tamper with the credentials stored in UAV storage. The IoT-based UAV
Networks have several other challenges, such as high computation, communication and
storage overheads. Therefore, securing communication and resource constrained chal-
lenges in these networks is the focus for industries, academicians and researchers.

1.2 Internet of Things

The Internet of Things (IoT) refers to the network of physical objects embedded with
sensors, software, and other technologies, with the aim of connecting and exchanging data
with other devices and systems over the internet [1]. These “things” vary from ordinary
domestic items to sophisticated industrial tools, each outfitted with the capability to
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communicate and interact with other connected devices. The core concept behind IoT is to
introduce a higher level of intelligence and automation to our daily lives by leveraging data
collected from the physical world [2]. IoT network is made of three separate components
such as person to person, person to things/objects and things/objects to things/objects
over the Internet connectivity. IoT spans a wide array of domains, such as smart cities,
healthcare, industries, agriculture, and connected vehicles, as shown in Figure 1.1. The
smart city is an infrastructure that utilizes cutting-edge technology to facilitate efficient
data management, resulting in improved citizen satisfaction, increased economic growth,
and a more sustainable environment [1].

Figure 1.1: Domains of IoT
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1.3 IoT-based Unmanned Aerial Vehicles System

1.3.1 UAV

UAV is an unmanned aircraft or vehicle which can be operated autonomously as well
as independently. UAVs are famous for their role in reconnaissance and rescue and bat-
tlefield. The UAVs network covers various domains like wireless hotspot services, smart
cities, remote sensing, agriculture, etc. The UAV and its components are presented in
Figure 1.2:

Figure 1.2: UAV

The main components of UAVs are:

• Frame: Frame is the skeleton of a UAV, which is made from lightweight but strong
materials like carbon fibre or aluminium to keep it durable with a capacity of car-
rying motors, propellers, etc.

• Motors: Motors is a power component that produces the thrust necessary for
propelling UAVs.

• Electronic Speed Controllers: An Electronic Speed Controller (ESC) is a vital
component in a UAV that manages the speed, direction, and braking of the drone
motors. It is an interface between the flight controller and the motors, converting
electrical information into accurate motor motions.

• Flight Controller: The flight controller (FC) functions as the ”brain” of the drone.
It’s a small computer that handles everything, from stabilizing the UAV to perform-
ing intricate flying patterns. It accepts input from the pilot or a pre-programmed
plan and changes the motors and other components to ensure the drone performs
as intended.

• Power Distribution Board: A Power Distribution Board (PDB) is an essential
element of UAVs that regulates the allocation of electrical power from the battery
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to many onboard systems. It guarantees that the motors, ESCs, FC, and other
ancillary equipment get the requisite voltage and current.

• Radio Receiver: A radio receiver in a UAV receives signals from the remote
controller and relays them to the flight controller. It enables the operator to direct
the drone’s motions and functionalities. It operates on specified frequency bands,
ensuring steady communication and accurate control.

• Battery : The battery of a UAV powers the motors, flight controller, and other
components. Because of its lightweight design and great energy density, lithium-
polymer (LiPo) batteries are used in the majority of drones. The battery capacity
influences the drone’s flying length and performance, with bigger batteries providing
longer durations but adding weight.

• Propellers: Propellers in a UAV generate thrust by spinning rapidly and pushing
air downward, creating lift. Their size, shape, and number affect the drone’s stabil-
ity, speed, and maneuverability. Proper matching with the motors ensures efficient
flight performance and energy use.

• FPV Camera: An FPV (First-Person View) camera takes real-time video from
the drones viewpoint, enabling the operator to see what the drone sees. It is often
used for racing and aerial photography, offering a live feed of the surroundings. The
camera delivers the video signal to goggles or a screen for immersive control.

• Video Transmitter: A video transmitter (VT) provides the real-time video feed
from the FPV camera to the receiver or goggles. It transforms the camera’s visual
signal into a radio frequency signal for wireless transmission. The transmitter’s
power and frequency impact the range and quality of the video stream

• Antenna: An antenna sends and receives radio signals that enable communication
between the UAV and its controller or video receiver. It is critical in maintaining
a reliable link for control instructions and video feeds. The antenna’s design and
direction affect the signal’s range and power.

1.3.2 IoT-based UAV Networks Model

In this framework, GCS is the trustworthy registration authority for drones and users.
A UAV collects data from its surroundings in a specified airspace. The IoT-based UAV
Networks System Model includes EU, a trustworthy entity GCS, and UAVs as presented
in Figure 1.3 and mentioned below:

• External User: The external user holds the smartphone device and obtains the
confidential credentials during the registration stage. The secure session key is
established between the EU and UAVs, ensuring mutual authentication.

• Ground Control Station: The Ground Control Station is the recognised entity
which maintains the communication between UAVs and external users and allows
only registered users and UAVs in the network.

• Unmanned Aerial Vehicle: Unmanned Aerial Vehicle gets its confidential data
from GCS after registration. These vehicles collect the required data via sensors for
smart cities and transfer it to authorised GCS and EU.
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• Control Channels: From a technical standpoint, there is a wide range of com-
munication technologies that can be employed to regulate a UAV. The essential
requirement is transmitting data from the RC to the UAV and vice versa, which
can be accomplished through various types of electromagnetic radiation.

– Infrared: In households, Infrared (IR) technology is commonly used for TV
and peripheral device remote controls, mainly because it is simple and inex-
pensive. However, its use for controlling Unmanned Aerial Vehicles (UAVs) is
greatly limited due to the technology’s physical constraints. The transmitter
(light source) and the receiver (light detector) must have a line of sight, and
any obstruction between them can cause reception issues. Utilizing Infrared
light-based remote controls for UAVs can be difficult, given that they are usu-
ally operated at distances exceeding 10 meters from the remote control, and it
is not always possible to avoid obstacles that may come between the remote
control and the UAV. Additionally, IR communication can be affected by en-
vironmental factors such as rain and sunlight, further limiting its practical use
in a typical outdoor Unmanned Aircraft System (UAS) setting.

– Radiowaves: Radiowaves are a type of electromagnetic radiation that has
a longer wavelength than Infrared light. They are classified into various fre-
quency bands based on their wavelength characteristics, and their usage is reg-
ulated by the National Telecommunications and Information Administration
in the United States and the European Committee of the Regions in Europe.
Table [3] displays the IEEE-defined frequency bands and Specific frequency
bands, which are prohibited for use due to regulatory restrictions, and certain
frequencies are assigned solely to private entities through licensing. However,
there are unlicensed frequency ranges that can be utilized to control Unmanned
Aerial Vehicles (UAVs). The authors have provided an overview of the various
frequency bands utilized in the European Union and their applications.

– Bluetooth and WiFi : UAVs are commonly operated through standardized
technologies like WiFi or Bluetooth that function on unregulated frequencies.
These technologies are typically employed to link a personal computer with
drones to program the UAV’s flight computer in advance. These technolo-
gies have a limited range due to their wavelength, making them suitable for
controlling UAVs with restricted ranges, particularly Micro/Mini UAVs. The
cost-effective method is advantageous because it allows customers to use their
smartphones remotely, eliminating the need for additional RC.

1.4 Types of UAVs

UAVs are categorized based on the functional area of wings, weight, altitude and range:

1.4.1 According to Wings :

The different UAVs lies under this category are following [4]:

• Fixed wing: This is a small version of aircraft without a pilot having fixed wings
that need a runway to fly and land. They have long range and endurance. fixed
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Figure 1.3: IoT-based UAVs Network model

wings to generate lift, enabling efficient and long-duration flights. These UAVs are
often employed for purposes such as aerial surveillance, mapping, and environmental
monitoring because to their capacity to cover enormous regions. Unlike rotary-wing
drones, fixed-wing UAVs need a runway or catapult for takeoff and landing. Their
aerodynamic efficiency makes them excellent for applications demanding prolonged
flying periods and greater speeds.

• Rotatory wing: The rotatory wing craft can be single as well as multirotor or
vertical takeoff and landing (VTOL) UAVs. This type of wing has high maneu-
verability. It is easy to take off with precise control. This UAV employs revolving
blades to provide lift, enabling vertical takeoff, landing, and hovering capabilities.
Unlike fixed-wing UAVs, they can fly in limited locations and do not need a runway.
Their adaptability makes them a popular option for both commercial and military
purposes.

• Hybrid wing: Hybrid-wing Unmanned Aerial Vehicles integrate characteristics
from both fixed-wing and rotary-wing designs, providing a balance of efficiency and
adaptability. These UAVs generally employ rotary mechanics for VTOL before
transitioning to fixed-wing flight for greater range and endurance. This design is
suited for applications that need agility in limited locations as well as long-distance
mobility. Hybrid-wing UAVs are rapidly being utilized for mapping, surveillance,
and logistics because of their agility and operational flexibility.

The category of UAVs based on wings is shown in Figure 1.4 :

1.4.2 According to Weight

The various UAVs in this category are mentioned below: [5]:

• Nano: Nano UAVs are very miniature UAVs, often weighing around 250 grams,
suitable for operations in limited or indoor areas.
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• Micro: Micro Air Vehicles (MAVs) are a kind of micro drone intended for low-
altitude, close-in support missions with a weight greater than 250 g and less than
2 Kg. These UAVs are often tiny enough to be carried by one person, with some
measuring as little as 5 cm. Their small size and agility make them suitable for
tasks like surveillance, reconnaissance, and environmental monitoring, particularly
in areas where bigger UAVs cannot operate efficiently.

• Small: Small UAVs are aircrafts weighing between 2 and 25 kilograms and intended
for a variety of professional applications. They are widely used for aerial photogra-
phy, surveying, precision agriculture, and environmental monitoring. These UAVs
establish a balance between portability and capability, allowing for longer flight
times and modest cargo capacities. Their versatility makes them suitable for a
variety of industries, including construction, media, and public safety.

• Medium: Medium UAVs weigh between 25 and 150 kilograms and are intended
for missions with increased range, endurance, and payload capacity. They are com-
monly utilized in fields such as border monitoring, disaster relief, and scientific
study. Medium UAVs may carry modern sensors, cameras, and technology, making
them appropriate for civilian and military tasks. When compared to smaller UAVs,
their expanded capabilities enable for more efficient observation of greater regions.

• Large: Large UAVs generally weigh above 150 kg and are built for long-duration,
high-performance missions. These UAVs are commonly utilized for military, com-
mercial, and industrial purposes, such as freight delivery, surveillance, and environ-
mental monitoring. Their increased size enables them to carry bigger payloads, like
improved sensors, cameras, or even supplies for isolated places. With longer flight
periods and wider ranges, big UAVs are suited for activities that demand great
endurance and high operating capacity.

Figure 1.4: Aircraft based on wings
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1.4.3 According to Altitude

This category comprises the following types of UAVs [4]:

• High altitude platform(HAP): High Altitude Platform (HAP) UAVs are meant
to operate in the stratosphere, at altitudes ranging from 20 to 50 kilometres above
the Earth’s surface. This operating range enables HAP UAVs to offer continuous
surveillance, communication relays, and environmental monitoring over large re-
gions, effectively linking the terrestrial and satellite systems. Their capacity to stay
aloft for lengthy periods makes them useful for both civilian and military uses.

• Low altitude platform(LAP): Low Altitude Platform (LAP) UAVs are intended
to operate at altitudes up to 10 kilometres (about 33,000 feet). These UAVs are
outfitted with powerful sensors and navigation systems, allowing them to undertake
activities such as atmospheric research, surveillance, and environmental monitoring.
VTOL aircraft belong to this category.

1.4.4 According to Range

: The UAVs included in this category are as follows [4] :

• Close Range: Close-range UAVs are intended to operate over short distances,
usually up to 10 km. These UAVs are often utilized for duties such as surveillance,
reconnaissance, and environmental monitoring in limited or urban environments.
Their tiny size and agility make them perfect for applications that need precision
control and real-time data collecting.

• NATO: NATO has progressively incorporated Unmanned Aerial Systems (UAS)
into its operations to increase surveillance, reconnaissance, and information-collecting
capabilities. The alliance has created a strategic concept for the deployment of UAS,
offering key direction for their usage across multiple combat activities with a range
of up to 50 km.

• Tactical: Tactical UAVs are intended for short-range operations and often operate
within line-of-sight distances. These UAVs are used for surveillance, reconnaissance,
and target acquisition, delivering real-time information to ground forces. Their small
size and agility make them suitable for usage in limited or urban environments,
providing precise control and real-time data transfer with a range of up to 50 km.

• Medium Altitude Long Endurance (MALE): Medium Altitude Long En-
durance (MALE) UAVs are intended to operate at 200 km. These unmanned aerial
vehicles are generally used for surveillance, reconnaissance, intelligence collecting,
and target monitoring over wide regions, providing real-time data to assist military
and civilian activities.

• High Altitude Long Endurance(HALE):High Altitude Long Endurance (HALE)
UAVs are intended to operate unlimited range. for lengthy periods of time, fre-
quently more than 24 hours. These UAVs are generally used for surveillance, recon-
naissance, and communication relay missions, which provide continuous coverage
over large regions.
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• Hypersonic: Hypersonic UAVs are unmanned aerial vehicles that operate with a
range of more than 200 km, allowing them to traverse long distances swiftly. These
UAVs use sophisticated propulsion systems, such as scramjets, to maintain high
speeds. They are mainly utilized for fast reconnaissance, surveillance, and striking
operations, with unparalleled speed and agility .

1.5 FANET

FANET (Flying Adhoc Network) is the subset of MANET where the UAV nodes are
connecting in an ad-hoc manner. Every UAV operates at a higher speed in compari-
son with MANET or VANET and Underwater ad-hoc networks. Each UAV consists of
physical devices such as sensors, GPS, and a flight controller. FANETs are utilized in de-
fense organizations or military and civilian applications because of their dynamic nature,
self-operatable, self-configured, etc. Figure 1.5 presents the FANET architecture.

1.5.1 Commmunication in FANET

In a FANET, UAVs can communicate by exchanging data among themselves without any
infrastructure and can be coordinated with GCS (Global Positioning System). There are
four types of communication [6].

• A2A (Air to Air Communication): In A2A communication, one UAV can
exchange data with another UAV and act as a relay node to extend the connectivity
range.

• A2G (Air to Ground Communication): In this type of communication, one
UAV can exchange essential data with the ground control station. The Ground

Figure 1.5: FANET Architecture
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control station can send control commands to the UAVs to perform a specific task.

• S2A (Space/Satellite to Air Communication): Space-to-Air (S2A) communi-
cation is the exchange of data between a UAV and satellites or space-based technolo-
gies. This sort of communication may be used in a variety of UAV tasks, including
navigation, control, data transfer, and remote sensing.

• Hybrid communication: This kind of communication is the integration of the
above three communications, i.e. S2A, A2A, and A2G, which is required for higher
coverage and data rate.

1.5.2 Features of FANET

The are many features of FANET, which are the following [6]:

• Cost: The cost of small UAVs in FANET is low because of their lower operating
expenditure.

• Survivability: Multi UAVs in FANET are survivable in the case of one UAV node
failure in a mission.

• Speedup: UAVs in FANET can accomplish the mission at a faster rate due to
more in number.

• Scalability: The multi-UAVs network is scalable as more UAVs can participate in
FANET, and thus coverage area in the mission can be expanded.

• Reliability: Due to bad atmospheric conditions, the A2G communication is ad-
versely affected and in that case, the A2A condition can resolve the connectivity
issues to ensure network reliability.

1.5.3 Communication Protocols in FANET

Communication protocols in FANETs are essential for facilitating reliable and efficient
data sharing among UAVs inside dynamic, decentralized networks. These protocols tackle
distinct issues, including high mobility, frequent topological changes, and constrained
resources, by facilitating seamless coordination and connection. The various protocols
based on two layers are following :

1.5.3.1 Based on Physical Layer:

• FANET communication characterization: Propagation model based on radio
waves of FANET node-to-node links are identical to the 2-ray ground schema.

• Channel modelling The 2-state Markov model based on Rician fading is used to
make the channel infrastructure-less among UAVs.

• Nakagami-based FANET radio propagation model: In this model, the Nakagami-
m fading channel was derived, and a mathematical theorem evolved as output for
link disconnection.
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• General link outage model: In this model, the FANET node-to-node and UAV
node-to-ground link disconnection over the defined fading channel was provided with
the formula.

• Many transmitters and receivers: The packet transfer rate was improved in
many receivers and transmitters for a longer time.

1.5.3.2 Based on Network Layer/Routing Protocols:

• Proactive type: For a limited time, routing information is modified and kept in a
2D format such as DOLSR, in which the directed antenna concept is used so as to
reduce latency and enhance packet delivery ratio.

• Reactive type: In this type of protocol, routing information is modified and kept
only when the point or device finds a change in the network, such as on-demand
routing based on a time slot, which is used to eliminate collisions.

• Hybrid Protocols:In this type, the functionality of two protocols reactive and
proactive is joined together to achieve routing, for example, zone routing protocols.

• Geographic type: It predicts the movement of UAVs with the GaussMarkov mo-
bility model and uses this information to determine the next hop.

• Position-based protocol: This protocol determines the position of the partic-
ular UAV in the network. They are divided into two strategies: single path and
multipath.

• Swarm-based protocol: This protocol is based on the behaviour of animals.

1.6 Security Attacks

Multiple security vulnerabilities can exploit UAV communications. Two kinds of attacks
are possible as follows.

1.6.1 Physical Attacks

Physical attacks provide significant risks to both individual drones and the entire net-
work architecture. The attacks may include direct physical harm to drones, including
shooting them down or seizing them to retrieve important information or manipulate
hardware elements. Furthermore, opponents may use jamming devices to interfere with
communication signals, resulting in loss of control or crashes. Hijacking incidents, in
which unauthorized individuals take control of a drone’s navigation system, represent a
significant threat, possibly diverting drones for malicious objectives. These attacks will
be further discussed in Chapter 2.

1.6.2 Logical Attacks

Logical attacks aim to target the software and communication protocols of drone systems.
A common concern is the Man-in-the-Middle (MITM) assault, in which attackers intercept
and perhaps modify communications between drones and control stations, resulting in
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illegal data access or command manipulation. A notable concern is the Denial of Service
(DoS) attack, which inundates a drone’s communication channels or processing capacity,
resulting in unresponsiveness or system failures. Additionally, spoofing attacks entail
altering data or signals to trick drones into accepting wrong information, possibly leading
to misnavigation or unlawful actions. These logical assaults exploit flaws in the IoT-based
UAVs communication and software infrastructure, presenting serious concerns about the
security and dependability of drone operations. These attacks will be further discussed
in Chapter 2.

1.7 Security Objectives of IoT-based UAV Networks

Security objectives of IoT-based UAV Networks are essential for guaranteeing safe, de-
pendable, and trustworthy drone operations across linked networks. These goals include
safeguarding sensitive data, preserving system integrity, and thwarting unwanted access
or control of drones.

1.7.1 Mutual authentication

Mutual authentication in these networks guarantees that both the users and UAVs validate
each other’s identities before communicating. This prohibits unauthorized organizations
from taking control of drones or obtaining important information. Mutual authentication
requires strong cryptographic techniques to prevent impersonation and man-in-the-middle
attacks. It is crucial for ensuring safe operations in UAV networks, particularly in sensitive
applications such as surveillance logistics and traffic monitoring in smart cities.

1.7.2 Privacy Protection

Privacy protection in UAV networks protects sensitive data, such as flight routes, surveil-
lance videos, and personal information, against unwanted access or use. Robust encryp-
tion, access restrictions, and anonymization measures prevent data breaches and illegal
drone monitoring. This protection is critical for preserving user confidence and adhering
to privacy requirements in applications such as delivery, monitoring, and surveillance.
Effective privacy safeguards also reduce the danger of disclosing essential information in
sensitive circumstances.

1.7.3 Untraceability

Untraceability in IoT-based UAV networks assures that UAV identities, locations, and
activities are not traced or observed by unauthorized organizations. It is accomplished
by using methods like encryption, anonymization, and dynamic routing to obscure com-
munication and operating information. This is especially crucial in sensitive applications
such as military operations and private surveillance to prevent enemies from obtaining in-
formation. Untraceability improves operational security by preventing unwanted tracking
or hostile intervention.
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1.7.4 Anonymity

Anonymity guarantees that the identities of drones, operators, or users remain hid-
den throughout communication or activities. It is accomplished via methods such as
pseudonymization, encrypted transmission, and identity masking. This prevents illegal
identification and safeguards sensitive data in privacy-critical and security-sensitive drone
applications.

1.7.5 Session Key Establishment

It guarantees that the cryptographic key used for safe communication between drones
and control systems stays secret. Robust encryption techniques, secure key exchange
protocols like Diffie-Hellman, and key management systems are employed to safeguard the
session key from eavesdropping or leaking. This stops unauthorized actors from decrypting
conversations or obtaining access to sensitive data. Maintaining the secrecy of the session
key is crucial for ensuring the integrity and security of UAV activities.

1.7.6 Safeguarding Against Recognized Attacks

It ensures the system is resilient against typical cyber threats such as eavesdropping,
man-in-the-middle (MITM) attacks, replay attacks, and denial-of-service (DoS) attacks.
This uses secure communication protocols, real-time intrusion detection systems, and
robust encryption standards. Regular upgrades and vulnerability assessments are crucial
to tackling emerging threat vectors. Ensuring resilience to known assaults strengthens
the overall security and dependability of UAV networks, preserving critical activities and
data.

1.8 Applications of IoT-based UAV Networks

The IoT-based UAV Networks have revolutionized how drones are utilized across various
industries, transforming traditional processes with their interconnected capabilities. By
enabling real-time communication, data sharing, and automation, IoT-based UAV net-
works open up diverse applications that improve efficiency, reduce costs, and enhance
decision-making. From precision agriculture to military operations, UAVs integrate ad-
vanced technologies like IoT to address complex challenges. Its versatility and scalability
make it an essential tool for innovation in today’s rapidly evolving world.

• Agriculture: Agriculture benefits from real-time monitoring and data collecting on
the UAV network to enhance agricultural techniques. IoT-based UAV networks help
with precision farming by monitoring crop health, soil conditions, and water levels,
resulting in more effective resource usage. They can carry out automated duties like
crop spraying and pest management with little human interaction. This technol-
ogy increases production, lowers expenses, and encourages sustainable agriculture
practices.

• Smart cities: IoT-based UAV network improves urban infrastructure and public
services by collecting and monitoring data in real time. UAVs help with traffic
control, environmental monitoring, and infrastructure inspections, increasing effi-
ciency and sustainability. They also play an important role in emergency response,
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giving immediate situational awareness during disasters. IoT-based UAV network
integration promotes the creation of safer, more connected, and environmentally
responsible urban areas.

• Environmental monitoring: This network requires UAV to gather real-time data
on air quality, water pollution, and deforestation. UAVs equipped with modern
sensors can follow animals, identify forest fires in their early stages, and monitor
environmental changes in distant regions. UAV systems provide seamless data ex-
change for analysis and decision-making in order to solve environmental problems.
This technology improves sustainability by allowing for proactive and accurate en-
vironmental control.

• Healthcare: Healthcare applications use drones to improve access and reaction
times. UAVs effectively transport important medical supplies, such as vaccinations,
blood, and organs, to distant or disaster-affected regions. They also help in crises by
getting Automated External Defibrillators (AEDs) and first-aid supplies to patients
quicker than conventional means. This technology makes healthcare more accessible,
saves lives, and lowers logistical problems.

• Disaster management: IoT-based UAVs deliver real-time aerial data for quick
reaction and decision-making. UAVs outfitted with cameras and sensors analyze
damage, find trapped people, and distribute emergency supplies to remote loca-
tions. They help to map catastrophe zones, which allows for more effective resource
allocation and rescue operations. UAVs network increases the speed and efficacy of
disaster relief activities, lowering hazards and saving lives.

• Delivery and logistics: The UAVs network transforms delivery and logistics by
allowing quick, efficient, and seamless transfer of products. Drone networks provide
last-mile delivery by transporting goods, medical supplies, or food straight to clients.
They use real-time data to improve delivery routes, resulting in reduced delays
and operating expenses. IoD improves logistical efficiency, especially in urban and
distant regions, resulting in fast and dependable service.

• Military and defense applications: UAV networks include the use of drones
for reconnaissance, surveillance, and tactical support. IoT-enabled UAVs give real-
time intelligence in dangerous environments, reducing crew risk. They may also
carry out targeted attacks, border patrol, and continuous surveillance of critical
locations. This integration improves situation awareness, operational efficiency, and
national security.

• Infrastructure inspection: IoT-based UAV network advances infrastructure in-
spection by allowing drones to evaluate and monitor essential assets such as bridges,
electricity lines, pipelines, and buildings. Drones, outfitted with high-resolution
cameras and sensors, gather real-time data to detect possible damages or risks
while ensuring human safety is not compromised. These systems provide expe-
dited, precise, and economical examinations, particularly in inaccessible or danger-
ous locations. This improves the efficacy and dependability of maintenance and
infrastructure management.
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1.9 Hyperelliptic Curve Cryptography

Hyperelliptic Curve Cryptography (HCC) is a public-key cryptography framework based
on the mathematical principles of hyperelliptic curves, which serve as extensions of elliptic
curves [7]. HCC is especially useful in lightweight or resource-constrained contexts owing
to its ability to give high levels of security with reduced key sizes compared to classic
cryptographic techniques like RSA or ECC (Elliptic Curve Cryptography).

1.9.1 HCC’s key features and strength

HCC’s key features and strengths are the following:

• Compact key sizes. Hyperelliptic curves provide the same degree of security as
standard cryptosystems (RSA or ECC) but with much lower key sizes. For example:
A 60-bit HCC key offers the same level of security as a 160-bit ECC key or a 1024-bit
RSA key. This reduces memory use and processing needs.

• Low Computational Overhead: HCC is appropriate for resource-constrained
devices, such as IoT sensors and mobile devices, due to its low computational over-
head and speedier encryption, decryption, and signature verification with reduced
key sizes.

• Enhanced Security: The HECDLP is more complicated and difficult to solve than
other cryptosystems, resulting in higher cryptographic strength even with lower
parameters.

• Storage Efficient: HCC is ideal for devices with limited storage overhead because
of its low computational and communication requirements. This makes it especially
useful in storage-sensitive systems like wireless sensor networks (WSNs).

1.9.2 Comparison of HCC with ECC and RSA

Hyperelliptic Curve Cryptography (HCC) provides a considerable benefit over RSA and
ECC by delivering the same degree of security with lower key sizes, making it very efficient
for resource-constrained applications as mentioned in Table 1.1. While ECC also provides
tiny key sizes, HCC beats it in terms of energy economy and computational simplicity.
RSA, yet extensively used, lags behind because of its huge key sizes and considerable
computational cost, restricting its usefulness for lightweight applications.

1.10 Applications of HCC

The various applications of HCC are outlined below:

• Wireless sensor networks: HCC finds substantial uses in Wireless sensor net-
works (WSNs), where resource efficiency is crucial. In these networks, HCC enables
secure communication between sensor nodes while reducing computational overhead
and energy usage. The lightweight operations of HCC assist increase the battery
life of sensors and allow large-scale deployment, making it perfect for environmental
monitoring, industrial automation, and smart cities.
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Table 1.1: Comparison of HCC, ECC, and RSA

Features HCC ECC RSA
Key Size Smallest Small Largest
Security Basis HECDLP ECDLP Integer Factor-

ization Problem
Computational
Overhead

Low Moderate High

Energy Efficiency High Moderate Low
Memory/Bandwidth
Use

Low Low High

Best Use Cases IoT, WSNs,
lightweight sys-
tems

General-purpose
cryptography

Traditional
cryptography

• Internet of Things: HCC solves security concerns caused by billions of networked
devices. It enables secure device authentication, encrypted data transfer, and safe
firmware upgrades, ensuring user privacy and preventing unwanted control. IoT de-
vices, typically resource-constrained, benefit from the lower key sizes and decreased
computing needs of HCC, making it a trustworthy option for applications in health-
care, smart homes, and autonomous systems.

• Digital signatures and authentication: HCC plays a vital role in digital sig-
natures and authentication, giving compact and safe techniques for confirming the
integrity and validity of data. Lightweight HCC-based digital signature techniques
are especially beneficial in blockchain systems, providing rapid transaction valida-
tion and smart contract security. These qualities make HCC a powerful tool for
financial systems, e-commerce, and decentralized applications.

1.11 Motivation

Despite the obvious advantages of UAV networks, their implementation is constrained by
security concerns. In 2011, Unmanned aerial vehicle security was raised when Iranian
troops captured an American RQ-170 [8]. The risk of enemies initiating network assaults
exists whenever UAV networks are used for tasks like combat communication and scouting
in dangerous circumstances. During the Russia-Ukraine war in 2022 [9], the army of
Ukraine formed small teams to physically attack Russian drones with the help of laser
weapons. The author [10] explains how attackers can take advantage of tampering with the
communication between UAVs and their remote counterparts, rendering them vulnerable.
With recent perusal, it is clear that IoT-based UAV Communication is not secured. UAVs
with sensitive information on military missions can be compromised. As far as security is
concerned, high-end missions like military applications, viz. reconnaissance, search and
rescue, and power line inspection, require more safety, and existing studies provide us with
brief assessments or surveys restricted to only a few security attacks or counter-measures.
Since no systematic study in the field of IoT-based UAV Networks was released, so this
is a recent study. Moreover, the communication between the EU, UAVs, and GCS is
vulnerable to security threats such as eavesdropping, replay attacks and location and
physical capture attacks. This motivated us to carry out this study to fulfil the gaps and
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design secure mutual authentication schemes for security needs in the high-end application
of UAVs.

1.12 Research Gaps

This section highlights the research gaps found in the available literature.

1. RG1- The current research work does not consider a systematic survey for phys-
ical, logical attacks and their countermeasures in IoT-based UAV Networks with
taxonomy [4, 6, 11].

2. RG2- Existing studies of UAV security, privacy, and communication designs have
mostly focused on cryptographic techniques, which are computationally expensive
strategies [11–16].

3. RG3- The research work does not consider formal security analysis for security
vulnerabilities. [17, 18]

4. RG4- There is a lack of study on modern cryptographic techniques [4, 6].

5. RG5- Do not balance security with efficiency regarding communication, storage,
and computational costs [12–16].

1.13 Research Objectives

The objective of the thesis is to identify lightweight and robust authentication mechanisms
for secure communication in IoT-based UAV networks. This objective can be achieved on
several levels as follows:

1. RO1- To conduct a systematic literature survey on secure communication in IoT-
based UAV Networks.

2. RO2- To design a mutual authentication scheme for IoT-based UAV Networks.

3. RO3- To design a secure cryptosystem for secure data transmission by considering
major attacks in IoT-based UAV Networks.

1.14 Contributions

The main contributions towards this thesis have been summarized in the following sub-
sections.

1. Secure Communication in IOT-based UAV Networks: A Systematic Sur-
vey
This work analyses how the secure communication method shifts from classical
cryptography to lightweight cryptography, elliptic curve cryptography, blockchain,
and quantum cryptography between UAVs by systematically answering the research
questions mentioned based on the previous six years existing surveys along with ex-
isting attacks, such as physical and logical attacks. This survey also discusses the
current research issues and future directions for researchers to work on.
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2. G2CAIUN: A Novel Genus-2 Curve-based Authentication for Secure
Data Transmission in IoT-based UAV Networks
The novel G2CAIUN mutual authentication scheme is designed which is based on
the Genus-2 Curve for IoT-based UAV networks. The proposed work provides sepa-
rate session keys for each session between EU and UAVs through distinct timestamps
and enigmatic identities. This work provides PUF primitive to protect UAVs from
physical capture attacks in each communication environment, such as EU-GCS-
UAV, UAV-GCS and UAV-UAV. This work employs a Genus-2 hyperelliptic curve
point multiplication with a reduced key size of 80-bit, providing a similar level of
robust security as an elliptic curve of genus-1 with a half-field size. Currently, no
such subexponential fast algorithm exists for the Genus-2 curve to solve discrete log-
arithmic problems, which motivates us to design a robust and lightweight mutual
authentication scheme.

3. HCFAIUN: A Novel Hyperelliptic Curve and Fuzzy Extractor-based Au-
thentication for Secure Data Transmission in IoT-based UAV Networks

We have developed a novel lightweight and safe authentication method called Hyper-
elliptic Curve and Fuzzy Extractor-based authentication in IoT-based UAV networks
(HCFAIUN) employing HC, XOR operations and SHA-1 (Secure Hash Algorithm)
hash functions. The maximum key size for HCC is 80 bits, as opposed to the elliptic
curves need of 160 bits, making it suitable for UAVs with limited resources. This
protocol supports the mutual authentication of users and UAVs by allowing them to
share a session key for safe interactions and prevent malicious activity of exposing
sensitive data by generating biometric traits through FE. The proposed protocol
adopts HC scalar multiplication to protect the private key from well-known assaults
and identity obfuscation to keep the external user, GCS, and UAVs anonymous.
This work excludes the requirement of Physical Unclonable Functions (PUF), which
are hardware modules for physical UAV attack prevention because the private key
of a UAV is securely stored using a hash function, obfuscation identity, timestamp
and random numbers, which prevent attackers from predicting session key between
EU and UAVs. HCFAIUN scheme generates separate sessions by creating a unique
obfuscation identity of EU and UAVs.

4. A Secure Cryptosystem for Secure Data Transmission in IoT-based UAV
Networks

We proposed a secure cryptosystem for secure data transmission in IoT-based UAV
Networks, which employs the hyperelliptic curve of genus greater than one, provid-
ing better performance in terms of computation, communication, and storage costs.
The cryptosystem secures the users private key while transmitting sensitive informa-
tion using a hyperelliptic curve discrete logarithmic problem (HCDLP). It achieves
security features such as anonymity, untraceability, forward secrecy and others us-
ing a secure hash function, random number and separate timestamps to prevent
physical and logical attacks, which are analysed using formal verification Scyther
tool and informal method. The proposed cryptosystem performance is compared
with benchmark schemes, and the result shows lower computation, communication
and storage costs with no trade-off between security and performance.
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1.15 Outline of the Thesis

The organization of this thesis is as follows.

Chapter 1 provides a thorough review of IoT-based UAV network systems along
with security issues and motivation behind using modern cryptography concepts such as
Hyperelliptic Curve Cryptography for secure communication among this network.

Chapter 2 offers a systematic study of recent attacks, different security vulnerabilities
and their solutions by covering the previous six years’ papers (2017-2022) and provides
the preliminaries of authentication schemes.

Chapter 3 presents a novel Genus-2 curve-based authentication for secure data trans-
mission in IoT-based UAV Networks along with UAV-UAV and UAV-GCS authentication.
This work provides analyses of protocol with the DY-threat model and CK-adversary
model.

Chapter 4 discusses the novel hyperelliptic curve and fuzzy extractor-based authenti-
cation in IoT-based UAV networks (HCFAIUN) for secure data transmission with formal
and informal security validation.

Chapter 5 A secure cryptosystem based on the hyperelliptic curve for secure data
transmission in IoT-based UAV Networks is presented with a comparative analysis among
benchmark schemes.

Chapter 6 summarizes the thesis by highlighting the contributions, and it also dis-
cusses some future research directions and social impact.
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Chapter 2

LITERATURE REVIEW AND PRELIMINARIES

2.1 Introduction

This chapter presents a literature review on secure communication in IoT-based UAV
Networks by providing a research methodology and comparison with an existing survey
using parameters like novel hierarchy, attacks, secure communication methodologies, etc.,
in a tabular layout. This chapter gives the recent countermeasures such as lightweight
cryptography, elliptic curve cryptography, blockchain, and quantum cryptography to ad-
dress the formulated research queries. The outline of each recent secure communication
methodology covers its pros and cons through a tabular format. It also covers open re-
search problems related to malware detection and future guidelines for the researchers, like
advancement in quantum cryptography techniques, chaotic cryptology, Software-defined
networking, etc. We also present the Hyper-elliptic curve cryptography-based preliminar-
ies at the end of this chapter.

2.2 Research Aim and Research Questions

This segment furnishes details regarding the research aim & queries through a thorough
review of Unmanned Aerial Systems attacks and solutions. The Research aims and ques-
tions are defined as:

2.2.1 Research Aim:

To study the security vulnerabilities and solutions in communication in IOT-based UAV
networks to raise awareness among researchers and the general community.

2.2.2 Research Questions:

Research Questions to meet our objectives are as follows:

• RQ1 What are the various security vulnerabilities or attacks through which commu-
nication in IoT-based UAV networks is compromised?
To answer this question, the most recent research articles are analyzed in section
2.3 to figure out various security breaches in UAV networks.

• RQ2 What is the cutting-edge status in terms of high-end UAV security?
The preliminary study and analysis of recent UAV attacks in section 2.3.3 responds
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to the query. Consequently, it is necessary to carefully observe the recent assaults
and research findings and assess their relevance to this study.

• RQ3 What makes this survey different from the existing survey?
To answer this question, the analogy is mentioned with the existing study based on
parameters defined in the tabular layout, and section 2.4 will address this query.

• RQ4 What are the current defense strategies available for ensuring secure commu-
nication in IoT-based UAV networks?
The research question is answered based on previous research question one(RQ1)
about security vulnerabilities. section 2.6 discusses the related work based on recent
defense strategies and provides a comparison table with existing research.

2.3 Preliminary study of attacks on UAV

This section discusses the related studies about security vulnerabilities and explains query
RQ1. Multiple security vulnerabilities can exploit UAV communications. Two kinds of
attacks are possible as follows.

2.3.1 Physical Attacks

The control of a UAV can be taken by another drone called an interceptor drone. A UAV’s
task could be jeopardized if it collides with moving or immovable objects, as well as with
other aircraft. An idea proposed is to equip the second unmanned aerial vehicle with a
spear, which could be used to aim at the intrusive UAV. Alternatively, a mesh could be
thrown over it [19], or a wire could be released into its propellers [20] to pull it away and
eliminate the threat. Other types of physical attacks are directed energy weapons like
lasers and microwaves[9]. The physical attack demonstration is shown in Figure 2.1.

2.3.2 Logical Attacks

As UAVs are unmanned vehicles so they are operated using commands forward by the GCS
to control flight speed and altitude etc. The various type of logical attacks is discussed
below:

• GPS Jamming : A jamming attempt stops a receiver from picking up the real
GPS signals. This can be done by transmitting higher-powered interference signals
in the same frequency band [8].

• Meaconing : Meaconing is the practice of recording real GPS signals and relaying
them to the receiver with an additional delay [8].

• Spoofing Attack : In this kind of attack, the attacker sends a signal that is
malicious and more powerful than the real signal, tricking the receiver into using
the fake signal. It is a more destructive attack as UAV control can be taken by
adversaries. Interestingly, US RQ 170 Sentinel was captured by Iranian forces after
a recent security attack against UAVs [8].
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Figure 2.1: Physical attack

• Eavesdropping : The adversary can directly access the exchanged UAV data in
the open environment due to the absence of encryption and other security measures
[21].

• Code injection attack : It is an active attack in which the adversary injects fake
information and instructions by masquerading as a legitimate entity [22].

• Virus : A virus is a passive attack and self-replicate program which spread from
computer to computer. In [23], a virus known as a keylogger has infected a group
of U.S. military drones stationed at an Air Force base in Nevada, enabling it to
monitor every key and button pressed by their pilots.

• Man in the Middle attack :This is a type of active attack in which the com-
munication link between the multi-UAV system is intervened and a malicious drone
acquires the control by modifying and dropping the content [21].

• Replay attack : The malicious UAV can pose as a valid sender after a surveil-
lance attempt and transfer the encrypted data to another UAV. In [24], the replay
attack was performed on the E010 drone by acquiring four channels with 20 MHZ
bandwidth radio signal and by replaying it through HackRF hardware.

• De-authentication attack : In this kind of attack, the adversary sends the de-
authentication frames to interrupt the target UAV connection. In [8] the Aircracking
was used to de-authenticate or disconnect a genuine client and gain control over the
system.

• Denial of Services (DoS) attack : In this type of attack, the adversary makes the
UAV network unavailable. The adversary obstructs the UAV network by flooding
it with data [8]. The types of DoS attacks are the following:

– Black Hole Attack: In this type of denial-of-service attack obtains vicious
UAV packets but does not transfer them to the target UAV and discards them
[25].
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– Grey Hole Attack: It is the type of DoS attack that obtains vicious UAV
packets and chooses the packets and transfers the chosen packets to the target
UAV or neighboring UAV and obliterates the rest of the packets [25].

Some other types of attacks:

• Wormhole attack In this type of attack, the adversary makes a tunnel with the
help of one or more malicious nodes and then they use tunnels to forward packets
to other networks [21].

• Sinkhole attack In this kind of attack the adversary tries to gather network traffic
by broadcasting on the fake path with altering routing information[25].

• Sybil attack: When a malevolent unmanned aerial vehicle infiltrates an existing
network, it generates a digital resemblance. such I1,I2,I3 [21].

The logical attack demonstration is shown in Figure 2.2. The hierarchy of attacks is
shown in Figure 2.3 and a related study of attacks is shown in Table 2.1 with Yes and
No values Yes means Attack is discussed in respective work and No means Attack is not
discussed.

Figure 2.2: Logical attack

2.3.3 Recent drone attacks

This section elucidates the current state of the art regarding high security and addresses
Query RQ2.

• SkyJack: SkyJack takes advantage of an open WiFi communication channel that
exists between the Parrot AR drone 2, which controls the UAV, and the smart
phone. An attacker may introduce de-authentication packets into the system and
cut off the authorized operator from the UAV [29].

• ProtoX: A ProtoX is a small quadcopter drone that could be reversed engineered
with equipment like a logical analyzer and development board. To control the small

23



Table 2.1: Type of attacks

Sno. Type of attacks discussed [8] [26] [27] [25] [28] [10] [21] [22] This survey

1 GPS Jamming Yes Yes Yes Yes Yes Yes Yes Yes Yes
2 GPS Spoofing Yes Yes No No No Yes Yes Yes Yes
3 Meaconing Yes No No No No No No No Yes
4 Eavesdropping Yes No Yes Yes Yes Yes Yes Yes Yes
5 Injection Attack Yes No No Yes Yes Yes Yes Yes Yes
6 Virus No No No No No No No Yes Yes
7 Active Eavesdropping No No No No No Yes Yes Yes Yes
8 Replay Attack Yes No Yes No No No Yes Yes Yes
9 De-authentication attack Yes No No No Yes Yes Yes Yes Yes
10 Black Hole No No No Yes Yes No Yes Yes Yes
11 Grey Hole No No No Yes No No Yes No Yes
12 Worm Hole No No No No No No No Yes Yes
13 Sink Hole No No No Yes No No No No Yes
14 Sybil Attack No No No No No No Yes Yes Yes

quadcopter, the adversary removes the microcontroller of the remote control with
joysticks and connects it to the output pins of a development board. This allows
them to write program scripts to transmit control signals to the quadcopter. Thus,
reverse engineering can be possible [29].

• MalDrone: A drone can be compromised if malware is installed on the device
in case the communication channel is not encrypted. One restriction is that the
malware can be installed on Parrot AR.2 Drone. The malware can attack the flight
controller, and it allows the attacker to connect back to control[29].

• War Flying: By attaching wireless communication devices to the UAVs, which
allows the adversary to spy on objects or targets. Bluetooth, WiFi, and GSM
(IMSI Catcher) are used for privacy invasion[30].

• WiFi and Bluetooth Cracking: In 1997, WiFi was introduced, and it utilized
a cryptographic protocol known as WEP(Wired Equivalent Privacy). However,
this had certain limitations in terms of security and was susceptible to attacks.
To address these issues, a new encryption standard called WiFi Protected Access
2 (WPA2) was developed, which provides a high level of security. Nonetheless,
depending on certain conditions, this standard can still be compromised [8]. Blue-
tooth technology is often used for exchanging data between aircraft, micro UAVs,
and remote controls. However, this technology can be susceptible to various security
attacks [31], including the newer Bluetooth Low-Energy (BLE) standard.

2.4 Related Work

This section presents the related studies on secure communication in IoT-based networks.
There are fewer publications in this field but this paper tries to cover the most relevant
paper of the last six years with the comparison table as shown in Table 2.2 and address
the query RQ3.

He et al. (2017) [11] have discussed secure communication techniques, i.e., hierarchical
identity-based broadcast encryption and pseudonym technique, but have not covered each
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attack and their countermeasures. Moreover, According to the abstract, the author has
mentioned that there is no usage of a third-party central server, but the methodology
has mentioned the usage of a third-party Remote Management Server (RMS). As per the
computational assumption, the author has implemented his scheme in bilinear groups,
which is hard to break, but the cost of implementing the bilinear groups is high, which
is not feasible to implement. The Performance analysis was also performed in which less
number of figures and tables were used for better understanding. The category of UAVs is
also missing in this paper. A preliminary study of UAVs is also missing in this paper. The
proposed scheme in this paper has not gone through formal security analysis approaches
like AVISPA, ProVerif, etc.

Sedjelmaci and Senouci (2018) [32] have provided cyber attack countermeasures using
machine learning algorithms like Neural networks, but due to power-constrained UAV, the
execution of complex operations is difficult. The authors have also spoken about cyber-
attacks, i.e. active and passive attacks such as modification and Denial of service attacks.
Further, the author has described the detection schemes like rule-based specification and
Bio-inspired detection schemes. The author has presented only one security frame archi-
tecture which is based on an intrusion detection system. The author has not described
any lightweight encryption and cutting-edge countermeasures for IoT-based UAV net-
works. The author has not mentioned what type of security analysis has been done for
the verification of the proposed framework.

Riahi Manesh and Kaabouch (2019) [33] described the scenario of attacks on GPS,
ADS-B(Automatic Dependent Surveillance-Broadcast) system and GCS only without any
focus on the security of sensors data. The author has not provided any privacy-preserving
authentication scheme, which is present in our paper. The logical attacks and their
taxonomy, like data interception, data manipulation, and DoS attacks, cannot discuss
physical attacks[19]. The author has covered cryptographic-based defense methods like
some lightweight cryptography methods but does not cover all kinds of the latest en-
cryption techniques like ECC(Elliptic curve cryptography), which is a form of public-key
cryptography that utilizes the mathematical properties of elliptic curves over finite fields
to ensure security. ECC offers the advantage of using smaller keys compared to other
forms of cryptography while still maintaining an equivalent level of security. Moreover,
the author has not provided any efficient detection mechanism for the intrusion but our
paper has provided a different intrusion detection mechanism. There are a lot of cutting-
edge technologies which need to be mentioned by the author and which are covered in
this paper.

Yaacoub et al. (2020) [34] focused on the vulnerabilities of UAVs belonging to specific
domains such as military, civilian, and terrorism. Still, the authors failed to describe the
physical and logical attack hierarchy and the specific frequency range and wavelength
for different bands. Also, the discussed defense strategies for secure communications
in IoT-based UAV networks are limited, i.e., IDS and some of the encryption schemes
like traceable and privacy-preserving authentication. The author does not describe many
limitations, such as lightweight authentication schemes and the latest encryption strategies
for resource-constrained IoT-based UAVs.The author of this paper has not categorized the
secure communication methodologies based on authentication and encryption strategies
for a clear understanding, which is covered by our paper.
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Chamola et al. (2021) [4] have described the usage of UAVs in civilian, military,
and industry with a detailed description of UAVs and their types. The paper covers the
recent scenario about UAV attacks, like attacks based on terrorist activities such as the
Abqaiq- khurais attack, the Caracas drone attack, and military attacks, but fails to explain
the taxonomy of all existing threats in IoT-based UAV networks. The paper provides
the preliminary of wireless communication but has not given any frequency range and
wavelength description. The recent attacks case studies were provided by the author but
there was no discussion about existing state of art countermeasures and future directions
provided by the authors.

Pandey et al. (2022) [22] have described the comprehensive survey on security vulner-
abilities and provided a descriptive taxonomy of security threats. There is no discussion
about the preliminary of UAVs, their types, and wireless communication which does not
give ground understanding to the researchers and first-time readers. The author has
talked about the various security vulnerabilities related to physical attacks only but has
not covered logical attacks. The author has focused only on physical security and cellular
communication technologies like mmWave, NOMA, massive MIMO, etc. The authors
have covered some recent drone attacks but not covered war flying and Bluetooth and
WiFi-related attacks. Similarly, the author has covered only the last four years’ papers,
but this paper has covered the last six years’ papers. The authors have discussed the mit-
igation technique for physical attacks [19] like collision, i.e. trajectory planning, but have
not discussed any trajectory planning strategy like algorithms based on random sampling,
graph and learning, which is covered in this paper. The author has not provided solutions
with lightweight authentication techniques as well as quantum-based cryptography, which
is mentioned in this paper. The taxonomy of all threats is not picturized in one place
in previous work. The AI-based Intrusion detection system & lightweight authentication
schemes are presented in this paper, which was not covered in previous work done by the
author.

2.5 Research Methodology

This section covers the search strategies and their criteria to systematically carry out the
study. The systematic literature review’s objective is to assess, look into, and synthesize
all of the existing research on this topic. To give a response to the formulated research
question, we follow the guidelines of Kitchenham and Charters[35]. The number of steps
required to conduct a systematic literature survey are: (1) Identify the research question
(2) Determine the Database (3) Locate Keyword (4) Inclusion and Exclusion Criteria (5)
Search Results and research gaps. The flow chart of a systematic literature survey is
shown in Figure 2.4, and the survey methodology is shown in Table 2.3.

2.5.1 Identify the research questions.

In this section, the key concerns and difficulties in the IoT-based UAV network security
sector are noted, such as attacks and vulnerabilities with recent assaults in UAV networks,
communication technologies, and existing surveys. Also, the state of art defense strategies.
The Research aims and questions are presented in Section 2.2.
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2.5.2 Determine the database

In this section, several internet databases, including IEEE Xplore(https://ieeexplo
re.ieee.org/Xplore/home.jsp), Springer(https://www.springer.com), MDPI(ht
tps://www.mdpi.com), Wiley Online Library(https://onlinelibrary.wiley.com),
Engineering Village(https://www.engineeringvillage.com), and Google Scholar(http
s://scholar.google.com) may be used to find published academic research papers and
journals.

2.5.3 Locate keyword

In this section, Keywords used to locate the interested paper/article are “UAV security”,
“Secure communication in UAV”, “security threats and countermeasures in UAV”, “En-
cryption and Key management schemes”, “authentication schemes or framework in UAV”,
“Blockchain in drones security”, “Intrusion Detection System Scheme in drones security”,
“Quantum cryptography in secure communication of UAV”, “UAV Forensics” An exam-
ple of one of the expert search queries is :((((UAV security OR Secure communication in
UAV OR security threats and countermeasures in uav) WN ALL)) AND ((2022 OR 2021
OR 2020 OR 2019 OR 2018 OR 2017) WN YR)) where WN stands for “within”.

2.5.4 Inclusion and Exclusion Criteria

Papers must be written in English. Papers are limited to the duration between 2017-2022.
This paper is based on security threats and their prevention schemes. This work considers
journal papers, transaction papers, and conference papers based on secure UAV commu-
nication, including a comprehensive survey on security attacks and solutions, whereas this
work does not include white papers, low-quality papers, non-English papers, and articles
with similar content and short reviews. We applied the inclusion and exclusion criteria
on the title and abstract screening, and at last whole text has gone through screening.

2.5.5 Search Results and Research Gaps

This section denotes the filtered six papers from the previous six years based on inclusion
and exclusion criteria, and the comparative analysis with gaps is presented in Table 2.2
based on the following parameters:

1. Hierarchy: Hierarchy classifies and organizes the data into different categories.
Some of the filtered papers were found with the hierarchy of attacks and counter-
measures. Hierarchy provides a clear view of the research topic to the researchers
for better acquisition of knowledge.

2. Physical Attacks: The IoT-based UAV networks are vulnerable to physical attacks
such as net throw attacks, and Only a few papers were found with these kinds of
attacks.

3. Logical Attacks:The IoT-based UAV networks are also vulnerable to logical at-
tacks such as Jamming and wormhole attacks, and Most of the papers with partial
information are found for logical attacks.
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4. Security Assessment: Security analysis is required for the proposed method or
scheme, whether the scheme prevents attacks or not. Few papers were found with
formal and informal security analysis such as AVISPA(Automated Validation of
Internet Security Protocols and Applications), ProVerif, etc.

Figure 2.4: Systematic Literature Approach
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Table 2.3: Research Methodology

Property Category

Research Questions • RQ1 What are the various security vulnerabilities or attacks through
which communication in IoT-based UAV networks is compromised?

• RQ2 What is the cutting-edge status in terms of high-end UAV secu-
rity?

• RQ3 What makes this survey different from the existing survey?

• RQ4 What are the current defense strategies available for ensuring
secure communication in IoT-based UAV networks?

Databases • IEEE Xplore: https://ieeexplore.ieee.org/Xplore/home.jsp

• Springer: https://www.springer.com/

• MDPI: https://www.mdpi.com/

• Wiley Online Library: https://onlinelibrary.wiley.com/

• Engineering Village: https://www.engineeringvillage.com/

• Google Scholar: https://scholar.google.com/

Search String • UAV security

• Secure communication in UAV

• security threats and countermeasures in UAV

Inclusion Criteria • Papers must be written in English vehicles

• Publication Year 2017-2022

• Journal papers and conference papers

• Paper based on secure UAV communication

• Comprehensive survey papers including security attacks and solutions.

Exclusion Criteria • White papers

• Low-Quality Papers

• Non-English Papers

• Short review papers

• Similar Content Papers

• Paper which does not contain security attacks and countermeasures in
UAV communication

5. Secure Communication methodology or countermeasures : The counter-
measures were limited to one or partial information provided in the filtered papers
i.e. lack of cutting edge solution.

6. Current research issues and future scope:Some of the papers have no in-
formation for current research issues and future directions which are essential for
researchers to work upon.
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2.6 Secure Communication Methodology

This section covers existing countermeasures for secure UAV communication and answers
query RQ4. There are many secure communication standards for protection from attacks:

2.6.1 Logical Attacks Prevention Scheme:

2.6.1.1 WIFI WPA2:

To defend against attacks like de-authentication, GPS spoofing, and jamming attacks,
WPA2 is the best encryption technique. WPA2 is 2nd generation wireless protected
access protocol that is defined as a standard in IEEE 802.11i-2004. According to this
standard, a key with at least 20 characters is advised. Large-size keys are hard to crack.

2.6.1.2 Encryption and key administration:

As we know, IoT-based UAV systems are vulnerable to eavesdropping and de-authentication
attacks, so to mitigate these vulnerabilities, a UAV system should have cryptographic and
key management techniques such as:

1. Lightweight self-certified cryptographic system: The technique introduced is
named IoD-Crypt, which is the countermeasure for authentication and confidential-
ity of communication [36].

2. Identity-based encryption: It is the better encryption technique with no over-
head of certificates to use in public key architecture. It is a selection-based encipher
algorithm that selectively enciphers the content and provides a data-hiding feature
for confidentiality [18].

3. Transfer key control: The proposed approach uses cellular-based networks for
drone control and provides identity verification and key control among a drone and
GCS. A functional layer key is created between a drone and the new GCS when the
drone switches from one GCS to the next. The AS key is not revealed based on the
study of this method [37].

4. OTP technology: According to the author, in the One-time pad encryption
scheme, the replicated key was provided and used with the message to obtain the
cypher context using the EX-OR operation before being used with the cypher text
to obtain the plain text and the replicated key to destroying the duplicated keys
once the message was successfully decrypted. When compared to AES128, the per-
formance was the best [38].

5. Protected lightweight network coding alias: In this author developed the
client-server coding technique to combine the catchphrase with the personality,
which produces two keys: one for anonymization and the other for certification
[39].

6. Elliptic Curve Cryptography-Based El Gamal encryption technique: In
this technique, the optimal key is generated along with the artificial gorilla troops
optimizer technique [40].

Table 2.4 represents encryption key and administration schemes.
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2.6.1.3 Identity verification and authorization:

As messages are unauthenticated and their validity cannot be verified, fake signals can
be injected. Deploying authentication systems that guarantee the legitimacy of only legal
systems in the IoT-based UAV networks is crucial to resolving this problem.

1. Message Authentication Code Scheme:This type of solution uses two phases:

(a) Data Verification:The cluster head node filters using the data verification
step.

(b) Cluster watermark authentication: At the sink node, this cluster verifi-
cation phase is used to confirm the accuracy and integrity of the data. This
scheme is vulnerable to 5 attacks, i.e. propagation delay, forging of packets,
data altering, replay, and grey hole attack [41].

2. Mutual Authentication model: The scheme is generated to solve the issue of
de-authentication packets in hijacked UAVs. This scheme consists of the ground
station, middleware, and UAVs.The theme is to utilize encoded channels between
the above-mentioned segments [42].

3. Continuous authentication model: In this type of scheme, the UAV flight oper-
ators behavior is authenticated by the flight commands sent from the UAV operator.
By assuming that each operator has a distinct pattern of behavior, it’s feasible to
detect authorized operators who are attempting to take control of the UAVs [43].

4. SENTINEL Framework: The primary aim of the SENTINEL framework, a se-
cure and efficient authentication system for unmanned aerial vehicles, is to establish
mutual authenticity between UAVs and ground stations. To achieve this, the UAV
must send a flight plan request to the ground station, which then decides whether
to approve or reject it. If the request is approved, the ground station stores the
UAV identity and flight session key in the flight information database, which can
be accessed by all ground stations [44].

5. TCALAS authentication: The proposed authentication framework for IoT-based
UAV networks is based on temporal credentials and enables anonymous lightweight
user authentication. It provides mutual authentication between the user and the
network. The framework utilizes a three-factor authentication scheme, including
cellular device, biometrics, and password.[45].

6. Secure authentication framework: This framework proposed was based on el-
liptic curve cryptosystems[17].

7. Detectable and Privacy protecting authentication: This technique is used
for drone applications comprised of the utilization of hash function, asymmetric
cryptosystems [46].

8. Identity-based Signcryption: The authors propose a 3-factor user access control
technique based on signcryption for IoT. This technique makes use of 3 authentica-
tion factors such as password, portable device, and biometrics [47].
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Table 2.4: Encryption and Key Administration Techniques

Reference Year Name of
Technique

Security As-
sessment

Outline

[36] 2019 Lightweight
Cryptographic
Framework

Analysis on 2
common UAV
processors,i.e.
ARM(32 bit)
AVR(8 bit)

• Protected from the abil-
ity to create fraudulent
messages even when the
attacker has access to
chosen messages

• Reduces energy con-
sumption by up to 48
times compared to con-
ventional methods.

[18] 2018 Lightweight
Cryptographic
Framework

Identity-based
selective encryp-
tion technique

• Future and past protec-
tion of data confiden-
tiality.

• Resistance to node hi-
jacking.

• Diminish resource us-
age, information cam-
ouflage procedure

[37] 2017 Transfer Key
control tech-
nique

Ad hoc security
encryption anal-
ysis

• single-hop key isolation.

• method ensures secure
storage of communica-
tion keys.

[38] 2019 One Time pad
technique

A binary ad-
ditive stream
cipher security
analysis with
C++ code

• Better security level
and encryption speed.

• Better accuracy than
DES and AES encryp-
tion algorithm

[39] 2018 Protected
lightweight
network coding
alias

A binary ad-
ditive stream
cipher security
analysis with
C++ code

• Better security level
and encryption speed.

[40] 2022 ECC- Based El-
Gamal encryp-
tion

formal security
analysis with a
random oracle
model security
analysis with
C++ code

• Better image encryp-
tion with optimal key
generation

9. Privacy-preserving authentication framework: This scheme was based on
mobile edge computing. The key elements involved in this scheme are credible
authority, UAVs, and mobile edge computing devices. This framework provides an
online and offline signature design with extremely efficient signature key generation
and updation. This scheme helps in detecting replay attacks and repudiation threats
[48].
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10. Covert channels-based lightweight authentication:Under this scheme, the au-
thor utilizes the covert channels in physical layers. The various attacks like message
replay and Impersonation, eavesdropping, and MITM attacks are conquered using
this scheme [49].

11. Key agreement and lightweight verification scheme: The proposed scheme
utilizes the Diffie-Hellman key exchange protocol and incorporates a symmetric key
encryption algorithm to ensure message confidentiality and integrity. The authen-
tication process between end users and UAVs is achieved through a bitwise XOR
operation and a one-way hash function. Both parties mutually authenticate each
other within this scheme [50].

12. Lightweight remote user authentication with key agreement: The author
proposed this scheme when a ground user wants to gain control over the data ac-
tivities from UAV directly [51].

13. 2-stage lightweight mutual authentication scheme: The proposed scheme
is designed for a multi-UAV network based on SDN. The authentication process is
divided into two stages: the first stage involves the authentication between the leader
drone and the ground station, while the second stage involves the authentication
between the mini drone and the leader drone. The protocol, named PARTH, ensures
mutual authentication, integrity, and session key security [52]

14. Data aggregate Authentication scheme: The proposed approach by the author
suggests the utilization of ID-based encryption and elliptic curve-based technique
for data aggregate authentication to achieve data security, as well as to reduce
computation and communication costs. [53].

15. Homomorphic encryption scheme:The proposed technique by the author is
called advanced linearly homomorphic authenticated encryption, which is designed
to provide security against forgery and eavesdropping attacks by adversaries. Unlike
other encryption techniques, LinHAE does not store the secret keys within the
controller but is instead intended for use by the GCS [54].

16. UAV-UAV and UAV-GCS security protocol based on mutual authenti-
cation:The author proposed two secured protocols for military application [55].

(a) UAV-UAV security protocol:In this protocol, secure communication among
the UAVs is provided with key exchange and mutual authentication.

(b) UAV- GCS security protocol:According to this protocol, secure commu-
nication is required between the UAV and the GCS. The telemetry data and
status findings are exchanged securely over the link between UAV and GCS.
The protocol’s security analysis was conducted using both the Scyther tool and
BAN logic.

17. Secure hash algorithm/Hash message authentication scheme:The author
has proposed the authenticated scheme based on hash message authentication. This
scheme provides security against various attacks such as privileged-insider attacks,
DDoS attacks, Stolen verifier attacks, replay, and spoofing attacks. The storage and
calculation are less overhead under this scheme [56].
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18. 3-factor authentication and key agreement protocol: The 3-factor authenti-
cation and key agreement protocol has been proposed by the author, which utilizes
the Boyko-Peinado-Venkatesan (BPV) pre-calculation and FourQ. The security of
this protocol is verified through detailed analysis, ensuring the protection of forward
secrecy. Furthermore, experimental findings conducted on Raspberry Pi reveal that
4Q curve-based methods are between four to five times more efficient than conven-
tional EC curve [57].

19. Robust Authentication key management protocol (RAMP): The RAMP
protocol is based on two types of cryptography techniques: one is based on authen-
ticated encryption primitives, and the other is EC cryptography. This protocol is
validated using the Scyther tool and random oracle model. This protocol provides
protection against active eavesdropping and replay attacks. The verification results
prove that the RAMP protocol ensures security against various covert security at-
tacks. This security protocol delivers a protected mechanism with less overhead of
calculation and storage [16].

20. 2-factor lightweight verification scheme: The author has suggested this strat-
egy which is built on an asymmetric cryptographic technique. The previously pro-
posed scheme was prone to lose access to IoT-based UAV networks because of cor-
ruption in key management systems. The proposed technique has proven to be
a more secure system than other schemes. This scheme is secured against many
attacks, such as phishing and replay attacks [58].

21. ECC and symmetric encryption scheme: The security of UAVs and users is
ensured by utilizing Elliptic Curve Cryptography(ECC) and Symmetric Encryp-
tion in this scheme. This scheme provides anonymity and security against offline
password guessing and various kinds of security attacks like impersonation [59].

Identity verification authorization techniques are shown in Table 2.5.

2.6.1.4 Solution based on Blockchain:

Blockchain technology is an emerging field in the era of the digital World. It applies
to all domains apart from computer science, such as energy, supply chain, and health-
care. A significant advancement in distributed ledger technology is blockchain technology.
Since Satoshi Nakamoto released Bitcoin, a peer-to-peer computerized cash transaction
system, its reputation has been steadily rising [60]. Blockchain technology has enormous
promise in other fields where reciprocal reliance between parties is necessary. In addition
to allowing safe communication between autonomous swarm systems and smart financial
markets, its usefulness extends beyond electronic currency exchange systems like Bit-
coin, Litecoin, etc. Blockchain provides many advantages over centralized record-keeping
methods, including complete data openness and faultless operation. Blockchain offers
security and privacy while doing away with the need for an intermediary or third party.
Blockchain technology offers a workable and highly promising answer to the security flaws
in IoT-based UAV networks. [61].
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Table 2.5: Identity verification and authorization

Reference Year Name of
Technique

Security As-
sessment

Outline

[41] 2017 Message Au-
thentication
Code Technique

Analysis based
on the water-
marking scheme

• Protection against data
transmission delay,
packet forging selective
forwarding, data replay,
data tampering

• Minimizes the network
burden and conserves
power resources.

• No discussion about
Brute force attack.

[42] 2017 Mutual Authen-
tication model

Security analy-
sis by Raspberry
Pi

• solve the issue of de-
authentication packets
in hijacked UAVs Resis-
tance to node hijacking.

• Diminish resource us-
age, information cam-
ouflage procedure

• Prone to replay assault.

[43] 2017 Continuous
authentication
model

Machine learn-
ing used to train
random forest
classifier

• Protection against ma-
licious commands.

• Recognize authorized
users.

• Prone to replay assault.

• Protection of privacy is
not taken into account.

[44] 2020 SENTINEL
Framework
technique

Analysis by
Proverif tool

• Offers the ability
to revoke and use
pseudonyms.

• Vulnerable to session
key attack.

• No solution of geoloca-
tion confidentiality.

[45] 2019 TCALAS au-
thentication

Analysis con-
ducted with the
help of AVISPA
tool(Automated
Validation of In-
ternet Security-
sensitive Pro-
tocols and
Applications)

• Unrestricted modifica-
tion of password or bio-
metric data

• Protection against DoS
attack.

• Susceptible to spoofing
assault
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Table 2.5: Identity verification and authorization(Continued)

Reference Year Name of
Technique

Security As-
sessment

Outline

[17] 2020 Secure authen-
tication frame-
work

Spontaneous
security evalua-
tion.

• Capable of withstanding
sensor node takeover attack

• No spoofing assaults.

• No solution for geolocation
confidentiality.

[46] 2020 Detectable and
Privacy protect-
ing authentica-
tion

BAN logic. • Ensures confidentiality, in-
tegrity, and availability

• Vulnerable to a session key
assault.

[47] 2020 Identity-based
Signcryption

Analysis done
by the AVISPA
tool Sponta-
neous security
evaluation.

• Ensure prevention against
sensor node capture attacks
and spoofing attacks.

• No solution for geolocation
confidentiality.

[48] 2019 Privacy-
preserving
authentication
framework

Security suppo-
sition.

• Identify replay assaults.

• Protection against repudia-
tion threats.

• Known key attack and De
synchronization attack are
not discussed.

[49] 2019 ECC-Based
Covert
channel-based
lightweight au-
thentication

Raspberry Pi 3 • Offers adaptable network-
ing.

• Does not require traditional
methods of key distribution
or creation.

• It does not ensure security
against spoofing attacks.

[50] 2020 Key agreement
and lightweight
verification
scheme

Ideal cipher
model.

• Offers untraceable
anonymity.

• Protect against UAV cap-
ture attack.

• No consideration of Non-
repudiation.

[51] 2019 Remote user
authentication
with key agree-
ment

Analysis by
AVISPA tool.

• Protection against at-
tempts to guess your
password offline and unau-
thorized access.

• No consideration for mobile
edge computing devices.
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Table 2.5: Identity verification and authorization(Continued)

Reference Year Name of
Technique

Security As-
sessment

Outline

[52] 2020 2-stage
lightweight
mutual verifica-
tion scheme

Mao and Boyd
Logic

• Ensures the security of
both physical and ses-
sion keys

• Spoofing attack can be
possible.

[53] 2020 Data aggregate
Authentication

Ideal cipher
model

• Coalition attack pre-
vention.

• Provide minimum cost
and computation for
UAVCN.

• No protection against
known key attack.

[54] 2018 Data Homomor-
phic encryption
technique

Ideal cipher
model

• Protection against
forgery and eavesdrop-
ping attacks.

• No consideration of
Non-Repudiation.

[55] 2021 Drone secure
communica-
tion protocol
(UAV-UAV and
UAV-GCS se-
curity protocol
based on mutual
authentication)

Ideal cipher
model

• Protection against
forgery and eavesdrop-
ping attacks.

• No consideration of
Non-Repudiation.

[56] 2021 Hash message
authentication
technique

Ideal cipher
model,ProVerif2
tool

• Protection against DoS,
replay attack, stolen
verifier attack, spoofing
attack.

[57] 2021 3-factor authen-
tication and key
agreement pro-
tocol

Real-or-
Random model.

• Secure against various
known attacks like on-
line and offline pass-
word attacks.

• Attain user anonymity
and untraceability.

• No protection against
spoofing attack.

[16] 2021 Robust Authen-
tication key
management
protocol

Ideal cipher
model, Scyther
tool.

• Password estimation,
Man in the middle,
replay attack can be
eliminated.

• No protection against
Known key attacks.
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Table 2.5: Identity verification and authorization(Continued)

Reference Year Name of
Technique

Security As-
sessment

Outline

[58] 2021 2-factor
lightweight
verification
scheme

Ad hoc security
review.

• Secured against many
attacks, such as phish-
ing and replay attacks.

• No adoption of proper
security analysis tech-
nique.

[59] 2021 ECC and
symmetric en-
cryption scheme

Ideal cipher
model

• provides anonymity and
security against offline
password guessing and
various kinds of secu-
rity attacks like imper-
sonation.

• No protection against
key known attacks.

The proposed security solutions based on blockchain by different authors are the fol-
lowing:

1. Neural blockchain-based Ultra reliable caching scheme: For edge-enabled
Drone networks, In [62] neural-blockchain combo was suggested. Distributed ledgers
are used for trustworthy communication on the blockchain network, which can help
consolidate services on the IoT-based UAV network. A hybrid neural model is
suggested to keep the blockchain network’s reliability criteria. The drone caching
system uses the blocks to set up the operational drones in the specified network.

2. Delivery coin-based blockchain delivery framework: The author proposed a
Delivery coin framework based on blockchain and an intrusion detection system. The
blockchain uses hash functions and short signatures to achieve anonymity protection,
and the identification of intrusions is done using machine learning techniques. The
pBFTF protocol is a UAV-assisted forwarding technique used to achieve an accord
within the blockchain-based delivery network [63].

3. Blockchain-based Federate learning in UAVs:The authors of [22] have ex-
amined nano UAV-edge computing for decentralization administration and safety,
driven by the advantages of FL and blockchain. They have talked about basic
technological structures, issues, and issues like the scalability of blockchain-assisted
apps, energy economy, and transaction capacity.

4. Key management for IoT-based UAVs using blockchain:The authors of [64]
have proposed a distributed blockchain-aided scheme for safe key management in
UAV-assisted apps with a focus on the heterogeneous IoT-based UAV network. The
system allows UAVs to travel between clusters on their own, spread cluster keys,
and update key pairs while thwarting malicious UAVs both inside and outside the
system.
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5. Blockchain-Enabled-Data Gathering Method in IoT-based UAV network:The
author [65] suggested using blockchain technology to acquire info. Blockchain tech-
nology and drone groups are proposed as data-gathering strategies to offer safety as
well as accuracy. To keep contact before starting data collection, the IoT devices and
the autonomous aerial vehicle swarm specifically share a common key. Hash filters
and electronic signatures are used to fight and thwart man-in-the-middle attacks
that aim to manipulate and eavesdrop on users.

6. Blockchain-based UAV system:The author [66] proposed a system that uses
both drones and blockchain technology for the industry. Inventory data is collected
using drones, while smart contracts are enabled through the implementation of
blockchain technology.

7. Secure data propagation technique based on blockchain:The author [67]
developed a secure data distribution system for the IoT-based UAV network that
utilizes game theory and blockchain technology. The system ensures the safe trans-
mission of data by leveraging the security features of blockchain technology and the
strategic decision-making principles of game theory. Blocks are verified and vali-
dated using the Proof-of-Stake (PoS) method and a forger node selection technique.

8. Secure blockchain-based access control technique:The author [68] outlined
a secure communication system for UAVs and ground station computers, which
is based on blockchain technology. This system utilizes transactions created from
sensitive data gathered by GCS for block creation, which are combined with the
blockchain via the ripple protocol consensus method. A Cloud-based machine com-
municates with GCS to facilitate this process.

9. Blockchain-Based and ICN-Based UAS Ad Hoc Network Security The au-
thor put forth a sophisticated and methodical approach that makes use of blockchain
technology to effectively spot harmful material. This method combines interest key-
content binding, on-demand authentication, and a transmitting technique. The au-
thors created a flexible and extensible distributed consensus approach over specified
network data for unmanned aerial vehicle ad hoc networks that are essential for
critical operations to enable dispersed concern key-content attaching preservation
to detect internal assailants [69].

10. Smart City UAV-Based Blockchain-Based Environmental Health Track-
ing Program:The authors proposed a safe method for tracking health in outdoor
environments that integrates blockchain technology, Mobile Edge Computing, and
drones. Under this proposed system, users’ devices collect their health data, which
are then transmitted to a Mobile Edge Computing server by a UAV. The health
information is safeguarded from cyberattacks before being sent to the MEC [70].

11. Agent-based security inspired by blockchain:To ensure the monitoring and
security of UAV networks and to identify corrupted UAVs, The author developed a
multi-agent approach built on trust rules and blockchain technology [71].

12. Spoofing Detection in IoT-based UAVs using Blockchain:Blockchain tech-
nology was employed by the author [72] to identify GNSS(Global Navigation Satel-
lite System) signal assaults on IoT-based UAVs.

41



13. Security infrastructure for UAV-aided wildlife monitoring based on
blockchain:The author [73] established a testbed using a public blockchain for
tracking animals with the assistance of drones. The drones employ IoT devices
that are linked to the animals to collect relevant data, which is transmitted to
the ground control station (GCS) associated with each flying zone. The Practical
Byzantine Fault Tolerance (PBFT) consensus mechanism is used by the Ground
Control Station (GCS) to create and validate blocks. This consensus mechanism
includes transmitting the block from the GCS to the point-to-point network of GCS
nodes.

14. Blockchain-based data delivery and gathering approach:To ensure differ-
entiation between drones and the ground control systems that operate them, a
blockchain-based Data Delivery and Gathering system was proposed by author [74].
The DDG creates the system nodes with secret blocks and keeps track of all inter-
actions among them.

15. An innovative search and rescue system architecture built on
blockchain:The author [75] suggested an IoT-based blockchain architecture for
performing search and rescue operations. The design uses edge computers and both
small and large drones to conduct offloading tasks.

16. Traffic management for Unmanned aerial system using blockchain:The au-
thor [76] proposed a Lightweight blockchain-based security solution for low-altitude
Drones using hyper ledger fabric that satisfies the processing and storage resource
constraints of UAVs. Between the UAVs and their ground control centres, This
proposed chain technique also offers secure and impermeable traffic data.

2.6.1.5 Solution based on Intrusion Detection System (IDS) Scheme:

To prevent intruder attacks such as Denial of service attacks, the Intrusion detection
system is required. The intrusion detection system is a monitoring system to detect
any uncertain activity and make an alert for any breach by an alarm system. When an
IDS is implemented in a system as complex as the FANET system, the generated alerts
need to be both extremely precise and minimal to optimize the efficiency of the security
system and avoid interfering with the proper operation of control applications that use
the medium. The different types of security approaches carried out by IDS:

1. Network IDS for IoT-based UAV network:To validate the efficacy of their
proposed safeguard mechanism, the author [68] utilized a paparazzi UAV, an open-
source drone hardware and software project for simulated and emulated testing to
accurately depict realistic scenarios. They generated three-dimensional digital sig-
natures for denial of service (DoS) attacks by analyzing network traffic datasets that
contained anomalies. The proposed technique was assessed in simple settings with
a limited number of legitimate nodes and a single attack to detect both continual
and progressive flash crowds.

2. Detection of attacks using Lightweight IDS:The author [77] described a small,
energy-efficient system that may be included in contemporary UAVs to accurately
detect GPS spoofing and denial-of-service attacks. To find the attacker, the IDS
combines autodidactic with a multiclass SVM(Support vector machine). The results
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are valuable since they were evaluated in a real-world setting with 20 UAVs and 4
Ground Control Station.

3. Intrusion detection and response scheme:The author [78] developed and tried
several IDSs that can handle a wide range of assaults, getting excellent precision with
few false positives to safeguard drones that conduct excursions in remote locations
and to gather and transmit vital information about the conditions of these areas.
The cyber-attacks like jamming, spoofing, gray hole, and black hole attacks are
prevented under this scheme.

4. IDS inspired by the human immune system:The author [79] suggested an
improved IDS that can protect drones from a variety of threats but at the expense of
significant transmission overhead between nodes to find safe paths. Additionally, in
highly mobile settings like Drones, the suggested IDS makes the unreal assumption
that this safe path won’t alter during the subsequent communication try.

5. Secure communication with improved network IDS:The author [80] pro-
posed an IDS for making traffic fingerprints based on Wavelet Leader Multifractal
analysis and assessed their approach in a mixed experimental system using actual
traces. Although no comparison with other techniques is provided, the method
works admirably under a denial of service attack.

6. IoT-UAV network IDS based on deep learning:The author suggested [81]
a dispersed IDS that is installed on the GCS and drones. Each UAV employs
the Long short-term memory access-recurrent neural networks algorithm to identify
UAV assaults. To validate the observed attack and alert the other drones, the GCS
also utilizes the Long short-term memory access-recurrent neural networks model.
On various datasets, including CICIDS2017, and TON IoT, the authors tried their
model.

7. AI-based IDS for IoT-based UAVs:Under this scheme, the author [82] merged
one-class classifiers with principal component analysis (PCA) to identify assaults so
that the IDS could be trained with only regular data. Every UAV can be equipped
with the suggested MAVIDS (Micro aerial vehicle IDS), which enables quick discov-
ery and possible mitigation of cyberattacks even when there are GCS communication
problems. Solution based on IDS is shown in Table 2.6.

2.6.1.6 Solution based on quantum cryptography:

As per the prior study of attacks, there are a bunch of attacks like active eavesdropping,
denial of service attacks, GPS jamming, and spoofing through which IoT-based UAV
networks can be compromised. So to overcome the possible assaults, the researchers came
to provide a solution based on quantum cryptography. Quantum cryptography is based
on the principle of quantum physics. Quantum physics utilizes two main properties, which
are the following :

1. Quantum Superposition: Quantum superposition means combining the two valid
quantum states to produce the other authorized quantum state. The quantum state
can be represented in the form of a qubit in the case of quantum computers, whereas
traditional computer uses the concept of binary state, either 0 or 1 at a particular
point in time. In the case of a quantum computer, the qubit may be both states 0
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or 1 simultaneously. So, due to its varying state, the output of computers can never
remain the same, and that property is utilized by quantum computers to solve the
calculations at a high rate.

2. Quantum entanglement:Quantum entanglement is a property of quantum physics
in which quantum particles share information and interact with each other at some
distance. This property plays an important role in quantum computing in securing
communication with quantum cryptography.

The quantum computer utilizes the above properties to provide secure communication in
an IoT-based UAV network. The author [10] proposed a solution based on quantum cryp-
tography to ensure security. The author of this paper discusses the layered architecture,
which consists of many layers such as a monitoring layer, UAV layer, quantum security
layer (BB84 protocol), Internet layer, and control layer.
In the monitor layer, the UAVs with cameras monitor and capture data from various
desired positions like cities, forests, etc. This layer works on mathematical expression.
In the UAV layer, UAVs appear physically in any location. To collect further information
from the ground, the UAV layer forms the swarm of UAVs to achieve this purpose. This
layer is vulnerable to various known attacks. So, to address these problems the next
quantum layer was proposed by the author.
In the Quantum layer, the data is transferred to this layer right from the monitor layer
and provides security to the sensitive information using the quantum key distribution
protocol. BB84 protocol. BB84 protocol is used for key transfer, which produces a nonce
private key between two entities. The BB84 protocol uses the concept of photon polar-
ization for secure transmission.
In the Internet layer, beyond 5G, mobile communication technology is used due to low
latency and scalability, which gives flexibility to UAV swarms for quick data transmission.
5G networks provide secure and fast communication using two communication channels
such as quantum as well as the classical state.
In the last control layer, the ground control station(GCS) is responsible for centralized
data control for UAVs to keep and obtain real-time data given by the above layers. The
quantum key distribution between UAVs can be applied among quantum computers at
GCS.

2.6.1.7 UAV Forensics:

A new area of digital forensics called ”drone forensics” seeks to gather and examine data
from drone and their parts to detect assailants and malevolent intent. As UAVs travel
the above-inhabited region and can be used by progressive groups and criminals to carry
out unlawful activities, drone forensics is crucial. Even though forensics inquiry is well
established in conventional fields, the IoT-based UAV network field lacks standards for the
processes for gathering and analyzing evidence for a security event [83]. The IoT-based
UAV environment presents several difficulties that prevent the standardization of forensics
practices. It is challenging to develop a standard procedure that can be used with all of the
different drone platforms and architectures, to start with. The investigation is also made
more difficult by the drone’s multiple components and devices because forensics analysis
must deal with the supporting devices as well as locate and connect the evidence gathered
from these various devices. The IoT-based UAV nodes are typically connected to the cloud
to offload resource-intensive duties. This feature expands the scope of the incident inquiry
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by moving data processing and management from the drone to the cloud. Additionally,
cloud service companies rarely collaborate with investigators, and even when they do, the
data may be spread across various servers and nations. This calls for authorization to
be given to various organizations and agencies. The relevant methods proposed for UAV
forensics are the following:

1. Micro aerial vehicle forensic framework:The author [84] suggested an inves-
tigative structure that was more thorough. The first division made by the authors
was between hardware/physical car forensics and digital forensics for drones. Drone
network data system records, sensor readings, file storage systems, and video record-
ings are all subject to analysis in digital forensics. Hardware forensics covers drone
model identification, testing for modification, cargo carrying, fingerprint analysis,
and position. The authors suggested using an investigation structure to determine
the UAVs structural elements. The JAVA program was created to examine and
display the drones’ flying records. The only record files that can be used for this
task are CSV files, though.

2. Drone examination and analysis:The author [85] analyzed a Parrot Bebop 2
drone to gather flying information, retrieve media from the drone, and determine
ownership. They only operate with small-scale drones, though.

3. Investigation procedure of UAV: The efficacy of current forensic standards for
forensic investigations involving UAVs and drones is evaluated by the author. The
author has gone over a list of recommendations for UAV/drone inquiries. Finally,
the usage of DJI Phantom 3 UAV as an intensive report to present how the suggested
principles can be applied to direct a drone forensic inquiry [86].

4. Evaluation of UAV Forensic data:Based on the investigation that was done
and the science that contributed to this work, the author suggests the UAV Death
Chain and classifies the significance and difficulty of all tasks mentioned. To the best
of our knowledge, no addition has evaluated UAV-related studies in cybersecurity
and digital forensics using ”Purple-Teaming” techniques. Additionally, this study
suggests a classification structure that creates groups of UAVs with static and lives
digital evidence problems according to how difficult and significant they are [87]

5. Evaluation of UAV Forensic data: By suggesting a digital forensic inquiry into
drone technological processes, this paper develops a standardized method to carry
out a digital forensic analysis of the Yuneec Typhoon H drone [88].

6. Forensics investigation of DJI drone:The author of this paper discusses the
collection, examination, modification, and evaluation of important artifacts from
the recorded flight data. To investigate and assess the relationship between the
drone, the mobile phone, and the SD card, the criminal reconstruction for temporal
analysis and relational artifacts is given [89].

7. Boarded media investigation of UAV: It’s crucial to perform investigations on
the drone’s onboard storage media to gather forensic proof. The analysis of this
storage medium, which includes various artifacts like images, movies, log files, etc.,
is done to compile the digital proof needed to solve a crime. This study presents
the data collected from the drone storing device [90].
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Table 2.6: Solution based on IDS

Reference Year Name of
Technique

Security As-
sessment

Outline

[91] 2019 Network IDS for
IoT-based UAV
networks.

Attack sig-
nature with
Wavelet Leader
Multi-fractal

• detects both continual
and progressive surges
in the number of users

• There is a lack of preci-
sion or exact measure-
ments.

[77] 2019 Lightweight IDS Analysis by
anomaly based .

• Detect spoofing and
Jamming attacks.

• Variable selection.

[78] 2017 Intrusion de-
tection and
response tech-
nique

Signal strength
intensity, JIT-
TER

• Protection against var-
ious attacks like GPS
spoofing, jamming, and
false information dis-
semination.

• Delay Tolerant network
is a challenge

[79] 2020 IDS is inspired
by the human
immune system

Human immune
system.

• Protection against
wormhole, grayhole,
blackhole attacks, and
Fake information dis-
semination attacks.

• High overhead of com-
munication.

[80] 2018 Secure commu-
nication with
improved net-
work IDS

Bayesian Nash
equilibrium
game theory

• Protection against dis-
tributed denial of ser-
vice attack.

• No discussion and com-
parison with other tech-
niques.

[81] 2021 IoT-UAV IDS
based on deep
learning

Recurrent neu-
ral networks

• Protection against
well-known attacks like
DDoS.

• No discussion and com-
parison with other tech-
niques.

[82] 2022 AI-based IDS
for IoT-based
UAV network

Principal com-
ponent analysis

• Mitigate attacks like
jamming and spoofing.

• The count of UAVs is
one only.

8. Evaluation of UAV Forensic Analysis Software:In [92], the author thoroughly
examined the state-of-the-art UAV forensic research methods from various angles.
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This article also makes the following contributions:

(a) The discovery of personally identifiable information

(b) The testing and evaluation of forensic software tools currently in use.

(c) A review of the methods for storing data and the layout of the proof in two
DJI drones (such as Phantom 4 and Matrices 210).

(d) The use of a three-dimensional visualization tool to examine flying paths that
were retrieved from UAVs.

9. DJI Phantom 3 UAV forensic investigation:The author [93] provides the first
comprehensive forensic examination of a DJI Phantom III drone and the first re-
port of any proprietary file structures the drone under examination may have saved.
DRone Open-source Parser (DROP), an open-source utility that analyzes private
DAT files extracted from the drone’s nonvolatile internal storage, is also presented.
This DAT data is compressed and secured. The study also includes a preliminary
analysis of written documents that were found on the mobile device that was con-
trolling the drone and that were private, secret, and coded. These folders contained
a wealth of information, including GPS coordinates, battery life, flight duration,
etc. The UAV investigation scheme is presented in Table 2.7.

2.6.1.8 Solution based on SDN(Software-Defined Networking):

SDN(Software-defined Networking) is a revolutionary form of network architecture and
administration that attempts to simplify and improve network operations. It adds a
centralized control plane, which enables more adaptable and dynamic network adminis-
tration by isolating the network’s control logic from the underlying hardware architecture.
Through the centralized controller’s global perspective, SDN in IoT decreases the com-
plexity of distributed IoT architectures and improves resource utilization. The different
methods for SDN-based UAV networks are the following:

1. optiML algorithm: The authors of this paper [94] have introduced a secure
machine learning-based strategy named the ”optiML algorithm” to enhance the
throughput of an SDN controller and improve UAV communications and security.
The proposed approach comprises three main steps. Firstly, it involves the optimal
positioning and user association of UAVs using a Genetic algorithm. Secondly, it
determines the placement of the SDN controller using the shortest path in a single
connected graph. Finally, it includes the creation and detection of DDoS attacks
using a Feedforward neural network classifier.

2. ESCALB(Efficient slave controller allocation-based load balancing) Scheme:
This work [95] offers ESCALB, a novel load balancing strategy for SDN-enabled IoT
in a multi-domain scenario such as UAV networks, intending to resolve quality of
service (QoS) and denial of service concerns utilizing a distributed control plan that
employs SDN controllers. To do this, the ESCALB model continuously analyses the
control plan’s load information, allowing for the ranking of slave controllers and the
efficient movement of switches within the network.
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2.6.2 Physical attacks prevention scheme:

2.6.2.1 Techniques for preventing collisions:

1. Trajectory planning strategy: The objective is to locate a concise and obstacle-
free flight path to the intended destination, where the obstacles are stationary and
well-defined. Trajectory planning methods can be further broken down into the
three types of algorithms to prevent physical attacks [19], which are listed below
[96]:

(a) Search algorithm based on random sampling: In this group, a collec-
tion of nodes that sample the surroundings randomly look for a route that
will prevent collisions. PRM(Probabilistic Roadmap), RRBT(Rapid Explor-
ing Random Belief Tree), RRT(Rapidly Exploring Random Tree), and DDRRT
(Dynamic Domain RRT) are examples of algorithms that fall under the cat-
egory of arbitrarily selecting search algorithms and have been applied to the
UAV industry[97–99].

(b) Algorithms based on learning The fundamental principle of learning-based
algorithms is to direct the UAV in a specific condition using a training pro-
cedure. The benefit of using learning-based approaches is being able to solve
complicated, multi-objective issues. The problem of UAV route planning has
been solved using some evolutionary techniques. Single and multiple UAV tra-
jectory planning is utilized by genetic algorithms [100]. Neural networks are
also used in planning a UAV trajectory, such as RNN (recurrent neural net-
work) [101]. Reinforcement learning is also used in trajectory planning of UAV
[102].

(c) Algorithms built on graphs: Way planning has seen a rise in the use of
graph-based search tools. With this approach, the search area is divided into a
grid, and the grid is represented by a collection of squares. Many algorithms are
utilized for the route planning of UAVs, such as Bellman-Ford, A∗, Kinematic
A∗, Lazy theta star(θ), D∗ Lite. These types of algorithms are the fastest
in terms of search, but due to not having straightforward routes and being
suitable for small areas, these algorithms are not a perfect fit [103].

2. Sight-based techniques: To address the impact avoidance issue, a variety of
vision-based object recognition techniques have been suggested. To address the col-
lision avoidance issue in an indoor setting, many experts used pictures taken by
cameras placed on UAVs [104, 105]. To estimate how near objects would be to the
UAV, the researchers used a method based on stereo cameras. This approach has
a high computational expense, making it unsuitable for dealing with circumstances
that arise in real-time [106]. A straightforward sight-based collision avoidance strat-
egy was suggested because it employs a monocular camera to create a collision-free
route while off-board processing of heavyweight calculations [107].

3. Repulsive field method:The repulsive field technique is one of the effective meth-
ods used in collision prevention. It is used by many academics to address the obstacle
and UAV collision avoidance issue. This method considers each UAV as a charged
particle, and collision avoidance moves are produced by the repelling forces between
the aircraft. The potential field technique is a viable option for real-time application
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because of its straightforward execution and minimal processing complexity.[108–
110]. Due to the dynamic nature of UAVs, the repulsive field method is not suitable.

Table 2.7: UAV Investigation Schemes

Reference Year Name of Technique Outline

[84] 2019 Micro aerial vehicle foren-
sic framework

• created a Java-based program
to examine and display the
drones’ flying records.

• This framework makes use of
digital and physical frame-
works.

[85] 2019 Drone examination and
analysis

• Obtain information related to
a flight, retrieve media from
UAV, and determine owner-
ship.

[86] 2018 Investigation procedure of
UAV

• Illustrate the utilization of the
suggested principles in direct-
ing a drone forensic examina-
tion with the DJI Phantom 3
drone.

[87] 2021 Evaluation of UAV Foren-
sic data

• Consider static and live digital
evidence problems.

• Discuss the anti-forensics
techniques.

[88] 2019 Forensic validation Analy-
sis Process

• Develop a standard method
to carry out a digital foren-
sics analysis of the Yuneec Ty-
phoon H drone.

[89] 2019 Forensics investigation of
DJI drone

• Discuss the collection, exami-
nation, modification, and eval-
uation of important artifacts
from the recorded flight data

[111] 2022 Boarded media investiga-
tion of UAV

• Examine flying route data
that has been stored.

[92] 2021 Evaluation of UAV Foren-
sic Analysis Software

• Testing and evaluation of
forensic software tools cur-
rently in use

2.6.2.2 UAV identification techniques:

The two broad categories of UAV identification techniques are the following:

1. Sound-based sensing:Sound sensors have been suggested in several works as an
effective tool to find drones. Some studies contrast the sound signatures produced
by drone engines and rotating blades with other sound signatures that have been
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gathered. Acoustic characteristics are taken after sound analysis. However, the
precision of detection is impacted by noise and temperature. Additionally, the
sensing area is constrained [90, 112, 113].

2. Visual media-based sensing: It is important to note that the majority of the
research on drone identification has looked at image data and video feeds obtained
from cameras [114, 115]. Other literature studies have mentioned shape analysis for
UAV identification [116].

UAV Investigation schemes are shown in Table 2.7

The hierarchy of secure communication is shown in Figure 2.3

2.7 Current Research Issues and Future Directions

While there have been various proposed solutions aimed at enhancing the security of
IoT-based UAV networks, there are still some unresolved concerns that necessitate the
collaboration of researchers and industry experts.

• Identification and avoidance of malicious software of UAV: Research has
demonstrated that malware has the potential to infect drones [117]. To the best of
our knowledge, there is currently no research available that deals with the identifica-
tion of malware specifically designed for drones. Despite the absence of a malware
dataset specifically designed for drones, a malware classification model is recom-
mended for ground control centres [118]. The topic of detecting malware is not
new and has received extensive attention from both academic and industrial sec-
tors. Detection of malicious software relies on operating systems and necessitates
the incorporation of specific detection capabilities. To identify harmful drones, the
anti-malware system must take into account certain characteristics unique to the
drone’s operating system, including its use of navigational state in terms of height,
place, speed, and direction. Hence, a suggestion has been made for the research
community to explore the subject of detecting malware in drones.

• Unique Intrusion detection system Many of the Intrusion detection systems
will work on UAV to GCS but do not include any additional intrusions associated
with the drone, GCS, or any efforts to tamper with stored data without using the
cloud system. The UAV dataset is not used for IDS instead of network simulators.
So, by considering the UAV dataset, the IDS system can be trained.

• Amalgamation of UAVs with different types of Networks: To improve the
secure communication between UAVs and ground stations then there is a require-
ment for the amalgamation of UAVs with IoT, Vehicle networks, and 5G. However,
the combination of these networks can be vulnerable to attacks, so an integration
framework & authentication protocols should be developed by the research commu-
nity to ensure secure communication.

• Lightweight encryption algorithms: The GCS and UAVs constantly transfer
the signals in IoT-based UAV networks, resulting in a significant transmission over-
head. Therefore, UAVs need a lightweight encryption protocol to protect transmis-
sion because they run on batteries and can travel great distances. The researchers
can work on lightweight quantum cryptography due to the dynamic nature of UAVs.
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• Fleet system for UAV security: In an IoT-based UAV network system, the
UAVs should collaborate to complete the task, but with better security, and for
this purpose, a fleet system is the answer to maintain secure communication among
UAVs. The fleet system must include reliable node identification and collaborative
learning for privacy.

• Post Quantum cryptography: BB84 protocol discussed in section 2.6.1.6 can
be vulnerable to active eavesdropping, and also quantum computers can break the
product of large prime numbers in the RSA algorithm using faster calculation. To
protect these cons, the lattice-based cryptographic technique can be the future scope
for the researchers.

• Chaos-based cryptology: The chaos-based cryptology technique is used for image
encryption that can also be used for encrypting messages between UAVs and UAV to
GCS communication. Therefore, the chances of active eavesdropping by adversaries
can be eliminated by using the chaotic map.

• Secure UAVs communication based on SDN: Software-defined networking
can help IoT-based UAV networks eliminate security vulnerabilities with the help of
controllers that can manage the whole network using the flexibility of programming
rather than self-configuration. With the usage of a centralized SDN controller, the
whole UAV network system can be compromised using the centre point of failure.
So, the researchers should come up with a solution to overcome the single point of
failure.

• Rules and guidelines: The administration should be made to limit the unautho-
rized usage of UAVs for harming the population. The stringent regulations must
be there by allowing only authorized people with proper licenses to operate UAVs.
The government should provide a security training session to companies and UAV
operators like [86].

2.8 Preliminaries of Authentication schemes

This section provides prior knowledge on the authentication schemes.

2.8.1 Genus-2 Curve

Hyperelliptic curves encompass a range of algebraic curves with various degrees of com-
plexity, including elliptic curves [119–122]. Consequently, it is possible to perceive an
elliptic curve as a hyperelliptic curve with a genus of 2 [123, 124]. The hyperelliptic curve
(HC) of genus g is given by the equation 2.1 as mentioned below:

y2 + h(x)y = f(x) (2.1)

where f(x) denotes the polynomial with a degree of ϕ = 2g+1 or ϕ = 2g+2, where n > 4
and has ϕ distinct roots. Also, let h(x) be a polynomial with a degree less than g + 2.
For example, Consider the hyperelliptic curve G2C, defined as in equation 2.2:

G2C : y2 = x5 − 5x3 − 4x− 1 (2.2)
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This curve is situated over the rational numbers (Q), and it possesses a genus of g = 2,
as shown in Figure 2.5.

The genus of a curve is a topological invariant representing the count of non-intersecting,
single-closed curves that can be traced on the surface without dividing it. In other words,
it corresponds to the number of topological handles present on the surface. The genus is
always greater than or equal to 1 for hyperelliptic curves.

Let Z be the finite field with order p and p≈ 280.

• Divisor
A divisor, denoted as D, is a formal summation of points P within the set G2C as
in equation 2.3.

D =
∑

P∈G2C

jpP (2.3)

where j∈ Z.

The degree of D is the integer deg(D)=
∑

P∈G2C jpP
The order of D at P is the integer ord p (D)= jp

The divisors collectively constitute a mathematical group when operated upon by
addition. This group, representing the divisor of hyperelliptic curve G2C, is formally
denoted as ‘D(G2C)’. The addition operation for combining two divisors can be
executed in the following manner as in the equation 2.4 :

D =
∑

P∈G2C

jpP +
∑

P∈G2C

kpP =
∑

P∈G2C

(jpP + kpP ) (2.4)

2.8.1.1 Computational Hypotheses

• Hypothesis Underlying the Genus 2 Curve Discrete Logarithm Problem
(G2CDLP)

In the context of G2CDLP, we have adopted the following assumptions:

– Let’s denote a variable as “α”, and it takes on values from the set {j — j is a
positive integer greater than or equal to 1}

– The likelihood of successfully computing “α” from the equation K = α ·D is
deemed to be exceedingly small.

• Computational Assumption for the Diffie-Hellman Problem in Genus 2
Curves (G2CDHP)

In the context of G2CDHP (Genus 2 Curve Diffie-Hellman Problem), we establish
the following assumptions:
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Figure 2.5: Genus-2 hyperelliptic curve

– We introduce two variables, ρ and Ω, and both are drawn from the set {j — j
is a positive integer greater than or equal to 1}.

– To predict the variables ρ and Ω from the equation K = ρ ·Ω ·D is considered
to be of negligible significance.

2.8.2 Physical Unclonable Function

PUF is a cryptographic primitive that acts as a distinctive electronic fingerprint [125, 126]
encoded in a device’s hardware, formed by unforeseen differences in production. Each
PUF installed on the UAV is distinct, making it nearly hard to clone. For instance, the
tiny variances in microchip circuits yield unique reactions when given the identical input
challenge, generally described mathematically as R = PUF (C), where C is the input
challenge and R is the consequent response, thus forming (C,R) pair [127]. This innate
uniqueness makes PUFs suitable for secure authentication and encryption applications,
delivering a natural layer of protection thats impossible to imitate.

2.8.2.1 Properties of Physical Unclonable Function

Physically Unclonable Functions (PUFs) possess several essential properties that make
them attractive for hardware security applications:

• Unclonability The inherent unpredictability generated during production renders
it virtually hard to duplicate the precise structure of a PUF, even by the original
producer. This mitigates redundancy and enhances security.

• Unpredictability The outputs of a PUF are indeterminate without prior familiar-
ity with the individual challenge-response pairings (CRPs). This guarantees that
adversaries cannot deduce answers from observable patterns.
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• Tamper Resistance Any attempt to physically probe, manipulate, or tamper
with a PUF modifies its physical properties, causing it to generate inaccurate or no
replies. The tamper-evident characteristic augments its security.

• Entropy PUF answers display high entropy, indicating they contain a considerable
amount of randomness. This attribute is critical for secure key generation and
ensuring robust cryptographic performance.

• Uniqueness Each PUF demonstrates a unique response to the same problem due
to intrinsic manufacturing variances. This ensures that every device with a PUF is
recognizable from others, making it an effective hardware fingerprint.

2.8.3 Fuzzy Extractor

A fuzzy extractor is a cryptographic technology that is commonly applied in scenarios
where biometric data, such as fingerprints or voiceprints, are used for user identification
purposes [128]. It includes two operations:

• The generation operation (Gen(·)) receives biometrtic traits (BTEU) as inputs and
produces a secret biometric key γEU and helper data (hd). The equation for the
generator function is Gen(BTEU) = (γEU , hd)

• The reproduction operation, (Rep(·)), accepts Biometric traits (BT ∗
EU) and hd as in-

puts. It reproduces the biometric key on verifying the conditionHamD(BT ∗
EU , BTEU)

≤ t, where HamD signifies the Hamming distance HamD, and t denotes the thresh-
old. The equation for the Reproduction function is Rep(BT ∗

EU , hd) = γEU .

2.8.4 Security Validation Tool

2.8.4.1 Scyther

Scyther is a protocol verification tool which comes with Security Protocol Description
Language (SPDL) syntax. This simulation tool is used to validate the security aspects
related to authentication, confidentiality, and integrity. Scyther tool characterizes the en-
tities involved as roles within the proposed protocol. Scyther is instrumental in verifying,
falsifying, and comprehensively analysing the security features of the protocol. Scyther
serves as a mechanism for assessing the core security properties based on the assump-
tion of perfect cryptography [129]. It’s worth noting that when using the Scyther tool,
potential attackers cannot execute security attacks on encrypted messages unless they
possess the decryption key. Contrasting with the DY model presented by Dolev and Yao
in 1983, where attackers had absolute control over communication entities, in the sce-
nario involving the Scyther tool, adversaries are constrained from capturing, altering, or
deleting transmissions across the network unless they can derive new information from
their existing knowledge. Understanding these mathematical foundations is crucial for
designing and evaluating PUFs in secure hardware applications. The Scyther tool em-
ploys claims to articulate and define the security requisites. These claims encompass a
range of criteria, including Nisynch, Secret, Niagree, Alive, and Weakagree.

• Secret: The objective is to establish confidentiality measures that facilitate secure
communication between the two participating parties, and the written syntax for
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the claim is claim(I, Secret, H) where I is the role or entity and H is considered a
secret value.

• Niagree: The establishment of a non-injective agreement with a role concerning a
set of data items can be achieved through the inclusion of the relevant signal claims
and syntax for this claim is claim(I, Niagree)

• Nisynch: All processes related to data transmission and network sessions involving
the entities must adhere rigorously to the security regulations delineated within
the proposed protocol. It is paramount that all participating entities diligently
uphold synchronization with their current operational states. claim(I, Nisynch) is
the syntax in SPDL.

• Alive: The aim of claim(GCS, Alive) is to ensure a robust authentication process
between the designated parties, focusing on enabling the execution of specific tasks
by an intended communication partner.

• Weakagree: In professional terminology, one can assert that a protocol provides
a form of weak agreement to an initiating party denoted as ’A’ concerning another
party, referred to as ’B,’ when it ensures that whenever ’A’ assumes the role of the
initiator and successfully concludes a protocol session, ostensibly involving ’B’ as the
responder, it is implied that ’B’ had been engaged in a prior execution of the same
protocol, seemingly with ’A’ as the initiator. In the domain of SPDL programming,
which facilitates input provision to the Scyther tool, security assertions are appended
to the conclusion of each role. These assertions serve as essential criteria enabling
entities to assess whether the protocol has successfully passed the verification process
as intended and whether the predefined security goals have been achieved. The
syntax for this claim is claim(I, Weakagree).

2.8.5 Random oracle model

This method is a mathematical model that responds to distinct queries with arbitrary
responses by validating shared session keys from adversaries. The Random Oracle Model
(ROM) is a theoretical framework in cryptography where hash functions are idealized as
random oracles. In this model, a hash function functions as a black box that gives really
random outputs for each unique input, while ensuring consistency for repeated requests.
This abstraction facilitates the study and design of cryptographic protocols by allowing
them to assume the availability of a perfect hash function [13].

2.8.6 Principle terms in Random oracle model

• Oracle: The oracle in ROM is a theoretical entity that resembles a perfect hash
function. It accepts an input (query) and returns a really random response while
maintaining consistencyreturning the same output for subsequent requests with the
same input. The oracle is essential to the ROM because it provides an idealized
abstraction of cryptographic hash functions, enabling easier security proofs.

• Participants: Participants are the entities entailed in the cryptographic protocol
under investigation in the ROM. These can include humans, devices, or systems
that interact with the Oracle and one another. Participants send queries to the
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Oracle and use the replies to perform protocol processes such as key generation,
authentication, and data verification.

• Partnership: Partnership refers to the interaction between protocol participants
who work together to achieve a certain cryptographic purpose, such as creating a
shared secret or authenticating one another. Partners are often characterized by
their common knowledge of specific parameters (for example, a session key or pre-
shared secrets) and their agreement to complete protocol stages together.

• Freshness: Freshness guarantees that cryptographic elements, such as session keys
or nonces, are fresh and not repeated from earlier protocol sessions. This character-
istic is critical for mitigating replay attacks when adversaries reuse legitimate data
from old sessions. Freshness is sometimes achieved by integrating nonces (unique
random numbers), timestamps, or sequence numbers into protocol messages.

• Adversary: The adversary in ROM symbolizes a theoretical attacker seeking to
compromise the protocol’s security. The adversary can engage with the oracle by
sending queries and observing responses, imitating real-world assaults like guessing,
interception, or message tampering. In security proofs, the adversary’s success is
quantified to demonstrate the protocol’s resilience under the assumed paradigm.

2.8.7 ROM Queries

This method contains various queries that are necessary for the assessment of adversary
attacks as follows:

• Send: Send Query allows an attacker to send messages to protocol participants
and observe their answers, imitating active assaults like impersonation or message
manipulation.

• Execute: Execute query enables the adversary to passively watch the communica-
tion between honest parties without interference, indicating passive eavesdropping
attacks.

• Corrupt: Corrupt query allows an attacker to compromise a participant in order to
acquire access to their long-term secret keys, making it easier to assess the protocol’s
robustness to insider threats and key compromise scenarios.

• Reveal: The Reveal query allows the attacker to collect session-specific secrets,
such as session keys, in order to assess the protocol’s security regarding session key
disclosure and attributes, such as forward secrecy.

• Test: Test query evaluates the indistinguishability of a session key from a random
value, which is critical for demonstrating the protocol’s security against chosen-
ciphertext or chosen-plaintext attacks.

2.9 Summary

In this chapter, we have provided a thorough analysis of secure communication meth-
ods in IoT-based UAV networks, outlining the progression from traditional methods to
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lightweight, elliptic curve encryption, blockchain, and quantum cryptography. This study
focuses on significant research questions and covers literature from 2017 to 2022. Current
physical and logical attacks against UAVs are categorized in this chapter. It examines
past malicious attempts and suggests a systematic research approach. Future directions
and current research challenges are discussed for additional analysis. The chapter also
introduces foundational concepts related to authentication schemes.
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Chapter 3

G2CAIUN: A Novel Genus-2 Curve-based

Authentication for Secure Data Transmission in

IoT-based UAV Networks

In this chapter, we have proposed a novel Genus-2 curve-based authentication and key
agreement scheme which provides resilient communication in IoT-based UAV networks.
The proposed work applies the hyperelliptic curve discrete logarithm hardness, crypto-
graphic hash function, XOR operation, random tokens and unique timestamps, and PUF
to prevent adversary attempts such as session key disclosure in the smart city environ-
ment.

3.1 Introduction

The Internet of Things is a rapidly growing domain with the advancement of miniature
technologies and provides a network of a more significant number of devices through
the Internet. Every device, such as appliances, industry machines, and vehicles in an
IoT environment, is equipped with sensors, integrated circuits and embedded hardware.
There are numerous applications like healthcare to monitor patient health, track weather
conditions and soil moisture efficiency, and crop management [130]. IoT-based UAV
networks comprise a GCS, UAVs, and EU. In this network, UAVs gather data from their
surroundings and transmit it to the designated server located at the GCS. The GCS, in
turn, exercises control and oversight over the UAVs by dispatching control commands
through wireless channels [16]. The use of UAV innovation[41] has altered the manner
in which the community gathers information for a variety of purposes, including but not
limited to disaster response, healthcare, public safety, delivery, agriculture, security, and
military [8, 131]. Additionally, unmanned aerial vehicle applications extend to smart
cities, which have played a significant part in the improvement of urban management and
public services [22, 132, 133].

Despite the merits, there are some significant concerns regarding security breaches in
smart city environments as external users like traffic management authorities and emer-
gency vehicles such as firefighters and ambulances need sensitive data from UAVs through
GCS over the public channel, which can be captured by the adversary to perform replay,
man-in-the-middle, session key attacks. Moreover, the UAVs can be captured by adver-
saries to tamper with the credentials stored in UAV storage [134]. Therefore, the pro-
posed G2CAIUN protocol provides a mutual authentication scheme based on the Genus-2
curve. This authentication and key agreement scheme utilises hyperelliptic curve point
multiplication, ensuring high security with formal and informal security analysis, and
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the performance of the proposed scheme shows lower computation and communication
overhead.

3.1.1 Motivation

Although IoT-based UAV Networks offer significant advantages and facilitate several po-
tentially beneficial applications and its general design needs new data protection measures
and secure authentication protocols. In smart city environments, external users need sen-
sitive updated information from the deployed UAVs to make the perfect decisions in
certain circumstances, such as current traffic conditions required by the traffic police to
prevent vehicle crash incidents and healthcare ambulance vehicles for patients in emer-
gencies. When UAVs provide data to third-party users, protecting the identity of the
UAVs becomes critical [16, 135]. This is because an opponent might theoretically track
a UAV and determine its geographical location. The existing study employs bilinear pair
cryptography, symmetric encryption, and authenticated encryption with associative data
(AEAD), elliptic curve cryptography (ECC) with high computation and communication
overhead, and their work provides secure communication within EU and UAV entities
through GCS without including UAV-GCS and UAV-UAV environment. Thus, to miti-
gate these challenges, the proposed G2CAIUN mutual authentication scheme is designed
which is based on the Genus-2 Curve for IoT-based UAV networks. The proposed work
provides separate session keys for each session between EU and UAVs through distinct
timestamps and enigmatic identities. This work provides PUF primitive to protect UAVs
from physical capture attacks in each communication environment, such as EU-GCS-
UAV, UAV-GCS and UAV-UAV. This work employs a Genus-2 hyperelliptic curve point
multiplication with a reduced key size of 80-bit, providing a similar level of robust security
as an elliptic curve of genus-1 with a half-field size. Currently, no such subexponential
fast algorithm exists for the Genus-2 curve to solve discrete logarithmic problems, which
motivates us to design a robust and lightweight mutual authentication scheme.

3.1.2 Novel Contributions

This section mentions all the novel contributions of the proposed scheme as follows:

• Demonstrates a Genus-2 curve-based authentication scheme for robust communica-
tion in IoT-based UAV networks.

• Leverages the hyperelliptic curve discrete logarithm problem and anonymous iden-
tity to ensure the communication is encrypted and anonymous from adversary at-
tacks.

• The proposed work applies the cryptographic hash function, XOR operation, ran-
dom tokens and unique timestamps to prevent session key disclosure and maintain
forward secrecy.

• Adopts Physical Unclonable Function (PUF) technique to keep the scheme lightweight
and resistant to physical tampering attacks.

• This work provides mutual authentication and key agreement among EU, GCS and
UAV with UAV-GCS and UAV-UAV authentication mechanisms.
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Figure 3.1: Network model

• Comparative analysis of the proposed scheme is presented regarding security at-
tributes, communication and computation overhead.

• The proposed work is analysed with formal and informal methods such as the Ran-
dom Oracle Model and Scyther tool under the DY and CK-adversary model.

3.2 System Model

This section discusses the network model for IoT-based UAV networks along with the
adversary model as described below:

3.2.1 Network Model

This model demonstrates the network model for IoT-enabled UAV networks in smart city
scenarios. The suggested network model includes three entities such as EU , UAV and
recognised entity GCS. which is illustrated in Figure 3.1 and described below:

• EU : The external user holds the smartphone device and obtains the confiden-
tial credentials during the registration stage. The secure session key is established
between the EU and UAVs, ensuring mutual authentication.

• GCS : The Ground Control Station is the recognised entity which maintains the
communication between UAVs and external users and allows only registered users
and UAVs in the network.

• UAV s : Unmanned Aerial Vehicle gets its confidential data from GCS after reg-
istration. These vehicles collect the required data via sensors for smart cities and
transfer it to authorised GCS and EU.
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3.2.2 Adversary Model

The following adversary models are assumed for the IoT-based UAV network.

• DY-Adversary Model We assumed the DY adversary model [136] for IoT-based
UAV networks. Under this model, an attacker (A) can take complete control over an
insecure channel. The attacker may delete, block, replay and modify any message
content transferred on the channel, thus obtaining sensitive information by known
attacks such as “eavesdropping”, “denial of service”, “replay”, “modification” and
“man in the middle” attacks.

• CK-Adversary Model We also consider the complete CK adversary model [137]
in which it is assumed that confidential credentials such as session temporary in-
formation can be obtained by the attacker thus, perform the unauthorised activity
such as “impersonation”, “known-session key” attacks using the credentials and may
capture the UAVs physically.

3.2.3 Design Goals

The various design goals are required to achieve the robustness of the proposed scheme,
as mentioned below [50, 138–141]:

• Mutual authentication: Authentication is required at both entities’ ends, i.e.
between EU and UAV and among UAVs, to ensure trustworthiness.

• Untraceability: The communicated messages or confidential information, such as
the UAV’s actual location, must not be traceable among entities such as EU, GCS
and UAVs.

• Anonymity: The attacker must not reveal the original identity of the enrolled
entities such as EU, UAV and GCS.

• Non disclosure of session key: The current session key must be kept secret
between the EU and UAV. If this is not the case, then predicting the previous
session key by the attacker must remain intact.

• Resistance to known attacks: The communicating entities must ensure resis-
tance against well-known attacks such as “eavesdropping”, “denial of service”, “re-
play”, “modification” and “man in the middle” and “impersonation ”attacks.

• Physical capture resiliance: If the smartphone device and UAVs are captured
by the attacker, then the designed scheme must ensure the safety of these devices
without revealing the sensitive data stored in their respective memories.

3.3 Proposed Scheme

This section covers the design and development stages of the proposed scheme.
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3.3.1 Setup Stage

The main task in this stage is performed by GCS to publish parameters that will be
employed during enrollment, authentication and key agreement stages as described below:

• Step-1: Perform amalgamation of PUF hardware from reliable sources into UAVs
to publish parameters such as PUF challenge (CHUAV ) and store them in UAV
storage.

• Step-2: GCS choose the private key,PRKGCS ∈ Z i.e. set of positive integers.

• Step-3: The GCS then selects HC and picks a divisor (D) to calculate the public
key as mentioned in equation 3.1:

PBKGCS = PRKGCS.D (3.1)

• Step-4: The GCS selects hash function ‘h(.)’ and publish the parameters
{CHUAV , PBKGCS, D, h(.)} in IoT-based UAV environment.

3.3.2 Enrollment Stage

External users and UAVs register themselves to get confidential credentials from a trusted
authority, GCS, as described below:

3.3.2.1 External User Enrollment

The sensitive data is required for the monitoring purposes from UAVs under smart city
environments, which can be accomplished when the External User (EU) is enrolled with
GCS securely as mentioned below:

• Step-1: In first step EU choose an original identity ‘IDEU ’ and a corresponding
password ‘PASSEU ’ along with random number ‘λ’ to perform computation as spec-
ified in equation (3.2):

YEU = h(IDEU ⊕ PASSEU ⊕ λ) (3.2)

• Step-2: GCS perform computation OIDEU and ZEU on receiving request message,
as in equations (3.3) and (3.4):

OIDEU = IDEU .D (3.3)

ZEU = h(YEU ∥ OIDEU) (3.4)

Subsequently, GCS records (IDEU , OIDEU , ZEU) within its database, and the mes-
sage (OIDEU ,ZEU) is transferred to user via secure channel and then EU completes
the registration stage by storing the (OIDEU ,ZEU , λ) in its memory after receiving
the parameters from GCS as shown in Figure 3.2.
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Figure 3.2: External user enrollment

3.3.2.2 UAV Enrollment

All the UAVs carry the bulk of information from the environments like smart cities, which
can be required by the external user through GCS, which is presented in Figure 3.3 and
described below:

• Step-1: Each UAVs selects there original identity ‘IDUAV ’ and forward the request
message to GCS, which then utilise PUF hardware installed on UAVs and picks
a random number ‘η’ and evaluates intermediate hash value IHUAV along with
OIDUAV as in equations (3.5)–(3.7) :

RESUAV = PUF (CHUAV ) (3.5)

IHUAV = h(IDUAV ∥ η ∥ RESUAV ) (3.6)

OIDUAV = h(h(IDUAV ∥ PRKGCS)⊕ IHUAV ) (3.7)

• Step-2: On successfully evaluating OIDUAV , GCS then transmit and store the ob-
fuscation and original ID pair (OIDUAV , IDUAV ) to UAV for its respective memory
to complete the enrollment.

3.3.3 Authentication and Key Agreement Stage

In this stage, both entities, EU and UAV, perform mutual authentication with each other
to generate a session key for the secure transmission of data as presented in Figure 3.4.
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Figure 3.3: UAV enrollment

• Step-1: External user enters IDEU and password PASSEU in smartphone device
to perform the computation as in equations (3.8)–(3.10).

Y S
EU = h(IDEU ⊕ PASSEU ⊕ λ) (3.8)

OIDS
EU = IDEU .D (3.9)

ZS
EU = h(Y S

EU ∥ OIDS
EU). (3.10)

and checks (ZS
EU ?= ZEU).If validation is successful,then EU selects a timestamp

TS1 and evaluate the following equations (3.11)–(3.15):

PBKGCS = PRKEU .D (3.11)

KEU = PRKEU .PBKGCS (3.12)

M1 = h(OIDGCS || TS1)⊕OIDEU (3.13)

M2 = h(OIDGCS ∥ TS1 ∥ KEU)⊕OIDUAV (3.14)

M3 = h(OIDEU ∥ OIDGCS ∥ OIDUAV ∥ KEU ∥ TS1) (3.15)

After performing calculations, EU transmit the message MSG1 = (M1,M2,M3,
PBKEU , TS1) to GCS over the public channel.
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• Step-2: GCS receives the request the MSG1 and perform the validation (|TSpr −
TS1| ≤ ∆T ) , where ∆T depicts the maximum time for acquiring the message,
and If the validation is successful, the GCS calculates the following as in equa-
tions (3.16)–(3.19).

KGCS = PBKEU .PRKGCS (3.16)

OIDEU* = h(OIDGCS ∥ TS1)⊕M1 (3.17)

OIDUAV * = h(OIDEU* ∥ TS1 ∥ KGCS)⊕M2 (3.18)

M3* = h(OIDEU* ∥ OIDUAV * ∥ OIDGCS* ∥ KGCS ∥ TS1) (3.19)

GCS checks (M3? = M3*). If the condition is not valid, then GCS terminates the
session; otherwise evaluates the following equations (3.20)–(3.22).

M4 = h(OIDUAV * ∥ TS2)⊕RT1 (3.20)

M5 = OIDEU*⊕ h(OIDUAV * ∥ OIDGCS* ∥ TS2 ∥ RT1) (3.21)

M6 = h(OIDUAV * ∥ OIDGCS ∥ OIDEU* ∥ TS2 ∥ RT1 ∥ RESUAV ) (3.22)

Ultimately, GCS transmits message MSG2 with contents such as M4,M5,M6 along
with TS2 to the UAV.

• Step-3: UAV proceeds to validate |TSpr − TS2| <= ∆T on acquiringMSG2, and If
this validation is successful, then UAV performs the following equations (3.23)–(3.26)
computations:

RT1* = h(OIDUAV ∥ TS2)⊕M4 (3.23)

OIDUAV * = h(OIDUAV ∥ OIDGCS ∥ TS2 ∥ RT1*)⊕M5 (3.24)

RESUAV * = PUF (CHUAV *) (3.25)

M6* = h(OIDUAV ∥ OIDGCS ∥ OIDEU* ∥ TS2 ∥ RT1* ∥ RESUAV *) (3.26)

then check if (M6? = M6*). On successful verification, a new random token RT2

and TS3, is produced followed by equations (3.27)–(3.29).

M7 = h(OID′
UAV * ∥ OIDUAV ∥ TS3)⊕RT2 (3.27)
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SKUAV−>EU = h(OIDUAV ∥ OIDGCS ∥ OIDEU* ∥ TS3 ∥ RT2) (3.28)

AUTN = h(SKUAV−>EU ∥ TS3) (3.29)

After performing all the computations, the UAV transfers message MSG3 = (M7,
AUTN , TS3) to the EU over a public channel.

• Step-4: EU receives the message M7 and validate the condition |TSpr − TS3| <=
∆T . If the condition is valid, EU performs computation RT2*, AUTN*, the session
key, denoted as (SKEU−>UAV ), in the following equations (3.30)–(3.32):

RT2* = h(OIDEU ∥ OIDGCS ∥ TS3)⊕M7 (3.30)

SKEU−>UAV = h(OIDUAV ∥ OIDGCS ∥ OIDEU ∥ TS3 ∥ RT2*) (3.31)

AUTN* = h(SKEU−>UAV ∥ TS3) (3.32)

At last, EU validates AUTN* and AUTN . If the condition is satisfied, then the cal-
culated session key is considered to be valid for secure data transmission. Otherwise,
the session between the EU and UAV will terminate.

3.3.4 UAV-GCS Authentication Stage

This stage is responsible for establishing the session key between UAV and GCS as shown
in Figure 3.5 and given as:

• Step-1: UAV initiates the process by producing timestamps TS4 and random token
(RT3) followed by the equations (3.33)–(3.36) :

RESUAV1 = PUF (CHUAV1) (3.33)

MRESUAV = h(RESUAV1 ∥ CHUAV1) (3.34)

RESUAV = h(OIDUAV ∥ IDUAV ∥ TS4 ∥ MRESUAV ∥ RT3) (3.35)

N = h(OIDUAV ∥ MRESUAV ∥ TS4 ∥ RT3) (3.36)

and forwards the message (OIDUAV , RESUAV , N, TS4, RT3) to GCS.

• Step-2: After collecting messages from UAV then, GCS will check the condition
|TSpr − TS4| <= ∆T . If validation is successful, then GCS recovers MRESUAV by
knowing OIDUAV followed by equation (3.37):

N∗ = h(OIDUAV ∥ MRESUAV ∥ TS4 ∥ RT3) (3.37)
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Figure 3.4: Authentication and Key Agreement Stage

Then, GCS perform validation N? = N∗. If the validation is unsuccessful, then the
session is terminated; otherwise, GCS will generate a new challenge CHGCS and a
random number RT ∗

3 followed by equations (3.38)–(3.41):

OIDGCS = h(IDGCS ∥ CHGCS) (3.38)

G1 = h(OIDUAV ∥ TS4 ∥ RT ∗
3 ∥ MRESUAV )⊕OIDGCS (3.39)

SKGCS→UAV = h(OIDUAV ∥ TS4 ∥ RT ∗
3 ∥ MRESUAV ) (3.40)

G2 = h(G1 ∥ SKGCS→UAV ∥ RT ∗
3 ) (3.41)

At last, GCS forwards (G1, G2, RT ∗
3 ) to UAV after computation.

• Step-3: On receiving (G1, G2, RT ∗
3 ) from GCS, UAV evaluates the following equa-

tions (3.42) and (3.43):

SKUAV→GCS = h(OIDUAV ∥ TS4 ∥ RT ∗
3 ∥ MRESUAV ) (3.42)

G∗
2 = h(G1 ∥ SK1 ∥ RT ∗

3 ) (3.43)

UAV will check for the validation of G∗
2 ?= G2. If the validation is successful, then

SK1 is treated as a valid session key for the UAV−GCS authentication stage.
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Figure 3.5: UAV-GCS Authentication

3.3.5 UAV-UAV Authentication Stage

In this stage, the UAV loaded with sensitive information needs to be disseminated to
other UAVs by using authentication as shown in Figure 3.6 and given as:

• Step-1: UAV1 sends the request toGCS for generating secure session key SKUAV1↔UAV2

to transfer the sensitive information to UAV2 and session key between UAV1 and
GCS is generated before the send request.

• Step-2: On receiving the request by UAV1, the GCS redirect this authentication
request (REQ) along with h(SKUAV1→GCS||OIDGCS||REQ) to UAV2. UAV2 then
verifies the hash value and generates a session key SKUAV2→GCS between UAV2 and
GCS.

• Step-3: Each session key SKUAV1→GCS and SKUAV2→GCS is utilised by UAV-GCS
authentication stage to generate session key SKUAV1↔UAV2 which will be dissemi-
nated to UAV1 and UAV2 the for secure communication.

3.3.6 Password Update Stage

Each user can update their password credentials from time to time to keep the commu-
nication safe, and the following procedure is required to achieve this task:

• Step-1: EU with smartphone device enters its original identity IDEU and pass-
word PASSEU and selects the random token λ to proceed with computations as in
equations (3.44)–(3.46).

Y S
EU = h(IDEU ⊕ PASSEU ⊕ λ) (3.44)
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Figure 3.6: UAV-UAV Authentication

OIDS
EU = IDEU .D (3.45)

ZS
EU = h(Y S

EU ∥ OIDS
EU) (3.46)

and if the condition (ZS
EU? = ZEU) is valid then EU can provide its fresh password

credential for the updation. On the other hand, the session terminates automatically
in case it is not valid.

• Step-2: On validation, EU provides PASSN
EU to the smartphone device, followed

by the calculations in equations (3.47)–(3.49).

Y N
EU = h(IDEU ⊕ PASSN

EU ⊕ λ) (3.47)

OIDEU = IDEU .D (3.48)

ZN
EU = h(Y N

EU ∥ OIDEU) (3.49)

• Step-3: At last, EU with smartphone device replaces the fresh ZN
EU secret the EU

substitutes ZN
EU in place of ZS

EU to maintain the robust system.
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3.3.7 Termination and Reissuance Stage

EU smartphone devices can be lost or stolen due to any unforeseen situation, which can
be overcome by replacement of the device as mentioned :

• Step-1: EU with smartphone device enters its original identity IDEU and new
password PASSN

EU and selects the random token λ′ to proceed with computations
as in equation (3.50).

Y N
EU = h(IDEU ⊕ PASSN

EU ⊕ λ′) (3.50)

then forward IDEU and Y N
EU for GCS storage over secure channel.

• Step-2: On getting a message from EU, GCS perform the following computation
as given in equations (3.51) and (3.52).

OIDEU = IDEU .D (3.51)

ZN
EU = h(Y N

EU ∥ OIDEU) (3.52)

Subsequently, the GCS stores OIDEU and ZN
EU in its memory and forwards these

secret values to the EU over a secure medium.

• Step-3: EU performs computation on receiving data from GCS, and calculation is
provided in equations (3.53) and (3.54)

ZN
EU* = h(OIDEU ∥ Y N

EU)⊕ ZN
EU (3.53)

OIDEU* = h(OIDEU ∥ PASSN
EU)⊕OIDEU (3.54)

At last EU replaces ZEU with ZN
EU* and stores OIDEU*, Z

N
EU* in its memory.

3.3.8 UAV Augmentation Stage

The UAVs are resource-constrained devices due to which they can be easily exhausted
from the network, so the replacement of UAVs is required to accomplish the task, and
the process of augmentation is given as follows:

• Step-1: The latest UAV N provides its ID as IDN
UAV to the GCS and after receiving

IDN
UAV , GCS calculates new challenge-response (CHN

UAV , RESN
UAV ) pair and inter-

mediate hash value (IHN
UAV ) to calculate anonymous ID as in equations (3.55)–(3.57):

RESN
UAV = PUF (CHN

UAV ) (3.55)

IHN
UAV = h(IDN

UAV ∥ η ∥ RESN
UAV ) (3.56)

OIDN
UAV = h(h(IDN

UAV ∥ PRKN
GCS)⊕ IHN

UAV ) (3.57)

• Step-2: The GCS archives IDN
UAV , OIDN

UAV within the drone’s memory before its
deployment in the operational field, along with IDN

UAV in storage.
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3.4 Security Evaluation

The G2CAIUN scheme is verified and analysed for resistance to security attacks using
formal and informal verification through ROM and Scyther tools.

3.4.1 Formal evaluation

There are two formal verification strategies of the G2CAIUN protocol, which are men-
tioned below:

3.4.1.1 Ramdom Oracle Model-based evaluation

This evaluation provides the formal proof of session key (SKEU→UAV/UAV→EU) during
the authentication and key agreement stage of G2CAIUN. According to Table 3.1, the
attacker can run different queries like Corrupt, Test, Reveal and Execute to perform the
unauthorised activity. The fundamental ROM elements are given as:

• Participants: Our protocols include the following entities: EU, GCS, and UAV, all
of which are considered participants in the communication. Each of the participant
such as EU has the instance I1 with oracle ξI1EU , UAV has the instance I2 with oracle
ξI2GCS and UAV has the instance I3 with oracle ξI3UAV .

• Random Oracle: Two random oracles, namely, PUF (·) and hash function h(·)
will be selected for analysis.

• Partnerships: If the EU oracle ξI1EU and UAV oracle ξI3UAV continue to share a
secure session key, they will become partners.

• Adversary: The adversary or attacker (A) can compromise the communication
between entities as mentioned in the adversary model.

• Freshness: If attacker (A) does not reveal shared key information then ξINS1
EU , ξINS3

UAV

is fresh.

Definition (Semantic Security): Determining the actual SK created from a
random number by an adversary A serves as the basis for the confidentiality of the session
key communicated between the EU and UAV. By leaking SK information, A has a chance
of violating the semantic security of the G2CAIUN protocol by winning the game b

′
= b

where b is real bit and b
′
is imagined bit, which leads to success probability denotes as

sc, and advantage is described as:

AdvG2CAIUN
A = |2.P r[sc]− 1| (3.58)

Theorm 1: Let an attacker (A) working in polynomial time (PolyT ) to capture the
session key SKUAV→EU/SKEU→UAV during authentication and key agreement stage, then
the advantage of A is given as:

AdvG2CAIUN
A (polyT ) ≤

Hash2
Q

|Hash|
+

PUF 2
Q

|PUF |
+ 2AdvG2CDLP

A (PolyT ) (3.59)

Where terms like |Hash|, |PUF |, HashQ, PUFQ, and AdvG2CDLP
A (polyT ) represent

hash function length without collision, PUF length, hash queries frequencies, PUF query

71



Table 3.1: Query Details

Query Description

Corrupt(ξI1 ) Confidential information of EU can be obtained by the at-
tacker A after running a Corrupt query

Execute(ξI1EU ,ξI2GCS ,ξ
I3
UAV ) The message content can be gathered after execution of this

query by attacker A

Test(ξI1 ) The original or arbitrary session key decision is done by per-
forming this query by the attacker A

Reveal(ξI1 ,MSG) The session key generated among UAV and EU can be revealed
by the attacker A by performing this query.

frequencies and attacker advantage to break Genus-2 discrete logarithm problem (G2CDLP),
respectively.

Proof : The following four games (GA
i |i = 0, 1, 2, 3) are utilised by the attacker for

the Theorem 1 proof as discussed below.
GA

0 : The real attack in this game is carried out by A against G2CAIUN in the ROM by
selecting bit b then the semantic security of G2CAIUN provides the following.:

AdvG2CAIUN
A (PolyT ) = |2AdvG2CAIUN

A,Gi
− 1| (3.60)

GA
1 : Attacker A plays this game to perform eavesdropping attacks with Execute query

during authentication and key agreement stage, Attacker A can obtain all of the informa-
tion of messages like MSG1 = (M1,M2,M3, PBKEU , TS1),MSG2 = (M4,M5,M6, TS2),
and MSG3 = (M7, AUTN , TS3). SKUAV→EU = h(OIDUAV ∥ OIDGCS ∥ OIDEU* ∥
TS3 ∥ RT2) = SKEU→UAV , created among EU and UAV, is obtained by Attacker A with
the Test, Reveal queries to acquire the shared secret key along with a timestamp and
random token, RT2∗, the G2CAIUN protocol employs hash function without collision
that protects anonymous ids like OIDUAV , OIDGCS, and OID

′
EU . As a result, the shared

session key leak is unaffected by an eavesdropping attack, making GA
0 and GA

1 identical,
as seen below:

AdvG2CAIUN
A,G0

= AdvG2CAIUN
A,G1

(3.61)

GA
2 : In this game, attacker A carries out malevolent actions to get EU secret creden-

tials, including IDEU and PASSEU using a Corrupt query. Furthermore, the G2CDLP
math problem and cryptographic hash function difficulty make it impossible to anticipate
PRKEU if the attacker manages to get the concealed credentials stored in memory. Fur-
thermore, if hash queries and computational G2CDLP are disregarded, it is difficult to
discern between GA

2 and GA
2 . The benefits of calculating G2CDLP and using the birthday

paradox to identify hash collisions are as follows:

|AdvG2CAIUN
A,G1

− AdvG2CAIUN
A,G2

| ≤
Hash2

Q

2|Hash|
+ 2AdvG2CDLP

A (polyT ) (3.62)

GA
3 : In this Game , the difference between GA

2 and GA
3 is calculated for the simulation of

PUF (.) oracle. Adversary (A) can try to obtain the session key (SKUAV→EU) on verifying
M6∗ which is calculated by knowing RESUAV ∗ specifically. The adversary repeatedly
queries for PUF oracles in order to find RESUAV ∗ and the probability of finding this
response is impossible for the adversary, which is shown as:

|AdvG2CAIUN
A,G2

− AdvG2CAIUN
A,G3

| ≤
PUF 2

Q

2|PUF |
(3.63)
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Attacker A must imagine bit b′ to win the game after completing the Test and all other
queries. Then, it becomes clear that,

|AdvG2CAIUN
A,G3

| ≤ 1

2
(3.64)

From equation 3.60 and 3.61, we get

1

2
AdvG2CAIUN

A (polyT ) = |AdvG2CAIUN
A,G0

− 1

2
| (3.65)

From equations (3.60)–(3.63),and utilizing triangular inequality, we get

1

2
AdvG2CAIUN

A (Tpoly) = |AdvG2CAIUN
A,G0

− AdvG2CAIUN
A,G3

|

= |AdvG2CAIUN
A,G1

− AdvG2CAIUN
A,G2

|
= |AdvG2CAIUN

A,G2
− AdvG2CAIUN

A,G3
|

≤
Hash2

Q

2|Hash|
+

PUF 2
Q

2|PUF |
+ AdvG2CDLP

A (PolyT )

(3.66)

From equation (3.66), we obtain

AdvG2CAIUN
A (PolyT ) ≤

Hash2
Q

|Hash|
+

PUF 2
Q

|PUF |
+ 2AdvG2CDLP

A (PolyT ) (3.67)

3.4.1.2 Scyther formal evaluation

The proposed protocol G2CAIUN has been tested using the Scyther tool, which is written
in the “Security Protocol Description Language (SPDL)” as described in works [142, 143].
Scyther is crucial in thoroughly analyzing, validating, and faking the protocol’s security
characteristics. Scyther, as defined by [143], serves as a mechanism for assessing the core
security properties based on the assumption of perfect cryptography. Scyther is utilized
widely to show the security viewpoints of any security mechanism in an automated man-
ner. Compared to other security protocol validation tools, such as AVISPA and Proverif,
Scyther is more typically adopted by the researcher to verify the security of the sug-
gested authentication and key agreement schemes. There are three roles established in
the SPDL script: EU, GCS, and UAV. In addition, there are different claims in SPDL,
such as Secret, Niagree, Alive, Nisynch and Weakagree. Secret claim checks for confiden-
tiality; in our case, claim(EU, Secret, SKeuuav) and claim(EU, Secret, SKuaveu) are
verified successfully for mutual authentication. Nisynch claim ensures the communicated
messages are transferred and received in a synchronised manner to prevent MITM and
replay attacks, so claim(EU,Nisynch), claim(GCS,Nisynch), claim(UAV,Nisynch) are
analysed with no attacks. Alive claim denotes whether the entity has completed some
tasks; thus, claim(EU,Alive), claim(GCS,Alive), claim(UAV,Alive) ensures trustwor-
thiness. Similarly, the Weakagree claim ensures resistance to impersonation attacks, and
all these claims ensure better security of G2CAIUN under the DY and CK adversary
model settings (Scyther Adversary compromise model), as shown in Figures 3.7 and 3.8,
respectively.
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Figure 3.7: Scyther tool result based on DY model

Figure 3.8: Scyther tool result based on CK model

3.4.2 Informal Evaluation

It is customary to assess the protocol’s safekeeping by informally scrutinizing it for vul-
nerabilities against a range of potential attacks, affirming its robustness. In this section,
we undertake a comprehensive security evaluation of G2CAIUN, specifically focusing on
well-established attack scenarios to underscore its security resilience.

3.4.2.1 Replay attack

Attacker A can intercept the messages MSG1,MSG2, and MSG3 by listening to the
conversation among entities, which can be prevented by introducing the timestamps such
as TS1, TS2 and TS3 and tokens such as RT1 and RT2 present in the transmitted messages.
The present timestamp Tpr is compared with each timestamp received by the entities for
its freshness, which ensures resistance against replay attack.
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3.4.2.2 Man in the middle attack

Incorporating a hash function denoted as ‘h(.)’ and utilising time windows for authenti-
cation tokens effectively neutralizes the MITM attack. The adversary wants to capture
the communication messages such as MSG1,MSG2,
and MSG3 transferred among entities which are secured using a non-invertible hash
function, G2C scalar multiplication. Additionally, SKUAV→EU is difficult to predict with-
out knowing PUF response RESUAV ∗ and random tokens (RT1, RT2). Therefore, the
G2CAIUN scheme is protected from MITM attack.

3.4.2.3 Smartphone device attack

During stolen or lost device condition, if somehow an adversary can extract all the stored
information ZEU , OIDEU in the smartphone device memory due to a power analysis at-
tack, then the adversary cannot be able to calculate actual identity of the user due to the
challenging Genus-2 curve scalar multiplication and cryptographic hash digest function.

3.4.2.4 Impersonation attack

The adversary can perform an impersonation attack among EU, GCS and UAV and
prevention of these attacks is given as follows:

• UAV impersonation attack prevention
UAV authentication requests such as MSG3 = (M7, AUTN , TS3) can be captured
by malevolent users to carry out this attack, but it is not feasible for attacker to
calculate AUTN without knowing OIDs, random token and PUF response which
makes G2CAIUN scheme to resist UAV impersonation attack.

• EU impersonation attack prevention
The malevolent user who pretends to be a real user is not able to calculateM1,M2,M3

in the authentication request MSG1 = (M1,M2,M3, PBKEU , TS1) due to anony-
mous OIDs such as OIDEU , OIDGCS and OIDUAV . Additionally, it is not possible
for an attacker to guess (PRKEU) to calculate KEU as per G2CDLP. Thus, the
G2CAIUN scheme prevents EU impersonation attacks.

• GCS impersonation attack prevention
The adversary may capture MSG2 = (M4,M5,M6, TS2) to carry out this attack
by guessing random token RT1 and timestamp TS2. Still, it is not possible for
the adversary to calculate M4,M5 and M6 due to OIDs such as OIDGCS, OIDUAV ,
OIDEU and PUF generated response, RESUAV . Therefore, the G2CAUN scheme
can resist GCS impersonation attacks.

3.4.2.5 Session key attack

The session key comprises of parameters such as OIDUAV , OIDGCS, OIDEU*, TS3

and RT2 which are secured with a cryptographic hash algorithm, anonymous identities,
random tokens and PUF response which is unclonable and resist attackers to perform
session key attack.
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3.4.2.6 UAV capture and tampering attack

In the case of a UAV capture attack, an adversary can obtain all the stored information
in the local storage such as (OIDUAV , IDUAV ). Despite this, it is impossible for an
attacker to get into the network and calculate OIDUAV due to the hash digest and PUF’s
unique response to challenge and tampering attempt alters unique physical properties,
thus making it non-functional.

3.4.2.7 Denial of service attack

In this attack, the adversary sends unlimited illegitimate requests to flood the network,
but this attempt fails when each time malevolent users have to log in with incorrect login
and password, which leads to an invalid verification ZS

EU? = ZEU due to different YEU of
actual user.

3.4.2.8 Untraceability

The G2CAIUN scheme offers untraceability as it is impractical for an adversary to acquire
the original identity of the user from the communicated messages such as MSG1,MSG2

and MSG3. Moreover, to ensure that the message of every participant is unique, the
fresh timestamps TSpr and random nonce,RT1, RT2, for each session are chosen this way
at the authentication, different for each run. It is also difficult to trace the sender. Also,
a secure cryptographic hash function hides the true identities of entities.

3.4.2.9 Anonymity preservation

All the communicated messages (MSG1,MSG2 and MSG3) during the authentication
and key agreement stage are secured with anonymous entity IDs such asOIDUAV , OIDGCS

and OIDEU which make it infeasible for an attacker to guess actual identities.

3.4.2.10 Data alteration and integrity

During the authentication and key agreement stage, data alteration cannot be possible
by the attacker because there is a strict validation of messages such as M3? = M∗

3 , and
M6? = M∗

6 at the GCS and UAV side, respectively. Moreover, the prediction of the session
key (SKUAV−>EU/EU−>UAV ) is not possible due to PUF’s unique response and hash digest
functionality, which ensures the data integrity of the G2CAIUN scheme.

3.4.2.11 Perfect forward secrecy

As per the forward secrecy, if the current session key becomes compromised, the confiden-
tiality of the previous secret session key must hold, which is achieved by the G2CAIUN
scheme due to the unique session key SKUAV−>EU/EU−>UAV generated for each session
with random tokens and PUF unclonable response. Moreover, the freshness of timestamps
on the entity side ensures previous sessions stay preserved.

3.4.2.12 Mutual authentication

To achieve mutual authentication, the verification of condition such as AUTN? = AUT ∗
N

is applied then session-key SKUAV−>EU/EU−>UAV = h(OIDUAV ∥ OIDGCS ∥ OIDEU* ∥
TS3 ∥ RT2) is generated which is shared with EU and UAV to securely transmit the data.
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3.4.2.13 Eavesdropping attack

The attacker can gain sensitive information like encryption keys by performing
an eavesdropping attack. The messages among EU, GCS and UAVs such as
MSG1 = (M1,M2,M3, PBKEU , TS1), MSG2 = (M4,M5,M6, TS2), and MSG3 =
(M7, AUTN , TS3) can be compromised by attacker through eavesdropping but despite
of this attempt the session key cannot be obtained by the attacker due to message digest
function along with obfuscation identities and random tokens (OIDUAV , OIDGCS,
OIDEU , RT2*) and they are not transferred directly. Thus, the proposed protocol is
robust against eavesdropping attacks.

3.5 Performance Analysis

G2CAIUN scheme performance is evaluated in the authentication and key agreement
stage, and comparative analysis is presented in terms of computation and communication
cost with the existing schemes.

3.5.1 Computation Cost

The computation cost of the proposed scheme is evaluated based on the system specifi-
cation mentioned in the previous literatures [12, 129, 144–146] during the authentication
and key agreement stage. We utilise testbed experiment results of previous schemes
[12, 129, 144–147], i.e. execution time of different cryptographic primitives such as
TENC/DEC , TPUF , TECM , TECA, TH , TG2CM , TFE, TAE indicates encryption/decryption time
≈ 0.036 ms, physical unclonable function time ≈ 0.0004 ms, elliptic curve multiplication
≈ 0.605 ms, the elliptic curve addition ≈ 0.16 ms, one-way hash function ≈ 0.029 ms, G2C
multiplication ≈ 0.48 ms, fuzzy extractor ≈ 0.605 ms, authenticated encryption-ASCON
time ≈ 0.370 ms, respectively. The computation results of the G2CAIUN scheme show
a low computation cost (2.55 ms) compared to existing schemes, which is best suited for
resource-constrained UAVs and smartphone device users without compromising commu-
nication security. Figure 3.9 and Table 3.2 presents the computation analysis comparison.

Table 3.2: Computation cost comparative summary

Schemes Yu et al. [144] Tanveer et al.
[145]

Zhang et
al.[146]

Tanveer et al.
[129]

Badshah et
al.[12]

Proposed
G2CAIUN

EU Side 4TFE + 12TH +
TPUF (2.768)

8TH +4TENC +
3TECM +
TFE(2.796)

TFE + 10TH +
4TECM +
2TECA(3.635)

5TENC +
7TH + 2TFE +
TPUF (1.5934)

4TH +3TAE +
TPUF (1.2264)

8TH +
3TG2CM (1.672)

GCS Side 9TH(0.261) 5TH +3TENC +
TECM (0.858)

5TH(0.145) 4TENC +
3TH + TFE +
TPUF (0.8364)

TH +
4TAE(1.509)

6TH +
1TG2CM (0.654)

UAV Side TFE + 8TH +
TPUF (0.837)

6TH +2TENC +
2TECM (1.456)

4TH +
TPUF (0.116)

3TENC +
5TH + TFE +
TPUF (0.8584)

4TH +3TAE +
TPUF (1.2264)

6TH +
TPUF (0.1744)

Total (ms) 3.605 ms 5.11 ms 3.896 ms 3.288 ms 3.961 ms 2.500 ms

3.5.2 Communication Cost

The communication overhead of the G2CAIUN scheme is calculated based on the size
and number of messages shared among the entities such as EU , GCS and UAV in
the authentication and key agreement stage. The size of messages such as timestamp,
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Figure 3.9: Computation cost analysis chart

identity, elliptic curve point, Genus-2 hyperelliptic curve, secure hash function (SHA-
1) and a random token is considered 32 bits, 160 bits, 320 bits, 80 bits, 160 bits and
160 bits, respectively. In the G2CAIUN scheme, EU creates and forwards message
MSG1 = (M1,M2,M3, PBKEU , TS1) to GCS, which leads to the cost of 592 bits. GCS
provides message MSG2 = (M4,M5,M6, TS2) to UAV, resulting in a cost of 512 bits.
UAV generates and forwards the message MSG3 = (M7, AUTN , TS3) to EU, which leads
to a cost of 352 bits. The total communication overhead for G2CAIUN scheme results in
1456 bits which is minimum as compared to recent benchmark schemes [12, 129, 144–146]
which is demonstrated in Figures 3.10,3.11 and Table 3.3

Table 3.3: Communication cost comparative summary

Schemes Yu et al. [144] Tanveer et al.
[145]

Zhang et
al.[146]

Tanveer et al.
[129]

Badshah
et al.[12]

Proposed
G2CAIUN

Total Cost
(bits)

2048 2240 2816 2272 1696 1456

Messages 4 3 3 3 3 3

Figure 3.10: Communication cost analysis chart

3.5.3 Security Attributes Comparative Study

Security attributes in protocols are essential for safeguarding data and communication.
Key features such as confidentiality, authentication and integrity are required for the ro-
bust protocol. Additionally, numerous attacks and other features measure the enhanced
security of the G2CAIUN scheme, such as ‘Session key attack’,‘ Denial of service attack’,‘

78



Figure 3.11: Communicated messages count chart

EU, GCS and UAV impersonation attacks’, ‘Alteration and integrity’, ‘Dynamic device
addition’, ‘UAV capture and tampering attack’, ‘Anonymity preservation’, ‘Smartphone
device attack’, ‘Replay attack’, ‘Forward secrecy’, ‘Man in the middle attack’, ‘Mutual
authentication and key agreement’, ‘Untraceability’, ‘Formal security evaluation’, ‘Infor-
mal security evaluation’. All the mentioned attributes are analysed in comparison with
relevant pertinent schemes [12, 129, 144–146] and described in Table 3.4.

Table 3.4: Security attributes comparative analysis

Attributes
Yu et al.

[144]
Tanveer et
al. [145]

Zhang et
al.[146]

Tanveer et
al. [129]

Badshah et
al.[12]

Proposed
G2CAIUN

ATR1 ◦ • ◦ • • •
ATR2 · · · · · · • • • •
ATR3 ◦ ◦ • • • •
ATR4 • ◦ • • • •
ATR5 ◦ • ◦ ◦ ◦ •
ATR6 ◦ • ◦ ◦ • •
ATR7 • • • • • •
ATR8 • ◦ • • • •
ATR9 • • • • • •
ATR10 • • ◦ • • •
ATR11 • ◦ • ◦ ◦ •
ATR12 • • • • • •
ATR13 • • • • • •
ATR14 • • ◦ • • •
ATR15 • • · · · · · · · · · •
ATR16 • • • • • •

ATR1-‘ Denial of Service attack’, ATR2-‘EU, GCS, UAV impersonation attacks’,
ATR3-‘Integrity’,ATR4-‘Session key attack’, ATR5-‘Dynamic device addition’, ATR6-
‘Smartphone device attack’, ATR7-‘UAV capture attack’, ATR8-‘Tampering attack’,
ATR9- ‘Anonymity preservation’, ATR10-‘Replay attack’, ATR11-‘Perfect forward se-
crecy’, ATR12-‘Man in the middle attack’, ATR13-‘Mutual Authentication and key agree-
ment’, ATR14-‘Untraceability’, ATR15-‘Formal security evaluation’, ATR16-‘Informal se-
curity evaluation’. (•) - ‘Attribute included’, (◦)- ‘Attribute is not included’, (· · · ) -
‘partial information’

3.6 Summary

We have proposed the G2CAIUN scheme in this chapter, which employs Genus-2
hyperelliptic curve cryptography, cryptographic hash, XOR, random tokens, and fresh
timestamps to protect from well-known attacks along with PUF features to withstand
UAV capture and tampering attacks. The proposed scheme uses a Genus-2 curve,
which resists the index calculus attack and makes discrete logarithm problems complex
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and unsolvable. The password update stage, termination and re-issuance stage are
discussed to keep the credentials up-to-date for safe communication and resistance
against lost devices scenarios. Moreover, an authentic UAV can be part of UAV networks
using the UAV augmentation stage. This scheme also offers UAV-GCS and UAV-UAV
authentication to disseminate gathered data securely to UAV and authentic users. The
performance analysis provides better security and performance with less computation
(2.5 ms) and communication cost (1456 bits) compared to related benchmark schemes
based on authenticated encryption and elliptic curves and other PUF-based schemes.
The formal scyther and informal evaluation results prove the scheme’s authenticity un-
der the DY and CK-adversary model to resist attacks like MITM, perfect forward secrecy.
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Chapter 4

HCFAIUN: A Novel Hyperelliptic Curve and Fuzzy

Extractor-based Authentication for Secure Data

Transmission in IoT-based UAV Networks

In this chapter, we have designed a novel lightweight mutual authentication protocol,
HCFAIUN, for secure communication in IoT-based UAV Networks using a Hyperelliptic
curve (HC) and Fuzzy Extractor (FE), which provides resilient communication in IoT-
based UAV networks.

4.1 Introduction

IoT provides unprecedented benefits while introducing new concerns, particularly privacy
and security. The word “things” in the context of IoT refers to intelligent objects con-
nected over the Internet with computational, sensory, and actuation capabilities [148].
These intelligent gadgets are pervasive in many aspects of our lives, including typical IT-
centric tools like smartphones and laptops and more lifestyle-oriented entities like smart
lighting, linked appliances, and electronic personal assistants. A UAV is an unmanned
aircraft that can be controlled remotely via a radio communication interface and has an
inbuilt programme control unit [149]. With their versatility and simplicity of operation,
IoT-based UAV networks eliminate the inherent risks of personal damage or loss.

IoT-based UAV network architecture has three entities: external users (EU), Ground
Control Station (GCS) and UAVs. In these networks, UAVs collect data and send it
to a GCS. The GCS then sends out commands to control and watch over the drones
through wireless connections [16]. IoT-based UAV networks are ubiquitously deployed
across diverse sectors, with notable prominence in civil and military spheres. UAVs play
crucial roles in studying the earth’s structure, spraying crops, surveillance and monitoring
during natural disasters [8, 132, 150]. The fifth-generation (5G) networks are the latest
cellular technology with the major benefits in IoT. UAVs can support the network in
various ways, such as 5G network slicing [151], acting as base stations or relays during
emergencies, or collecting data from IoT devices using various data collection schemes
such as graph and AI-based methods [152]. Thus, the UAV-assisted paradigm provides
better coordination or fosters connectivity between the EU and GCS in case of network
infrastructure flaws.

EU, acting as data consumers, seek real-time access to the information the UAVs ac-
quire via the public Internet. Using public wireless channels for data exchange between
the GCS and users introduces vulnerabilities and security risks, including the potential
for unauthorised information disclosure. Given the sensitive and critical nature of the
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information being collected and exchanged between UAVs and the GCS, ensuring infor-
mation security emerges as a pivotal and intricate challenge in IoT-based UAV networks.
Unlike the previous studies that relied on protocols which are not lightweight for resource-
constraints UAVs as they use pairing-based cryptography and chaotic maps. Therefore, we
have developed a lightweight and safe authentication method called Hyperelliptic Curve
and Fuzzy Extractor-based authentication in IoT-based UAV networks (HCFAIUN) em-
ploying HC, XOR operations and SHA-1 (Secure Hash Algorithm) hash functions. The
maximum key size for HCC is 80 bits, as opposed to the elliptic curve’s need of 160 bits,
making it suitable for UAVs with limited resources.

This protocol supports the mutual authentication of users and UAVs by allowing them
to share a session key for safe interactions and prevent malicious activity of exposing sen-
sitive data by generating biometric traits through FE. The proposed protocol adopts HC
scalar multiplication to protect the private key from well-known assaults and identity ob-
fuscation to keep the external user, GCS, and UAVs anonymous. This work excludes the
requirement of Physical Unclonable Functions (PUF) [129], which are hardware modules
for physical UAV attack prevention because the private key of a UAV is securely stored
using a hash function, obfuscation identity, timestamp and random numbers, which pre-
vent attackers from predicting session key between EU and UAVs. HCFAIUN scheme
generates separate sessions by creating a unique obfuscation identity of EU and UAVs.
The storage overhead of the UAV is also minimised to 160 bits in the authentication stage
as compared to existing schemes, thus eliminating its resource limitations. This paper
analyses existing authentication systems in a tabular and graphical format utilising secu-
rity characteristics followed by formal and informal security assessments using the recent
Scyther verification tool, Random oracle model and cryptographic primitives, resulting in
less computation, communication and storage overheads.

4.1.1 Motivation

In an IoT-based UAV network environment, consider the usual circumstance where the
EU want quick access to real-time data directly from a specific UAV. This makes the situ-
ation pivotal for protecting the sensitive data and identity of the UAV from adversaries, as
this can help them track a UAV by determining its geographical location. There are vari-
ous security concerns like tampering attacks, replay attacks, man-in-the-middle (MITM)
attacks, etc., while communicating among EU, UAVs and GCS. The impact of these se-
curity concerns can be seen in various scenarios like smart city environments, including
search and rescue, package deliveries, ensuring safety and locating people in emergencies
[129]. IoT-based UAVs use a lot of sensors like thermal and imaging sensors, which collect
vital data during natural calamities and accidents [152, 153]. This data aids in locating
missing individuals and injured victims in adverse conditions, which can be intercepted
by adversaries in between public channels instead of transferring the crucial information
to the rescue team, resulting in delaying the monitoring scenario. In 2015, Nepal faced
a natural disaster, an earthquake that put the lives of 2.8 million people in danger with
physical property destruction, and UAVs played a crucial role in transferring the analysed
destruction data to GCS. The rough landscape and damaged properties made it hard for
UAVs to operate, resulting in frequent interruptions to the precision and reliable data
transmitted to GCS. These disruptions stemmed from unauthorised data tampering and
natural barriers, which affected the rescue operations by the Nepal army [154]. There-
fore, the proposed work endeavours to bridge the existing discrepancies and address the
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security requirements for securing communication in IoT-based UAV networks. So, we
have proposed the HCFAIUN protocol, a lightweight and secure authentication protocol
based on the HC for IoT-based UAV networks.

4.1.2 Contribution

In this segment, we elaborate on the proposed HCFAIUN’s primary research contributions,
which are outlined subsequently.

• Presents a novel lightweight mutual authentication protocol, HCFAIUN, for secure
communication in IoT-based UAV Networks by utilising HC.

• Utilises the HC with a maximum key size of 80 bits rather than the elliptic curve
key size, i.e., 160 bits, which is useful for resource-constrained UAVs.

• Employs the FE mechanism to generate biometric traits of the user, such as a key
which can be reproducible to prevent exposing data from stealing smart devices.

• Employs the HC scalar multiplication to make the private key secure and obfuscation
identity to maintain the anonymity of the EU, GCS, and UAVs.

• Comparison with existing authentication methods using security parameters like
mutual authentication, un-traceability, etc., in a tabular layout.

• Excludes the requirement of PUF hardware module on UAVs by utilising secure hash
function, obfuscation identity, timestamp and random numbers time to prevent the
physical attacks.

• The storage overhead of resource-constrained UAVs is reduced to 160 bits compared
to established benchmark schemes during the login and authentication stage.

• The security of the HCFAIUN scheme was formally verified using the Scyther tool
and Random Oracle Model, ensuring its resistance to various attacks. Informal
security analyses have been conducted to underscore the scheme’s resilience against
potential attacks.

• According to a comparative study, HCFAIUN produces lower computational, com-
munication and storage overheads than existing schemes.

4.2 System Model

This section elucidates two essential models, namely the threat and network model, which
are integral to elucidating the functionality and applicability of the devised scheme.

4.2.1 Network Model

Within this architectural framework, the GCS serves as the trusted registration authority
responsible for enrolling both drones and users. A drone operates within a designated
airspace, collecting data from its immediate surroundings. The network architecture of
the formulated framework is depicted in Figure 4.1, featuring three key entities: the GCS,
the EU, and the UAVs.
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Figure 4.1: Network model

• GCS: It is established as a trusted entity responsible for registering all users and
drones. The GCS generates long-term secret keys for both EU and UAVs based on
their respective identities.

• EU: The user having a smart device gets his/her secret key from GCS in the
registration phase. Before accessing and communicating with drones on the mission,
he/she should be verified.

• UAVs: Drones, during the registration phase, receive their secret keys from the
GCS as well. Once the validity of the EU is confirmed, the UAV and EU establish
a session key to ensure the security of their communication.

4.2.2 Threat Model

Within the scope of this document, we examine two distinct threat models and a concise
overview of each is presented herein:

4.2.2.1 DY Threat Model

In the IoT-based UAV Networks environment, we operate under the widely recognized
DY (Dolev-Yao) threat model [13]. This model posits that any communication transmit-
ted or received through vulnerable channels can be eavesdropped upon by an adversary
denoted as ‘A’. Furthermore, A can tamper with the messages by deleting, modifying,
or introducing spurious content into the communication stream. It is imperative to note
that, following this model, the communication endpoints, in this case, UAVs, do not
automatically command dependability on this connection.
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4.2.2.2 CK - Adversary Model

We apply the complete CK adversary framework [13] to improve the resilience of our user
identification approach, which outperforms the efficacy of the DY threat model typically
used in current literature for user authentication techniques. Following the CK-adversary
model, adversary ’A’ can gain session states and sensitive information, including secret
keys and capabilities. It is also believed that this enemy will physically seize selected
drones. A may acquire access to all private information on the seized UAVs by using power
analysis attacks. UAV capture attacks highlight the concern under the circumstances.

4.2.3 Security Objectives

Given the inherent properties of the authentication mechanism for IoT-based UAV net-
works. Our suggested scheme must meet the following security requirements to provide
reliable and resilient communication. [50, 139, 155–157]

4.2.3.1 Mutual Authentication

This pertains to the process where both users and drones mutually authenticate them-
selves before transmitting messages through the network channel, thereby verifying their
respective identities, which are conveyed alongside the messages.

4.2.3.2 Privacy Protection

Our proposed plan or scheme safeguards users’ privacy by ensuring their identities remain
confidential. Only authorized counterparts with whom the user has registered possess ac-
cess to this information. In the event of an adversarial attempt to obtain such information,
only encrypted data will be revealed.

4.2.3.3 Un-Traceability

Our scheme guarantees the security of users and drones by providing un-traceability.
Should an adversary endeavour to ascertain the locations of drones or users by intercepting
the network channel, the untraceability feature will thwart such efforts.

4.2.3.4 Session Key Establishment

Following the effective implementation of the scheme, a session key is generated to facili-
tate further secure communication between users and drones. For other legitimate users
not part of the ongoing session, even if they possess the session key, the adversary cannot
access any information.

4.2.3.5 Resilience Against Diverse Threats

To prevent data loss or unauthorized disclosure of user information, our scheme is designed
to withstand various attacks, including impersonation attacks, MITM attacks, drone cap-
ture attempts, server impersonation, password and biometric modification, message mod-
ification, replay attacks, and known session key attacks.
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4.3 Proposed Protocol

The proposed protocol encompasses six stages under this section.

4.3.1 Initialization Stage

In this phase, the GCS, operating as a certificate authority, is responsible for generating
the public parameters of this scheme along with the confidential key. GCS perform the
following steps as mentioned below:

• Step-1: Selects a randomly generated numerical value private key, Pri KeyGCS ∈
{j | j is a positive integer greater than or equal to 1}.

• Step-2: The GCS Public Key is calculated as in the equation 4.1:

Pub KeyGCS = Pri KeyGCS.D (4.1)

as D denotes the divisor on a HC.

• Step-3: The GCS uses the unidirectional cryptographic hash function ‘hash(·)’.
Finally, the ensemble of parameters {Pub KeyGCS, D, n = 280, hash(·)} is made
public.

4.3.2 Registration Stage

The GCS performs a complete offline registration process for all UAVs before deployment
during this phase and is considered to be storage efficient for credentials. Furthermore,
the GCS ensures that users’ registrations are safe. The following explanation delves into
the registration step.

4.3.2.1 UAV Registration

The GCS enrols all UAVs before being deployed in a certain geographic region. The UAV
enrollment process is explained in detail, and Figure 4.2 represents the UAV registration
process.

• Step-1: The GCS selects a unique identification known as ‘IDUAV ’ for each drone,
after which a random number ‘α′ is chosen from the set of natural numbers ‘N ’ to
facilitate computation, and then proceeds to ascertain the corresponding obfusca-
tion identity (OIDUAV ) using the message digest MDUAV and Pri KeyGCS as in
equations (4.2) and (4.3) :

MDUAV = hash(IDUAV ∥ α) (4.2)

OIDUAV = hash(hash(IDUAV ∥ Pri KeyGCS)⊕MDUAV )) (4.3)

• Step-2: The GCS securely retains the identity ‘OIDUAV ’ within its proprietary
database, establishing a permanent association of the pair (IDUAV , OIDUAV ) in
the memory of the respective UAV.
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Figure 4.2: UAV registration

4.3.2.2 External User Registration

An EU is enrolled through a secure registration process with the GCS at this stage. The
EU can access instantaneous data by a specified UAV flying inside a particular aerial zone
upon completing the enrollment. The GCS and EU performs the following operations as
mentioned below:

• Step-1: EU selects an exclusive identifier IDEU ’ and a corresponding password
PASSEU ’, after which EU engraves his/her biometric traits (BTEU) such as iris
and fingerprint into a sensor of smart device and a random number ‘µ’ is chosen
from the set of natural numbers ‘N’ to facilitate the computation as given in
equations (4.4) and (4.5):

Gen(BTEU) = (γEU , hd) (4.4)

YEU = hash(IDEU ∥ PASSEU ∥ µ ∥ γEU) (4.5)

• Step-2: Upon the reception of the message, GCS proceeds to calculate OIDEU and
ZEU , as in equations (4.6) and (4.7):

OIDEU = hash(IDEU ∥ Pri KeyGCS) (4.6)

ZEU = hash(OIDEU ∥ YEU) (4.7)

Subsequently, GCS records (IDEU , OIDEU , ZEU) within its database, and securely
transmits (OIDEU , ZEU) to EU via a protected communication channel.
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• Step-3: Upon receiving the information from GCS, EU performs the computation
as in equations (4.8) and (4.9)

ZEU ’ = hash(OIDEU ∥ PASSEU ∥ γEU)⊕ ZEU (4.8)

OIDEU ’ = hash(IDEU ||PASSEU)⊕OIDEU (4.9)

In conclusion, EU archives the information µ, ZEU ’, OIDEU ’ in its device’s local
memory, marking the completion of the enrolment phases and Figure 4.3 represents
the external user enrollment steps.

Figure 4.3: External user registration

4.3.3 Login and Authentication Stage

An External user, denoted as EU, initiates the access and verification phase within the
proposed approach to establish a secure communication channel and obtain authorization.
This section offers a comprehensive elaboration on the intricacies of this particular stage.

• Step-1: EU is obligated to furnish their identification, denoted as IDEU , and their
respective password indicated as PASSEU with biometric traits asBTEU* into smart
device prior to initiate the computation as in equations (4.10)–(4.13),

γEU* = Rep(BTEU*, hd) (4.10)

Y S
EU = hash(hash(IDEU ∥ µ ∥ γEU*)⊕ hash(PASSEU ∥ µ ∥ γEU*)) (4.11)

OIDEUs = hash(IDEU ∥ Pub KeyGCS) (4.12)
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ZS
EU = hash(OIDS

EU ∥ Y S
EU). (4.13)

Now prove (ZS
EU? = ZEU). In the event of unsuccessful verification, the procedure

is promptly terminated. Otherwise, EU generates Pub KeyGCS and a timestamp
TS1 to calculate the following equations (4.14)–(4.18):

Pub KeyGCS = Pri KeyEU .D (4.14)

KEU = Pri KeyEU .Pub KeyGCS (4.15)

EU1 = OIDEU ⊕ hash(OIDGCS || TS1) (4.16)

EU2 = OIDUAV ⊕ hash(OIDGCS ∥ TS1 ∥ KEU) (4.17)

EU3 = hash(OIDEU ∥ OIDGCS ∥ OIDUAV ∥ KEU ∥ TS1) (4.18)

Subsequently, the authentication message request, denoted as
M1 = (EU1, EU2, EU3, Pub KeyEU , TS1) is transmitted over a public channel and
is subject to subsequent analysis by the GCS.

• Step-2: Upon receipt of the authentication request message by the GCS, i.e.
M1 = (EU1, EU2, EU3, Pub KeyEU , TS1), GCS initially assesses the validity of
TS1 through verification. (|TScur − TS1| ≤ τ), where τ represents the threshold
time receiving the information, and on successful verification, the GCS will cal-
culate the following based on the current message time (TScur) as in equation (4.19).

KGCS = Pub KeyEU .P ri KeyGCS (4.19)

With this value as a starting point, GCS proceeds to perform the subsequent cal-
culations as in equations (4.20)–(4.22) :

OIDEU* = EU1 ⊕ hash(OIDGCS ∥ TS1) (4.20)

OIDUAV * = EU2 ⊕ hash(OIDEU* ∥ TS1 ∥ KGCS) (4.21)

EU3* = hash(OIDEU* ∥ OIDUAV * ∥ OIDGCS* ∥ KGCS ∥ TS1) (4.22)

GCS checks if the condition (EU3? = EU3*) is valid. In the event of an invalid
request, the GCS will decline the authentication request. If the request is valid,
GCS can proceed with the EU authentication and subsequently execute the following
equations (4.23)–(4.25).

B1 = hash(OIDUAV * ∥ TS2)⊕R1 (4.23)
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B2 = OIDEU*⊕ hash(OIDUAV * ∥ OIDGCS* ∥ TS2 ∥ R1) (4.24)

B3 = hash(OIDUAV * ∥ OIDGCS ∥ OIDEU* ∥ TS2 ∥ R1) (4.25)

Ultimately, GCS transmits message M2 to the UAV via a publicly accessible com-
munication channel, comprising elements B1, B2, B3 and TS2

• Step-3: UAV validates recent content by confirming that the |TScur − TS2| ≤ τ

after receiving and If this validation is successful, the drone, denoted as a UAV,
proceeds to initiate the following equations (4.26)–(4.28) computations:

R1* = B1 ⊕ hash(OIDUAV ∥ TS2) (4.26)

OIDUAV * = B2 ⊕ hash(OIDUAV ∥ OIDGCS ∥ TS2 ∥ R1*) (4.27)

B3* = hash(OIDUAV ∥ OIDGCS ∥ OIDEU* ∥ TS2 ∥ R1*) (4.28)

It additionally verifies if (B3? = B3*) to establish the authenticity of GCS. In the
event of failure, the session is promptly terminated. However, if the verification is
successful, it generates a random number, denoted as R2, based on the current times-
tamp, TS3, before advancing to the subsequent stages as in equations (4.29)–(4.31).

U1 = hash(OID
′

UAV * ∥ OIDUAV ∥ TS3)⊕R2 (4.29)

Sess KeyUAV→EU = hash(OIDUAV ∥ OIDGCS ∥ OID
′

EU* ∥ TS3 ∥ R2) (4.30)

AUTN = hash(Sess KeyUAV→EU ∥ TS3) (4.31)

Conclusively, the UAV directly transmits message M3, comprising elements U1,
AUTN , and TS3, to the EU via a publicly accessible communication channel.

• Step-4: Following the reception of a message M3, EU initiates the process by
verifying the recent time through decision |TScur − TS3| <= τ. If the decision
proves to be legitimate, EU proceeds to compute R2*, AUTN*, the session key,
denoted as (Sess KeyEU→UAV ), in the following equations (4.32)–(4.34):

R2* = U1 ⊕ hash(OIDEU ∥ OIDGCS ∥ TS3) (4.32)

Sess KeyEU→UAV = hash(OIDUAV ∥ OIDGCS ∥ OIDEU ∥ TS3 ∥ R2*) (4.33)

AUTN* = hash(Sess KeyEU→UAV ∥ TS3) (4.34)
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The EU performs an additional check to confirm the equivalence of AUTN* and
AUTN . When these values match, it signifies the successful mutual authentication
of the user EU and the UAV, and the calculated session key is stored for subsequent
secure communication. Conversely, if (AUTN*) and (AUTN) do not match, EU
promptly terminates the session. Figure 4.4 shows the steps involved in the login
and authentication stage.

4.3.4 Password Modification Stage

In a secure authentication framework, a procedure for password modification should be
accessible. This allows an authorized user, denoted as EU, utilizing a smart device, to
replace the existing password PASSEU with a new one, referred to as PASSN

EU and
biometric traits as BTN

EU . To effect this change, the EU is required to carry out the
following actions:

• Step-1: EU initiates the process by entering their login credentials, comprising
identity IDEU , password PASSEU and biometric traits as BTEU*. Subsequently,
the smartphone device performs the ensuing computational tasks
as in equations (4.35), (4.37) and (4.38).

γEU = Rep(BTEU*, hd) (4.35)

Y S
EU = hash(hash(IDEU ∥ µ ∥ γEU)⊕ hash(PASSEU ∥ µ ∥ γEU)) (4.36)

OIDS
EU = hash(IDEU ∥ Pub KeyGCS) (4.37)

ZS
EU = hash(OIDS

EU ∥ Y S
EU) (4.38)

The smart device subsequently verifies the validity of the condition (ZS
EU == ZEU),

and if it proves invalid, the procedure is terminated. In contrast, when the condition
proves valid, the device prompts the EU to furnish a fresh password as a requisite
step in finalizing the process.

• Step-2: EU opts for a fresh password denoted as PASSN
EU with biometric traits

as BTN
EU and transmits it. Subsequently, the smart device performs the subsequent

computations as in equations (4.40)–(4.42).

Gen(BTN
EU) = (γN

EU , hd
N) (4.39)

Y N
EU = hash(hash(IDEU ∥ µ ∥ γN

EU)⊕ hash(PASSN
EU ∥ µ ∥ γN

EU)) (4.40)

OIDEU = hash(IDN
EU , P ri KeyGCS) (4.41)

ZN
EU = hash(OIDEU ∥ Y N

EU) (4.42)
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Figure 4.4: Login and Authentication Stage

• Step-3: Ultimately, the EU substitutes ZN
EU with ZEU using a smart device. Finally,

it is essential to remember that EU credentials may be subject to periodic revisions
to improve the safety mechanism.

4.3.5 Withdrawal and Renewal Stage

The external user, denoted as EU, encounters the unfortunate circumstance of their smart
device being lost or stolen, EU retains the capability to initiate a replacement procedure
and diligently adhere to the prescribed instructions outlined below:

• Step-1: EU maintains his IDEU identity while opting for PASSN
EU as his up-

dated password with biometric traits (BTN
EU). Subsequently, employing a randomly

generated number µ
′
, EU proceeds with the computation as in equations (4.43)

and (4.44).
Gen(BTN

EU) = (γN
EU , hd

N) (4.43)

Y N
EU = hash(hash(IDEU ∥ µ

′ ∥ BTN
EU)⊕ hash(PASSN

EU ∥ µ
′ ∥ BTN

EU)) (4.44)

and conveys IDEU and Y N
EU to the GCS through a secure communication medium.
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• Step-2: The GCS calculates OIDEU and ZN
EU upon reception of the message in the

manner as given in equations (4.45) and (4.46).

OIDEU = hash(IDEU ∥ Pri KeyGCS) (4.45)

ZN
EU = hash(OIDEU ∥ Y S

EU) (4.46)

Subsequently, the GCS archives OIDEU and ZN
EU within its storage and securely

transmits the same data to the EU via a protected communication channel.

• Step-3: After receiving the data from the GCS, EU engages in the computation
process as in equations (4.47) and (4.48)

ZN
EU* = hash(OIDEU ∥ Y N

EU)⊕ ZN
EU (4.47)

OIDEU* = hash(OIDEU ∥ PASSN
EU)⊕OIDEU (4.48)

In conclusion, EU substitute ZEU with ZN
EU and archives ZN

EU*, OIDEU* in its local
device’s memory. Furthermore, EU expunges Z

′
EU from the device’s memory, finalizing

the revocation and re-issuance procedure.

4.3.6 Scalable UAV Stage

In unforeseen incidents, such as situations involving depleted battery levels or UAV cap-
ture by a potential adversary, the prompt deployment of an alternative drone within the
same operational airspace becomes paramount. In this regard, the proposal enables the
inclusion of the latest aircraft into the infrastructure. This process closely mirrors the
drone registration phase, and a more comprehensive delineation of this particular phase
is presented below.

• Step-1: To enable the utilization of a new UAV, which has not yet been registered,
within a specific airspace, the GCS selects an individualized identity, IDN

UAV and
subsequently calculates the associated obfuscated identity as in equation (4.49):

OIDN
UAV = hash(IDN

UAV ∥ Pri KeyGCS) (4.49)

• Step-2: The GCS archives IDN
UAV , OIDN

UAV within the UAV storage before its
deployment in the operational field, while also retaining IDN

UAV in its current record.

4.4 Security Assessment

This section examines the security aspects of the HCFAIUN scheme. To begin with, we
demonstrate HCFAIUN ’s security by utilising the Scyther tool. Following this, we assess
the security characteristics to confirm that HCFAIUN is strongly resistant to various
potential attacks.
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4.4.1 Formal Security Assessment

The proposed protocol HCFAIUN has been tested using the Scyther tool and Random
Oracle model, which are the following:

4.4.1.1 Scyther tool-based Security Assessment

The proposed protocol HCFAIUN has been tested using the Scyther tool, which is writ-
ten in the “Security Protocol Description Language (SPDL)” as described in works [142].
The primary aim of the simulation is to validate the security aspects related to authen-
tication, confidentiality, and integrity. In this context, the Scyther tool characterizes
the entities involved as roles within the proposed protocol. Scyther is instrumental in
verifying, falsifying, and comprehensively analysing the security features of the protocol.
Scyther serves as a mechanism for assessing the core security properties based on the
assumption of perfect cryptography [129]. It’s worth noting that when using the Scyther
tool, potential attackers cannot execute security attacks on encrypted messages unless
they possess the decryption key. Contrasting with the DY model presented by Dolev and
Yao in 1983, where attackers had absolute control over communication entities, in the
scenario involving the Scyther tool, adversaries are constrained from capturing, altering,
or deleting transmissions across the network unless they can derive new information from
their existing knowledge. The protocol was analyzed on a system configuring 12th Gen
Intel(R) Core(TM) i5-1240P 1.70 GHz, 8 GB RAM, and a 64-bit Windows 11 operating
system. The Scyther tool employs claims to articulate and define the security requisites.
These claims encompass a range of criteria, including Nisynch, Secret, Niagree, Alive, and
Weakagree.

• Secret: The objective is to establish confidentiality measures that facilitate secure
communication between the two participating parties. From the figure, it is clear
that claim(EU, Secret, Keuuav), claim(GCS, Secret,sk(GCS)), and claim(UAV, Se-
cret, Kuaveu) represent the shared session key, which is confidential for secure com-
munication, helps prevent session key attacks, and helps achieve mutual authenti-
cation.

• Niagree: The establishment of a non-injective agreement with a role concerning a
set of data items can be achieved through the inclusion of the relevant signal claims
like claim(EU, Niagree), claim(GCS, Niagree), and claim(UAV, Niagree), which
prevents from tampering, smart device attack and provides mutual authentication.

• Nisynch: All processes related to data transmission and network sessions involving
the entities must adhere rigorously to the security regulations delineated within the
proposed protocol. It is paramount that all participating entities diligently uphold
synchronization with their current operational states. From the figure, it is clear that
claim(EU, Nisynch), claim(GCS, Nisynch), and claim(UAV, Nisynch) represent all
entities that can send and receive all messages which will prevent replay and MITM
attacks.

• Alive: The aim is to ensure a robust authentication process between the designated
parties, focusing on enabling the execution of specific tasks by an intended commu-
nication partner. From the simulation results, it was found that claim(EU, Alive),
claim(GCS, Alive), and claim(UAV, Alive) represent the trust among the entities,
and each entity talks to the intended communicating partner.
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• Weakagree: In professional terminology, one can assert that a protocol provides
a form of weak agreement to an initiating party denoted as ‘A’ concerning another
party, referred to as ‘B’, when it ensures that whenever ‘A’ assumes the role of the
initiator and successfully concludes a protocol session, ostensibly involving ‘B’ as
the responder, it is implied that ‘B’ had been engaged in a prior execution of the
same protocol, seemingly with ‘A’ as the initiator. In the domain of SPDL program-
ming, which facilitates input provision to the Scyther tool, security assertions are
appended to the conclusion of each role. These assertions serve as essential criteria
enabling entities to assess whether the protocol has successfully passed the veri-
fication process as intended and whether the predefined security goals have been
achieved. From the simulation result, it is clear that the claim(EU, Weakagree),
claim(UAV, Weakagree), and claim(GCS, Weakagree) represent an impersonation
attack that an adversary cannot perform. Scyther conducts a comprehensive as-
sessment of security claims within the protocol. In identifying any security vulner-
abilities or attacks, it presents a graphical representation of the security breach.
To elaborate, Scyther specifically scrutinises secrecy and authentication aspects in
the context of security protocols. The proposed framework has been implemented,
encompassing three fundamental roles: EU, GCS, and UAVs. The system model of
mutual authentication in IoT-based UAV Networks will satisfy the above-mentioned
claims for security requirements using the simulation of the proposed protocol, as
shown in Figure 4.5.

Figure 4.5: Scyther tool results
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According to verification findings, all roles satisfy the requirements for being alive,
Niagree, and Nisynch. Moreover, no attacks within the bounds were found,
which means EU and UAV parameters, i.e. Sess KeyEU/UAV , Pri KeyEU , and
Pri KeyGCS are secured from the attacker.

4.4.1.2 ROM based Security Assessment

The ROM model is a formal provable security analysis that validates the session key
(Sess KeyEU→UAV/UAV→EU) security from Attacker A. This builds the groundwork for
integrating the HCFAIUN with ROM. The model posits various queries such as Execute,
Corrupt, Reveal and Test, which are required for adversary attack analysis. The core
terms associated with ROM are the following:

• Random Oracle: The selected one-way cryptographic function acts as a random
oracle hash(·).

• Participants: Participants are the entities indulging in the communication, and
the entities present in our protocols are EU, GCS and UAV. We denote the instances
INS1, INS2, and INS3 of EU, GCS, and UAV as χINS1

EU , χINS2
GCS , χINS3

UAV which act
as oracles.

• Partnerships: EU and UAV will become partners if they retain a securely shared
session key. The two instances χINS1

EU , χINS3
UAV during the acceptance state can become

partners if they own a common session key( Sess KeyEU/UAV ).

• Freshness: Freshness is achieved when Attacker (A) cannot leak the session key
details maintained between χINS1

EU , χINS3
UAV

• Attacker: The adversary or attacker (A) model is mentioned in Section 4.2.2

Definition (Semantic Security of Sess Key): The foundation for the secrecy of
Sess Key shared between EU and UAV is the difficulty in discovering the real session
key generated from an arbitrary number through an attacker (A). A has the advantage of
violating the semantic security of HCFAIUN protocol by leakage of SessKey information,
which is described as:

AdvHCFAIUN
A = |2.P r[b

′
= b]− 1| (4.50)

where b and b denote correct bits and guess bits, respectively, and Pr[b=b] denotes
the success probability.

Theorem 1: Suppose a polynomial time (Tpoly) in which attacker A attempts to gain
Sess Key information Sess KeyUAV→EU = Sess KeyEU→UAV in login and authentica-
tion stage of HCFAIUN then the advantage is mentioned as:

AdvHCFAIUN
A (Tpoly) ≤

Hash2
Q

|Hash|
+ 2AdvHCDLP

A (Tpoly) (4.51)

Where terms like Hash Q and |Hash| denote the number of hash queries and the
length of the one-way hash function with collision resistance, respectively. Moreover,
AdvHCDLP

A (Tpoly) represents the advantage of attacker A to compromise the HCDLP se-
curity in Tpoly.
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Proof: We illustrate the proof of Theorm by the following three games such as
(GameAk |k = 0, 1, 2), which are played by Attacker A such that in each game, if A
can predict the random bit b in GameAk correctly, then it wins the game with event
SuccessAGamek

. The probability of attacker A winning the GameAk is given by the
AdvHCFAIUN

A,Gamek
= Pr[SuccessAGamek

]. The demonstration of the three games played by
attacker A is as follows:
GameA0 : Attacker A plays the game and performs an actual attack by taking a random
bit b ;then from the definition of semantic security, it is given as:

AdvHCFAIUN
A (Tpoly) = |2AdvHCFAIUN

A,Gamek
− 1| (4.52)

GameA1 : In this Game, Attacker A can gain the complete information of messages
such as M1 = (EU1, EU2, EU3, Pub KeyEU , TS1),M2 = (B1, B2, B3, TS2) and M3 =
(U1, AUTN , TS3) from eavesdropping attack by queries like Execute query during Lo-
gin and Authentication Stage. Attacker A runs the reveal() and test() query to obtain
Session key, Sess KeyUAV→EU = hash(OIDUAV ∥ OIDGCS ∥ OID′

EU* ∥ TS3 ∥ R2) =
Sess KeyEU→UAV which is generated between the UAV and the user. The HCFAIUN pro-
tocol uses a one-way collision-resistant hash function which protects anonymous id such
as OIDUAV , OIDGCS, OID

′
EU along with a timestamp and random nonce, R2*. Thus, an

eavesdropping attack does not impact the leakage of the shared session key, which makes
GameA0 and GameA1 identical, which is shown below:

AdvHCFAIUN
A,Game0

= AdvHCFAIUN
A,Game1

(4.53)

GameA2 : In this scenario, Attacker A performs malicious activity by executing a
Corrupt query to gather secret credentials of EU such as IDEU and PASSEU . More-
over, if the attacker gains the secrete credentials stored in memory, then predicting
M1 = (EU1, EU2, EU3, Pub KeyEU , TS1) is difficult due to the one-way hash function
with collision resistance and HCDLP computation hardness to predict Pri KeyEU . Ad-
ditionally, GameA1 and GameA2 are hard to distinguish if hash queries and computational
HCDLP are ignored. Utilizing the birthday paradox to find the hash collision along with
the advantage of computing HCDLP is given as:

|AdvHCFAIUN
A,Game1

− AdvHCFAIUN
A,Game2

| ≤
Hash2

Q

2|Hash|
+ 2AdvHCDLP

A (Tpoly) (4.54)

Attacker A, on completing all games (GameAk |k = 0, 1, 2), does not gain any valid bit to
win the game. Thus, we obtain the equation:

|AdvHCFAIUN
A,Game2

| ≤ 1

2
(4.55)

From equation 4.52 and 4.53, we get

1

2
AdvHCFAIUN

A (Tpoly) = |AdvHCFAIUN
A,Game0

− 1

2
| (4.56)

From the triangular inequality result and equations (4.52)–(4.54), we get,

1

2
AdvHCFAIUN

A (Tpoly) = |AdvHCFAIUN
A,Game0

− AdvHCFAIUN
A,Game2

|

= |AdvHCFAIUN
A,Game1

− AdvHCFAIUN
A,Game2

|

≤
Hash2

Q

2|Hash|
+ AdvHCDLP

A (Tpoly)

(4.57)

97



The final equation can be obtained by multiplying the equation (4.57) on both sides
by 2.

AdvHCFAIUN
A (Tpoly) ≤

Hash2
Q

|Hash|
+ 2AdvHCDLP

A (Tpoly) (4.58)

4.4.2 Informal Security Assessment:

The protocols safety management is commonly subjected to informal validation by an-
alyzing it for vulnerability to numerous kinds of attacks. Its effectiveness and security
assuredness are guaranteed. This section is aimed at conducting a complete security as-
sessment of HCFAIUN, where well-known attacks are selected to showcase the defense
capabilities of the system.

4.4.2.1 Replay Attack

In the login and authentication stage, all of the messages M1, M2, and M3 contain some
enciphered messages such as (EU1) inM1 andM1 carries timestamp TS1. The entity GCS
will verify the timestamp TS1 with the timestamp contained in the enciphered message
(EU1) on receiving the message from the EU. If the matching fails, the recipient will
quickly learn that the message has undergone unauthorized modifications by the attacker
A. The same scenario is followed for messageM2. Therefore, our protocol remains resilient
in the face of replay attacks.

4.4.2.2 Man in the Middle Attack

If the hacker (A) tries to intercept and modify the contents of messages such as M1,M2,
and M3 to generate a false breach by disguising himself as a real participant. This
illicit activity will be pointless because the attacker cannot emit authentication tokens
or validate them. They cannot delay or forge messages due to fresh timestamps and
unidirectional cryptographic hash(·), which guarantees the authenticity and validity of
messages. As a result, the suggested strategy displays resistance against MITM assaults.

4.4.2.3 Impersonation Attack

4.4.2.3.1 Protection for UAV
If a malicious entity attempts to assume the identity of a registered UAV, denoted as
UAV, they must generate authentic messages denoted as AUTN = hash(Sess KeyUAV

∥ TS3) and successfully transmit them to the intended recipient, EU. However, it’s im-
portant to note that AUTN encapsulates the session key Sess KeyUAV , which remains
beyond the attacker’s reach and Upon receipt of the message AUTN , EU proceeds to
compute AUTN* and subsequently compares it with AUTN to assess their validity. Con-
sequently, the EU can distinguish between an attacker posing as a drone and a genuine
registered drone. This capability underscores the security of the proposed scheme against
drone impersonation attacks.

4.4.2.3.2 Protection for User
Under the information provided during the 2nd stage of the access and verification process,
the GCS verifies the identity of user EU by calculating EU3* and subsequently comparing
it to the EU3 value received from EU. In an attempt to impersonate Ui, one method
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available to an attacker involves the creation of legitimate messages in the form of EU3 =
hash(OIDEU ∥ OIDGCS ∥ OIDUAV ∥ KEU ∥ TS1), which are then transmitted to the
GCS. It is important to note that the attacker can generate their timestamp (TSattacker),
but they lack access to the confidential parameters, which encompass KEU and GCS’s
private key (Pri KeyGCS). These confidential parameters remain beyond the reach of the
adversary. Consequently, the adversary cannot generate a legal EU3, thereby enabling
GCS to discern the impostor from the legitimate user.

4.4.2.3.3 Protection for GCS
In this assault, the attacker A acts as an authentic enrolled GCS and intercepts the
authentication message M2 between the GCS and the UAV. The attacker may construct
modified or fraudulent communications by obtaining crucial data from the GCS to demon-
strate his legitimacy. The attacker constructs legitimate information M2 by generating
slot TS2 & a new arbitrary numeral R1. Due to a lack of knowledge regarding OIDUAV ,
OIDGCS, and OIDEU , the attacker cannot compute B1, B2, B3,or alter M3. As a result, it
ensures that the attacker cannot fabricate or alter the confidential message of the GCS in
polynomial time. Thus, the HCFAIUN protocol remains resilient to GCS impersonation
attempts.

4.4.2.4 Session Key Attack

The session key derived as Sess KeyUAV→EU = hash(OIDUAV ∥ OIDGCS ∥ OID
′
EU* ∥

TS3 ∥ R2) incorporates unique random numbers specific to the ongoing session. Including
the trapdoor hash function ensures that the intruder (A) cannot extract arbitrary numer-
als such as R2 from the session key. Consequently, even if an attacker gains possession of a
previous session key, they are precluded from obtaining access to the current session key.
This characteristic underscores the HCFAIUN protocol resilience against known session
key attacks.

4.4.2.5 DoS Attack

During the access phase or a password update operation, if an enrolled EU provides an
incorrect IDEU and PASSEU , a local validation process is employed, which includes ver-
ifying the condition Yprev = Yupdated. Once this validation is completed, the external user
EU login request is relayed to the GCS. Additionally, password updates are exclusively
allowed when the old password is verified successfully during the update procedure. As a
result, the HCFAIUN protocol exhibits resilience against DoS attacks of this nature.

4.4.2.6 Smart Device Attack

If an attacker A steals or loses the smart device belonging to a registered user EU.
It is possible to extract all information Z

′
EU , OID

′
EU stored in the device’s memory

through power analysis attacks. Where Z
′
EU = hash(OIDEU ∥ YEU) ⊕ ZEU and

OID
′
EU = hash(IDEU ∥ PASSEU) ⊕ OIDEU . Despite this knowledge, the attacker

is unable to reliably deduce OIDEU and PASSEU from the collected data without the
safe factor YEU . Moreover, applying a unidirectional trapdoor hashing (SHA-1) averts
the intruder from concurrently recovering the confidential details. Nevertheless, the as-
sailant remains incapable of obtaining the secret parameters of the EU. As a result, the
HCFAIUN protocol is resilient against assaults involving the theft of mobile devices.
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4.4.2.7 Physical UAV Attack

As previously mentioned, a potential attacker’s physical seizure of a UAV is a legitimate
concern. Let us consider a scenario in which an attacker has successfully taken control of
a UAV and gained access to all stored credentials and communication data, specifically
{IDUAV , OIDUAV }. It is important to note that the Pri KeyGCS is securely stored within
a unidirectional hash (SHA-1), effectively protecting any malicious actor by calculating
the subsequently shared key without requisite information of the arbitrary value (R1*)
and obfuscation identity (OIDGCS, OIDEU). The confidential information differs for each
individual deployed UAV, so attacker A cannot produce shared keys for UAVs and the
EU. Consequently, the HCFAIUN demonstrates robustness against physical drone capture
attacks.

4.4.2.8 Tampering Attack

An intruder A may manipulate the authentication and response details. We employ a
unidirectional trapdoor hash method (SHA-1) to mitigate this risk and safeguard against
unauthorized alterations. It is important to note that the transmitted message EU3

includes the recipient’s (sender’s) secret key KEU . The GCS can distinguish any modi-
fications to the message with the help of equation EU3 = EU3*. Additionally, the user
EU can detect any changes to the authentication component by verifying the equation
AUT = AUTN*. Consequently, the HCFAIUN protocol maintains its resilience against
tampering attacks.

4.4.2.9 Password and Biometric Modification Attack

In this attack, attacker A can gather sensitive credentials of EU such as Z ’
EU , OID’

EU ,
Gen(·), Rep(·), hd, µ by capturing the smart device. The purpose of A in this attack is
to modify or update the PASSEU and biometric traits (BTEU) of EU. To achieve this, A
randomly chooses sensitive credentials such as IDA

EU , PASSA
EU and BTA

EU , and evaluate
the following computations: Gen(BTA

EU) = (γA
EU , hd), Y

A
EU = hash(IDA

EU ∥ PASSA
EU ∥

µ ∥ γA
EU), Z

A
EU ’ = hash(OIDEU ∥ PASSEU ∥ γA

EU) ⊕ ZEU , OIDA
EU ’ = hash(IDA

EU ∥
PASSA

EU) ⊕ OIDEU . To complete the evaluation of the above parameters, it is difficult
for attacker A to guess secret credentials of EU like OIDEU , ZEU , IDEU , PASSEU and
BTEU . Thus, guessing the password and modifying the smart device’s information is
impossible for the attacker.

4.4.2.10 Un-Traceability

To guarantee that every participant’s message is unique, at the authentication step, the
random nonce, R1, R2, and the current timestamp TScur for each session are selected at
random. The enemy adversary cannot connect the communications the GCS, UAV, and
EU sent. Likewise, it’s hard to track down the sender. In addition, a secure unidirectional
hash function contains or conceals genuine identities. (ID, OID). Thus, the HCFAIUN
approach may be used to create un-traceability.

4.4.2.11 Privacy Preserving

To safeguard privacy and anonymity, the proposed protocol must ensure that an attacker
cannot retrieve actual identities once our system is operational. Our protocol can safe-
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guard the confidentiality of all sent and received communications, including M1, M2, and
M3. Moreover, these messages are generated using new periods and random integers.
This provides a significant benefit in that it is harder for attackers to obtain sensitive
information and actual identities from users, GCS, and drones. The HCFAIUN system,
as a result, guarantees anonymity and privacy.

4.4.2.12 Accuracy and Validity

Data Accuracy and Validity are the assurance that no attacker may alter the information
that is sent, and if they do, the system will detect and report the alteration. First of
all, attacker A find it difficult to infer the matching session key (Sess KeyUAV/EU) based
on the HCDLP. Second, nodes use the one-way hash function to conduct an integrity
check following each phase’s message exchange. As a result, the HCFAIUN system has
significantly more integrity maintenance security.

4.4.2.13 Forward Secrecy

The Forward secrecy attribute ensures that the session key from the prior communication
does not leak due to the compromised persistent key. Under the HCFAIUN method,
participants must generate a new key (Sess Key) for every session. This new session
key (Sess Key) must contain a random number that makes it difficult for attacker A to
calculate or predict. Furthermore, the protocol incorporates a timestamp TS that checks
current sessions. Therefore, the gathered secret key is irrelevant to the attacker in case
of attempting to breach earlier sessions, indicating that our protocol guarantees absolute
forward secrecy.

4.4.2.14 Authentication and Key Agreement

The common session key Sess KeyUAV→EU = hash(OIDUAV ∥ OIDGCS ∥ OID
′
EU* ∥

TS3 ∥ R2) = Sess KeyEU→UAV is calculated among UAV and EU for secure communica-
tion which will be possible when mutual authentication is done.

4.5 Performance Evaluation

This section conducts an exhaustive performance analysis, comparing HCFAIUN with
other pertinent schemes.

4.5.1 Computation Cost

In the mutual authentication phase, we evaluate the computing costs of the
suggested method and previous work [13, 15–17]. According to [13, 16, 17],
TH , TECM , THCM , TFE, TP , TCM , TAC , TENC/DEC , TE denote the hash function with 0.027
ms time for GCS and 0.06 ms for EU and UAV, ECC multiplication with 0.56 ms duration
for GCS and 1.27 ms for EU and UAV, HC multiplication with 0.48 ms time, FE with 1.27
ms time for EU and UAV, Bilinear pairing with 5.6 ms operation time for EU and UAV
and 3.61 ms operation time for GCS, chaotic map with 0.512 ms for GCS and 0.98 ms
operation time for EU and UAV, AEGIS authenticated encryption algorithm with com-
putation time of 0.415 ms, encryption operation time of 0.5 ms for EU and UAV and 0.19
ms for GCS. Compared with previous work, our proposed work shows less computation
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cost, i.e. 3.832 ms, with high security against logical and physical attacks in IoT-based
UAV networks, illustrated in Table 4.1 and Figure 4.6.

Table 4.1: Comparative study of computation costs

Schemes Ever [17] Tanveer et
al. [16]

Rajasekaran
et al.[15]

Tanveer et
al.[13]

Proposed
HCFAIUN

EU Side 3TH +
2TP (11.38)

6TH + 3TAC +
3TECM +
TFE(6.685)

4TE + TP +
TH(8.06)

6TH +
3TCM +
TFE(6.57)

10TH +
2THCM +
TFE(2.83)

GCS Side 9TH + 2TP +
4TECM (13.683)

2TH +TECM +
3TAC(0.824)

- 2TH+TCM+
TENC(0.756)

6TH +
THCM (0.642)

UAV Side 5TH +
2TP (11.335)

3TH +
2TECM +
2TAC(3.451)

3TE + 2TP +
TH(13.06)

4TH+TCM+
2TE(2.22)

6TH(0.36)

Total (ms) 36.398 ms 10.96 ms 21.12 ms 9.54 ms 3.832 ms

Figure 4.6: Comparison of computation costs

4.5.2 Communication Cost

To showcase the efficacy compared to prevailing methodologies [13, 15–17], we assess
the communication expenditures incurred by diverse entities involved in the login and
authentication phases. This analysis focuses on transmitting messages among the partic-
ipants during these stages. To gauge communication expenses, we posit that the sizes for
the the hash function (SHA-1), timestamp, HC, elliptic curve point, identity, and ran-
dom number are 160, 32, 80, 160, 160, and 160 bits, respectively. To transmit message,
M1 = (EU1, EU2, EU3, Pub KeyEU , TS1) the cost will be (160+160+160+80+32=592
bits). Similarly for M2 = (B1, B2, B3, TS2), cost will be (160+160+160+32=512) and to
transmit M3 = (U1, AUTN , TS3), the cost will be (160+160+32=352 bits). Therefore,
the total cost will be 1456 bits, which is less than the existing ones with three messages
exchanged as illustrated in Table 4.2 and Figures 4.7-4.8.
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Table 4.2: Comparitive study of communication cost

Schemes Ever[17] Tanveer et
al.[16]

Rajasekaran
et al.[15]

Tanveer et
al.[13]

Proposed
HCFAIUN

Total Cost
(bits)

1920 1856 1184 1664 1456

Messages 3 3 2 3 3

Figure 4.7: Comparison of communication costs

Figure 4.8: Comparison of total messages exchanged
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4.5.3 Storage Cost

The proposed protocol provides insights into storage overhead complexities and demon-
strates a comparison with existing schemes [13, 15–17] during the login and authenti-
cation stage, as shown in Table 4.3 and Figure 4.9. As UAVs are resource-constrained
devices which often carry limited storage on board. Therefore, a reduction of storage
costs is necessary. In the HCFAIUN protocol, the cost required to store the infor-
mation {ZEU , OIDEU , Gen(·), Rep(·), hd, µ},{OIDUAV } and {OIDEU , OIDUAV } at EU,
UAV and GCS are {160+160+160+8+160}=648 bits, 160 bits and {160+160}=320 bits,
respectively. Therefore, the total storage overhead in this scheme is 1128 bits, which is
lower than existing schemes.

Table 4.3: Comparative study of storage costs

Schemes Ever [17] Tanveer et al.
[16]

Rajasekaran
et al.[15]

Tanveer et
al.[13]

Proposed
HCFAIUN

EU Side 160 bits 536 bits 1152 bits 824 bits 648 bits
GCS Side 128 bits 592 bits - 608 bits 320 bits
UAV Side 1184 bits 256 bits 1046 bits 416 bits 160 bits
Total (bits) 1472 bits 1384 bits 2198 bits 1848 bits 1128 bits

Figure 4.9: Comparison of storage costs

4.5.4 Comparative Analysis of Security Features

The proposed HCFAIUN scheme is provably secure and lightweight as compared to the
previous schemes [13, 15–17] and the security features comparison is shown in Table 4.4.
In the case of Tanveer et al. [16], the scheme is prone to various attacks, such as session
key attacks, physical UAV attacks and tampering attacks with the lack of integrity and
forward secrecy. This proposed scheme is secured against user and device impersonation
attacks without discussing its effect on UAVs and GCS. Regarding Rajasekran [15], the
scheme is vulnerable to session key attacks, DoS attacks, smart device attacks, physical
UAV attacks, tampering attacks and biometric modification attacks. Additionally, this
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scheme lacks forward secrecy and dynamic device addition and no formal security analy-
sis is provided for the session key. As per Ever [17], the discussed scheme is prone to an
MITM attack, impersonation attack at the user and GCS side, DoS attack, smart device
attack, tampering attack, password and biometric modification with weakness against un-
traceability, privacy-preserving, integrity, forward secrecy, dynamic device addition and
no formal security assessment. In the case of Tanveer et al., [13], the scheme offers pro-
tection against various attacks such as replay and MITM attacks, but it is weak against
DoS attacks, Smart Device attacks, physical UAV attacks, tampering attacks, privacy-
preserving and dynamic device addition. Most of the schemes are based on a high-cost
chaotic map, bilinear pairing cryptography, and a genus-1 elliptic curve without a strong
key generation strategy. Consequently, our proposed scheme demonstrates enhanced se-
curity and functional attributes compared to previous schemes by utilising an HC scalar
multiplication and FE to keep the private key secure and generate strong keys.

Table 4.4: Comparative study of security features

Features
Tanveer et

al.[16]
Rajasekaran
et al. [15]

Ever et al.
[17]

Tanveer et
al. [13]

Proposed
HCFAIUN

SF1 ✓ ✓ ✓ ✓ ✓
SF2 ✓ ✓ × ✓ ✓
SF3 ∂ ✓ ∂ ✓ ✓
SF4 × × × ✓ ✓
SF5 ✓ × × × ✓
SF6 ✓ × × × ✓
SF7 × × ✓ × ✓
SF8 × × × × ✓
SF9 ✓ × × ✓ ✓
SF10 ✓ ✓ × ✓ ✓
SF11 ✓ ✓ × × ✓
SF12 × ✓ × ✓ ✓
SF13 × × × ✓ ✓
SF14 ✓ ✓ ✓ ✓ ✓
SF15 ✓ × × × ✓
SF16 ✓ × × ✓ ✓
SF17 ✓ ✓ ✓ ✓ ✓

Note: ✓ - Discussion on security features, x- Not discussed ∂-partial information, SF1-
Replay Attack, SF2-MITM attack, SF3-Impersonation attack (EU, GCS, UAV), SF4-
Session Key Attack, SF5-DoS Attack, SF6-Smart Device Attack, SF7-Physical UAV At-
tack, SF8-Tampering Attack, SF9-Password and Biometric Modification Attack, SF10-
Un-traceability, SF11- Privacy preserving, SF12-Integrity, SF13-Forward secrecy, SF14-
Mutual Authentication and key agreement, SF15-dynamic device addition, SF16-formal
security analysis, SF17-informal security analysis.

4.6 Summary

This chapter offers a Hyperelliptic curve and Fuzzy extractor-based authentication in IoT-
based UAV networks that is effective and safe as per security requirements, leveraging
HCC to satisfy the criterion of decreased computation, communication and storage cost,
such as 3.82 ms, 1456 bits and 1128 bits, respectively, as compared to previous protocols.
The proposed protocol improves the elliptic curve using lower parameters and key sizes.
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Unlike typical bilinear pairing-based cryptography with exponential operations and ellip-
tic curves, which require a 160-bit key size, HCC only requires a maximum of 80 bits,
making it ideal for resource-constrained UAVs. This protocol also employs an FE mech-
anism to generate biometric traits of the user, such as a key which can be reproducible
to prevent exposing data from stealing smart devices. The lower storage overhead in HC-
FAIUN eliminates the resource limitation of UAVs. Security and performance evaluations
using Scyther formal and informal analyses, including comparative analyses, show that
our proposed solution is secure. The real-world application of this protocol is to assist
smart cities in rescue, package deliveries, and predicting traffic behaviour by firefighting
service vehicles and ambulance drivers without any large computation and communication
delay. HCFAIUN protocol can protect sensitive information like property destruction of
people during natural disasters from physical and logical attacks on UAVs. Besides its
advantages, the HCFAIUN scheme is based on fixed UAV topology in smart city scenarios.
It can be vulnerable to quantum-based attacks, as quantum computers can solve complex
HCDLP in seconds. In the future, our objective is to evaluate the effectiveness of our
methodology in real-world conditions with dynamic UAV topologies consideration. This
work can be enhanced by utilising a post-quantum-based cryptosystem.
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Chapter 5

A Secure Cryptosystem for Secure Data

Transmission in IoT-based UAV Networks

This chapter covers the design and development of the proposed secure cryptosystem
with key operations such as HC of genus-2, secure hashing, XOR, random nonce and
timestamps to generate shared session keys for further communication in IoT-based UAV
networks.

5.1 Introduction

Wireless communication networks have facilitated the growing integration of IoT into
our daily lives. Globally, the number of connected devices is outpacing human pop-
ulation growth. This situation leads to an increase in the average number of devices
and connections per household and person. New gadgets with enhanced intelligence are
launched and adopted annually. IoT-based UAV Networks link Unmanned Aerial Ve-
hicles (UAVs), generally known as drones, with the IoT. This technology is utilized for
inspection, surveillance, package delivery, military operations, and many other purposes,
creating an enormous amount of sensitive information [158]. IoT-based UAV networks
provide internet connectivity between users and UAVs to securely transmit data in smart
cities, military, agriculture and healthcare environments [159]. IoT-based UAV networks
provide connections among external operators (EO), UAVs and GCS. UAVs acquire data
from their environment and relay it to the designated server located at the GCS in this
system. In the same way, by sending control directives over wireless channels, the GCS
monitors and manages the UAVs.

The UAVs carry traffic information on roads in smart cities, which is crucial for traffic
authorities to track and prevent road accidents [160, 161]. Moreover, the UAVs capture
aerial views through cameras to provide real-time information about survivors of natural
calamities or disasters [162]. The collected traffic or disaster data transmission in this type
of network is vulnerable to different kinds of attacks, such as impersonation and physi-
cal capture attacks by adversaries [163–165]. Moreover, UAVs are resource-constrained
devices, i.e., they have limited computation capabilities, batteries, and storage on board.
There are several other challenges, such as security and performance trade-offs. In most
of the existing research studies [13, 15–17, 166], the proposed cryptosystems are based on
pairing-based cryptography, chaotic maps and genus-1 elliptic curves with large key sizes
and having high communication, computation and storage costs with a lack of security fea-
tures such as untraceability, anonymity, forward secrecy and physical UAV attacks. Thus,
to address these challenges, we propose a secure and lightweight cryptosystem based on a
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hyperelliptic curve (HC), which provides mutual authentication among users and UAVs
by generating session keys for secure data transmission. The proposed cryptosystem over-
comes the large key size problem by employing HC small key size of 80 bits suitable for
a resource-constrained UAV network. The cryptosystem is secured with HC scalar multi-
plication, an anonymous alias of UAV and its operator, a secure hash algorithm, random
nonces and unique timestamps for each session. The major contributions of the proposed
cryptosystem are:

1. This paper introduces a unique and computationally efficient cryptosystem leverag-
ing the hyperelliptic curve of a genus greater than one.

2. Employs the hyperelliptic curve discrete logarithm problem (HCDLP) using con-
cealment ID for identity preservation.

3. Assessment of the cryptosystem is done through formal verification tools such as
Scyther and ROM.

4. Performance evaluation is done with a comparative analysis of computation, com-
munication and storage costs.

5.2 Summary of Recent Cryptosystems

This section provides a relevant study of authentication and key agreement techniques in
existing cryptosystems.
Ever [17] discussed a cryptosystem based on pairing-based cryptography and elliptic curve
cryptography (ECC) in order to facilitate mutual authentication among external operators
and UAVs. Nevertheless, it is important to note that the system requires significant
computational resources and lacks provisions for ensuring robust defense, untraceability
and privacy. In [16], Tanveer et al. proposed an authentication scheme that employs
several cryptographic primitives to accomplish its aims, including the use of hash functions
and elliptic curve cryptography, but their scheme lacks verification of a session key and
is vulnerable to man-in-the-middle and physical UAV attack. Rajasekaran et al. [15]
presented a method for establishing a safe mutual authentication among users and UAVs
using bilinear pairing. However, this scheme has a high computation overhead. In [166],
the robust and reliable mutual authentication scheme was designed for UAV networks
leveraging hash functions and chaotic maps, which mitigate masquerade and physical
attack, but it is not suited for UAVs owing to high computation and communication
costs. In addition, Tanveer et al. [13] discussed an authentication and key agreement
method utilizing Chebyshev polynomial and symmetric key encryption. This scheme is
prone to physical UAV attacks, denial of service attacks, and smartphone attacks with
high computation, communication, and storage overhead.

5.3 System Model

This section provides the relevant background of the threat and network model.
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5.3.1 Adversary model

The prominent Dolev-Yao (DY) threat model is applied in the proposed cryptosystem. In
the DY Model [14, 129, 136], an attacker with malicious intent may inject fake informa-
tion, edit, erase, manipulate, steal and carry out other unlawful actions on the information
communicated by the two communicating parties in the public channel. This study also
presents the Canetti-Krawczyk (CK) adversary model. In the CK model [137], an at-
tacker can implement all the attack techniques of the DY model, and the attacker can
additionally access and reveal secret credentials, session state, and session keys through-
out the session. Therefore, the cryptosystem suggested in this work has to guarantee that
the leaking of temporary session secrets and temporary session keys does not compromise
the genuine credentials of the communicating entities. Thus, our suggested cryptosystem
assumes that the registration and authentication service is trustworthy, while the external
operator and UAV communication are not trusted.

5.3.2 Network model

The proposed cryptosystem consists of three entities, i.e., EO, GCS, and UAV, which are
presented in Figure 5.1 and discussed below:

• GCS: A trusted identity that provides registration among external operators and
UAVs. Based on this, the GCS creates long-term secret keys for UAVs and the EO
based on their unique identities.

• EO: GCS provides the private key to the smart mobile user upon registration. The
external operators prove their identity before communicating with UAVs.

• UAVs: At the registering stage, they get their secret keys from the GCS, too.
Once EU legitimacy is verified, the UAV and EU set a session key that guarantees
communication security.

Figure 5.1: Network model of Cryptosystem

5.4 Proposed Cryptosystem

The proposed system contains four stages, which are briefly discussed in this section.
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5.4.1 External Operator Enrollment Stage

An EO is required to register through GCS. The EO chooses one identity as
IDEO and password as PASSEO along with a random number Ra and evaluates PEO =
h(h (IDEO ∥ Ra) ⊕ h (PASSEO ∥ Ra)), which is then sent to GCS via a private chan-
nel. GCS on receiving PEO, evaluates anonymous alias AlEO = h(IDEO ∥ PRKGCS ∥
PEO), QEO=h (AlEO ∥ Rb) , REO=h(QEO ∥ Rc), SEO=h(REO ∥ Rd) and keeps {IDEO,
QEO, AlEO, REO} in its storage and forward {REO, SEO} for external operator device
storage over a private channel as presented in Figure 5.2.

Figure 5.2: External Operator Registration Stage

5.4.2 UAV Enrollment Stage

A UAV sends its original identity, IDUAV , over the private channel to GCS. GCS then
selects a random number RUAV and evaluates TUAV = h(IDUAV ∥ RUAV ) and anonymous
alias, ALUAV = h(IDUAV ∥ TUAV ∥ RUAV ∥ PRKGCS) and keeps ALUAV in its
memory and forwards {ALUAV , TUAV } to UAV over a private channel. The UAV receives
and stores the parameters in its memory for subsequent use, as shown in Figure 5.3.

Figure 5.3: UAV Registration Stage
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5.4.3 Authentication Stage

The various steps included in this stage are represented in Figure 5.4 and explained below:

1. Step-1: EO provides input credentials such as IDEO and password as PASSEO

which evaluate P $
EO = h(h (IDEO ∥ Ra) ⊕ h (PASSEO ∥ Ra)),AL

$
EO = h(IDEO ∥

PRKGCS ∥ PEO) and Q$
EO=h

(
AL$

EO ∥ Rb

)
, R$

EO=h(Q$
EO ∥ Rc), S

$
EO=h(R$

EO ∥
Rd) if SEO?=S$

EO validates successfully, then PUKGCS = PRKEO.D and
TKEO = PRKEO.PUKGCS and EO chooses a timestamp, Ta to evaluate TEO =
h(QEO || ALEO || TKEO || Ta) which then sends a message {TEO, TKEO,PUKEO,
QEO, Ta} to GCS over the public channel.

2. Step-2: On receiving the first message, GCS will check for the freshness of the
message by validating |T b−Ta| ≤ δ(T ),then, T $

EO = h(QEO || ALEO || TKEO || Ta),
verify T $

EO ?= TEO and if verified successfully, then evaluate KGCS = PUKEO ∗
PRKGCS, UUAV = REO ⊕ KGCS, VEO = h(UUAV ||KGCS||Tb||Rb) and forward
{KGCS, QEO, UUAV , VEO, Tb} to UAV end over insecure channel.

3. Step-3: On verifying timestamp , |T c − Tb| ≤ δ(T ) UAV computes REO =
UUAV ⊕ KGCS and V $

EO = h(UUAV ||KGCS||Tb||Rb) then confirms V $
EO = VEO,

if valid SKUAV = h(ALUAV || REO|| Tb) and AuthUAV is calculated as AuthUAV =
h(SKUAV || QEO||REO||Tb) and { AuthUAV , Td} is forwarded to EO over an insecure
medium.

4. Step-4: EO will check |T e −Td| ≤ δ(T ), if verification is successful, then evaluate
SKEO = h(ALUAV || REO|| Tb), AuthEO = h (SKEO||QEO ||REO||Td) , confirm
AuthUAV ?= AuthEO if verification fails, then the session is terminated; otherwise,
mutual authentication is completed with the result as a shared session key, SK=
SKUAV= SKEO.

Figure 5.4: Authentication Stage
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5.4.4 Password Alteration stage

In this stage, EO enters their IDEO and PASSEO in the smart device and evaluates
P $
EO = h(h (IDEO ∥ Ra) ⊕ h (PASSEO ∥ Ra)), AL

$
EO = h(IDEO ∥ PRKGCS ∥ PEO)

and Q$
EO=h

(
AL$

EO ∥ Rb

)
, R$

EO=h(Q$
EO ∥ Rc), S

$
EO=h(R$

EO ∥ Rd) confirm SEO?=S$
EO,

Then, EO provides an alternate password to update PASSN
EO followed by evaluation,

PN
EO = h(h (IDEO ∥ Ra) ⊕ h

(
PASSN

EO ∥ Ra

)
), ALN

EO = h(IDEO ∥ PRKGCS ∥ PEO)

and QN
EO=h

(
ALN

EO ∥ Rb

)
, RN

EO=h(QN
EO ∥ Rc), S

N
EO=h(RN

EO ∥ Rd), EO substitutes P $
EO,

AL$
EO, Q

$
EO, R

$
EO, S

$
EO with PN

EO, AL
N
EO, Q

N
EO, R

N
EO, S

N
EO respectively.

5.5 Security Assessment

This section covers the security assessment of the proposed cryptosystem with formal and
informal analysis methods.

5.5.1 Formal Analysis

Formal analysis of the cryptosystem is carried out using the Random Oracle Model (ROM)
and Scyther tool.

1. ROM method: This method is a mathematical model that responds to distinct
queries with arbitrary responses by validating shared session keys from adversaries.
The principle terms for this model are the following:

• Oracle: The one-way hash function h(.) acts as an oracle.

• Participants: In the proposed cryptosystem, there are three participants in-
volved in secure data transmission, namely GCS, EO, and UAV, with instances
as i1,i2, i3, and oracles as I i1GCS, I

i2
EO, I

i3
UAV respectively.

• Partnership: If the session key is shared among all the oracles I i1GCS, I
i2
EO,

I i3UAV then they form a partnership during the acceptance state.

• Freshness: Freshness is achieved when Adv cannot disclose the shared session
key among I i2EO and I i3UAV .

This method contains various queries that are necessary for the assessment of Adv
attacks as follows:

(a) Send(I i, M): Adv can execute this query to transfer message M to I i and
obtain the response.

(b) Execute(I i1GCS, I
i2
EO, I

i3
UAV ): Adv can obtain the information by performing an

eavesdropping attack with this query.

(c) Corrupt(I i): Adv runs this query to gather the privileges of an external oper-
ator.

(d) Reveal(I i): The session key shared among EO and UAV can be revealed by
the Adv by executing Reveal query.

(e) Test(I i): The attacker can run this query to obtain the session key from I i

which in turn responds with random outcome C from the unbiased coin.
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2. Scyther verification:

The proposed cryptosystem is verified using the Scyther verification tool [143, 167],
which validates all security principles such as Integrity, Confidentiality, and Authen-
tication. The proposed cryptosystem follows SPDL (Security Protocol Description
Language) for the writing syntax. The output shows no attacks on the proposed
cryptosystem with identities and session key protection from adversaries, as shown
in Figure 5.5.

Figure 5.5: Scyther Verification

5.5.2 Informal Analysis

This section provides a provably secure analysis of the proposed cryptosystem.

• External operator device attack: If adversary tries to attempt this attack and
wants to gather information {IDEO, QEO, AlEO, REO} from the memory of the
device then it is difficult for Adv to do so as it is unable to deduce message digest
PEO which rely on the one-way hash function SHA-1.

• Man-in-the-middle attack: The proposed cryptosystem is secured from man-
in-the-middle attack. If the adversary tries to capture messages such as {TEO,
TKEO,PUKEO, QEO, Ta}, {KGCS, QEO, UUAV , VEO, Tb}and { AuthUAV , Td} by
delete, update and eavesdrop, then it will not possible for an attacker as each mes-
sage is acquired with a timestamp and unidirectional hash function.

• DoS attack: If the attacker tries to flood the network with bulk requests with
incorrect login credentials, then multiple validation is required, such as SEO?=S$

EO

, TEO?=T $
EO and V EO?=V $

EO. Each validation is required to be

113



done at a particular timestamp, which will be hard to guess for adversaries; there-
fore, this cryptosystem is secured against DoS attack.

• Impersonation attack: If the attacker tries to impersonate the system, then there
will be the requirement of original identity credentials such as IDEO and IDUAV

which are secure using alias identities of EO and UAV such as ALEO = h(IDEO ∥
PRKGCS ∥ PEO) and ALUAV = h(IDUAV ∥ TUAV ∥ RUAV ∥ PRKGCS).
Therefore, the proposed cryptosystem is secured against impersonation attacks.

• Replay attack: The messages such as {TEO, TKEO,PUKEO, QEO, Ta}, {KGCS,
QEO, UUAV , VEO, Tb}and { AuthUAV } are involved in the communication are secured
with timestamps such as {Ta, Tb, Tc, Td } and random nonce {Ra, Rb, Rc, , Rd} which
will prevent replay attacks.

• Session key attack: The session key generated between UAV and EO, such as
SKEO = SKUAV = h(ALUAV || REO|| Td) are equipped with an alias of UAV, REO

and a unique timestamp for each session. Moreover, the attacker cannot extract
these parameters from the one-way hash function. Thus, our cryptosystem is secured
against session key attacks.

• Untraceability: The message communicated between EO, GCS, and UAV are
secured with random nonces such as Ra, Rb and the specific timestamp Tb, Tc and
Te are provided for the current session which prevents an attacker from performing
malicious activity in between the communication.

• Forward secrecy: The session key shared by the entities EO and UAV, SKEO

and SKUAV are generated for each session, which holds timestamp and random
numbers and makes the scenario difficult for the attacker if somehow the attacker
predicts the current timestamp for the current session then it is hard for them to
predict earlier session key due to random nonce which guarantees the security of
the proposed cryptosystem.

• UAV capture attack: Any adversary can physically capture the drone by the
laser or net throw attack and take control of the whole UAV storage component
such as {ALUAV , TUAV } but despite the control, the attacker cannot extract ac-
tual credentials of UAV such as IDUAV and PRKGCS due to SHA-1 one-way hash
function.

• Tampering attack: An internal user may try to intercept the network by alter-
ing the message communicated between the entities. The EO entity has the content
TKEO which is generated with the help of PUKGCS and calculated with hyperellip-
tic curve discrete logarithm (HCDLP), which is difficult for the internal adversary
to evaluate. Similarly, the verification T $

EO ?= TEO at the GCS end ensures the
security of the proposed cryptosystem.

5.6 Performance Evaluation

This section covers the performance of the proposed cryptosystem by evaluating the com-
putation, communication and storage overhead.
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5.6.1 Computation Overhead

The computation overhead of the proposed cryptosystem is evaluated based on the time
taken by the different operations evaluation while transferring the message content among
different entities EO, GCS and UAV. The computation time standard values utilized by
the proposed protocol are defined in [13, 15–17, 166]. The computation time of various
operations such as hash function (Th), HC scalar multiplication (Thc), EC scalar multi-
plication (Tec), bilinear pair (Tbp), chaotic map (Tcm) and physical unclonable function
(Tpuf ), encryption/decryption (Tenc/dec) and fuzzy extractor (Tfe) is are 0.55 ms, 0.48ms,
0.98 ms, 2.31 ms, 0.66 ms, 0.22 ms, 0.71 ms and 1.27 ms respectively. The calculation of
computation cost at each entity end denotes that our cryptosystem has a minimum cost
of 10.33 ms as compared with the previous cryptosystem, which is shown in Figure 5.6
and Table 5.1.

Figure 5.6: Computation Cost Comparative Analysis

Table 5.1: Computation cost of proposed cryptosystem

Entities Operations Computation
Overhead(ms)

EO 10Th+2Thc 6.46
GCS 3Th+Thc 2.13
UAV 3Th 1.74

Total Cost 10.33 ms

5.6.2 Communication Overhead

All the entities EO, GCS and UAV involved in the communication carry messages
in bits or bytes. The size considered for the hash function, identity, timestamp,
concatenation, xor and the random number is 160, 160, 32, 160, 160 and 160
bits, respectively. The first message {TEO, TKEO, PUKEO, QEO, T a} which consumes
160+160+160+80+32}=592 bits. Similarly, the second message {KGCS, QEO, UUAV ,
VEO, Tb} has overhead {160+160+160+160+32}=672 bits and third message {AuthUAV
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, Td} consumes {160+32}=192 bits. The final computed value for communication over-
head is 1456 bits, which is less than that of other schemes as represented in Table 5.2 and
Figure 5.7.

Figure 5.7: Communication Cost Comparative Analysis

Table 5.2: Communication cost of proposed cryptosystem

Communication
Entities

Messages Communication
Overhead (bits)

EO → GCS {TEO,TKEO, PUKEO, QEO, T a} 592
GCS → UAV {KGCS, QEO, UUAV , VEO, Tb} 672
UAV → EO { AuthUAV , Td} 192

Total Cost 1456 bits

5.6.3 Storage Overhead

The local memory space utilized by the entities is known as storage overhead. In the
proposed cryptosystem, memory space utilized by entities EO, GCS, and UAV for storing
message contents {IDEO, QEO, ALEO, REO}, {ALUAV , ALEO} and {ALUAV , TUAV }are
{160+160+160+160=640 bits},{160+160=320 bits} and {160+160=320 bits} respec-
tively. Therefore, the proposed cryptosystem has minimum storage overhead as compared
to other schemes, which gives an advantage to resource-constrained UAVs as represented
in Figure 5.8 and Table 5.3.
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Figure 5.8: Storage Cost Comparative Analysis

Table 5.3: Storage cost of proposed cryptosystem

Entities Message Stored Storage Overhead
(bits)

EO {IDEO, QEO, ALEO, REO} 640
GCS {ALUAV , ALEO} 320
UAV {ALUAV , TUAV } 320

Total Cost 1280 bits

5.7 Summary

This chapter discussed the cryptosystem based on the hyperelliptic curve, which utilizes
the HCDLP, secure hash function, random nonce, alias identity, and XOR function. The
results of formal scyther verification and ROM show that the proposed cryptosystem is
secured from adversaries’ attacks, and informal analysis shows provable security. The
comparative study of different cryptosystems is described with computation, communica-
tion, and storage overhead charts, and the proposed system shows minimum computation,
communication and storage overhead as 10.33 ms, 1456 bits and 1280 bits, respectively,
making it suitable for resource-constrained UAVs. The cryptosystem can be implemented
for real-world UAV operations with enhanced security.
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Chapter 6

CONCLUSION, FUTURE SCOPE AND SOCIAL

IMPACT

6.1 Conclusion

The integration of IoT with UAV networks has revolutionised various applications such
as surveillance, traffic monitoring and payload delivery in smart city scenarios. However,
there are significant security concerns in transmitting plenty of sensitive data within the
entities from external users to UAVs and among UAVs via GCS. In the smart cities.,
IoT-based UAV networks are susceptible to various physical and logical attacks, such as
net throw attacks, DoS, and impersonation attacks. The use of UAVs in smart cities
raises privacy issues, such as disclosure of UAVs’ position through latitude and longitu-
dinal coordinates and captured images in the UAV’s memory. Ensuring the privacy of
citizens and sensitive data is a critical challenge. UAVs often have limited computational,
communication and storage resources, which requires lightweight and efficient security
protocols. The open-access communication landscape of IoT-based UAV networks makes
them vulnerable to authentication vulnerabilities. Unauthorised access to this network
can lead to data breaches and other security incidents. The recently proposed schemes rely
on pairing-based cryptography, elliptic curve cryptography, and chaotic crypto methods,
which have intensive computation, communication and storage costs and fail to provide
a balance between security and performance. Given numerous attempts of adversary
attacks in smart cities and other gaps, we have contributed through the design and de-
velopment of novel mutual authentication schemes in our thesis work. We proposed three
novel mutual authentication schemes as described below:

1. G2CAIUN: A Novel Genus-2 Curve-based Authentication for Secure Data Trans-
mission in IoT-based UAV Networks

2. HCFAIUN: A Novel Hyperelliptic Curve and Fuzzy Extractor-based Authentication
for Secure Data Transmission in IoT-based UAV networks

3. A Secure Cryptosystem for Secure Data Transmission in IoT-based UAV Networks

In Chapter 2, we systematically surveyed the existing literature on secure commu-
nication in IoT-based UAV networks. It covers a wide range of security vulnerabili-
ties, including physical and logical attacks such as jamming, spoofing, eavesdropping and
code injection. Our work evaluates existing countermeasures based on different technolo-
gies, such as encryption and key management techniques, authentication mechanisms,
blockchain-based solutions, quantum cryptography and intrusion detection systems. We
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provide a well-defined research methodology, including research questions, databases, in-
clusion and exclusion criteria and a systematic approach to selecting relevant papers. This
ensures a thorough and unbiased review of the literature. We also discussed a comparison
of existing searches with our findings, highlighting the limitations of previous research
and providing a more detailed analysis of security challenges and solutions in IoT-based
UAV networks. We also examined recent case studies on drone attacks. This work cov-
ers a hierarchal approach that provides a clear and organised view of attacks and their
countermeasures. At last, we have provided the mathematical foundation of HCC and its
advantages over traditional cryptographic schemes, along with the background of formal
validation techniques and tools.

In Chapter 3, we have proposed a novel mutual authentication scheme (G2CAIUN)
for robust communication in IoT-based UAV networks for smart city scenarios. The pro-
posed protocol utilises the Genus-2 hyperelliptic curve discrete logarithm problem and
anonymous identity to ensure the communication is encrypted and anonymous from ad-
versary attacks. We adopt PUF functionality, which protects the physical capture attack
or tampering. The protocol considered the network model and threat model, such as
the DY-threat and CK adversary model for malicious attempts. We have provided the
number of steps to design the protocol, starting from the Setup stage and enrollment
stage, followed by the EU-GCS-UAV, UAV-UAV and UAV-GCS authentication stage.
This scheme offers termination and re-issuance stage in case of device loss. The security
evaluation of the G2CAIUN scheme is done with formal validation of the Scyther tool and
ROM model. Moreover, the informal analysis provides valid proof against a number of
logical and physical attacks. We have offered a comparative study of security attributes
in tabular format. The performance evaluation of our protocol depicts the low compu-
tation (2.5 ms) and communication (1456 bits) overhead with existing schemes without
compromising security.

In Chapter 4, we have presented a novel authentication protocol (HCFAIUN) for se-
cure data transmission in IoT-based UAV networks. This protocol leverages Hyperelliptic
curve cryptography and fuzzy extractor mechanisms to address the security challenges
that occur in smart city scenarios. We achieve a significant reduction in key size, making
it suitable for UAVs with limited computational and storage resources. The fuzzy extrac-
tor enhances security by generating biometric traits to protect from unauthorised access.
We have facilitated the mutual authentication between users and UAVs, allowing them
to securely exchange session keys for encrypted communication. The use of HC scalar
multiplication and identity obfuscation techniques further strengthens the protocol’s re-
silience against various physical and logical attacks, including GPS spoofing, jamming,
eavesdropping and code injection. We have validated our protocol’s robustness through
formal security assessments using the Scyther verification tool and ROM model, as well as
informal analysis. Our performance evaluations demonstrate that the HCFAIUN proto-
col incurs lower computational, communication and storage costs compared to benchmark
schemes, making it an efficient solution for secure UAV communication.

In Chapter 5, we provided a discussion on a secure cryptosystem for secure data
transmission in IoT-based UAV networks. We presented a hyperelliptic curve-based cryp-
tosystem which is carried out with three main stages. In the first registration stage, both
EO and UAVs enrol with GCS to obtain an anonymous identity, followed by the secure
mutual authentication of EO and UAVs for data transmission. The system is designed and
developed with key operations such as HC of genus-2, secure hashing, XOR, random nonce
and timestamps to generate shared session keys for further communication in IoT-based
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UAV networks. The timestamp validation during the transmission of messages provides
the session key freshness. The lightweight operations utilized in the cryptosystem are
not only efficient in terms of high-level security but also provide lower computation(10.33
ms), communication and storage overhead in comparison with benchmark schemes. The
system provides formal analysis using ROM and scyther tools rather than the existing
AVISPA (Automated Validation of Internet Security Protocols and Applications) tool
due to the attack graph feature. The cryptosystem successfully prevents the attempts of
adversaries such as man-in-the-middle, forward secrecy, UAV capture and other known
attacks by provable security, as mentioned in the informal analysis section.

6.2 Future Scope

This section provides enhancement of our proposed work through the following future
directions:

1. Quantum-resistant Cryptography
The emergence of quantum computing could cause conventional cryptography tech-
niques susceptible. Thus, The post-quantum cryptography-based authentication
can further enhance the security of IoT-based UAV networks. Lattice-based cryp-
tosystems can be utilised to further enhance the robustness of proposed G2CAIUN,
HCFAIUN and secure cryptosystem with the hardness of the shortest vector in
multidimensional space.

2. Dynamic UAV Topologies
A primary objective is to create protocols and algorithms capable of adapting to
these constantly evolving topologies. This requires building systems that can handle
the continual movement and reconfiguration of drones without sacrificing security
or performance. For example, traffic authorities may employ these advanced UAV
networks to monitor traffic flow, detect accidents, and manage congestion in real-
time. The drones would need to interact quickly with one another and with ground
control centres, ensuring that the data they collect is accurate and up-to-date.

3. Application-aware Authentication Mechanism:

Application-aware authentication systems can be designed to adjust security mea-
sures based on the individual requirements and features of distinct apps. In the con-
text of UAV networks, this entails building authentication protocols that can adapt
to the particular needs of various use cases, such as traffic management, emergency
response, and environmental monitoring. UAVs may need to interact with several
ground control stations and other UAVs to monitor traffic flow, detect accidents,
and manage congestion. An application-aware authentication strategy can priori-
tize low-latency communication and real-time data exchange, ensuring that traffic
authorities receive timely and correct information. This technique can also contain
context-aware security features, such as altering the amount of encryption based on
the sensitivity of the data being transmitted.

4. Aggregate Authentication Mechanism:

Aggregate authentication systems can simplify the authentication process and lessen
the overall network load in a smart city where many UAVs are deployed for different
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purposes. Several UAVs can combine their authentication requests and carry out a
single, group authentication procedure rather than each UAV authenticating with a
central server separately. This results in speedier and more effective authentication
by lowering the transmission overhead and the computational load. In a smart city,
where several UAVs are deployed for diverse applications, aggregate authentication
systems can expedite the authentication process, decreasing the overall stress on the
network. For example, instead of each UAV separately authenticating with a central
server, many UAVs can aggregate their authentication requests and complete a sin-
gle, collective authentication procedure. This not only decreases the computational
strain but also minimizes the communication overhead, resulting in faster and more
efficient authentication.

5. Formal Security analysis through Proverif
The proposed work can be further analysed using the Proverif tool, which employs
the applied pi-calculus to convert protocols into Horn clauses for automated reason-
ing over security characteristics, facilitating unbounded session verification. Despite
the generation of attack graphs, Poverif comes with a command line interface and
facilitates an extensive range of cryptographic primitives, encompassing symmetric
and asymmetric encryption, digital signatures, and hash functions.

6.3 Social Impact

This section provides the impact of our proposed work on people and communities:

• The secure communication protocol can significantly improve public safety by en-
suring reliable and secure data transmission in emergency situations. UAVs can be
used for search and rescue operations, monitoring natural disasters, and providing
real-time data to emergency responders.

• This research can lead to cost savings in various industries, such as logistics, agri-
culture, and public safety. This can drive economic growth and create new oppor-
tunities for businesses and entrepreneurs.

• Mutual authentication prevents unauthorized access, reducing the risks of malicious
drone takeovers, smuggling, and terrorism.

• Secure authentication helps prevent drone collisions, airspace violations, and inter-
ference with emergency services.
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Appendix A

List of Publications

International Journals

1. J. Sharma and P. S. Mehra, Secure communication in IOT-based UAV networks: A
systematic survey, Internet of Things, vol. 23, p. 100883, Jul. 2023,
doi: 10.1016/j.iot.2023.100883.(SCIE- 7.6)

2. J. Sharma and P. S. Mehra, HCFAIUN: A novel hyperelliptic curve and fuzzy
extractor-based authentication for secure data transmission in IoT-based UAV net-
works, Vehicular Communications, Elsevier, vol. 49, p. 100834, Oct. 2024,
doi: 10.1016/j.vehcom.2024.100834. (SCIE- 6.5)

3. J. Sharma and P. S. Mehra, G2CAIUN: A novel Genus-2 curve-based authentication
for secure data transmission in IoT-based UAV networks, Physical Communication,
vol. 71, p. 102647, Aug. 2025, doi: 10.1016/j.phycom.2025.102647 (SCIE- 2.2)

4. J. Sharma and P. S. Mehra, A Survey on Quantum Resistant Cryptography for
Secure Communication in IoT-based UAV networks [Communicated].

5. J. Sharma and P. S. Mehra, Quantum-Resistant Lattice and Hyperelliptic Curve
based Hybrid Cryptosystem for Secure Data Transmission in IoT-based UAV net-
works [Communicated].

International Conferences

1. J. Sharma and P. S. Mehra, A Survey of Security Challenges and Exist-
ing Prevention Methods in FANET, in Intelligent Data Analytics, IoT, and
Blockchain, 1st ed., Boca Raton: Auerbach Publications, 2023, pp. 252262. doi:
10.1201/9781003371380-24.

2. J. Sharma and P. S. Mehra, A Secure Cryptosystem for Secure Data Transmission in
IoT-based UAV Networks, in 2024 2nd International Conference on Advancements
and Key Challenges in Green Energy and Computing (AKGEC), Ghaziabad, India:
IEEE, Nov. 2024, pp. 16. doi: 10.1109/AKGEC62572.2024.10868597.
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Patent

1. J. Sharma and P. S. Mehra, Secure Quantum Cryptography System and Method for
Safe Communication and Storage of IoT-Based Data Published(2024), Application
Number: 202311064981, Indian Patent Office.

Book Chapter

1. J. Sharma and P.S. Mehra, Secure Communication and Authentication in IoT-Based
UAV Networks, in Network Optimization in Intelligent Internet of Things Applica-
tions, 1st ed., Boca Raton: Chapman and Hall/CRC, 2024, pp. 257273. doi:
10.1201/9781003405535-20.
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