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ABSTRACT

The growing dependence on digital systems for secure document exchanges requires ef-
ficient, lightweight digital signature solutions. Conventional methods, frequently depen-
dent on Public Key Infrastructure (PKI) and cloud-based servers, introduce considerable
challenges. PKI solutions suffer computational overhead, complex certificate adminis-
tration, and security weaknesses, whereas cloud-based servers are susceptible to threats
like data breaches, man-in-the-middle assaults, and unauthorized access. These risks are
especially concerning in resource-limited and mobile environments.

Firstly, this work proposes iDSign, a novel secure and lightweight framework for digi-
tal document signatures that utilizes Identity-Based Cryptography (IBC) and a modified
lightweight Identity-based Transport Layer Security (iTLS) protocol. iDSign mitigates
extensive certificate exchanges and reliance on susceptible cloud infrastructures by im-
proving efficiency with tamper-resistant Secure Elements (SEs). The framework is adapt-
able for various communication interfaces such as NFC, Bluetooth, and Transmission
Control Protocol (TCP/IP), guaranteeing safe offline and proximity-based operations.

Secondly, this work also proposes the design and implementation of the iHDoc ap-
plication based on the iDSign framework for the mobile-based signing of documents.
iHDoc leverages NFC-based Host Card Emulation (HCE) for secure two-way commu-
nication and Bluetooth for effective post-authentication data transmission. NFC prox-
imity reduces the risk of man-in-the-middle attacks and ensures the locality of refer-
ence. The mutual authentication component of the iDSign framework is compared with
an Rivest—-Shamir-Adleman (RSA)-based configuration to evaluate performance in real-
world mobile scenarios. The results indicate that iHDoc based on iDSign significantly
surpasses the RSA-based mutual authentication configuration in terms of execution speed,
storage efficiency, and compatibility with mobile devices. This thesis rigorously exam-
ines iDSign’s security attributes, covering its resistance to assaults and forward secrecy
while quantitatively evaluating its communication and computing overhead. The results
confirm iDSign as a lightweight, secure solution to digital document signing that is ap-
propriate for offline, resource-limited, and mobile contexts.
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Chapter 1

Introduction

1.1 Overview

Having the option to safely and securely sign documents digitally has become crucial for
various professions, including healthcare, finance, and legal services, in an increasingly
digital environment. Digital signatures are essential as it replace physically signed paper
documents, which can be easily lost or damaged [1]. By guaranteeing electronic trans-
actions’ integrity, authenticity, and non-repudiation, it provide legal validity to digital
documents.

Digital signatures employ cryptographic techniques like hash functions and asym-
metric encryption [4,5]. Hash functions generate a unique fingerprint of the document.
This fingerprint is digitally signed with the Signer’s private key. The recipient verifies
the hash, utilising the Signer’s public key, and reconciles it against a fresh computation
of the document hash. Both are the same, which guarantees document integrity and
authenticity and Signer identity (non-repudiation). Apart from rendering paper-based
signatures equivalent to the law, digital signatures provide additional benefits:

e Efficiency: Enables document processes, eliminating physical transit and storage
requirements.

e Security: Enhances the integrity of sensitive data by reducing the risk of tampering
and unauthorized access.

e Ffficiency in costs: Saves on costs related to paper, printing, and manual processes.

o Fnvironmental Friendliness: Reduces the reliance on paper, contributing to envi-
ronmental campaigns.

Most operation environments increasingly test the reliability of digital signatures for
use today. Resource-limited and mobile environments require cryptographic algorithms
to be cost-efficient under limited computation capacity, storage, and connectivity. While
secure in regulated environments, conventional Public Key Infrastructure (PKI)-based so-
lutions face challenges in dynamic and decentralized scenarios. Consequently, the neces-
sity for versatile, effective, and secure digital signature systems that facilitate proximity-
based and offline functionalities is increasingly significant. The extensive utilization of
smartphones and integrated secure features provides opportunities for lightweight cryp-
tographic systems that function independently without ongoing server contact.



1.2 Motivation

Traditionally, digital signature implementations often involved physical tokens (like smart
cards) or complex software installations, introducing barriers to adoption and ease of
use. While providing numerous advantages, most existing solutions are web-based and
susceptible to attacks [4,6,7]. Even though blockchains can also be used [8,9], both web
and blockchain solutions require some external remote connection. These suffer from
various challenges, such as:

o Hardware and Software Dependence: Many existing systems require specialist hard-
ware devices (such as smart cards or USB tokens) or the implementation of related
software applications. It creates complexity and potential compatibility difficulties
and limits the mobility of signing across various devices and regions.

e Security Vulnerabilities: Digital signature systems can be subject to cyberattacks
such as phishing attacks, malware, and man-in-the-middle attacks, which can com-
promise the secrecy of credentials and put signatures at risk [4,6,7].

o Complex Authentication: Verification of a Signer’s identity with large certificates
issued by centralized Certificate Authorities (CAs) for authentication purposes can
increase complexity in terms of computational expenses, storage overheads and
administrative complexity [10].

Recent improvements in proximity-based communication methods, like Near-Field
Communication (NFC) with Host Card Emulation (HCE) [2] and Bluetooth, provide
novel opportunities for in-person digital interactions independent of internet connectiv-
ity. However, secure mutual authentication over these mediums remains challenging due
to transmission speed constraints and processing capabilities. Moreover, legacy systems
often lack the mechanisms to guarantee security and usability in mobile-first scenar-
ios. A unified framework integrating lightweight cryptographic operations with modern
mobile communication interfaces is essential to meet evolving security and usability de-
mands. The incentive is not cryptographic innovations on paper but to provide practical
application through effective protocols that are both performance-oriented and attack
vector-resistant.

1.3 Problem Statement

There are numerous problems with current digital signature solutions. Most current
systems depend on specialist hardware devices or executing related software packages,
producing complexity and lack of mobility. Further, current digital signature solutions
are web-based and vulnerable to cyber attacks, breaking the privacy of credentials and
exposing signatures to threat. Even, constructing a Signer’s identity using large cer-
tificates for mutual authentication can incur computation costs, storage overheads, and
management complexity.

Aside from the security and technical issues, digital signature systems nowadays are
not scalable when used in varied environments, like public offices, hospitals, or government
facilities. Such places normally demand dependable signing solutions that will function
even if the internet connection is slow or broken. Web-based systems would depend
heavily on the availability of constant internet and working servers, which may crash or
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Figure 1.1: iDSign framework block diagram

become unstable at the most inconvenient time. In addition, most conventional digital
signature schemes are cumbersome to operate on contemporary mobile platforms using
technologies such as HCE [2] or secure storage elements. These limitations indicate that a
more scalable and secure architecture is necessary that can support simple digital signing
in low-resource and high-mobility scenarios without compromising key security aspects
or multistandard interoperability.

1.4 Proposed Solution

Therefore, there must be digital signature solutions prioritizing robust user authenti-
cation, confidentiality, easy cross-platform use, and physical tamper resistance. Design
methodologies that rid complexity, simplify authentication, and have an easy-to-use inter-
face are critical. The thesis presents a new iDSign framework overcoming these limitations
with a light-weight and secure Identity-Based Cryptography (IBC) based framework [11]
and a light-weight identity-based Transport Layer Security (iTLS) Protocol [10] for secure
mutual authentication. Figure 1.1 depicts the flow diagram of iDSign. It does not rely
on conventional PKI but incorporates IBC, thereby reducing the complexity of certificate
management and ensuring robust security.

In order to ensure the applicability of iDSign in everyday mobile environments, this
paper also introduces the design and implementation of a prototype application named
iHDoc on a mobile-based platform, which combines low-energy NFC-based HCE |[2]| with
the iDSign approach. NFC mobile phones are a perfect choice for face-to-face signing.
NFC HCE mode enables a mobile phone to act as a smart card, avoiding extra hardware
and being more flexible. iHDoc enables tap-based secure low-energy NFC communica-
tion for digital document signing over HCE on mobile devices, and Bluetooth is utilized
for low-data-volume post-authentication data transfer. The suggested iDSign flexible so-
lution is a robust one with the capability of significantly enhancing digital signing of



documents in both in-person and remote environments.

1.5 Main Contributions of the Thesis
The key contributions of the thesis are listed below:

1. Proposal of a novel iDSign (Identity-based Digital Document Signatures)
Framework

a) Introduces iDSign, a secure and lightweight digital signature framework for
resource-constrained and offline contexts, utilizing IBC [11] and the Hess Identity-
Based Signature (Hess-IBS) scheme [12] to eliminate the need for certificate
management.

b) Detailed security and performance evaluation of iDSign through the iHDoc
prototype.

¢) Comparative analysis of iDSign with existing digital signature solutions.
2. Design and implementation of the Proposed iHDoc Mobile Application

a) Presents iHDoc, a proximity-based Android application based on iDSign, de-
signed to implement and validate the iDSign framework using NFC HCE |[2]
and Bluetooth.

b) Detailed performance evaluation of iHDoc mobile application.

1.6 Thesis Layout

The remaining thesis organization is as follows: Chapter 2 outlines the preliminaries.
Chapter 3 contains an overview of related work. Chapter 4 presents the proposed iDSign
framework. Chapter 5 presents the prototype implementation of the iDSign framework,
iHDoc. Chapter 6 discusses the security analysis of the proposed protocol and the per-
formance evaluation of both iDSign and iHDoc. In the end, Chapter 7 closes the work,
summarizing key findings and outlining potential directions for further research.



Chapter 2

Technical Background

2.1 Near Field Communication (NFC)

Near Field Communication (NFC) is a short-range wireless technology that enables com-
munication between electronic devices over a short distance (limited to less than 10 cen-
timetres) and operates at a frequency 13.56 MHz. A simple wave or touch can establish
a connection between two NFC-enabled devices. Based on radio-frequency identification
(RFID), NFC enables seamless and secure data exchange between devices. NFC provides
a versatile platform for numerous applications, including contactless payments, access
control, data transfer, and device pairing.
The technology offers three primary modes of operation, as shown in Figure 2.1:

1. Reader/Writer Mode: An active NFC device (e.g., a smartphone) reads data from or
writes data to passive NFC tags embedded in items. This mode enables information
retrieval, product authentication, and marketing campaigns.

2. Peer-to-Peer Mode: Two NFC-enabled devices initiate direct communication and
exchange data, such as contacts, photos, or small files, when in proximity. This
mode facilitates quick and convenient data transfer without external infrastructure.

3. Card Emulation Mode: An NFC-enabled device emulates a contactless smart card,
enabling it to interact with existing contactless card readers for applications like
mobile payments [13] and access control [14].

NFC technology offers several advantages:

o Simplicity: NFC interactions are often initiated with a simple tap or touch.

Security: NFC incorporates encryption and authentication mechanisms to protect
sensitive data.

Versatility: NFC supports many applications.
o Low Power Consumption: NFC is suitable for battery-powered devices.

Standardization : NFC is standardized, ensuring device interoperability.
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2.2 Understanding NFC Host Card Emulation (HCE)

Contactless smart cards, such as those utilized for financial transactions or entry autho-
rization, traditionally depend on embedded Secure Elements (SE) to securely store sen-
sitive data and manage cryptographic processes, as shown in Figure 2.2. However, HCE
substitutes the physical secure element with software-based emulation, allowing NFC-
enabled devices to carry out transactions and interactions previously limited to physical
cards. HCE is a technology that enables smartphones and other devices to act like real
contactless smart cards [2|. HCE uses software to mimic smart card communication in-
stead of specialized integrated hardware. HCE implements robust security mechanisms
to safeguard confidential information when transmitted wirelessly. This technology is
becoming increasingly common for mobile payments and other applications requiring
tap-to-interact capability.

Application Protocol Data Units (APDUs) are the fundamental building blocks of
communication in the HCE ecosystem [2]. These standardized packets of data, adhering
to ISO/IEC 7816-4, are exchanged between the NFC reader and the HCE device. APDUs
comprise a header, command data, and optional response data. The HCE service on the
device receives command APDUs from the reader, processes the commands, and responds
with appropriate response APDUs containing the requested information. HCE’s robust
security mechanisms ensure data confidentiality and integrity, making it a reliable solution
for mobile devices to securely share signing information in the context of iHDoc mobile
application, enabling quick and safe signing of documents with just a tap between devices.

2.2.1 1ISO Standards for HCE APDU Commands

The ISO/IEC 7816 standard [15] governs the communication between NFC readers and
HCE-enabled devices using APDUs. Developers originally designed this standard for
physical smart cards but later extended it for HCE use cases. Below are key aspects of
the ISO standards relevant to HCE communication:

e ISO/IEC 7816-4: Organization, Security, and Commands for Interchange
[15]

— This part of the standard defines the structure of APDUs, including command
and response formats.

— A command APDU typically consists of:
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x CLA (Class Byte): Identifies the type of command and security level.

x INS (Instruction Byte): Specifies the operation to be performed (e.g.,
SELECT, READ, WRITE).

x P1, P2 (Parameter Bytes): Provide additional parameters for the com-
mand.

« Lc (Length of Command Data): Indicates the length of the data field (if
present).

« Data Field: Contains the actual data for the command (optional).

x Le (Length of Expected Response): Specifies the maximum length of the
response data expected from the HCE service.

— A response APDU includes:

x Data Field: Contains the response data (if applicable).

x SW1, SW2 (Status Bytes): Indicate the processing status of the command
(e.g., success, error codes).

e ISO/IEC 7816-3: Electronic Signals and Transmission Protocols

— This part specifies the communication protocols between the NFC reader and
the device, including the exchange of APDUs over NFC.

— It ensures reliable data transmission, framing, and error detection mechanisms.
e ISO/IEC 14443: Proximity Cards

— Defines the physical characteristics, radio frequency power and signal interface,
and initialization protocols for proximity cards.

— In HCE’s case, this convention makes the NFC reader compatible with the
emulated card functionality.



e ISO/IEC 7816-8: Commands for Security Operations

— Offers instructions on how to use cryptographic operations like encryption and
digital signatures, which are essential in secure HCE communication.

— These operations guarantee data confidentiality, integrity, and authenticity in
APDU transactions.

2.2.2 Architecture of HCE
The design of an HCE-enabled system will typically have three parts:

o NEC Interaction: It is the communication module. External NFC readers talk to
the NFC-enabled device via this module. It deals with APDU transmission and
reception, which are basic data packets standardized for use in communication.

e HCFE Module: The HCE service is a software component running on the NFC device
with the role of simulating the activity of a contactless smart card. It catches
incoming APDUs from external NFC readers, interprets the commands, and reacts
accordingly, simulating the activity of a physical smart card.

o Secure Element Emulation Layer: Some HCE implementations can involve a secure
element emulation layer that emulates the behavior of a physical secure element [2].
The layer offers a trusted environment to store sensitive information, e.g., crypto-
graphic keys and payment data, and perform secure operations, e.g., cryptographic
processing and tamper-resistant storage. While the secure element emulation layer
is not always needed, it does offer some extra security to HCE-enabled systems in
cases where there is high-security demand.

e Application Layer: The application layer consists of user applications that use
HCE functionality. Examples of these applications are mobile payment apps [13],
access control systems [14], ticketing applications, loyalty apps, and others. All
apps communicate with the HCE service to start transactions, exchange data with
external NFC readers, and download secure resources stored on the device.

2.2.3 Operation of HCE

The HCE process is a sequence of steps [2] that takes place whenever an NFC device
enters proximity with an external NFC reader:

o Initialization: As an NFC device enters the proximity of an external NFC reader,
the HCE service will initialize and prepare itself to accept incoming communication.

e APDU FExchange: APDUs are exchanged from the external NFC reader to the HCE
service, requesting actions or data. These APDUs often contain commands to start
a transaction, authenticate the device, get data, or have some other operation.

e APDU Processing: When it receives an APDU, the HCE service executes the com-
mand according to the application logic and security regulations. It can include
authentication of the request, decrypting the encrypted data, and access of secure
resources, before performing the requested action.



e Response Generation: The HCE service, after executing the APDU, produces an
appropriate response APDU with the requested information or indicator of the
executed command. The system returns the response to the external NFC reader.

o Transmission: The response of the APDU is sent back to the external NFC reader
that finishes the communication cycle. The external NFC reader can then respond
and do as needed, be it to complete a payment transaction, provide access, or do
some other action.

In HCE operation, the security system utilizes strong security controls to provide
confidentiality, integrity, and authenticity of data being communicated between the NFC
device and readers that are external. At different levels, encryption, authentication, and
access controls, among others, are utilized to protect against unauthorized use, data
interception, and tampering.

2.2.4 Advantages of HCE

HCE provides a number of benefits compared to traditional physical secure elements and
other NFC-based solutions:

o (Cost-Efficiency: Through the use of existing hardware and software capabilities,
HCE avoids the use of specially created secure element chips, lowering NFC-enabled
device production costs.

e Enhanced Flexibility: HCE facilitates dynamic provisioning and credential manage-
ment, supporting easy integration with different applications and services without
physical card limitation.

e User Convenience: The customers can just perform transactions and interactions
using their devices that support NFC without needing to carry numerous physical
cards or tokens.

e Rapid Deployment: Solutions based on HCE are readily deployable and even re-
motely updated through software updates, allowing for speedy distribution of new
services and functionality without physical card replacement or modification of in-
frastructure.

2.3 Digital Signatures [1]

In the digital age, digital signatures have become crucial to document security. Digital
Signatures act as a digital fingerprint, verifying a document’s legitimacy and ensuring it
remains unmodified since signing. Digital signatures leverage cryptographic techniques,
including public and private keys, as shown in Figure 2.3. The Signer creates the digi-
tal signature using its private key to encrypt a distinct hash (a digest) of the document.
Anyone can then decrypt the signature with the Signer’s public key to confirm its authen-
ticity by comparing the document’s computed hash with the hash received by decrypting
the signature. Digital signatures are necessary for building confidence and enabling safe
transactions in many sectors where document integrity is crucial.

Digital Signatures provide essential security services, including authentication, data
integrity, and non-repudiation. Authentication ensures that the claimed sender signed
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the message or document. Integrity ensures the system has not altered the content dur-
ing transmission or storage. Non-repudiation ensures that the sender cannot deny having
signed the message at a later stage. Several digital signature algorithms exist today,
such as Rivest—Shamir-Adleman (RSA) [16], Elliptic Curve Digital Signature Algorithm
(ECDSA), and more recently, identity-based schemes like the Hess IBS. Traditional meth-
ods like RSA depend on the PKI [16], which involves digital certificates and certificate
authorities to validate the keys. However, such systems can introduce overhead, especially
in mobile or resource-limited devices. Digital signatures are widely used in applications
such as electronic contracts, software distribution, secure email, legal documents, and
government records. Their growing importance reflects the need for secure, verifiable
communication in a world increasingly dependent on digital interactions.

2.4 Transport Layer Security (TLS 1.3)

TLS is a basic cryptographic method that secures communications over computer net-
works [16]. It is a de facto implemented standard critical to internet surfing, emailing,
and other web-based applications where data confidentiality and integrity are paramount.
TLS establishes an encrypted channel of communication between two devices that send
messages to each other, usually a client (e.g., web browser) and a server. It employs
encryption for the protection of data in transit and authentication mechanisms to ascer-
tain identity of the parties in communication. TLS 1.3, which is the latest version of
the protocol, greatly boosts efficiency, security, and privacy by reducing the number of
round trips required to create a secure connection [16]. It results in quicker page loading,
reduced latency, and improved responsiveness for web applications. TLS 1.3 eliminates
the insecure legacy, employs stronger contemporary ciphers, and encrypts a larger ma-
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jority of the handshake process to deliver more extensive user privacy. Although TLS
is extremely secure, it has the potential for high overhead since certificate sizes can be
excessively large, which is difficult to accommodate in resource-poor devices.

Forward-secure cipher suites are the norm in TLS 1.3, eliminating legacy features like
static RSA key exchange and SHA-1 hash functions. These improvements minimize the
attack surface and enhance security for channel communication. TLS 1.3 streamlines the
handshake by condensing it to a single round trip, optimized for utmost performance
without compromising security. This makes TLS 1.3 quicker and more efficient to estab-
lish secure connections compared to previous protocol versions. But even TLS depends
on PKI for the authentication of both parties. PKI mandates that certificates have to be
signed by Certificate Authorities (CAs), and that adds latency because of the verification
of certificates, especially when more than one certificate is used within the certificate
chain. That is generating memory and computational cost, which is undesirable on low-
resource systems like smartphones, IoT devices, or offline systems. These systems can find
it difficult with the computational load of PKI, making TLS less desirable in applications
where speed and simplicity and low resource utilization prevail the concern.

2.5 Identity Based Authenticated Key Agreement

Identity-Based Authenticated Key Agreement (IBAKE) is a cryptographic technique by
which two users can build a common secret key securely only upon their own identity in-
formation. Adi Shamir first proposed the concept of IBC [11]| with the entity’s identity as
its own public key in 1984 [17]. However, building an efficient and secure Identity-Based
Encryption (IBE) scheme proved difficult until 2001 when Boneh and Franklin developed
a novel scheme based on bilinear pairings on elliptic curves [17]. IBAKE enhances the
agreement process since it does not involve the complexity of working with public key
certificates. Rather, a reliable third party, the Private Key Generator (PKG), generates
private keys for every user from their verified identity and eliminates the burden of a con-
ventional PKI [18|. In the IBAKE protocol, identities are exchanged and independently
calculated to derive the same shared secret key with the private key and the other’s iden-
tity by both individuals. The shared secret key is used for secure communication and
authentication.

IBAKE protocol streamlines mutual authentication through the elimination of certifi-
cate exchange. Rather than validating certificates generated by third-party authorities,
the protocol enables each side to derive the shared session key from identity information
and system-generated parameters. The protocol greatly minimizes communication and
processing overhead in PKI-based key exchanges. At the core of this configuration is the
PKG, which produces private keys using a master key that is secure and a map function
to which the user identity is mapped to a point on an elliptic curve. The PKG should be
secure and trustworthy since compromise would impact the overall system. When users
receive their private keys, users can establish secure sessions without having to handle
the PKG again, which is a welcome feature for offline or low-connectivity situations.

2.6 Bilinear Pairing

Bilinear Pairing is a strong cryptography idea [19]. It consists of three sets of prime order
'q’ of mathematics: G1 and G2 as sets of addition, and Gt as a set of multiplication.
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Bilinear Pairing involves one more special set of numbers, denoted as Z;, which contains
all positive integers smaller than a large prime number ’q’ excluding zero with the property
of having a multiplication inverse modulo ’q’. The base of secure communication lies in
a function called a pairing, defined as e: G1 x G2 -> Gr. This function requires two
elements, each from G1 and G2, and maps the elements to an element in Gp. However,
this mapping is not random - it possesses three key properties:

1. Bilinearity: Picture multiplying an element in G1 by a number ’a’ and doing the
same for an element in G2 by a number ’b’. The pairing of these multiplied parts
is thus identical to the initial pairing raised to the power of the product ’ab’. The
following eq. 2.1 captures this attribute:

(e(aPy,bPy) = e(Pr, P)™) (2.1)

Here, P1 and P2 are generators of their corresponding groups G1 and G2 respec-
tively.

2. Non-degeneracy: There exist special non-trivial elements, P1 in G1 and P2 in G2,
such that their pairing, e(P1, P2), is not the identity element in G (often denoted
as 1 or 0 depending on the group). It ensures the pairing function is non-trivial,
providing valuable information for cryptographic applications.

3. Computable: For all S,T € G,e(S,T) is easily computable.

Assumption 1 [Bilinear Diffie-Hellman (BDH)]|: For z,y, z € Z7, given
(P,zP,yP, zP), computing e(P, P)*¥* is hard.

Assumption 2 [Computational Diffie-Hellman (CDH)|: For z,y € Z;, given (P, zP,yP),
computing zy P is hard.

Assumption 3 |Elliptic Curve Discrete Logarithm (ECDL)|: Given (P, zP), obtain-
ing « € Z is hard.

Bilinear pairings allow identity-based cryptographic protocols to perform digital sig-
natures, encryption, and key agreement operations by enabling relationships between
values that traditional discrete logarithm-based methods cannot achieve. The pairing
operation creates a mathematical bridge between two elliptic curve groups and a tar-
get group, making verifying relationships in identity-based authentication and signature
schemes possible.

2.7 Private Key Generator (PKG)

The PKG is the central part of any IBC system [17]. The PKG is a trusted authority that
initializes the system parameters and generates user private keys from their identities.
The function of the PKG is analogous to Certificate Authority (CA) in conventional
PKI but without issuing or possessing digital certificates. In the setup process, the
PKG chooses a master secret key and computes corresponding public system parameters.
These parameters are something like an elliptic curve generator point, a bilinear pairing
function, and secure cryptographic hash functions. After setting up the system, the PKG
derives user private keys from its master secret key. It obtains each user’s private key from
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the user’s own identity, for example, email address or telephone number, first hashed into
a curve point. The security of the entire identity-based scheme depends on the master key
of the PKG not being revealed. When the master key is revealed, all derived private keys
are insecure. Therefore, the PKG needs to be safeguarded with robust access controls,
secure hardware, or in isolation inside a trusted execution environment.

2.8 Secure Elements

Secure Elements (SEs) [20] are security-hardened hardware components meant to safe-
guard sensitive information and carry out important cryptographic tasks in a highly
secure setting. SEs find extensive use in mobile payments, identity authentication, access
control, and digital signatures. They provide robust hardware security against attacks
at the physical level and unauthorized access, making them compatible for safeguarding
digital credentials and private keys. There are a number of different Secure Element
types, such as embedded SEs, part of a device’s chipset, Universal Integrated Circuit
Cards (UICC) employed in SIM cards, and removable microSD cards. Each of these
form factors complies with industry security requirements and provides cryptographic
functions such as key generation, digital signatures, encryption, and secure storage.

2.9 Hess Identity-Based Signature (Hess-IBS) Scheme

The Hess IBS scheme [12] is an extremely efficient identity-based signature generation
scheme, founded on the computation of calculating elliptic curve bilinear pairings. The
scheme was first proposed by Florian Hess in 2002 [12]|. Digital certificates are circum-
vented by employing a user’s identity as the public key in this scheme. The security of
the Hess-IBS scheme is based on intractability of the Bilinear Diffie-Hellman problem in
pairing groups and follows the random oracle model. The system has four fundamental
algorithms: Setup, Extract, Sign, and Verify. The trusted PKG produces system param-
eters and master keys in the Setup phase. In the Extract step, the PKG employs the hash
representation of the user identity to retrieve the private signing key of the user. Signing
consists of computing a pair of values from the identity and message hash through scalar
multiplication and pairing operations. Verification is attained through the inspection of
pairing relations and the validation of the integrity of the hash.

The scheme has two cyclic groups G and G of order of prime [ and funtion of bilinear
pairing e : G X G — Gp. Let P be a generator of GG, and let H be a hash function that
maps user identities to group elements in G. The PKG selects a random master key
t € Z; and publishes Qra = P, keeping ¢ private.

To extract a private key for a user with identity I D, the PKG computes S;p =
t-H(ID). To sign a message m, the signer chooses a random scalar k, selects an arbitrary
P, € G, computes r = e(Py, P)*, hashes (m,7) to get a scalar v, and finally calculates
u = vSrp + kP;. The signature is the pair (u,v).

To verify the signature, the verifier computes ' = e(u, P) - e(H(ID), —Qta)
checks whether v = h(m, ). If the condition holds, the signature is valid.

The scheme provides sound security guarantees, such as existential unforgeability in
the presence of chosen-message attacks, assuming that the BDH problem is infeasible.
Hess-IBS differs from other identity-based constructions in the best computational cost
and signature size. The Signer only does one pairing exponentiation and one scalar

v and
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multiplication. In the verification process, at most, two pairings and one exponentiation
are needed, which can be reduced further if it accesses identities regularly.
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Chapter 3

Proposed 1iDSign Framework

3.1 Introduction

In response to the growing needs for safe, efficient, and lightweight digital signature
solutions, the iDSign system has been devised, a new system meant to break current
limitations. iDSign is a multipurpose system that is designed to enable strong authen-
tication, data protection, and secure document signing on resource-constrained environ-
ments, notably offline environments. The iDSign framework employs an iTLS proto-
col adaptation [10] for mutual authentication, a lightweight alternative to traditional
certificate-based signing schemes. The signing process employs the Hess IBS scheme [12]
for cryptographic protection with minimal computational overhead. The iHDoc, the
proof-of-concept version of the iDSign framework, employs the low-power NFC HCE
mode to enable tap-based in-site digital document signing. iHDoc analyzes the effi-
ciency and practical use of the iDSign system within a real-world scenario in contrast to
RSA-based mutual authentication [16]. Including a mobile application, iHDoc facilitates
smooth signing and verification activities, facilitating offline and mobile use. The archi-
tecture, framework, and prototype design are presented in this section, emphasizing the
innovation of iDSign and its ability to rectify the limitations of current digital signature
systems.

3.2 Related Work

Chak et al. [5] presented AuthPaper, a method to increase the security and authentic-
ity of paper documents. The process embeds an Authenticated 2D barcode within the
document itself containing a digitally signed version of the document content and layout
information. Utilizing the JavaScript Object Notation (JSON) data structure format
and Quick Response (QR) codes for space-compressed visual encoding, AuthPaper en-
ables effective storage and retrieval of critical document information. To achieve higher
verification reliability, the authors adapted the open-source, popular barcode scanning
library ZXing [21] into a modified version in order to incorporate extra algorithms to
enhance QR code decoding precision even in poor conditions like poor-quality printing
or a damaged barcode. AuthPaper’s offline nature, independent of extrinsic databases or
direct access to the network during verification, provides a complete and simple solution.
But material barcode reliance also involves a vulnerability: if the barcode is compro-
mised, it can become unreadable, which makes the authentication process questionable
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and unverifiable to the document’s authenticity.

Gourab et al. 2017dsign introduced DSign, a novel digital signature system to make
signing and verification more convenient using paperless business support. DSign uses
a centralized database to maintain the critical metadata of a digitally signed document.
Rather than including the whole content of the document within the signature, DSign
uses the barcode or QR code as a reference to the database record of the document to
minimize the computation load upon verification. This design circumvents the complexity
of cryptographic processing on the client and facilitates quick verification of document
origin. DSign also dispenses with the requirement for special hardware such as USB tokens
in a manner that simplifies the signing and verification for users. However, utilization
of a central database creates potential security risks, where integrity and confidentiality
of the document details stored may be compromised by any unauthorized access, data
breaches, or server crashes, thus affecting the trust value of the entire system.

Another new digital signature method using the utilization of biometric, such as
fingerprints, for improved security and user authentication was introduced by Saxena et
al. |22]. This thesis refers to the method as BioSign. Unique fingerprint characteristics
are read by fingerprint scanners and encrypted into a "bio-cryptosystem." The system is
combined with the document’s hash, an exclusive digital fingerprint of document content,
to generate an exclusive digital signature. The signature provides secure authentication
of the Signer identity and document originator, since it is hard to replicate or forge.
By correlating the biometric data with the signature, BioSign makes the process more
secure than traditional digital signatures that depend entirely on cryptographic keys.
Yet, biometric systems need to be perfect. They are susceptible to issues of accuracy
such as false positives (misidentifying an unauthorized user) or false negatives (misfailing
to identify an authorized user), which would lead to issues of security or privacy. Besides,
biometric data capture and storage raise ethical concerns regarding the privacy of users
and safeguarding of data since sensitive information can be misused in case it is hacked
or accessed without users’ authority.

Amer et al. [6] proposed a web-based approach to ensure the integrity and authentic-
ity of PDF documents by preventing any unauthorized changes, which is referred to as
PDFGuard in this paper. PDFGuard employs a secure cryptographic approach involving
the use of the Secure Hash Algorithm 3 (SHA-3) along with the RSA digital signature
scheme. SHA-3 generates an immutable and constant-length hash value (cryptographic
fingerprint) of the document text, and a value of this kind is encrypted with the RSA
algorithm and the sender’s private key to generate a digital signature. The signature
is appended securely to the PDF document, making it a tamper-evident stamp. Any
alteration of the document would cause the recomputed hash and decrypted signature to
vary, thus the proof of unauthorized alteration. The web-based character of PDFGuard
provides convenient access and transparent integration into current document workflows,
allowing users to verify the authenticity and integrity of PDF documents without special
software installation. But as it is an internet-based solution, PDFGuard is vulnerable to
some common cyber attacks such as man-in-the-middle (MITM) where the attacker can
intercept and tamper with communication between the server and the user and phishing
attacks where users are manipulated to provide credentials on forged websites. Moreover,
PDFGuard’s use of self-signed certificates, which do not carry the trust and confidence
of their signed popular Certificate Authority (CAs) counterparts, might be inappropriate
in high-security environments where stringent authentication and non-repudiation are of
greatest concern. The lack of third-party trusted validation for the self-signed certificates
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Table 3.1: Proposed iDSign framework: Comparison of existing digital signature schemes

Research Primary |Imp. Encrypt. |Signature Verificat. |Limitations
Method Key Format
Used. Used
AuthPaper [5] |RSA, Qr Soft. |Document |2D Specialized |Physical
Code Content + |barcode |Scanner, |damage
layout Offline vulnerability
DSign [4] Centralized |Web |Doc QR Code, [Web Dependence
Signature metadata |Barcode |Access, on
Database (header, |(links to |Cloud centralized
subject)  |the Database |database
database) |lookup
BioSign [22] |Hashing Soft. |Biometric |Biometric |Fingerprint | Accuracy
biometric Features |Hash Scanner, |issues in
data, hash checks|biometric au-
encryption thentication
PDFGuard [6] |[RSA, Web |RSA Hex Hash Com- |Susceptible
SHA-3 algorithm |String parison to web-based
(En- attacks
crypted
Hash)
ECDoc [7] ECDSA Web |[ECDSA  |Encrypted |Hash Com- |Use of
algorithm |Hash parison self-signed
certificates

leaves room for potential certificate forging and impersonation attacks that compromise
the system’s overall security.

Rizqi et al. [7] investigated the application of the ECDSA in the protection of the
integrity of PDFs. They contrasted their scheme, which has been termed ECDoc here,
with other digital signature schemes like RSA and DSA and demonstrated how ECDSA
was more secure, computationally efficient, and required less memory, particularly on
resource-constrained platforms like the mobile phone. ECDSA is equally secure as RSA
but using smaller key sizes and thus better placed to be used on devices with limited
resources. The authors developed a web-based prototype which thoroughly exemplifies
the feasibility of using ECDSA in PDF document signing and verification operations.
The prototype illustrates how ECDSA can be used to reduce digital procedures and
make PDF documents more secure. But, as with PDFGuard, the prototype’s use of self-
signed certificates is an impeding factor. Self-signed certificates do not have the trust and
support of certificates drawn from trusted CAs but face improper issuance and misuse
of certificates. This lack of trust can prevent the use of ECDoc in situations where it is
absolutely necessary for the authenticity and non-repudiation of digital signatures due to
the fact that the lack of independent verification would be undesirable in raising questions
regarding the signatures’ validity.

Existing solutions have limitations, including reliance on centralized databases, phys-
ical danger, cumbersome key management, and high security risk, shown in Table 3.1.
Most importantly, none of the existing approaches achieves lightweight mutual authenti-
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cation or employs SE for protecting credentials securely. Therefore, this paper proposes
a new paradigm, iDSign (Identity-based Digital Document Signatures), which overcomes
these crucial limitations using a secure, light-weight, and adaptive scheme for digitally
signing documents.

3.3 Proposed iDSign Architecture

The iDSign (Identity-based Digital Document Signatures) framework enables secure and
lightweight digital document signing across diverse devices and communication interfaces,
with one device acting as a "Signer" and the other as a "Signee". They may communicate
remotely over Transmission Conrol Protocol (TCP/IP) or via an NFC tap, providing
flexibility in how they carry out the signing process. At the framework’s core is the PKG;
it can be imagined as a digital authority in an organization responsible for generating
cryptographic keys based on the unique identities of each device registering with PKG.
The secure storage and handling of the master secret key by the PKG is of utmost
importance, as any compromise could allow unauthorized users to infiltrate the system
and falsely register as signers or signees. It requires strong security to protect from such
intrusions. After key generation, credentials are stored in secure SE that is tamper-proof
on each device utilized for secure storage.

The mutual authentication between ’Signer’ and ’Signee’ is exchanged using a variant
of the Lightweight iTLS protocol [10] such that both are verified to be authentic and does
not permit unauthorized access. During this step, a session key is generated by the device
such that future communication between the devices is encrypted. Hess IBS scheme is
utilized for digital signatures since it is lightweight in nature [12] and therefore can be
employed in resource-constrained devices. It uses the hash of the document according
to the SHA-256 algorithm, extra variables, and the private key of the Signer to create a
secure digital signature. Verification is done by recalculation of the hash of the document
and use of some certain variables that are part of the Hess IBS scheme, along with the
public key of the Signer, in order to compute the portion of the signature in order to
compare it with the initial one.

3.3.1 PKG Security Strategies:

Although iDSign framework relies on the fact that PKG is safe and secure, one should re-
alize that PKG security is of paramount concern in identity-based cryptographic schemes.
A compromised PKG may produce spoofing keys or conduct man-in-the-middle (MiTM)
attacks, which will undermine the system’s overall security. Key Strategies for PKG
security:

e Hardware Security Modules (HSMs): The PKG can leverage HSMs to securely
store and manage cryptographic material within an isolated environment, thereby
preventing unauthorized access [23].

o Access Controls and Auditing: Strict access controls restrict who can interact with
the PKG, while ongoing auditing detects questionable activities, hence reducing the
dangers of insider threats [24].

e Secure Backup Mechanisms: Encrypted backups of the PKG master key guarantee
the key’s availability in the event of hardware failures [23].

18



Table 3.2: Proposed iDSign framework: Symbols, abbreviations, and operators descrip-
tion

Notations | Definitions

PKG Private Key Generator

P Generator

e Bilinear pairing

G Additive Group of Prime order q

Gr Multiplicative Group of Prime order q
5 Master Secret Key

Py Master Public Key

H() Generic Hash Function

SPP System Public Parameter

M() Mapping Function: maps any string to a point on elliptic curve G
1 Dsg Signer’s Identity

1Dy Signee’s Identity

SKsg Signer’s Private Key

SKp Signee’s Private Key

PKgq Signer’s Public Key

PKp Signee’s Public Key

I Concatenation Operator
SignerHello | Contains parameters for Mutual Auth. relevant to Signer
SigneeHello | Contains parameters for Mutual Auth. relevant to Signee

EKg Ephemeral Public Key of Signer

EKp Ephemeral Public Key of Signee

x Ephemeral Secret randomly chosen by Signer
Y Ephemeral Secret randomly chosen by Signee
Ng Large Random Nonce chosen by Signer

Np Large Random Nonce chosen by Signee
HTK Handshake Traffic Key

HKDF HMAC-based Key Derivation Function

Hpoc Hash of Document

SSs Signer’s Shared Secret

SSp Signee’s Shared Secret

EFM Encrypted Finished Message

Fxey() Data Encrypted by "Key"

Dxey() Data Decrypted by "Key"

ESign Encrypted Signatures via HT' K : Eurk(Sign)

3.4 1DSign Framework Protocol

This work proposes a secure protocol for iDSign framework, which consists of three phases:
PKG Setup - Devices Registration, Mutual Authentication and Session Key Establishment
Phase, Digital Signature Phase. Table 3.2 contains a list of notations used in this work.
The following assumptions are taken into account when creating the framework:

e This work assumes that the PKG is reliable, safe, and unaffected and will not
conduct any aggressive attacks. Given that the master key that the PKG possesses
is the source of all private keys.
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PKG selects two groups G & Gr < STEP - 1 :- Register Identity IDs with PKG _ SEND . .
and Generator P, a bilinear pairing STEP - 2 :- PKG Computes and Generates: IDs = Signer Identity
e:GxG - Gt > 2
— GENERATES (A) SKs =s.M(IDs)  [Private Key of the Entitiy] —RECEIVE
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SPP = <G,Gr,e,P,Ppun,M> STEP - 6 :- Publishes SPP

Figure 3.1: Proposed iDSign architecture: PKG setup phase

e All cryptographic operations and key storage occur within a tamper-resistant SE.

e All the communication with PKG takes place over a secure channel.

The details of the phases are as follows:

3.4.1 PKG Setup Phase

Figure 3.1 illustrates how the Signer and Signee register with PKG and generate their
Public and Private keys based on their identities.

e Step 1: The PKG picks elliptic curve groups G and G, a bilinear pairing e :
G x G — Gr, and a generator P of G forming the core of the pairing-based
Identity-Based Key Agreement (IBAKA) mechanism utilized by iTLS for mutual
authentication [10].

e Step 2: The PKG chooses a random value s € Z; as the master secret key. It
safeguards this value, as it is essential for computing the private keys for the entities.

e Step 3: The PKG computes the master public key Ppy, = s - P, where P is the
generator, makes it public to allow entities to verify the authenticity of messages
from the PKG.

e Step 4: The PKG defines a Mapping function M : {0,1}* — G. This function
maps an arbitrary string to a point on the elliptic curve group G and derives entity
identities from unique identifiers.

o Step 5: The PKG provides the system public parameters SPP = <G, G, e, P,
Ppu,, M>. These parameters are crucial for the framework’s ability to work and
enable entities to carry out cryptographic operations.

e Step 6: Entities enroll their identities with the PKG. An entity’s identity (ID) is a
unique identifier, such as a device ID or an email address.
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EKs =x.P ,where x € (©) g if: PKG_RECOGNIZED
- SignerHello = (PKG || IDs || EKs || Ns) (D) - Proceed with the generation of SigneeHello
else: ABORT_HANDSHAKE

- Extract from SigneeHello
- Signee PKG, IDp, EKp, Np - Generate SigneeHello : (STEP - 4)

— Processes (STEP - 6) y = randomly chosen ephemeral secret (A)
Processes SigneeHello, checks (A) STEP -5 :- Send Np = Large random nonce (B)
PKG info recevied == PKG in SignerHello (B) SigneeHello + EFMp RS = generate "Random String" (©)
SSs = X.EKp || €(x.Ppur*+SKs, EKp+M(IDp)) (C)

HTK = HKDF(SSs, Ppub) (D) EKp=y.P ,wherey €z, (D)
EFMo' = Dyrk (EFMp) (E) - SigneeHello = (PKG || IDp || EKo | Np) ()
- Store RS = RS' (D) SSp = Y.EKs || &(EKs+M(IDs),y.Ppus+SKp)  (F)
- Checks Timestamp (E) HTK = HKDF(SSp , Ppub) ©)
- Verifies received nonce against EFMp = Enrk (RS || Timestamp || Ns+1)  (H)
generated earlier (F) _ Decrypt EFMs (STEP - 9)
(STEP-7) STEP - 8 :- Send EFMs EFM?/I :_?HTK (EFMZ)RS' ns ed earl
_ : > - Verifies receive == RS generated earlier
- EFMs = Eytk (RS || Timestamp || Np+1) - Checks Timestamp
- Verifies received nonce against
generated earlier

Figure 3.2: Proposed iDSign architecture: Mutual authentication phase

e Step 7: The PKG computes the private key SK;p = s- M(ID) by mapping the
Identity using the mapping function M and multipying it with the master secret
key s.

o Step 8: The PKG securely sends the private key SK;p to the respective entities.
A mobile Trusted Platform Module (TPM) could establish this secure channel.

e Step 9: The associated public key PK;p = M(ID) is used by the entity. Anyone
can use the publicly available hash function to compute the public key from the
entity’s Identity.

3.4.2 Mutual Authentication and Session Key Establishment Phase

Figure 3.2 illustrates the mutual authentication process between devices, leveraging a
customized version of iTLS protocol [10], omitting traditional certificates in favour of
streamlined ephemeral key exchanges and nonce-based verification. Both SignerHello and
SigneeHello messages carry crucial elements such as the entity’s unique identification,
details about the PKG (which includes PKG’s identifier, IBAKA algorithm used, and
System Public Parameters), ephemeral public key and random nonce. This approach
enables both parties to verify trust and independently compute the same shared secret
key for secure communication.

e Step 1: Upon initiating the communication, Signer device generates SignerHello
(containing the identifier of the PKG where the device is registered, Signer’s Iden-
tity IDg, Ephemeral Public Key EKg and Large random nonce Ng). The Signer
computes FKg = x - P where x € Z; is an ephemeral secret randomly chosen by
the Signer device before sending a SignerHello message.

e Step 2: Signer initiates the mutual authentication by sending a SignerHello message.
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e Step 3: Signee receives SignerHello and checks whether the PKG information pre-
sented is the same as that of the Signee device. Upon recognition, it generates
SigneeHello; otherwise, the handshake terminates with an alert.

e Step 4: Upon successful validation, the signee device generates random string RS
and SigneeHello (containing the identifier of the PKG where the device is registered,
Signee’s Identity I Dp, Ephemeral Public Key EKp and large random nonce Np).
The Signee computes FKp = y - P where y € Z; is an ephemeral secret randomly
chosen by the Signee device. With the help of received FKg and IDg of Signer,
Signee computes the shared secret SSp = y- EKs||e(EKs+M(IDs),y- Peu,+SKp)
and the Handshake Traffic key (HTK) by extracting the shared secret through
the Hashed Message authentication code (HMAC)-based key derivation function
(HKDF) [25] HTK = HKDF(SSp, Ppu,). Upon successful calculation of HTK,
the Signee device generates FF'Mp by concatenating RS, current timestamp, and
incremented nonce Ng and then encrypting with HT K, as shown in eq. 3.1.

EFMp = Egrg(RS||Timestamp||Ns + 1) (3.1)
e Step 5: Signee responds with SigneeHello and E'F Mp.

e Step 6: Upon receiving SigneeHello and EF Mp, Signer processes the same and
checks if the PKG provided in SigneeHello matches up as that in the SignerHello.
With the received I Dp and E'Kp provided in the SigneeHello, Signer can also derive
the shared secret SSs = z - EKplle(x - Ppup + SKs, EKp + M(IDp)) and HTK =
HKDF(SSs, Ppu,). Through derived HTK, the Signer decrypts Dy (EF Mp)
and firstly stores the random string RS to use it later and then verifies the integrity
and authenticity by checking the timestamp and nonce value against those generated
earlier in the process by Signer.

o Step 7: After a successfully verification of timestamp and random nonce Ng, the
signer device generates EF Mg by concatenating received RS from SigneeHello,
current timestamp and incremented nonce Np and then encrypting with HT K, as
shown in eq. 3.2.

EFMg = Eyrk(RS||Timestamp||Np + 1) (3.2)
e Step 8: Signer sends EF Mg to Signee device.

o Step 9: Signee device decrypts the received EF Mg and firstly verifies random
string RS against previously generated, checks timestamp and nonce value against
those generated earlier in the process by Signee. The authentication is marked
as completed upon successful verification. Both devices use HT K to encrypt and
secure further communication.

- Proof Of Both Devices Obtaining The Same Shared Secret:
By the bilinearity of the pairing [19], both the devices obtain the same shared secret.
The shared secret SSs computed on the Signer side is given by eq. 3.3:

SSg = ZE.EKDHQ(ZE.Ppub + SKs, EKp + M([DD) (33)
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Eq. 3.4 shows the substitution of identity-based elements:

= z.y.Plle(x.s.P + s.PKg,y.P + PKp) (3.4)

Using pairing properties, eq. 3.5 distributes the pairing function over the sum of
elements:

= z.y.P|le(x.s.P,y.P)e(x.s.P, PKp)e(s.PKs,y.P)e(s.PKs, PKp) (3.5)

Applying bilinearity further, eq. 3.6 expresses the pairings as exponentiated base
pairings:

= x.y.P||le(P, P)**Ye(P, PKp)"*e(PKs, P)*Ye(PKs, PKp)® (3.6)

Eq. 3.7 presents the reordered expression computed from the Signee’s perspective:

= y.x.P|le(x.P,y.s.P)e(x.P,s.PKp)e(PKs,y.s.P)e(PKs,s.PKp) (3.7)
Eq. 3.8 simplifies the structure using key definitions:

= y.EKg||le(x.P + PKs,y.5.P + s.PKp) (3.8)

Using the mapping of identities, eq. 3.9 rewrites the final pairing term:

= y.EKs||e(EKs + H(IDs), . Pou, + SKp) (3.9)

Hence, both devices compute the same shared secret as shown in eq. 3.10:

SSs = SSp (3.10)

3.4.3 Digital Signature phase

Figure 3.3 illustrates the Digital Signature process, leveraging the Hess IBS scheme [12].
The novelty in this phase resides in employing the Handshake Traffic Key (HT K), estab-
lished during the mutual authentication phase, combined with an Identity-based Signa-
ture scheme for document signing. This strategy not only maintains the confidentiality
and integrity of the delivered document but also enhances the overall security of the dig-
ital signature procedure. During the Mutual Authentication phase, both devices obtain
the same HT K to secure further communication in the iDSign framework. In this phase,
the Signee sends the document to the Signer, who then signs it using his identity-based
private key via the Hess IBS scheme and sends it back to the Signee for it to integrate it
with the document and can verify its authenticity using the Signer’s public key.

e Step 1: Signer asks for basic document (Packet Number + Total Packets) informa-
tion before receiving the actual document.

e Step 2: The Signee sends the requested document information along with the first
packet. This process continues sequentially, and the Signer acknowledges each
packet the Signee sends until all packets are received.
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Figure 3.3: Proposed iDSign architecture: Digital signature phase

o Step 3: The Signer decrypts the packets with HTK, reassembles them, computes
the hash of the document extracted using SHA-256 method, denoted as Hpoc =
H(Doc.). Using the Hess IBS scheme [12], the Signer computes r, v and u, as shown
in eq. 3.11, 3.12 and 3.13:

r = e(Py, P)* (3.11)

where P is the generator, P1 € G and k € Z;

V=T"- M(HDO()) (312)

uw=SKg-v+P -k (3.13)

e Step 4: The Signer forms the complete signature as Sign = (u||v) and encrypts this
signature using HTK to produce ESign = Eyrk(Sign). The Signer then sends
this encrypted signature to the Signee.

e Step 5: Upon receiving, Signee decrypts ESign to retrieve Sign and integrate
it with the document, hence completing the handshake. For verification, Signee
fetches u and v from Sign and recomputes:

First, the document hash Hpoc' is recomputed using SHA-256, as shown in eq.
3.14:

HDOCI = HSHA256(DOC.) (314)
Next, 7’ is calculated using bilinear pairings, as shown in eq. 3.15:

T/ - 6(ua P) : e(PKSa Ppub)_v (315)
Then, the value v’ is derived using r’ and the document hash, as defined in eq. 3.16:
Ul = 7“/ : M(HDOC/) (316)
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Finally, verification is successful if the computed v’ matches the received v, as shown
in eq. 3.17:

V' ==w (3.17)

3.5 Security Analysis of the iDSign Framework

The PKG is essential within the iDSign framework and is responsible for generating pri-
vate keys tailored to the unique identities of participating devices. The PKG is presumed
to be trusted, protected, not compromised, and will not begin aggressive assaults. Since
PKG’s secret master key generates all the private keys, a shady PKG or a malicious
individual who obtains the secret master key can potentially execute a successful MiTM
attack or create unauthorized private keys to impersonate legitimate users. Similar risks
are also present in PKI systems, where compromising a certificate authority (CA) can
lead to significant consequences.

1.

Resistance against Man-in-the-Middle-Attack: The iDSign framework efficiently
prevents Man-in-the-Middle (MiTM) attacks due to the powerful mutual authen-
tication provided by iTLS [10]. Consider a scenario in which the attacker receives
respective FKg and EKp, attacker can create arbitrary EKé and EK]'D to replace
the original Ephemeral Keys, and transfer them to the Signee and Signer Devices, re-
spectively. For instance, the attacker can arbitrarily choose 2’ and 3/, and substitute
EKg = x.P with EKg = 2'.P and EKp = y.P with EK}, = y'.P. Following that,
the shared secret the Signer computes is . EKp||e(2. Ppup + SKs, EKp + H(IDp)).
However, though the attacker knows FKg and FKp, the attacker will not be able
to compute the shared secret without either of the private keys of both devices.

Perfect Forward Secrecy: This attribute assures that compromising the over time
private keys of either of the communication devices never breaks the integrity of
the session key generated during the prior interaction, thus the protection of the
sensitive information transmitted previously. The computation of the shared secret
key relies not merely on the long-term private key of the involved parties but also
on the randomly selected ephemeral secrets by each device. Regardless of whether
an intruder discovers the private keys, the intruder also needs to figure out x.y.P
from EKp = y.P and EKg = z.P, which is a Computational Diffie-Hellman (CDH)
(refer section 3.3) problem and is independent of long-term private keys. Therefore,
an intruder with private keys cannot obtain earlier session keys.

Unique Session Keys: As the device randomly generates the ephemeral public keys
in each connection, two distinct communications generate different and independent
session keys. Hence, the intruder cannot get relevant information about additional
session keys even if someone stoles the session key.

Resilience to Replay Attack: The keying information utilized for encrypting the
data is established by both devices, hence providing replay protection.

Protected from Impersonation Attacks: The iDSign framework, due to its usage
of iTLS, enables protection against impersonation attacks. Even if an attacker
succeeds in compromising a device’s long-term private key, the attacker will not
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be able to establish a connection with either of the devices. Consider a scenario
where an attacker impersonates a Signee and knows the private key of Signer S K,
the ephemeral public key F Kg, and the ephemeral secret 3’ attacker chooses. To
compute the shared secret SSp = y.EKsl||e(EKs+H(IDs),y.Ppu,+SKp), attacker
must compute e(EKg, SKp) = e(P, PKp)®*, However, Signee’s private key is not
known, thus computing z.s.P from EKg = z.P and Ppyg = s.P is again a CDH
problem.
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Chapter 4

Design and Implementation of the
Proposed iHDoc Mobile Application

4.1 Introduction

The iHDoc mobile application prototype shows a practical implementation of the iDSign
framework, as shown in Figure 4.1, enhanced for secure and lightweight digital document
signing in proximity-based mobile environments. A key feature is the utilization of NFC
in HCE mode [2], allowing mobile devices to replicate smart cards, hence removing the
need for supplementary hardware. NFC’s proximity-based communication guarantees a
safe, easy, and efficient setup optimal for in-person engagements. NFC enhances security
for two-way communication by restricting interactions to close-range exchanges, thereby
reducing the risks associated with remote cyberattacks, including eavesdropping and re-
play attacks. The prototype, constructed on Android, utilizes Bluetooth for large file
data transmission and the Java Pairing-Based Cryptography (jJPBC) library for strong
cryptographic functions, providing a complete, reliable solution [26].

4.2 Related Work

In recent years, mobile digital signing solutions have become increasingly popular, with
Adobe Sign [27]|, Visma Sign [28|, and DocuSign [29] emerging as prominent choices.
These platforms largely depend on cloud-based architecture and PKI, which, although
offering strong security, impose constraints that may impact usability and security, espe-
cially in mobile and offline environments. Table 4.1 compares existing digital signature
solutions.

Adobe Sign [27] employs PKI for authentication and document signing, which cloud-
based certificates or hardware tokens can implement. Nevertheless, PKI systems fre-
quently necessitate complex certificate management and incur considerable processing
requirements, making them less suitable for resource-constrained devices. The depen-
dence on a centralized authority for certificate validation makes Adobe Sign prone to
network-based attacks and restricts offline capabilities.

Visma Sign [28| depends on strong ID verification methods, such as banking or mo-
bile ID, which require continuous internet connectivity for authentication. The reliance
on external identity providers and centralized verification creates network weaknesses,
making it inappropriate for environments with restricted connectivity. Although Visma
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Figure 4.1: iHDoc mobile application: Block diagram

1. Register with Unique Identity

Table 4.1: iHDoc mobile application: Comparison of existing digital signature solutions

Existing Signature Authentication Internet Encryption e
. . Limitations

Solution Type Method Required |Model

Adobe Sign|PKI-based digi-|PKI certs, Hardware|Required RSA encryption,/High processing,

[27] tal, Cloud Cert.|tokens, Cloud-based high computa-|Internet  depen-
or tokens tokens tional demand dent

Visma Sign|(Strong ID sig-|External ID verifica- Mandatory |Govt. ID verifica-|Cloud server de-

[28] natures, cloud|tion (Banking, Mo-|for ID verifi-|tion pendent, limited
servers bile ID) cation offline capability

DocuSign |E-sign, PKI-|SMS, email, third-|Required for|RSA encryption,|Limited offline ac-

[29] based digital party integration auth. and|high computa-|cess, Cloud depen-

cert. access

tional demand

dency

Sign provides secure, regulated authentication, it needs more offline or in-person signing

flexibility.

DocuSign [29], a PKI-based service, accommodates several authentication methods
like SMS, email, and third-party connections. Nonetheless, its reliance on cloud infras-
tructure constrains its applicability in offline contexts and presents security vulnerabilities
linked to remote authentication.

Although these technologies provide dependable document signing for remote and
high-security scenarios, they often rely on constant internet connectivity, making them
unsuitable for offline usage. In contrast, the proposed iHDoc mobile application prototype
mitigates these limitations by utilizing iDSign framework with low-energy NFC HCE
mode [2| for tap-based in-person digital signing. Unlike PKI-based solutions, iHDoc
based on iDSign eliminates certificate administration, minimizing computational load and
streamlining key management for mobile devices. The NFC HCE mode tap requirement

28




1. Register with 1. Register with

Unique Identity Unique Identity
— ¥ Private Key Generator (PKG)

(Genereates Keys during
2. Keys registration) [SERVER] 2. Keys
Received Received

Signee Device

Signer Device

NFC))

3.1 Session Key fr~—

ul

- 3.1 Session Key
A S ¥4
M
3. Mutual
Authentication
4
‘ ‘ IF\‘
4, Transferred Doc. via \ ‘
Bluetooth
< 1 9. SIGNED DOC.

5. iDSign
based —. 'ﬁ'
Signature _ . _r
Generation -m@ 7. Signatures Transferred %
>

6. Signatures 8. Merging
Signatures with Doc.

Figure 4.2: iHDoc mobile application: Framework architecture

minimizes proximity attacks such as MiTM attacks. Moreover, iHDoc’s offline signing
capability makes it well-suited for environments with limited or no connectivity.

4.3 System Architecture and Implementation

The mobile application prototype features an intuitive user interface (see Figure 4.3) de-
signed to streamline the signing process, with distinct Signer and Signee roles in the work-
flow. This section breaks down the architecture and implementation specifics, demon-
strating how each component facilitates secure and efficient in-person digital signing.
Figure 4.2 illustrates the process flow for the iHDoc mobile application.

4.3.1 System Components

The iHDoc system consists of the following fundamental components:

e Private Key Generator (PKG): 1t is a server component that generates and dis-
tributes identity-based cryptographic keys.
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e Signer Device: This device preserves the confidential signing credentials and com-
mences the signing procedure. It functions as the NFC reader in HCE mode [2].

e Signee Device: This device requests document signing and receives the signed docu-
ment. [t operates in NFC HCE mode to serve as a virtual card for data transmission.

4.3.2 Workflow Overview

The iHDoc workflow adopts a structured sequence, starting from device registration to
completing a digitally signed document. Figure 4.2 shows the details of the iHDoc frame-
work, which utilizes multiple libraries and technologies that work in unison to ensure
secure, efficient document signing. The key steps are as follows:

1. Device Registration with PKG: The Signer and Signee devices register their unique
identities (such as email or phone number) with the PKG. It uses these identities
to generate corresponding public and private keys, leveraging IBC.

2. Keys Reception: The devices receive their respective keys (private and public) from
the PKG.

3. Mutual Authentication and Session Key Establishment (NFC HCE Session):

Once registered, both devices initiate mutual authentication by tapping the
devices, utilizing low-energy NFC HCE mode and iDSign (as shown in Figure
4.3-B).

During this tap-based interaction, both devices authenticate each other using
iDSign’s mutual authentication and exchange ephemeral public keys (EKg =
z.P, EKp = y.P), unique identifiers (I Ds,I Dp), nonces (Ns,Np), and PKG
details to establish trust.

Both devices independently compute a shared secret SS using bilinear pair-
ing curve operations: SSp = y.EKs||e(EKs + M(IDs),y.Ppu, + SKp). The
shared secret is then processed through an HMAC-based key derivation func-
tion (HKDF) to derive the session key HI'K = HKDF(SS, Ppup)

The Signee sends an encrypted message (EFMp) to the Signer, containing a
random string (RS), a timestamp, and the incremented nonce (Ng+1). The
Signer decrypts EF'Mp using the session key, validates the parameters, and
responds with its encrypted message (EF Mg) containing similar parameters.
Successful validation completes mutual authentication, and the session key
secures subsequent communication.

In addition to authentication, the Signer’s Bluetooth name is shared with the
Signee during the NFC tap, facilitating automatic Bluetooth pairing.

4. Document Transfer via Bluetooth: The Signee establishes an automated Bluetooth
connection and sends the document to the Signer (as shown in Figure 4.3-C).

5. Digital Signature Generation: On receiving the document, the Signer uses the Hess
IBS [12]| scheme to generate the digital signature by utilizing the document’s hash,
the Signer’s private key, and cryptographic parameters managed through the jJPBC
library [26], which facilitates pairing-based operations for IBC.
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6. Signer then encrypts the signatures with the previously generated session key to
guarantee secure transmission to the Signee device.

7. Signature Transmission: The Signer transmits the encrypted signature to the Signee
device over the secure Bluetooth channel.

8. Signature Integration: The Signee decrypts signatures using the session key, incor-
porates it into the original document, and completes the digital signing process.
As shown in Figure 4.4, the digital signature includes identifying information and
a timestamp for authenticity within the document. The user can continue signing
more documents or end the session (as shown in Figure 4.3-D).

9. Signed Document Storage and Verification: The final signed document is stored
locally and can be verified by any device using the Signer’s public key.

4.3.3 Technologies and Libraries Used:

This section breaks down the fundamental technologies and libraries incorporated into
the iHDoc prototype, clarifying their functions in secure digital document signing on
Android devices.

1. Android NFC with HCE: Low-energy NFC technology in HCE mode facilitates
proximity, tap-based interactions between Android devices, emulating a physical
smart card. This configuration ensures secure session initiation by minimizing vul-
nerability to man-in-the-middle attacks.

2. Bluetooth for Data Transfer: Bluetooth is used for efficient data transmission
following iDSign based authentication. This method utilizes Bluetooth’s stabil-
ity and bandwidth for transferring larger files, such as PDF documents, post-
authentication.
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3. JPBC Library [26]: The Java Pairing-Based Cryptography (jPBC) library is an es-
sential element of the iHDoc system, facilitating all cryptographic functions based
on IBC. The jPBC library enables bilinear pairing operations crucial for IBC, fa-
cilitating secure connections and digital signatures based on user identities instead
of conventional public-key certificates. This pairing-based methodology, crucial to
iHDoc, facilitates the protocol’s lightweight yet safe cryptographic requirements,
from mutual authentication to document signing. The jPBC library minimizes the
computational and storage requirements commonly linked to certificate-based sys-
tems, enabling iHDoc to provide both security and efficiency, making it a perfect
option for mobile applications.

4. Bouncy Castle Library [30]: Bouncy Castle provides essential cryptographic oper-
ations, including the HKDF (HMAC-based Key Derivation Function), which gen-
erates the symmetric session key (HTK) during the mutual authentication phase.

5. iText Library [31]: iText facilitates fast and seamless PDF file manipulation within
the iHDoc system, offering tools for embedding and validating digital signatures.

6. Spring Framework for Local Server Setup [32]: A local server built with the Spring
framework operates as the PKG, making and distributing keys based on identity.
When devices send identity information (e.g., email or phone number) to the server,
it provides the associated identity-based cryptographic key pairs, facilitating iHDoc
based on the iDSign framework.
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Chapter 5

Results

5.1 Performance Analysis of the iDSign Framework

The performance analysis of the iDSign framework and its prototype implementation,
iHDoc, is essential to demonstrate their efficiency, security, and practicality. The evalu-
ation includes qualitative and quantitative assessments, measuring computational over-
head, memory usage, and cryptographic strength while comparing them with existing
solutions. This section highlights the proposed framework’s lightweight nature and the
prototype’s secure, efficient operations under real-world conditions.

5.1.1 Qualitative Analysis

The design of iDSign addresses several essential areas to boost overall performance and
security:

o Lightweight Authentication: iDSign’s use of IBC removes the need for heavy cer-
tificate exchange, reducing communication and computational costs compared to
traditional PKI methods. This efficiency is crucial for resource-limited devices.

e SE Integration: iDSign framework leverages the Secure Element’s hardware ac-
celeration and enclosed environment to securely store cryptographic credentials,
accelerating the speed of signing operations while boosting security by rendering
cryptographic keys tamper-resistant.

o Adaptability to Multiple Scenarios: iDSign’s versatile design enables for deploy-
ment across many communication interfaces, such as low-energy NFC, Bluetooth,
and TCP/IP Protocols, providing a seamless and intuitive user experience while en-
suring compatibility with existing infrastructure and supporting both remote and
in-person signing use cases.

The added features make iDSign especially appropriate for situations demanding
rapid, efficient, and reliable digital signatures.

Table 5.1 compares protection against possible attacks between the proposed frame-
work and other existing schemes. iDSign framework provides a novel combination of
mutual authentication, MiTM attack protection, data privacy through robust authenti-
cation and integration of SE, key compromise protection with ephemeral keys, and the
capability for Perfect Forward Secrecy. This comprehensive approach addresses a wider
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Table 5.1: iDSign performance analysis: Qualitative analysis of proposed framework

Scheme MA | MiTM |DP |SKS |KC |RA | PFS |IA
AuthPaper [5] | v v v * v v * v

DSign [4] X X X * X * * X

BioSign [22] v v * v v v * v

PDFGuard [6] | x X v * v * * v

ECDoc [7] X X v * X X * X

Proposed v v v v v v v v

iDSign

MA: Mutual Auth., MiTM: Man-in-the-Middle Attack, DP: Data Privacy, SKS: Ses-
sion Key Security, KC: Key Compromise, RA: Replay Attack, PFS: Perfect Forward
Secrecy, IA: Impersonation Attack, v': Protected, x: Vulnerable, *: Not Mentioned
in the scheme

range of security vulnerabilities than many compared approaches, making iDSign partic-
ularly suitable for circumstances where robust authentication and secure communication
are vital.

5.1.2 Quantitative Analysis

The quantitative analysis emphasizes two critical elements: communication and compu-
tation costs associated with iDSign and other digital signature schemes.

Communication Cost:

This analysis assumes that a 50KB document is submitted to either a central server or
portal or directly to the Signer’s device based on the type of solution used for generating
the digital signature.

Table 5.2 compares the approximate communication cost for data communicated for
a document with certain assumptions. It presents the time for the following:

e MetaData (MD): This column includes headers, IDs,; and other control information
for each communication step. The values above are rough approximations.

o Mutual Authentication (MA): This column shows the approximate Communication
overhead necessary to verify both devices’ identities.

e Document (Optional) + Sign Received: Some approaches re-transmit the document
integrated with a digital signature. iDSign only sends signature records, minimizing
overhead.

Table 5.2 displays anticipated data sizes for each communication stage, using typi-
cal values for cryptographic primitives and message overhead. It is vital to remember
that the transmission cost can vary based on the chosen cryptographic techniques and
the size of the signed documents. The iDSign framework leverages lightweight mutual
authentication utilizing IBC, delivering substantial reductions in communication over-
head compared to the standard certificate-based techniques. Certificate sizes range from
hundreds of bytes to several kilobytes [10], generating severe delays during transmission
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Table 5.2: iDSign performance analysis: Approximate communication cost compar-
ison for document of size 50KB

MD MA Doc. (Opt) + Sign |[TCC

Scheme Type of
Service (bytes) |(bytes) |(bytes) (bytes)

DSign [4] Web-Based [200 * 51024 51224
BioSign [22] |Software 1072 200 51300 52572
PDFGuard [6] |Web-Based |100 * 50320 50420
ECDoc [7] Web-based |100 * 50600 50700
iDSign Flexible 20 950 300 1270

MD: MetaData, MA: Mutual Auth., Doc. (Opt) + Sign: Document (Optional)
+ Signature received, TCC: Total communication Cost, *: Not Mentioned in the
Scheme

and authentication. In Table 5.2, the analysis indicates that iDSign incurs the lowest to-
tal communication cost, amounting to merely 1270 bytes, attributable to its lightweight
mutual authentication approach and optimized signature transmission. This reduction
achieves a 97% decrease in overhead when compared to DSign and a 75% decrease rel-
ative to PDFGuard, demonstrating its effectiveness in environments with constrained
bandwidth. iDSign enhances efficiency in low-power environments by transmitting just
signature records rather than complete documents, which reduces data transmission with-
out compromising security.

Computation Cost:

Multiprecision Integer and Rational Arithmetic Library (MIRACL) [33] is an open-source
library specifically created to simplify the process of testing cryptographic protocols. It
provides a robust platform for performing complex arithmetic operations on large integers
and rational numbers, essential in various cryptographic applications, such as public key
cryptography. This work uses the methodology outlined by Yu et al. [34] based on
MIRACL to derive the computation costs. Table 5.3 assumes the values of the following
operations: Cgp: Computation of Bilinear Pairing ~ 3.002 ms [34], Cxn: Computation
of obtaining session key from Diffie-Hellman Algorithm ~ 2 ms, Csgp: Computation
of Symmetric Encryption/Decryption ~ 0.012 ms (for example, Advanced Encryption
Standard (AES) [35]), Cy: Computation of Hash Function =~ 0.309 ms (for example,
Secure Hash Algorithm (SHA-256) [36]), Cqr: Computation of QR generation ~ 30
ms [37], Cgr: Computation of Euler’s Totient Function ~ 2 ms [6], Cxg: Computation of
ElGamal Encryption & 0.522 ms (It is an asymmetric encryption algorithm with similar
computation cost), Cagp: Computation of Asymmetric Encryption/Decryption ~ 0.522
ms (for example, RSA [38]).

Table 5.3 illustrates the computational costs associated with various schemes. Al-
though iDSign has a slightly higher computational time of 12.67 ms due to bilinear pairing
and SE operations, it surpasses other schemes in terms of security by integrating mutual
authentication and forward secrecy. While ECDoc achieves the lowest computation cost,
it lacks robust mutual authentication, making it less secure. The integration of SE in iD-
Sign offers various benefits, such as hardware acceleration and enhanced security through
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Table 5.3: iDSign performance analysis: Approximate computation cost com-

parison
Scheme Computation Cost Estimated
Time(ms)
DSign [4] 1Cx + 1Cqr 30.30
BioSign [22] 1Cxu + 2Ckg + 2Csgp + 3Ch 3.99
PDFGuard [6] 2Cxgp + 1Cgr + 2Cy 3.66
ECDoc [7] 2CxEp + 2Cq 1.66
iDSign 4Cgp + 2Cy + 4Csgp 12.67

Cgp: Computation of Bilinear Pairing, Cxy: Computation of obtaining ses-
sion key from Diffie-Hellman Algo., Ckg: Computation of Elgamal Encryp-
tion, Csgp: Computation of Symmetric Encryption/Decryption, Cy: Compu-
tation of Hash Function, Cqr: Computation of QR generation, Cgr: Com-
putation of Euler’s Totient Function, Cxgp: Computation of Asymmetric En-
cryption/Decryption

tamper-resistant storage, which optimize cryptographic operations and enhance overall
performance. While iDSign demands the most computational power, it balances compu-
tational efficiency and improved security, justifying the additional resources required to
ensure the integrity and trustworthiness of digital signatures.

5.2 Performance Analysis of the iHDoc mobile appli-
cation prototype

This section evaluates the performance of the iHDoc prototype, designed by integrating
the iDSign framework with low-energy NFC HCE technology for proximity-based digital
signing of documents. To assess the efficiency, iHDoc’s mutual authentication based on
the iDSign framework is compared with RSA-based mutual authentication, ensuring a
balanced comparison. Key metrics include timing and storage requirements, emphasizing
the lightweight nature of iDSign framework for mobile use.

5.2.1 Timing Comparison of Core Components

Table 5.4 compares the approximate time taken for different components of iHDoc based
on iDSign and RSA [39] when processing a document of 1MB size. The components
analyzed include Mutual Authentication, Bluetooth File Transfer, Signature Generation,
and Signature Integration.

o Mutual Authentication: iHDoc with iDSign achieves a faster mutual authentication
time (0.479 sec) than RSA-based authentication (0.702 sec) due to the absence of
certificate verification in iDSign, thus reducing computational overhead.

e Bluetooth File Transfer: The time for Bluetooth file transfer remains similar in both
configurations, as Bluetooth communication is independent of the cryptographic
method.
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Table 5.4: iHDoc performance analysis: Approximate timing comparison of diff. compo-
nents for document of size 1MB

Scheme |Mutual Auth. Bluetooth Signature Signature |Total
(sec) File Transfer Generation |Integration |(sec)
(sec) (sec) (sec)
iHDoc 0.479 11.170 0.207 0.421 12.277
based on
iDSign
RSA [39]|0.778 11.19 0.232 0.428 12.628

Table 5.5: iHDoc performance analysis: Approximate credentials storage requirements

Scheme |Public Private Certificate |Symmetric |[Ppub |P Total
Key Size/Key Size|Size Session (bytes)| (bytes)| (bytes)
(bytes) (bytes) (bytes) Key Size
(bytes)
iHDoc |128 20 - 128 128 128 532
based on
iDSign
RSA [39]|256 256 1024 128 - - 1664

Ppub: Master Public Key, P: Generator in iDSign

e Signature Generation: iHDoc with iDSign also performs faster signature generation
(0.207 sec) compared to RSA-based approach (0.232 sec), reflecting the efficiency
of the Hess IBS scheme used in iDSign framework.

e Signature Integration: The time required for signature integration is slightly lower
in iHDoc with iDSign (0.421 sec) compared to RSA (0.428 sec), benefiting from the
streamlined IBC approach used in iDSign framework.

The results in Table 5.4 demonstrate that iHDoc based on iDSign offers reduced pro-
cessing times in the mutual authentication and signature generation phases, emphasizing
the advantages of lightweight cryptography for digitally signing documents on mobile

devices.

5.2.2 Storage Requirements

Table 5.5 compares storage requirements for credentials and cryptographic keys in the
iHDoc prototype based on the iDSign framework versus RSA [39] certificate-based keys.
The RSA keys requires more storage due to the inclusion of public/private key pairs and
certificates, whereas iHDoc based on the iDSign framework utilizes IBC which signifi-
cantly reduces storage requirements by eliminating certificates.

e RSA Key and Certificate Storage: In RSA-based approach, each device requires
storage for RSA public/private keys and certificates and requires approximately
1664 bytes for storage.
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e 1HDoc Key Storage: iHDoc due to iDSign integration eliminates certificates, reduc-
ing storage needs to only 532 bytes for storing public and private keys, the master
public key (Ppub), and the generator (P). Hence, iDSign framework is more suitable
for mobile devices with limited storage capacity.

As shown in Table 5.5, the total storage requirement for iHDoc based on iDSign is
532, significantly lower than the 1664 bytes required for the RSA-based approach. This
reduction in storage requirements is critical for mobile devices, where storage space is
often limited.

5.2.3 Document Size vs. Signing Time

Figure 5.1 illustrates the relationship between document size and total signing time in
iHDoc based on iDSign. As document size increases, the time taken for signing also
increases, largely due to Bluetooth transfer time. For smaller documents (e.g., 0.1 MB),
the signing time is relatively low (around 14 seconds), but for larger documents (e.g., 20
MB), the signing time increases substantially (up to 134 seconds). This graph highlights
iHDoc’s scalability and the impact of document size on overall performance.
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5.2.4 Signature Generation Time Comparison

Figure 5.2 compares signature generation time between iHDoc based on iDSign and RSA-
based approach. The signature generation time in iDSign is approximately 207 ms, while
RSA requires 232 ms. This performance difference highlights the efficiency of the Hess
IBS scheme used in iDSign, making it well-suited for mobile environments with limited
computational resources.
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Chapter 6

Conclusion and Future Work

This thesis introduces the novel iDSign framework as a secure, lightweight, and flexi-
ble solution for the digital signature of documents, compatible with resource-constrained
devices. It supports multiple communication interfaces such as NFC, Bluetooth, and
TCP/IP. The framework addresses the significant shortcomings of current PKI-based
systems, such as complex certificate management, which are prone to several attacks like
MiTM and rely on continuous network connectivity. iDSign utilizes IBC and a modified
lightweight iTLS protocol to enable certificate-free mutual authentication and efficient
cryptographic operations. To validate the iDSign framework in a practical context, the
iHDoc mobile application based on iDSign is designed and implemented using NFC HCE
technology to enable secure proximity-based communication and mitigate vulnerabilities
like MiTM attacks. The application enables tap-to-sign architecture and operates in
offline contexts. Performance analysis compares the iHDoc based on iDSign with RSA-
based mutual authentication. Results indicate that the iDSign framework significantly
reduces mutual authentication and digital signing time compared to the RSA-based ap-
proach, thus making it suitable for resource-limited and offline environments.

Future work focuses on exploring the integration of the iDSign framework with smart
cards and remote devices. Smart cards offer a secure, portable medium for storing cryp-
tographic keys, enabling digital signing by tapping the card on an NFC-enabled device.
Additionally, expanding iDSign to support secure document signing on remote devices
will enhance its versatility and enable deployment in enterprise, academic, and govern-
mental workflows, where remote interactions require scalable and robust cryptographic
performance.
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Status of paper (Communicated/Accepted/Published): Accepted

Date of paper communication: August 31, 2024

Date of paper acceptance: October 11, 2024

Date of paper publication: N/A

et

Himanshu Sharma
Roll No. 23/SWE/18

Student Roll No., Name and Signature

SUPERVISOR CERTIFICATE

To the best of my knowledge, the above work has not been submitted in part or full for
any Degree or Diploma to this University or elsewhere. I further certify that the publi-
cation and indexing information given by the students is correct.

'NK\?L Vu‘ai\/'/
/
Date: May 19, 2025 Dr. Divyashikha Sethia
Place: New Delhi Supervisor Name and Signature

44



6" International Conference on Communication and Intelligent Systems (ICCIS 2024)

Organized in In-person and Online (Hybrid Mode) by

Maulana Azad National Institute of Technology (MANIT), Bhopal
Technically Sponsored by

Soft Computing Research Society
November OD8-09, 2024

Paper Submission

1 Conference Paper Submission Last Date: 2 Conference Start Date: Nov 08, 2024 3 Conference End Date: Nov 09, 2024
Sep 20, 2024

Proceedings Publication INDEXING IMPORTANT DATES

SCOPUS, DBLP, INSPEC, Norwegian Last date of FullFlength Submission:
Register for Scientific Journals and September 20, 2024
In Networks Series, SCimago, WTI Frankfurt eG, Motification of acceptance: October 09, 2024

Lecture Notes

and Systems Registration of accepted Paper: Movember 02,

2024
Conference Date: November 08-09, 2024

zbMATH




Delhi Technological University Mail - International Confe... https://mail.google.com/mail/u/0/?ik=fbae403688&view=pt...

1of1

DTU_

Delhi Technological
UNIVERSITY

23/SWE/18 HIMANSHU SHARMA <himanshusharma_23swe18@dtu.ac.in>

International Conference on Intelligent control, Computing and
Communications-2025 : Submission (60) has been created.

Microsoft CMT <email@msr-cmt.org> Sun, Oct 20, 2024 at 11:59 PM
Reply-To: Microsoft CMT - Do Not Reply <noreply@msr-cmt.org>
To: himanshusharma_23swe18@dtu.ac.in

Hello,

The following submission has been created.
Track Name: Communications and Networking
Paper ID: 60

Paper Title: iHDoc: Secure Mobile-based Digital Document Signatures Framework using Host Card Emulation Tap
and Lightweight Mutual Authentication

Abstract:

This paper introduces the prototype implementation and assessment of iHDoc, a lightweight framework for
secure digital document signing on mobile devices, which is based on the previously proposed iDSign framework
(accepted, to be published). The original study laid the theoretical foundation for a versatile framework for
safe digital document signing utilizing identity-based cryptography and lightweight mutual authentication
through a modified lightweight identity-based Transport Layer Security (iTLS) protocol. This paper builds
upon the prior research by employing the framework on mobile devices through native Android development and
utilizing NFC-based host card emulation (HCE) for secure session initiation via NFC tap and Bluetooth for
effective data transfer. The prototype utilizes the Hess Identity-Based Signature (IBS) technique for speedy
and efficient signing, making it suitable for resource-constrained devices. The comparative performance
assessment with the RSA-based counterpart, iHDoc_RSA, demonstrates that the iHDoc framework attains faster
execution times and decreased storage requirements. The iText library facilitates PDF manipulation and
enables the smooth integration of digital signatures. The findings indicate that iHDoc provides both security
and performance benefits, making it an effective solution for mobile document signing. Future endeavours will
focus on real-world deployment and improved compatibility among platforms.

Created on: Sun, 20 Oct 2024 18:29:30 GMT
Last Modified: Sun, 20 Oct 2024 18:29:30 GMT

Authors:
- himanshusharma_23swe18@dtu.ac.in (Primary)

Secondary Subject Areas: Not Entered
Submission Files: Not Uploaded
Submission Questions Response: Not Entered

Thanks,
CMT team.

To stop receiving conference emails, you can check the 'Do not send me conference email' box from your User
Profile.

Microsoft respects your privacy. To learn more, please read our Privacy Statement.

Microsoft Corporation
one Microsoft Way
Redmond, WA 98052
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ICCIS 2024: Notification of your paper ID 391: Acceptance

Microsoft CMT <email@msr-cmt.org> Thu, Oct 10, 2024 at 10:58 PM
Reply-To: ICCIS SCRS <scrs.iccis@gmail.com>
To: Himanshu Sharma <himanshusharma_23swe18@dtu.ac.in>

Dear Himanshu Sharma,
Greetings!

Thank you for submitting your research article to the 6th International Conference on Communication and
Intelligent Systems (ICCIS 2024) to be held on November 08-09, 2024 at Maulana Azad National Institute of
Technology (MANIT), Bhopal, India in Hybrid Mode.

We are pleased to inform you that based on reviewers’ comments, your paper titled "iDSign: Secure Lightweight
Digital Document Signatures Framework with Mutual Authentication and Identity-Based Cryptography" has been
accepted for presentation during ICCIS 2024, and publication in the proceedings to be published in Scopus-
indexed Springer Book Series "Lecture Notes in Networks and Systems" subject to the condition that you submit
a revised version as per the comments, available at Authors CMT account. It is also required that you prepare
a response to each comment from the reviewer and upload it as a separate file along with the revised paper.

The similarity index in the final paper must be less than 20%. Please note that the high plagiarism and any
kind of multiple submissions of this paper to other conferences or journals will lead to rejection at any
stage. Please note that the publisher, i.e. Springer Nature may ask for any other changes during the
production which are supposed to be implemented. The publisher has the final right to exclude the paper from
the proceedings if they found it unsuitable for publication.

Please carry out the steps to submit the camera-ready paper and online registration (Under "Regular Author"
Category) as per the instructions available at

https://scrs.in/conference/iccis2024/page/Camera_Ready_Paper_Submission

In order to register in the SCRS member category (subsidized registration fees), you can first become a

member at httsz/manmscrsJn/register and then register for the conference OR you may register as a Regular
Author Category.

Please note that the Last date for submission of the camera-ready paper, payment of the registration fee, and
online registration is October 24, 2024.

Feel free to write to the “"General Chairs, ICCIS 2024" at ScCrs.iccis@gmail.com, should you have any
questions or concerns. Please remember to always include your Paper ID- 391, whenever inquiring about your
paper.

Looking forward to meeting you during the conference.

With Regards

Team ICCIS 2024 (https://scrs.in/conference/iccis2024)
Maulana Azad National Institute of Technology (MANIT), Bhopal, India

To stop receiving conference emails, you can check the 'Do not send me conference email' box from your User
Profile.

Microsoft respects your privacy. To learn more, please read our Privacy Statement.

Microsoft Corporation
one Microsoft Way

Redmond, WA 98052

21/05/25, 00:56
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Licence

to Publish SPRINGER NATURE

Proceedings Papers

Licensee Springer Nature Singapore Pte Ltd. (the ‘Licensee”)
Title of the Proceedings Communication and Intelligent Systems: Proceedings of (the ‘Volume”)
Volume/Edited Book or ICCIS 2024, Volume 3

Conference Name:

Volume Editor(s) Name(s):

Harish Sharma, Vivek Shrivastava, Ashish Kumar Tripathi,
Lipo Wang

Proposed Title of the iDSign: Secure Lightweight Digital Document Signatures (the ‘Contribution”)

Contribution:

Series: The Contribution may

Framework with Mutual Authentication and Identity-
Based Cryptography

A Springer book series Lecture Notes in Networks and

Sgrip;l;blished in the following Systems

Author(s) Full Name(s): Himanshu Sharma, Divyashikha Sethia (the ‘Author”)

When Author is more than one person the expression "Author” as used in this Agreement will apply collectively unless
otherwise indlicated.

Corresponding Author Name: Himanshu Sharma

Instructions for Authors https://www.springer.com/gp/authors- (the “Instructions for

editors/conference-proceedings/conference-proceedings- ~ Authors’)
guidelines

1 Grant of Rights

a)

b)

For good and valuable consideration, the Author hereby grants to the Licensee the
perpetual, exclusive, world-wide, assignable, sublicensable and unlimited right to: publish,
reproduce, copy, distribute, communicate, display publicly, sell, rent and/or otherwise
make available the contribution identified above, including any supplementary information
and graphic elements therein (e.qg. illustrations, charts, moving images) (the
‘Contribution’) in any language, in any versions or editions in any and all forms and/or
media of expression (including without limitation in connection with any and all end-user
devices), whether now known or developed in the future. Without limitation, the above
grant includes: (i) the right to edit, alter, adapt, adjust and prepare derivative works; (ii)
all advertising and marketing rights including without limitation in relation to social media;
(iii) rights for any training, educational and/or instructional purposes; (iv) the right to add
and/or remove links or combinations with other media/works; and (v) the right to create,
use and/or license and/or sublicense content data or metadata of any kind in relation to
the Contribution (including abstracts and summaries) without restriction. The above rights
are granted in relation to the Contribution as a whole or any part and with or in relation to
any other works.

Without limiting the rights granted above, Licensee is granted the rights to use the
Contribution for the purposes of analysis, testing, and development of publishing- and
research-related workflows, systems, products, projects, and services; to confidentially
share the Contribution with select third parties to do the same; and to retain and store the
Contribution and any associated correspondence/files/forms to maintain the historical
record, and to facilitate research integrity investigations. The grant of rights set forth in
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this clause (b) is irrevocable.

c) If the Licensee elects not to publish the Contribution for any reason, all publishing rights
under this Agreement as set forth in clause 1a above will revert to the Author.
Copyright

Ownership of copyright in the Contribution will be vested in the name of the Author. When
reproducing the Contribution or extracts from it, the Author will acknowledge and reference
first publication in the Volume.

Use of Contribution Versions

a)

b)

For purposes of this Agreement: (i) references to the “Contribution” include all versions of
the Contribution; (ii) “Submitted Manuscript” means the version of the Contribution as first
submitted by the Author prior to peer review; (iii) “Accepted Manuscript” means the
version of the Contribution accepted for publication, but prior to copy-editing and
typesetting; and (iv) “Version of Record” means the version of the Contribution published
by the Licensee, after copy-editing and typesetting. Rights to all versions of the
Manuscript are granted on an exclusive basis, except for the Submitted Manuscript, to
which rights are granted on a non-exclusive basis.

The Author may make the Submitted Manuscript available at any time and under any
terms (including, but not limited to, under a CC BY licence), at the Author’s discretion.
Once the Contribution has been published, the Author will include an acknowledgement
and provide a link to the Version of Record on the publisher’s website: “This preprint has
not undergone peer review (when applicable) or any post-submission improvements or
corrections. The Version of Record of this contribution is published in [insert volume title],
and is available online at https://doi.org/[insert DOI]".

The Licensee grants to the Author (i) the right to make the Accepted Manuscript available
on their own personal, self-maintained website immediately on acceptance, (ii) the right
to make the Accepted Manuscript available for public release on any of the following
twelve (12) months after first publication (the "Embargo Period"): their employer’s
internal website; their institutional and/or funder repositories. Accepted Manuscripts may
be deposited in such repositories immediately upon acceptance, provided they are not
made publicly available until after the Embargo Period.

The rights granted to the Author with respect to the Accepted Manuscript are subject to
the conditions that (i) the Accepted Manuscript is not enhanced or substantially
reformatted by the Author or any third party, and (ii) the Author includes on the Accepted
Manuscript an acknowledgement in the following form, together with a link to the
published version on the publisher’s website: “This version of the contribution has been
accepted for publication, after peer review (when applicable) but is not the Version of
Record and does not reflect post-acceptance improvements, or any corrections. The
Version of Record is available online at: http://dx.doi.org/[insert DOI]. Use of this
Accepted Version is subject to the publisher’s Accepted Manuscript terms of use
https://www.springernature.com/gp/open-research/policies/accepted-manuscript-terms”.
Under no circumstances may an Accepted Manuscript be shared or distributed under a
Creative Commons or other form of open access licence.

Any use of the Accepted Manuscript not expressly permitted under this subclause (c) is
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d)

subject to the Licensee’s prior consent.

The Licensee grants to Author the following non-exclusive rights to the Version of Record,
provided that, when reproducing the Version of Record or extracts from it, the Author
acknowledges and references first publication in the Volume according to current citation
standards. As a minimum, the acknowledgement must state: “First published in [Volume,
page number, year] by Springer Nature”.

to reuse graphic elements created by the Author and contained in the Contribution,
in presentations and other works created by them;

the Author and any academic institution where they work at the time may
reproduce the Contribution for the purpose of course teaching (but not for inclusion
in course pack material for onward sale by libraries and institutions);

to reuse the Version of Record or any part in a thesis written by the same Author,
and to make a copy of that thesis available in a repository of the Author(s)’
awarding academic institution, or other repository required by the awarding
academic institution. An acknowledgement should be included in the citation:
“Reproduced with permission from Springer Nature”;

to reproduce, or to allow a third party to reproduce the Contribution, in whole or in
part, in any other type of work (other than thesis) written by the Author for
distribution by a publisher after an embargo period of 12 months; and

to publish an expanded version of their Contribution provided the expanded version
(i) includes at least 30% new material (ii) includes an express statement specifying
the incremental change in the expanded version (e.g., new results, better
description of materials, etc.).

4 Warranties & Representations

Author warrants and represents that:

a)

the Author is the sole copyright owner or has been authorised by any additional
copyright owner(s) to grant the rights defined in clause 1,

the Contribution does not infringe any intellectual property rights (including without
limitation copyright, database rights or trade mark rights) or other third party rights
and no licence from or payments to a third party are required to publish the
Contribution,

the Contribution has not been previously published or licensed, nor has the Author
committed to licensing any version of the Contribution under a licence inconsistent
with the terms of this Agreement,

if the Contribution contains materials from other sources (e.g. illustrations, tables,
text quotations), Author has obtained written permissions to the extent necessary
from the copyright holder(s), to license to the Licensee the same rights as set out in
clause 1 but on a non-exclusive basis and without the right to use any graphic
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b)

d)

9)

h)

elements on a stand-alone basis and has cited any such materials correctly;

all of the facts contained in the Contribution are according to the current body of research
true and accurate;

nothing in the Contribution is obscene, defamatory, violates any right of privacy or
publicity, infringes any other human, personal or other rights of any person or entity or is
otherwise unlawful and that informed consent to publish has been obtained for any
research participants;

nothing in the Contribution infringes any duty of confidentiality owed to any third party or
violates any contract, express or implied, of the Author;

all institutional, governmental, and/or other approvals which may be required in
connection with the research reflected in the Contribution have been obtained and
continue in effect;

all statements and declarations made by the Author in connection with the Contribution
are true and correct;

the signatory who has signed this Agreement has full right, power and authority to enter
into this Agreement on behalf of all of the Authors; and

the Author complies in full with: i. all instructions and policies in the Instructions for
Authors, ii. the Licensee’s ethics rules (available at
https://www.springernature.com/gp/authors/book-authors-code-of-conduct), as may be
updated by the Licensee at any time in its sole discretion.

Cooperation

a)

b)

The Author will cooperate fully with the Licensee in relation to any legal action that might
arise from the publication of the Contribution, and the Author will give the Licensee access
at reasonable times to any relevant accounts, documents and records within the power or
control of the Author. The Author agrees that any Licensee affiliate through which the
Licensee exercises any rights or performs any obligations under this Agreement is
intended to have the benefit of and will have the right to enforce the terms of this
Agreement.

Author authorises the Licensee to take such steps as it considers necessary at its own
expense in the Author’s name(s) and on their behalf if the Licensee believes that a third
party is infringing or is likely to infringe copyright in the Contribution including but not
limited to initiating legal proceedings.

Author List

Changes of authorship, including, but not limited to, changes in the corresponding author or
the sequence of authors, are not permitted after acceptance of a manuscript.

Post Publication Actions

The Author agrees that the Licensee may remove or retract the Contribution or publish a
correction or other notice in relation to the Contribution if the Licensee determines that such

Page 1 of 5


about:blank

actions are appropriate from an editorial, research integrity, or legal perspective.

8 Controlling Terms

The terms of this Agreement will supersede any other terms that the Author or any third party

may assert apply to any version of the Contribution.

9 Governing Law

This Agreement shall be governed by, and shall be construed in accordance with, the laws of
the Republic of Singapore. The courts of Singapore, Singapore shall have the exclusive

jurisdiction.

Signed for and on behalf of the Author Print Name: Date:

Himanshu Sharma

11 December 2024

Address:

A-15 Ganga Vihar Delhi - 110094

Email:

sdothimanshu@gmail.com

Springer Nature Singapore Pte Ltd., 152 Beach Road, #21-01/04 Gateway East, Singapore 189721, Singapore
ER_Book_ProceedingsPaper_LTP_ST v.1.0 (10_2021)
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DECLARATION

I hereby certify that the work which is presented in the Major Project-II entitled
iDSign: A Secure Lightweight NFC-Based Framework to Tap and Digitally
Sign Documents in fulfillment of the requirement for the award of the Degree of Mas-
ter of Technology in Software Engineering and submitted to the Department of Software
Engineering, Delhi Technological University, Delhi is an authentic record of my own,
carried out during a period from January to May 2025 under the supervision of Dr.

Divyashikha Sethia.

The mater presented in this report has not been submitted by me for the award of
any other degree of this or any other Institute/University. The work has been pub-
lished /accepted /communicated in SCI/SCI expanded/SSCI/Scopus indexed journal OR
peer reviewed Scopus indexed conference with the following details.

Title of the Paper: iHDoc: Secure NFC Mobile-based Digital Document
Signatures Prototype

Author names (in sequence): Himanshu Sharma, Dr. Divyashikha Sethia

Name of Conference/Journal: 2025 INTERNATIONAL CONFERENCE ON
INTELLIGENT CONTROL, COMPUTING AND COMMUNICATIONS (IC3 2025)
Conference dates with venue: 13-14th February 2025, Mathura, Uttar Pradesh, India
Status of paper (Communicated/Accepted/Published): Published

Date of paper communication: November 20, 2024

Date of paper acceptance: January 14, 2025

Date of paper publication: April 16, 2025

st

Himanshu Sharma
Roll No. 23/SWE/18

Student Roll No., Name and Signature
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Abstract:

Digital signatures are essential for secure data interchange. However, most document signing solutions depend on
cloud-based infrastructures, which may expose users to security vulnerabilities and significant computational
requirements. This paper proposes designing and implementing a proximity mobile-based iHDoc digital document
signing prototype to sign documents over a Near Field Communication (NFC) tap. It consists of Signer and Signee
applications on two different mobile devices that tap to first mutually authenticate each other and then sign the
document. iHDoc utilizes iDSign, a previously proposed secure and lightweight design framework based on Identity-
based Cryptography (IBC). IBC eliminates the need for certificates by associating public keys directly with user identities,
reducing computational and communication overhead and assisting in lightweight mutual authentication over HCE and
resource-constrained mobile devices. NFC proximity reduces the risk of man-in-the-middle attacks and ensures the
locality of reference. Performance comparison of iHDoc with IBC and RSA-based mutual authentication indicates that
the iHDoc prototype performs better with iDSign due to reduced time and storage. It is, hence, suitable for the
proximity-based, resource-constrained digital signature of documents.
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