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 ABSTRACT 

Blockchain-Based Access Management Framework for Internet of Things (IoT) 

1. Introduction 

The Internet of Things (IoT) has revolutionized the landscape of data generation and 

exchange, where the vast data produced by IoT devices necessitate stringent security 

measures. Securing IoT devices poses challenges due to resource constraints, limited 

processing power, and the lack of standardized security protocols. The substantial 

data volume generated raises privacy concerns, emphasizing the need for ensuring 

confidentiality and integrity while sharing information across devices and networks. 

As IoT applications expand across industries like healthcare, manufacturing, and 

smart cities, the criticality of robust security protocols becomes even more 

pronounced. Addressing these challenges demands innovative access control 

frameworks capable of adapting to the dynamic and diverse nature of IoT 

environments while ensuring data protection and access integrity. 

2. Challenges and Motivation  

From the literature analysis, various research gaps have been identified which are 

given below: 

 Implementation of challenges arises when applying existing access control 

standards to smart objects due to their limited capabilities.  

 The incorporation of a robust, trusted third party for access control might 

compromise user privacy.  

 Assumptions regarding the constant connectivity of IoT devices to the internet 

may not always hold true.  

 There exists a demand for high data availability within IoT environments.  

 The need to dynamically adjust policies to align with the evolving organizational 

needs remains a crucial consideration. 

3. Research Objective  

We have focused on the following research objectives: 

i. Study and development of authorization algorithm for the data sharing.  

ii. Study and design of an architecture for the IoT data management.  

iii. Study and development of a data access control model for the Internet of    

Things. 
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iv. To perform a comparative analysis of proposed access control techniques with 

the state-of-the-arts techniques. 

4. Research Proposal  

We have carried out detailed study of existing literature and identified research gaps 

which are mentioned above. We have proposed following research proposals to 

address the identified research gaps: 

 Authorization Algorithm for Data Sharing: One of the pivotal components of 

this framework is its implementation of a two-tier authorization system, 

encompassing both static and dynamic authorization policies. Static policies define 

access rights based on predefined rules, while dynamic policies dynamically adapt 

based on real-time interactions, leveraging historical access patterns to assess 

trustworthiness. The fusion of these authorization mechanisms augments the 

framework's adaptability, catering to the dynamic nature of IoT environments. 

 Secure IoT Data Management and Sharing Architecture: The integration of 

Blockchain and IPFS in this framework ensures secure and decentralized data 

storage, addressing concerns surrounding data integrity and accessibility. Access 

policies, encrypted record hashes, and dynamic authorization configurations are 

securely stored on the Blockchain, while IPFS (Inter Planetary File System) serves 

as a distributed storage mechanism for actual IoT-generated data. This combination 

enhances data security, integrity, and availability, while circumventing single points 

of failure and vulnerabilities inherent in centralized systems.  

 Blockchain based Access Control Model for IoT Environment: This research 

presents a pioneering approach to data access management in IoT ecosystems, 

leveraging Blockchain and IPFS to fortify security, enable efficient data sharing, and 

establish trust among entities. Adopting a trust-based access control model and 

implementing dynamic authorization policies offer a resilient and adaptive solution 

to the evolving challenges of securing IoT environments. 

Performance evaluations and simulations underscore the efficacy and scalability of 

the research proposals, emphasizing its ability to handle substantial IoT data volumes 

efficiently. The evaluations provide insights into the running costs of smart contracts, 

validating the framework's feasibility for real-world deployment. 
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CHAPTER 1  

INTRODUCTION TO SECURE DATA SHARING IN IoT 

ECOSYSTEM 

The Internet of Things (IoT) is a transformative paradigm that refers to the 

interconnectivity of various physical objects, devices, and systems through the 

internet [1]. These objects, which can range from everyday appliances to complex 

machinery are embedded with sensors, actuators, and communication technology, 

which enable them to collect and exchange data with each other and with the 

broader digital environment. This networked ecosystem enables devices to 

communicate, share information, and collaborate autonomously, leading to a wide 

array of applications across diverse industries [2]. The essence of IoT lies in its 

ability to enhance efficiency, automation and decision-making in both personal and 

industrial contexts. Through continuous data collection and analysis, IoT enables 

real-time monitoring, remote control and intelligent automation of processes. This 

has far-reaching implications from optimizing energy usage in smart homes to 

enabling predictive maintenance in industrial settings and even revolutionizing 

healthcare through wearable devices that monitor vital signs [3-5]. IoT's potential 

impact extends to smart cities, agriculture, transportation, healthcare, 

manufacturing and more. It holds the promise of creating more sustainable and 

interconnected systems that can adapt and respond to changing conditions. 

However, it also brings forth challenges such as security, privacy and the need for 

robust infrastructure to support the massive influx of data [6, 7]. 

1.1 Introduction to IoT 

In essence, the Internet of Things represents a new era in the digital landscape, 

where the physical and digital worlds are seamlessly integrated, offering 

unprecedented opportunities for innovation and efficiency across a wide spectrum 

of industries and everyday life. As IoT continues to evolve, it is poised to shape the 

way we live, work, and interact with the world around us [8, 9]. Amid this paradigm 

shift, IoT introduces security challenges, emphasizing risks in data sharing, 
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intricate data access controls, and authorization complexities stemming from 

diverse devices. Ensuring data integrity and confidentiality in the face of large data 

volumes necessitates agile authorization models and resilient data management 

strategies. 

1.2 Components of IoT 

 
The Internet of Things (IoT) encompasses a diverse range of components, each 

playing a crucial role in creating a connected ecosystem [10-14]. Here are the key 

components of IoT: 

i. Sensors and Actuators: Sensors are devices that detect changes in the physical 

environment and convert them into electrical signals. These changes could be 

anything from temperature variations to motion or light. Actuators, on the other 

hand, are responsible for performing actions based on the instructions they 

receive.             For example, a thermostat (actuator) might adjust the temperature 

based on input from a temperature sensor. 

ii. Connectivity: This component enables devices to communicate with each 

other and with central systems or servers. It includes various communication 

protocols such as Wi-Fi, Bluetooth, Zigbee, LoRa, and cellular networks. These 

technologies                 facilitate the transmission of data between IoT devices and the 

broader network or cloud. 

iii. Microcontrollers and Processors: Microcontrollers are embedded chips that 

serve as the "brains" of IoT devices. They handle data processing, decision-

making and control functions. These components are essential for managing the 

operation of IoT devices, running software and interfacing with sensors and 

actuators. 

iv. IoT Gateways: Gateways act as intermediaries between IoT devices and the 

central data processing systems or the cloud. They aggregate data from multiple 

devices, perform initial processing or filtering and then transmit the relevant 

information to the cloud. This helps reduce the amount of data sent over the 

network and can provide local processing capabilities. 
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v. Cloud and Edge Computing: The cloud serves as a centralized platform for 

storing, processing, and analyzing the vast amounts of data generated by IoT 

devices. Edge computing, on the other hand, involves processing data locally 

on devices or in nearby edge servers. This reduces latency and bandwidth 

usage, enabling faster decision-making in real-time applications. 

vi. IoT Platforms: IoT platforms provide the infrastructure and tools necessary to 

manage and orchestrate the various components of an IoT ecosystem. They 

often include features for data management, device management, security, 

analytics and application development. These platforms are essential for 

creating, deploying, and    managing IoT applications and solutions. 

vii. Security and Encryption: Security measures are crucial to protect IoT devices 

and the data they transmit. This includes encryption protocols to secure 

communication channels, authentication mechanisms to verify the identity of 

devices and users, and other security features to safeguard against unauthorized 

access and cyber threats. 

viii. User Interface and Applications: This component involves the interfaces that 

allow users to interact with IoT devices and systems. This can include mobile 

applications, web interfaces, or even voice-activated assistants. These 

interfaces provide users with the ability to monitor, control and receive 

information from IoT devices. 

ix. Data Storage and Analytics: Data storage solutions are necessary to store and 

manage the large volumes of data generated by IoT devices. Analytics tools 

enable the extraction of valuable insights from this data. This can include 

techniques like data mining, machine learning and predictive analytics. 

x. Power Management and Energy Efficiency: This component focuses on 

optimizing power consumption to extend the lifespan of IoT devices and reduce 

the need for frequent battery replacement or recharging. Energy-efficient design 

considerations are crucial for IoT devices that operate on limited power sources. 

xi. Scalability and Interoperability: IoT solutions need to be scalable to 

accommodate a growing number of devices and users. Interoperability ensures 
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that different devices and systems can work together seamlessly, even if they 

come from different manufacturers or use different communication protocols. 

These components collectively form the foundation of the Internet of Things, 

working together to create connected ecosystems that enhance automation, 

efficiency, and decision-making across a wide range of industries and applications 

[15, 16]. 

1.3 Security Challenges in IoT 

 
The Internet of Things (IoT) is a transformative technology paradigm that has 

rapidly evolved in recent years, connecting a vast array of devices and systems to 

the internet. IoT encompasses everything from everyday consumer devices like 

smart thermostats and wearable to industrial machinery and critical infrastructure 

components. This interconnected landscape has brought about numerous benefits, 

including enhanced efficiency, convenience and data-driven insights. However, it 

has also introduced a host of security challenges and vulnerabilities that must be 

addressed to realize its full potential [17-19]. 

Following are some key security challenges encountered within IoT environment: 

i. Interoperability and Standards: IoT encompasses a wide array of devices, 

each with its own set of communication protocols and security mechanisms. 

This heterogeneity can lead to security gaps and vulnerabilities as devices 

struggle to communicate and collaborate effectively [20]. Addressing this 

challenge requires a collaborative effort to establish and adhere to 

comprehensive security standards that are universally applicable across 

diverse IoT devices and platforms. 

ii. Device Proliferation and Heterogeneity: In the realm of IoT, one of the fore 

most                             challenges lies in the sheer proliferation of devices, coupled with their 

inherent heterogeneity. IoT ecosystems are characterized by an extensive array 

of interconnected devices, each exhibiting distinct functionalities, 

communication protocols and security capabilities [21]. This diversity spans 

from high-end, well-secured devices to resource-constrained sensors and 

actuators that may lack robust security features. 
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iii. Data Privacy and Encryption: The nature of IoT deployments often involves 

the collection of sensitive data from a multitude of connected devices, 

necessitating the highest levels of data privacy and security. To safeguard this 

sensitive information, robust encryption and data protection mechanisms are 

paramount. Encryption ensures that data remains confidential and tamper-

resistant, even in the event of unauthorized access or interception [22]. 

However, the challenge arises from the sheer scale and diversity of IoT 

ecosystems. Implementing end-to-end encryption and guaranteeing data 

privacy across this expansive network of interconnected devices can be a 

formidable task. 

iv. Authentication and Authorization: The foundation of IoT security lies in 

ensuring that access to IoT resources is limited to authorized devices and users. 

Robust authentication and authorization mechanisms are pivotal in achieving 

this objective. Authentication verifies the identity of entities attempting to 

access IoT resources while authorization governs the privileges and 

permissions granted to those entities. Implementing authentication and 

authorization mechanisms that are both secure and suitable for resource-

constrained devices can be a complex endeavor [23]. 

v. Data Management: IoT generates vast amounts of data and managing these 

data efficiently are a major challenge. It involves issues like data storage, real-

time processing, data integration and ensuring data accuracy and consistency 

[24]. 

vi. Network Security: The foundation of the Internet of Things (IoT) lies in its 

ability to connect and communicate seamlessly. The challenge in IoT network 

security stems from the complexity and diversity of these networks which can 

include traditional wired networks, wireless technologies and various 

communication                  protocols [25]. Vulnerabilities in network protocols, coupled 

with inadequate network security measures, can create significant points of 

vulnerability within IoT systems. Securing IoT networks requires a 

comprehensive approach that encompasses encryption, intrusion detection 

systems, access controls and ongoing        monitoring to detect and respond to 
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potential threats promptly. 

vii. Denial of Service (DoS) Attacks: In the landscape of the Internet of Things 

(IoT), susceptibility to Denial of Service (DoS) attacks is a notable concern. 

These attacks aim to disrupt IoT systems by overwhelming them with a flood 

of traffic or requests, rendering devices unresponsive or unavailable. The 

challenge arises from the resource limitations of many IoT devices [26]. These 

devices often operate with constrained computational power and memory, 

making them particularly vulnerable to resource-intensive DoS attacks. 

Mitigating such attacks in IoT environments is a complex endeavor. 

viii. Scalability: As the number of IoT devices continues to grow rapidly, 

managing and scaling IoT infrastructure becomes increasingly complex. 

Scalability issues can lead to network congestion, reduced performance and 

difficulties in device management [27]. 

ix. Reliability and Quality of Service (QoS): IoT devices often operate in 

challenging environments therefore ensuring their reliability and QoS can be 

difficult. Factors such as network latency, device failures and connectivity 

issues can impact the performance of IoT systems [28]. 

x. Energy Efficiency: Many IoT devices are battery-powered or have limited 

energy sources. Optimizing energy consumption to extend device’s lifespan is 

crucial. Energy-efficient communication protocols and low-power hardware 

design are essential for IoT success [29]. 

1.4 Data Access Management in IoT 

Data Access Management (DAM) in connection with IoT is a critical framework 

and set of practices that govern how data is accessed, utilized and protected within 

IoT ecosystems [30]. IoT represents a vast and interconnected network of devices, 

sensors and actuators that generate and exchange a staggering volume of data. These 

data includes a wide range of information from environmental and operational data 

to sensitive personal and industrial data. Data access management is essential to 

ensure that this wealth of information is accessed and handled securely, efficiently, 

and in compliance with regulations [31].  
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Data access management in IoT is essential for ensuring the security and integrity 

of the data generated and exchanged within an IoT ecosystem. It involves 

controlling and regulating who can access what data and under what circumstances. 

Authentication                 protocols are used to verify the identity of users, ensuring that only 

authorized entities can access the information. Authorization mechanisms 

determine what actions a user or device is permitted to perform, such as read, write, 

or modify data [32]. Encryption is employed to safeguard data during transit and 

storage, protecting it from unauthorized access or tampering. Access policies, often 

based on models like Role-Based Access Control (RBAC) or Attribute-Based 

Access Control (ABAC), help define and enforce these permissions. Additionally, 

compliance with relevant data protection and privacy regulations is crucial, 

ensuring that data access management practices align with legal requirements [33-

35]. Overall, an effective data access management strategy in IoT is a multi-layered 

approach that combines technical measures with well-defined policies and 

procedures, adapted to evolving security threats and technologies. 

Both data access control and data management as depicted in Figure 1.1 are integral 

components of a comprehensive access management strategy in IoT. Together, they 

help safeguard the confidentiality, integrity, and availability of IoT data, ensuring 

that it is used and accessed appropriately while minimizing security risks. In the 

subsequent section, we have further elaborated on these two aspects of data 

management in detail. 

 
 

 

 
Figure 1.1: Access Management Process 
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Access Control: Access control in the context of Data Access Management (DAM) 

plays a pivotal role in determining who can access data within an IoT ecosystem. It 

is the process of regulating and restricting access to data resources to ensure that 

only authorized entities, including users and devices, can interact with the 

information [36]. Access control encompasses defining access policies, 

authentication, authorization, and enforcement mechanisms. In DAM, effective 

access control mechanisms help prevent unauthorized access, mitigate security 

risks, and maintain data privacy and integrity. 

Data Management: Data management within DAM encompasses the practices and 

processes involved in organizing, storing, and maintaining data in an IoT 

environment. It addresses data collection, storage, indexing, and retrieval. Proper 

data management ensures data is well-organized, easily accessible, and efficient to 

handle [37]. It also includes data categorization, data lifecycle management, and 

measures to maintain data integrity. In the context of DAM, robust data 

management supports effective access control by categorizing and structuring data, 

making it easier to apply access policies, and optimizing data sharing for IoT 

applications while adhering to compliance and privacy regulations. 

1.5 Data Access Control 

 
Data access control refers to the mechanisms and policies put in place to manage 

who has permission to access specific resources or data within an IoT ecosystem. 

It essentially governs how users and devices interact with the IoT network and each 

other. This includes both human users and automated systems or devices. 

In the IoT context, access control involves authenticating and authorizing users  

based on their identity, roles, and permissions [38]. It aims to prevent unauthorized 

access and restrict actions to only those that are permitted. For example, in a smart 

home environment, access control might dictate that only authorized users can 

control the thermostat settings or access the video feed from a security camera. 

Access control solutions are mainly either framework-based or model-based. In the 

subsequent section, we will explore a few prominent frameworks and models which 

are applied to achieve access control.  
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The framework-based solutions are categorized into policy-based, token-based, and 

hybrid solutions. From the model-based perspective, the access control scheme is 

broadly classified into three major categories: Centralized Model, Decentralized 

Model, and Hybrid Model, while from the framework-based perspective access 

control is bifurcated into the centralized and decentralized model. These 

classifications are further categorized and elaborated below as in Figure 1.2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 1.2: Access Control Solutions 
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application of the underlying policies. To do the same, it translates the request 

into corresponding business logic and forwards it to the PDP. Only after 

receiving an evaluation from the PDP, a decision is made as to whether to allow 

or deny access to the requested resource. A Policy Decision Point (PDP) 

interacts with a pre-existing repository where authorization policies are stored 

and based on the supplied attributes and authorization policies, the PDP performs 

an evaluation and passes it to the PEP. Apart from these two components, 

XACML consists of two additional components: Policy Administration Point 

(PAP) and Policy Information Point (PIP). PIP is a source of information 

required for policy evaluation. PAP serves as a policy repository and tender 

mechanism to manage policy. 

ii. OAuth: Open Authorization (OAuth) is an open protocol that offers a token-

based secure authorization framework. This framework lets third-party 

applications access restricted resources on behalf of the user without imposing 

the need for the user’s credentials [40]. The architecture encompasses four key 

components:  

  Client: Third-party application that wishes to gain access to controlled 

resources.  

 Resource Owner: Authorize to allow or deny access to the requested 

resource. 

 Resource Server: Entity entitled to exposing restricted resources. 

 Authorization Server: Entity that controls and manages the authorization 

mechanism. 

iii. UMA: User-managed Access (UMA) is an OAuth-based specification that 

seems a very attractive mechanism for access control. UMA focuses on 

extending the very basic use of authorization policy to a broader and 

heterogeneous perspective. UMA follows the core concepts of OAuth 2.0 with 

many improvisations. For token representation, UMA exploits Concise Binary 

Object Representation (CBOR) Web Token (CWT) and as a replacement for 

TLS (Transport Layer Security), it utilizes Datagram Transport Layer Security 

(DTLS) [41]. For the application layer protocol, UMA implements 
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CoAP/MQTT. 

iv. Blockchain: In general, Blockchain (BC) can be described as a technology 

that facilitates the integrity and immutability of the information where 

multiple distributed interlinked nodes in a P2P network are utilized to maintain 

records of transactions [42]. The distinct properties of BC make it a promising 

solution to address the fast-growing nature of IoT networks in a decentralized 

environment. BC technology carries out a self-directed verification before 

granting the transaction which in turn plays a vital part in offering security. 

2) Authorization Model-Based Access Control 

 
This section covers several models to enforce access control. These models are 

broadly categorized into three groups: centralized, decentralized, and hybrid. The 

subsequent sub-sections will describe various access control models. 

i. Role-Based Access Control (RBAC): Role-Based Access Control (RBAC) 

is a widely used access control model that defines permissions and access 

rights based on users' roles within an organization. It provides a structured and 

efficient way to manage and control access to resources, ensuring that users 

have the appropriate level of access based on their roles and responsibilities 

[43]. 

ii. Organization-Based Access Control (OBAC): An Organization-Based 

Access Control (OBAC) model is a type of access control system that revolves 

around the structure and hierarchy of an organization. Unlike Role-Based 

Access Control (RBAC), which focuses on user roles and their associated 

permissions, OBAC places emphasis on the organizational structure and 

relationships among different entities within an organization [44]. In an OBAC 

model, access decisions are often made based on the position, department, or 

other organizational attributes of users. 

iii. Attribute-Based Access Control (ABAC): Attribute-Based Access Control 

(ABAC) is a dynamic and flexible access control model that operates based on 

attributes associated with users, resources, and contextual conditions. In 

ABAC, entities are characterized by attributes such as roles, job titles, or 
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location, providing a comprehensive representation [45]. Access control 

policies are expressed using attribute-value pairs, allowing for fine-grained 

and context-aware rules. Following a Subject-Object-Action (SOA) model, 

ABAC evaluates policies dynamically, adapting to changes in attributes or 

context. This model supports real-time adjustments to access permissions 

and considers attributes like time, location, and device information. 

iv. Usage Control Based Access Control (UCON): Usage Control (UCON) is 

an access control model that focuses on governing access based on dynamic 

changes in the conditions of use. Unlike traditional access control models, 

UCON extends beyond static permissions and incorporates continuous 

evaluation of attributes, context, and the ongoing behavior of users during the 

interaction with resources [46]. It emphasizes defining policies that dictate 

how access should be granted or denied based on the evolving usage context. 

This model provides a more nuanced approach to access control, allowing 

organizations to express complex rules that respond to changing 

circumstances. UCON is particularly beneficial in scenarios where access 

requirements are contingent on contextual factors, making it suitable for 

dynamic and evolving environments. 

v. Trust-Based Access Control (TBAC): Trust-Based Access Control (TBAC) 

is a security model that leverages the concept of trust relationships to govern 

access to resources. In TBAC, access decisions are influenced by the level of 

trust established between entities within a system. Trust is a subjective 

measure that reflects the confidence or reliability attributed to an entity based 

on its past behavior, credentials, or other relevant factors [47]. In this model, 

entities can be users, devices, or any components interacting within a network 

or system. The level of trust associated with each entity is dynamically 

evaluated and updated over time. Access privileges are then determined by 

considering not only the permissions assigned but also the trustworthiness of 

the requesting entity. 

vi. Capability-Based Access Control (CBAC): Capability-Based Access 

Control (CBAC) is a security model that focuses on granting permissions 
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based on the possession of specific capabilities, or "tokens," rather than relying 

solely on user identities or roles [48]. In CBAC, entities are given tokens that 

represent specific permissions, and access is granted based on the possession of 

the appropriate token. 

vii. Smart Organization Based Access Control (SmartOBAC): SmartOBAC, 

an extension of the Organization-Based Access Control (OBAC) model, 

is a sophisticated access control framework designed to address the unique 

challenges of the Internet of Things (IoT) environment. OBAC, as a 

foundational access control model, focuses on organizing access policies 

around an organization's structure, roles, and responsibilities [49]. 

SmartOBAC considers the constraints of IoT devices, addresses organizational 

hierarchies, and facilitates secure collaboration, making it well-suited for the 

dynamic and interconnected nature of IoT ecosystems. 

viii. Pervasive Based Access Control Model (PBAC): The Pervasive-Based 

Access Control (PBAC) model addresses the intricacies of pervasive 

computing environments, where computing capabilities are seamlessly 

integrated into various facets of daily life. This model is designed to be 

adaptive and context-aware, considering dynamic factors such as location, 

time, and user activities in access control decisions [50]. PBAC's user-centric 

design ensures personalized access control, incorporating individual 

preferences and profiles. Recognizing the diverse array of devices in pervasive 

computing, PBAC accommodates their varied characteristics and capabilities. 

1.6 Data Management 

 
Data management in IoT involves the processes and practices related to handling, 

storing, processing, and securing the data generated by IoT devices. It encompasses 

various aspects such as data collection, storage, retrieval, processing, analysis, and 

disposal. Effective data management in IoT is crucial for maximizing the value of 

IoT deployments. It enables organizations to derive actionable insights, improve 

operational efficiency, and ensure data security and compliance [51]. Additionally, 

it helps in optimizing resource utilization and minimizing the risks associated with 
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managing large volumes of IoT-generated data. Following are the key aspects of 

data management in IoT as represented in Figure 1.3 and elaborated subsequently: 

 

 

 
 
 

Figure 1.3: Data Management Elements 

 

i. Data Collection and Ingestion: Data collection and ingestion in IoT involves 

gathering information from various sources, such as sensors, devices, and 

applications. These sources may communicate using different protocols and 

send data in various formats. Establishing standardized protocols and data 

formats is crucial to ensure reliable transmission and interpretation of data [52]. 

Additionally, implementing redundancy and error-checking mechanisms ensures 

that data is collected consistently, even in the event of network disruptions or 

device failures. This phase is fundamental as it forms the foundation for 

subsequent data processing and analysis. 

ii. Data Storage: Data storage in IoT encompasses determining where and how the 

collected data will be stored. This can include cloud platforms, on-premises 

servers, edge computing devices, or hybrid environments. Each storage option 

has its own considerations; for instance, cloud platforms offer scalability and 

accessibility, while edge devices provide low-latency processing [53]. 

iii. Data Processing: Data processing and transformation involve converting raw, 

often unstructured data into a usable format for analysis. Pre-processing steps 

are applied to clean, aggregate, filter, and enrich the data, making it suitable for 

further analysis [54]. 

iv. Data Analytics: Data analytics in IoT involves applying various algorithms, 
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statistical methods, and machine learning techniques to gain meaningful insights 

from the processed data. These analyses can range from basic statistical 

measures to sophisticated machine learning models. The goal is to identify 

patterns, anomalies, trends, and correlations within the data [55]. 

v. Data Sharing and Integration: Data sharing and integration involve facilitating 

the exchange of information between different devices, systems, or platforms 

within the IoT ecosystem [56]. Seamless data sharing and integration are critical 

for achieving a cohesive and efficient IoT ecosystem. 

By addressing these aspects of data management in IoT, organizations can 

effectively handle the influx of data from IoT devices, extract meaningful insights, 

and ensure the security and privacy of sensitive information. Among above-

discussed data Management aspects, our work emphasizes features such as data 

storage and data sharing & integration. 

1.7 Blockchain and its Integration with IoT 

 
Blockchain is a decentralized, distributed ledger technology that enables secure and 

transparent record-keeping of transactions across a network of computers. It 

operates on a peer-to-peer network, where each participant, or node has a copy of 

the entire ledger. This technology is known for its robust security features, 

immutability of records, and its ability to establish trust among participants without 

the need for a central authority. 

When integrated with IoT, Blockchain can enhance the security and privacy of data 

transactions within the IoT ecosystem. One significant application of this 

integration is in implementing access control. This involves leveraging Blockchain's 

unique attributes to manage and regulate the authorization and authentication 

processes for IoT devices. By utilizing Blockchain for access control in IoT, 

organizations can establish a tamper-proof and transparent system. Access 

permissions and authentication information are recorded on the Blockchain, 

providing an immutable ledger of device interactions [57]. This ensures that only 

authorized devices and users have access to specific resources or data, and any 

attempts at unauthorized access can be easily identified and prevented. 



16 
 

Furthermore, Blockchain's decentralized nature eliminates the need for a central 

authority or intermediary to oversee access control, reducing the potential for single 

points of failure or security breaches. Instead, access rights are managed through 

smart contracts, which are self-executing contracts with predefined rules encoded 

on the Blockchain. These smart contracts automatically enforce access policies, 

ensuring that only authenticated and authorized entities can interact with IoT 

devices. Incorporating Blockchain into IoT access control also addresses the issue 

of trust among participants [58]. The transparency and immutability of Blockchain 

records still have confidence in the authenticity of transactions, making it difficult 

for malicious actors to manipulate access privileges. 

Overall, the integration of Blockchain technology with IoT for access control offers 

a powerful solution to enhance the security and integrity of IoT ecosystems. It 

provides a robust framework for managing access permissions, ensuring that only 

trusted and authorized entities can interact with IoT devices, thereby safeguarding 

sensitive data and critical resources. 

1.8 Major Challenges in IoT Environment and Motivation 

 
The motivation for focusing on access control and data management models in the 

context of the Internet of Things (IoT) is driven by a complex interplay of crucial 

factors. Security is a paramount concern, given the diversity of IoT devices and the 

potential vulnerabilities they face. Robust access control models are imperative to 

safeguard against unauthorized access and potential threats to the IoT infrastructure. 

Privacy preservation is equally critical, particularly with the collection of sensitive 

personal and organizational data in IoT applications. Access control and data 

management models play a pivotal role in ensuring the confidentiality and security 

of this information. Moreover, the efficient utilization of the vast amount of data 

generated   by IoT is essential for enhancing operational efficiency. These models 

help organize and categorize data, enabling the right information to be accessed by 

the right entities at the right time, supporting real-time decision-making and, 

optimizing IoT systems. Lastly, these efforts contribute to building a resilient and 

scalable foundation for IoT technology, ensuring its future relevance and security 

as it continues to expand into diverse industries and applications.  
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Here are a few key challenges present within the IoT environment: 

i. Security and Vulnerabilities: The IoT landscape encompasses a wide array 

of devices, some of which may have limited security features. This diversity 

introduces security challenges, making it crucial to develop robust access 

control and data management models. These models help prevent 

unauthorized access, mitigating potential threats and vulnerabilities within the 

IoT ecosystem. 

ii. Data Privacy: IoT applications often involve the collection of sensitive and 

personal data, such as healthcare information or smart home data. Protecting 

the privacy of individuals and organizations is both a moral imperative and a 

legal requirement. Effective access control and data management models 

ensure the confidentiality and security of this sensitive information. 

iii. Operational Efficiency: IoT generates massive volumes of data, and 

optimizing its use is essential for improving operational efficiency. Access 

control and data management models facilitate the organization and 

categorization of data, ensuring that the right data is accessible by the right 

entities at the right time. This streamlines data sharing, supports real-time 

decision-making and maximizes the utility of IoT               systems. 

iv. Secure Data Sharing: Secure data sharing ensures that data is exchanged 

among authorized entities while maintaining its confidentiality and integrity. 

This aspect is particularly significant in IoT, where data often needs to be 

shared across various devices and applications to enable real-time decision-

making and collaborative processes. 

In summary, the motivation behind working on access control and data 

management models in the context of IoT is rooted in the need to address security 

challenges, protect data privacy, enhance operational efficiency, achieve 

compliance, adapt to dynamic environments, and future-proof IoT technology as it 

continues to evolve and expand. 
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1.9 Problem Statement and Research Proposal 

 
Given the above limitations observed in the literature, we have formulated the 

following problem statement in the context of significant concerns regarding the 

security and management of access to IoT-generated data.  

 Existing access management systems often struggle to address the unique 

challenges posed by IoT, including scalability, data availability, and the need for 

decentralized access control.  

 The problem at hand is to design, develop, and evaluate a robust and scalable 

Blockchain-based access management framework tailored specifically for IoT 

environments.  

In connection with the above problem statement, we have formulated the following 

research proposal: 

 Develop a framework ensuring secure, efficient, and decentralized access 

control for IoT resources, emphasizing confidentiality, integrity, and 

availability. 

 Address challenges linked to data availability, privacy, and compliance with 

emerging IoT data protection regulations. 

 Bridge the gap in existing IoT access management solutions by leveraging 

Blockchain technology to offer a comprehensive and future-proof solution for 

IoT access control challenges. 

1.10 Organization of Thesis 

 
This thesis presents a comprehensive data access management framework tailored 

for the Internet of Things (IoT) environment. The study is structured into distinct 

chapters, each offering unique contributions to the overarching thesis. The 

following outlines the contributions of each chapter." 

Chapter 1: Introduction 

 
In this chapter, we provided an introduction to the Internet of Things (IoT), offering 

insight into its fundamental concepts and principles. Subsequently, we have delved 

into the motivation that pushed this study and presented a comprehensive problem 

statement, articulating the specific challenges and objectives we aim to address. 
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Additionally, we proposed a brief overview of the succeeding chapters of this 

thesis. 

Chapter 2: Literature Survey 

 
A comprehensive and in-depth review of the existing literature is provided, 

encompassing a wide range of approaches and techniques employed in the context 

of data access management within the IoT environment. 

Chapter 3: Authorization Techniques 

 
In this chapter, a comprehensive exposition of the proposed authorization 

algorithms is offered, accompanied by a detailed analysis of the results, including 

comparisons with alternative methods. 

Chapter 4: Data Management 

 
This chapter presented details of the data management model that facilitated secure 

data sharing. 

Chapter 5: Access Control Model 

 
This chapter explained the method of access control for the IoT environment along 

with its results. 

Chapter 6: Conclusion and Future Scope of Work 

 
This chapter encapsulated the findings and outcomes stemming from the methods 

and algorithms put forth in this study. It also delved into an extensive discourse on 

prospective avenues for future research and development. 

1.11 Simulation Platform 

The development environment setup involves installing specific prerequisites on a 

system configured with an Intel Core i5 CPU running at 2.25 GHz, 8 GB of primary 

memory, and operating on Ubuntu 20.04. The required prerequisites include Git 

client, Docker & Docker Compose, Go programming language, and Node.js & 

NPM. Upon the successful installation of these prerequisites, Hyperledger Fabric, 

a permissioned Blockchain platform version 2.2 LTS, is deployed. Additionally, 
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Kafka is implemented to facilitate consensus among the nodes within the 

Blockchain network. The smart contract (also known as chaincode) is developed 

using the Go programming language. Within the Hyperledger Fabric framework, 

client nodes utilize chain code to propose transactions, while peer nodes execute the 

chain code and collaborate for consensus among the network nodes. The 

management hub that acts as an interface between IoT smart devices and 

Blockchain nodes is a JavaScript interface. To interact with Blockchain nodes, the 

interface employs web3 JavaScript, and to communicate with smart devices it uses 

the CoAP JavaScript library. The simulations of the proposed model were 

performed on Kosarak [59], a real data set representing the number of clicks of a 

news portal. The number of news pages accessed within a specific day by a user is 

recorded by the data set. The experimental work was performed on the 10 MB of 

data while the Kosarak data set size was slightly larger, so a fraction of records 

were removed from the data set.  Additionally, the caliper-benchmark test tool is 

utilized to simulate and conduct experiments for evaluating the system's 

performance and functionality. 
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CHAPTER 2 

LITERATURE SURVEY 

A literature survey on data access management in the Internet of Things (IoT) 

reveals the evolving landscape of research and development in this field. Access 

control in IoT is a critical aspect, as it ensures the security and privacy of IoT 

devices and the data they generate. 

In this chapter, we have presented a comprehensive examination of state-of-the-art 

methods and techniques employed in the domain of data access management within 

the Internet of Things (IoT). The survey is systematically structured into two 

primary sections. The initial section explores access control techniques applied at 

the application layer within IoT environments, while the subsequent section delves 

into the realm of data management, presenting secure data-sharing methodologies. 

2.1 Data Access Control for IoT Environment 

 
Data access control is a critical aspect of IoT security and privacy, and 

understanding the approaches used at the architecture layer is essential for 

safeguarding IoT ecosystems [60]. In this section, we have discussed many 

prominent framework-based access control solutions for IoT environments. 

2.1.1 Framework-based Access Control 

 
Atlam et al. [61] proposed an access control mechanism “AdRBAC” - Adaptive 

Risk-Based Access Control. The presented model consists of four inputs: user 

context, resource sensitivity, action severity, and risk history. These elements are 

utilized to determine the risk linked with every access request. Eventually, the risk 

policy gets evaluated against the value of risk determined in the previous step to 

make access decisions. The risk policy of the AdRBAC model is specified through 

the XACML standard. The flow of the decision process for access control begins 

with the user sending an access request. Once the access request is received by the 

system, the risk value is estimated by considering various factors like user context, 

resource sensitivity, action severity, and risk history. Finally, based on the risk 

policy and estimated risk value, access is either granted or denied. 
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Sciancalepore et al. [62] proposed an open standards-based access control 

framework OAuth-IoT. Moreover, OAuth 2.0 is based on the assumption that the 

secured resource is always equipped with an internet connection, and with this 

connectivity, resources are capable of interacting with AS to verify the scope and 

validity of tokens supplied by clients. In a constrained environment, this 

assumption/requirement is not possible. 

Cirani et al. [63] offered an OAuth-based authorization service framework for the 

IoT environment “IoT-OAS”. This architecture provides HTTP/CoAP service 

providers with an authorization delegation scheme in the IoT scenario even without 

bothering to implement OAuth logic. This framework encompasses five elements 

to achieve delegation function-based authorization. However, the big size of 

packets at the application level requires fragmentation which in turn contributes to 

higher radio transmission. Consequently, higher energy consumption is incurred. 

The author in [64] presented a mechanism to offer access control for web-based 

services in IoT by incorporating IoT devices with an access control scheme. 

Working on this architecture starts with the resource owner (RO) registering the 

resource server (RS) on the authorization server (AS). The client on behalf of the 

RP seeks access to protected resources through the Resource Server. Once the 

Client gets equipped with token and authorization data, it is capable of accessing 

the resource on RP’s behalf. 

2.1.2 Authorization Model-Based Access Control 

This section covers several models to enforce access control. These models are 

broadly categorized into three groups: centralized, decentralized, and hybrid. The 

subsequent sub-sections will describe various access control models. 
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Role-Based Access Control (RBAC) [65] and Organization-Based Access Control 

(OBAC) [66] are two major centralized-based schemes for access control. Since 

both of these models, RBAC and OBAC are based on a centralized architecture, 

they are easy to implement and manage but also confronted with few inbuilt 

limitations. The major limitations of these schemes are that they are not suitable for 

IoT devices as implementation is too complex to implement without any 

lightweight tool or mechanism. Additionally, single-point failure, large-scale 

implementation, and flexibility are other concern that prevails. The distributed 

architecture comprises several models: Attribute-Based Access Control (ABAC) 

[67, 68], Usage Control-Based Access Control (UCON) [69, 70], Trust-Based 

Access Control (TBAC) [71], and Capability-Based Access Control (CBAC) [72]. 

Attributes being the core concepts in ABAC models provide more scalable and fine-

grained means to gain access to resources. However, it also exhibits a few 

limitations and the most crucial one is its complex deployment, apart from that 

sensor data and attribute values are required to map together.  

UCON encompasses a collection of new perceptions in contrast to prevalent 

conventional models but it’s not enough to take the context of IoT into account for 

several reasons: broad elucidation of the access method is missing and the 

availability of only conceptual model as of now. 

TBAC introduced some dynamic elements in the decision process of the access 

scheme in terms of trust value which is associated with every constrained device. 

But so far this model is only implemented for the cloud environment and it is not 

fit for a constrained environment. 

CBAC is based on the notion of capability which is nothing but a privilege and 

entities possessing the privilege are granted to access the specified resource. Despite 

providing better flexibility and distribution than the previous mechanisms, this 

model has to cope with various limitations. One of the major concerns of this model 

is its usability on mobile devices and not considering the context during the 

evaluation of the access permission process. Capability propagation and revocation 

are also an issue that needs to be tackled.  
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Hybrid architecture-based models are Smart Organization Based Access Control 

(SmartOBAC) [73] and Pervasive Based Access Control (PBAC) [74]. Although 

these hybrid approaches tender better flexibility and scalability but are susceptible 

to DoS attack in certain scenarios (if overflow at node surpasses threshold) and 

security strategy descriptions are complicated.  

A summary of comparative analysis of model-based access control solutions is 

illustrated in Table 2.1 

Table 2.1: Comparative analysis of data access control models 

 

Reference Model Advantages Limitations 

[65] Role Based 

Access Control 

(RBAC) 

Deals with  the 

distribution problem 

   of 

competencies where

 time and 

location change 

-Centralized 

architecture 

-Unable to provide 

scalable and flexible 

access control in IoT 

environment. 

[66] Organization 

Based Access 

Control (OBAC) 

Simplicity coming 

from the 

abstraction of 

entities 

-Centralized 

architecture 

-Large scale 

implementation. 

-Too complex to 

implement in IoT 

environment 

[67,68] Attribute Based 

Access Control 

(ABAC) 

-More scalable and 

fine grained                                  control 

over  existing model. 

-Deals with the 

dynamic propagation 

problems. 

-Do not consider 

specification     of 

IoT environment. 

-How to effectively 

link sensor data to 

attribute values. 

[69,70] Usage Control 

Based Access 

Control (UCON) 

-Offers attribute 

mutability 

-Authorization is 

handled in 

dynamic way. 

-Does not have a 

precise definition of 

its rigorous 

definition 

-Only a conceptual 

model 
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[71] Trust Based Access 

Control (TBAC) 

Access request can 

be evaluated 

within reasonable 

and acceptable 

processing time. 

-Appropriate for 

cloud and not IoT 

oriented. 

[72] Capability Based 

Access Control 

(CBAC) 

Offers more 

flexibility and 

distribution than 

the earlier models 

-Context is not 

considered. 

-Usability on mobile 

devices. 

[73] Smart Organization 

Based Access 

Control 

(SmartOBAC) 

More flexible, 

scalable and fine- 

grained capacity. 

-Complexity of 

definition of its 

security policy 

[74] Pervasive Based 

Access Control 

(PBAC) 

-Large scale 

adaptation 

-Dynamic and Pro- 

active. 

-Working model for 

decentralized 

architecture yet to be 

implement. 
 

2.1.3 Blockchain-based Access Control Solutions 

 
Because of various striking features, Blockchain technology has been explored to 

propose decentralized data access control models in a trust-less network 

environment. Access Control policy based on Blockchain technology is used to 

publish access policy and permit distributed transfer access rights among the users. 

This mechanism permits distributed auditability and thus stops any third party from 

unethically repudiating rights allowed by the policy. Blockchain-based solutions 

have multiple inbuilt advantages like decentralization, immutability, resilience, and 

data integrity. Consequently, many researchers have presented an array of access 

control solutions by incorporating existing models with Blockchain (mainly smart 

contracts). Solutions based on Blockchain are mainly classified into Token-Based 

Access Control, Smart Contract-Based Access Control (SCBAC), and Hybrid-

based Access Control. 

Following are the different categorization of Blockchain-based data access control 

model: 

a) Token-Based Access Control 

Maesa et al. [75] introduced a Blockchain-based solution for generating and 

managing access tokens, representing the access privileges of a subject for a 
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specific resource. The access model involves two types of transactions. Firstly, the 

resource owner can initiate the first transactions to create and transfer an access 

token, under the condition that access policies are satisfied by the subject attributes. 

Access policies and user attributes play a role in the evaluation process of an access 

request, and both are stored in an external authorization system. The interaction 

between this external authorization system and the resource owner forms the basis 

for every access decision. The second type of transaction occurs when the transfer 

of an access token from one subject to another subject takes place. However, there 

is notable room for improvement in embedding access control within the 

framework of Blockchain technology. In this model, access control policies are not 

self-enforced, and the evaluation of policies is not automatic. 

Ding et al. [76] outlined an access control mechanism, specifically attribute-based, 

leveraging Blockchain concepts to enhance access management in the IoT 

environment. The model introduces a novel transaction type designed to record 

attribute authorizations. It emphasizes the independence of IoT devices from the 

consensus process of Blockchain technology. However, the application of 

Blockchain is limited to distributing attributes to prevent data tampering and avoid 

single-point failure. Notably, there is a significant computational overhead, directly 

proportional to the number of attributes in the system. Additionally, the storage 

overhead of session keys scales with the number of participants in the network, 

raising concerns about effective scalability. 

Ouaddah et al. [77] presented an access control solution for an IoT environment 

named Fair Access. The owners of the underlying resource have the authority to 

state access strategies and generate an access token if these policies are fulfilled by 

the user. To perform this process an explicit transaction is utilized termed a “Grant 

Access Transaction”. Whenever a user wishes to interact with a resource, he needs 

to perform a “Get Access Transaction”. Besides, by transferring the token to a new 

owner, the current owner (having a token) can delegate access to someone else. In 

this model, Consensus confirmation may lead to a considerably long wait time. To 

achieve granular access control scripting language is not appropriate and can be 

better replaced with smart contracts. 



27 
 

Xue et al. [78] proposed a private Blockchain-based access control mechanism for 

smart homes, in which the admin is responsible for visitor authentication and 

regulates all smart devices by defining access policies for them. On every access 

request by the visitor, the admin verifies the identity and access rights of the visitor. 

An access token and a key are produced if verification is successful. To prevent 

data tampering, all the access policies are recorded on the Blockchain. However, 

despite offering better security to smart devices, it misses self-enforcement of 

access rules which is a key feature in the context of Blockchain. 

BlendCAC [79] is a Blockchain-enabled capability-based access management 

technique for the IoT and highlights three key things: managing the capability, 

approving access rights, and delegating the rights. After receiving a service query 

from the subject (user), the service provider retrieves a capability token from the 

smart contract, and based on the local access rights it determines whether to 

approve the service or not. The authorization of access rights incorporates smart 

devices which makes the entire system more scalable. However, in this scheme, 

smart devices are always presumed to be connected which is not feasible in the 

context of IoT. 

Fotiou et al. [80] presented a Blockchain-based access control framework, in which 

clients are not supposed to connect with gateways or smart devices directly but 

through the Blockchain. The access rights of the clients depend on how many tokens 

they possess, more tokens means more access rights. Moreover, to access any device 

a client is required to have at least one such token. The smart contract verifies if the 

client has the required number of tokens or not, meanwhile, the gateway checks the 

role assigned to the user and the location of the resource. Based on these factors 

access to the requested resource is granted by the proposed framework. 

Patil et al. [81] presented a Blockchain-based lightweight framework to secure a 

smart agriculture farm. To avoid a single point of failure, each smart node 

collectively elects the head of the cluster which is part of an overlay Blockchain 

network. In this framework, there is a local Blockchain implemented through a 

private Blockchain platform that manages the interaction among smart greenhouse 

nodes. All the devices in the smart greenhouse record their data over the central 
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cloud storage. However, this proposal has no implementation or simulation yet. 

Additionally, this framework does not highlight the synchronization process for the 

transaction between the two types of Blockchain networks involved. 

Dorri et al. [82] presented “Smart Home” a Blockchain-based solution to secure IoT. 

This framework encompasses a central storage scheme, an overlay (Blockchain-

based) network, and a smart home. The access rules are recorded on a local 

Blockchain network implemented through a private Blockchain. In this scheme, a 

centralized manager termed as “block manager” is elected as head of the cluster 

among all the devices in the smart home. The block manager distributes shared keys 

to the devices in the smart home, regulates all transaction queries, and manages the 

devices in the smart home. So, IoT devices in the smart home are controlled by a 

centralized node and thus this framework does not provision decentralization. 

b) Smart Contract-Based Access Control (SCBAC) 

Novo et al. [83] have presented a smart contract-based solution. IoT devices are 

excluded from the Blockchain because of their constrained nature. Alternatively, a 

new component is incorporated into the architecture named the management hub 

whose function is to request access control information on behalf of IoT devices. 

Moreover, the architecture consists of dual Blockchain terminals: the managers and 

the agent. Manager’s node is accountable for managing access control permission 

of IoT devices and they are not supposed to participate in the mining process. A 

smart contract encompasses all the capabilities of access management and its 

deployment is done by an agent node. On receiving access requests for a resource, 

the IoT device leads these requests to the management hub which in turn is 

associated with the miner node. Miner node makes interaction with the smart 

contract and verifies whether the requester has appropriate permission on the 

specified resource or not. Although, the feasibility of this framework has not been 

demonstrated until now in real-world IoT scenarios. 

Hwang et al. [84] expanded the work presented in [78] and offered a distributed 

access control mechanism in the context of the dynamic environment of IoT where 

managers are equipped with the functionality to create access policies at run time 
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for the legitimate devices. In the proposed model, IoT devices are classified into 

three categories: the first category signifies the unlisted devices with limited access, 

the second category represents a set of listed devices with no access policy, and the 

third category shows listed devices having access policies. Management hub and 

dynamic policy generator are the two key components, where the former has the 

same functionality as in [78] and the latter is accountable for creating access 

policies dynamically. On receiving access queries from the category 2 devices, the 

management hub communicates with the manager through the smart contract for 

producing an access policy and eventually lists it on the Blockchain. As soon as 

access policies are listed, the management hub proceeds with the data sharing 

between the devices. 

To offer dynamic access control [85] propose a technique that combines the concept 

of machine learning and smart contract by evaluating the subject’s behavior. The 

proposed architecture comprises multiple access control contracts (ACC), one 

judge contract (JC), and one register contract (RC). RC contract is dedicated to 

managing both the ACC contract and the JC contract. One access control routine of 

each subject and resource pair is defined by the ACC, a function meant to update 

the access policy is also implemented by ACC. ACC also manages a misbehavior 

list that describes every misbehavior done by the subject to the specific resource. 

Whenever a subject seeks access, ACC is executed for detecting misbehavior and 

report to the JC contract if any misbehavior is detected. The JC contract states the 

penalty is based on a predefined judging method for misbehavior. Finally, the 

access request is granted only in the absence of misbehavior. Until now this 

framework is not deployed in a real-world IoT environment and thus overhead test 

has not been conducted extensively to demonstrate the feasibility of this 

framework. 

Liu et al. [86] presented multiple smart contract-based models in connection with 

the pre-existing ABAC core concept. Their model comprises three types of smart 

contracts: Device Contract (DC), Policy Contract (PC), and Access Contract (AC). 

Each of these contracts serves distinct functionality to offer decentralized, dynamic, 

and fine-grained access management for a constrained environment. DC offers a 
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means to store the URL of the resource data produced by the device and a relevant 

way to query the data. PC includes a method to manage ABAC policies and is meant 

for the admin user. AC is the central part and is used to employ access control 

processes for common users. The distributed performance of the model is yet to be 

demonstrated. There is a scope to improve the scalability of this model. The 

throughput and reliability of the system were tested on very limited physical 

devices. 

In the work presented by Pinno et al. [87], a framework named "ControlChain" was 

introduced for access control, leveraging Blockchain technology. The ControlChain 

framework encompasses four distinct Blockchain within its database: Context 

Blockchain, Relationship Blockchain, Accountability Blockchain, and Rule 

Blockchain. However, a notable drawback in this scheme arises from the inclusion 

of smart devices as integral components of the Blockchain, leading to several 

adverse effects on the system. The major challenge is scalability, as the 

involvement of smart devices in the Blockchain introduces challenges in managing 

the increasing scale of the system. Additionally, constrained devices with limited 

resources face difficulties in maintaining updates, posing an additional constraint 

on the overall effectiveness of the framework. 

Paillissue et al. [88] extended the idea of group-based policy to provision a multi-

administrative sphere through a permissioned Blockchain (Hyperledger Fabric). 

The secure policy distribution and preserving the individuality of the associated 

organization are the main focus of the proposed model. It lets users from diverse 

organizations to access and share their resources among themselves irrespective of 

the organization they belong to. The framework of this model encompasses three 

layers: the policy interface, the Blockchain, and the network layer. The policy layer 

lets the administrators specify users and is accountable for making/removing access 

policies. The Blockchain safeguards the integrity and correctness of recorded data. 

Pal et al. [89] proposed an architecture for access right delegation for the IoT by 

exploiting the concept of Blockchain. The usage of Blockchain offers enough safety 

to the IoT data. In this model, the main objective is to exploit the attributes to 

authenticate the identity of the entities rather than counting on their distinct identity. 
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This architecture is based on the notion of dual Blockchain, one private Blockchain 

is used to record the user's attribute to offer privacy to the data while another public 

Blockchain is exploited for the additional computations as required. Apart from 

Blockchain the other key components of the model are brokers, buyers, attribute 

providers, user devices, resources, and resource managers. Moreover, the authors 

presented two implementations: the first offers better security but incurs more cost 

for an access request, while the second decreases the cost from the user’s 

perspective but increases the computational work at the attribute provider side. 

c) Hybrid-Based Access Control 

Alphand et al. [90] introduced an access management model named "IoT Chain," 

utilizing Blockchain technology for enhanced security in IoT environments. In this 

framework, resources requiring protection are stored in encrypted form on a 

resource server, owned by the resource owner. When a third-party client seeks 

access to a protected resource, it requests a key from the key server, where its 

authorization is authenticated through the Blockchain. Upon successful validation, 

a key is provided, allowing the client to connect with the resource server. The client 

then downloads the resource in encrypted form and subsequently decrypts it using 

the key obtained from the key server. However, the effectiveness and resilience of 

this architecture have yet to be evaluated across various applications implemented 

on the IoT Chain. 

In the study by Siris et al. [91], a decentralized system for the Internet of Things 

(IoT) environment was proposed, utilizing Blockchain and interledger technologies. 

The Blockchain component of the model also functions as a database where policy 

definitions and cryptographic hashes of authorization information are stored. The 

architecture includes multiple authorization servers (AS), and a scheme for 

selecting a subset of m authorization servers from a pool of n such servers is 

implemented to achieve distributed authorization. Two methods are employed for 

the selection of m AS from the available n AS: one based on performance 

parameters and the other based on the responses of the first m AS. It is noteworthy 

that the cost of the entire authorization procedure increases with the higher number 

of authorization servers involved in the system. 
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Outchakoucht et al. [92] introduced an architecture for access control in IoT which 

employs machine learning and Blockchain technology. In the proposed scheme, the 

resource holder is supposed to define access rules for their resources within the 

smart contract. On each access query, smart contracts execute automatically and 

produce an authorization token if the access request is found valid. Additionally, 

machine learning algorithms are utilized to optimize the predefined access rules. 

However, this architecture is still to be implemented, and its feasibility in the 

context of security is not demonstrated yet. 

Shafagh et al [93] presented an IoT data-sharing scheme facilitated by the 

distributed access control system. The proposed scheme is decomposed into a data 

plane and a control plane. The data are recorded at the network through a Blockchain-

controlled locality-aware decentralized storage model. The data is stored on fixed-

size successive chunks which are uploaded on nodes closer to the owner whereas 

metadata of chunks is recorded in the distributed hash table (DHT). Additionally, 

some notable works in [94,95] offer access control solutions for IoT environments 

but their solution either does not encompass dynamic authorization policies or 

considers IoT nodes as part of the Blockchain network. Both assumptions or not 

suitable in the context of IoT. 

2.2 Data Management Solutions 

 
The emergence and adoption of Blockchain technology as an influential tool for 

offering tamper-proof data in the domain of data security has significant dominance 

as well as development space. To avail the benefits associated with Blockchain 

technology, several researchers have already started incorporating it. Data 

recording, data sharing, payment, and privacy safeguarding, are the few 

applications where Blockchain has been significantly effective. Some of the 

relevant existing work are highlighted here: 

Balamurugan et al. [96] offered token-based access control and data-sharing 

mechanisms for the IoT environment. The proposed platform facilitates resource 

sharing among smart devices having a valid token, which is approved by the data 

providers.  
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However, in this scheme, in addition, to a large number of data consumers, the 

load at data providers increases significantly and lowers the performance of the 

model. Additionally, this model does not employ compact tokens and on top of this, 

there is no support for either dual authentication or access control scalability.  

Sun et al. [97] presented a data-sharing platform for the IoT environment. The 

proposed framework enjoys greater execution efficiency as resource sharing among 

smart devices is enabled through a third-party service organization. However, the 

creation and maintenance of data sharing incur more costs and are susceptible to 

multiple attacks by unauthorized entities. This platform does not address data 

tampering or data leakage issues. 

Ge et al. [98] presented a Blockchain-based lightweight and secure data-sharing 

platform for the IoT environment. However, on deploying this model in a particular 

industry, it is noted that this framework is neither capable of handling concurrency 

nor offer privacy protection to the shared data significantly.  

Xue et al. [99] proposed a Blockchain-powered medical data-sharing mechanism 

with an enhanced consensus protocol. The refined consensus protocol addresses the 

problem of examining, recording, and syncing healthcare data among various 

healthcare organizations.  

Liang et al. [100] introduced Hyperledger fabric-based information-sharing scheme 

applicable to power networks. The authentication and network consensus are done 

by the power node, added dynamically through a different kind of transaction. 

Multiple trading centers exploit data consensus mechanisms for data storage 

resulting in ease of supervision and incurring a low cost of management. However, 

as of now, it applies to small-scale applications. 

Xu et al. [101] presented ABE(Attribute-based Encryption) technology-based 

hierarchical attribute-based encryption (HABE) algorithm by introducing many 

hierarchical authorization centers. This scheme also provides a smart contract-

enabled access control and data management mechanism for systems with huge 

data and enormous users. The two smart contracts employed to minimize 
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decryption costs and offer secure access to shared data are the decryption contract 

and validation contract respectively. The Decryption contract aims to enhance the 

user’s decryption performance by carrying out fractional encryption on the cipher 

text. The Validation contract analyses users ’ access rights and ensures only valid 

users with appropriate attributes have the privilege to access shared information. 

Al Breiki et al. [102] presented a Blockchain-based decentralized and scalable 

solution for access control and data management in the IoT environment. The 

author utilizes the features of multiple oracles that act as an interface between IoT, 

Blockchain, and users to offer interoperability among the participating entities. The 

proposed mechanism employs multiple smart contracts: access control contract, 

reputation contract, and aggregator contract. The access contract forwards the access 

query to the aggregator contract that passes this query to a set of oracles. The trusted 

oracles fetch required data and based on their reputation score aggregator collects 

the desired data. The reputation score is computed by the reputation contract and it 

also creates an access token for the users. However, this mechanism retrieves data 

that is not used completely at a time. Moreover, multiple oracles lead to higher costs 

and higher latency. 

Battah et al. [103] proposed a Blockchain-based mechanism to access IPFS-

encrypted data. In this work, the data owner (DO) employs a symmetric key method 

to encrypt its data and send it to the IPFS with another encrypted key. Eventually, 

do use the private key and public key of the data requestor (DR) to generate a re-

encryption key. On receiving an access request from DR, the smart contract verifies 

the request and issues an access token if validation is successful. Additionally, for 

the validation of access query multi-party authorization is employed. After 

receiving encrypted IPFS data, DR first decrypts the key with its private key and 

then decrypts the desired data with recently decrypted eventually. However, several 

cycles of encryption and decryption incur a higher cost of data sharing.  

Sun et al. [104] proposed a Blockchain and IPFS-based storage and access control 

scheme for insurance data. The client on registering themselves with an insurance 

agency receives a pair of public and private keys and their insurance is recorded on 
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the IPFS and the corresponding cryptographic hash is uploaded on the Blockchain. 

While claiming for the insurance, this model verifies the claim as well as the client 

and returns a token encompassing the cryptographic hash. Subsequently, the 

insurance record is downloaded by the client through hash value forwarded towards 

the encrypted insurance record to the fog node for decryption. 

Marangappanavar et al. [105] envisaged a Blockchain-powered and IPFS-based 

four-layer framework for decentralized storage and access control namely: user 

layer, query layer, data control layer, and storage layer. This framework was 

proposed for the healthcare domain. The user-layer deals with the storage and 

access of data and comprises patients, doctors, and medical-claim agencies. The 

query layer acts as an interface for the participating entities and is responsible for 

retrieving, recording, sharing, and answering queries. Once a user has registered 

him/her into the system, the query layer delivers a private key and address to the 

user. The data control layer performs some computation and keeps track of actions 

performed on the data. Additionally, it ensures that data is not accessed without the 

consent of the corresponding patient. The storage layer is accountable for recording 

the data on the IPFS and its hash on the Blockchain. The access policies are 

enforced through the smart contract. However, the key limitation of this framework 

is scalability as it is meant for a single hospital. 

Shuaib et. al. [106] presented a Blockchain-based framework for sharing medical 

records on decentralized storage independent of third-party intermediaries. The 

medical records are primarily in the form of medical images which are first 

encrypted and subsequently, their cryptographic hash is recorded on the 

decentralized storage media, making the entire storage model more secure and free 

from central storage issues such as single point of failure and censorship of data. 

Zaabar et. al. [107] presented a Blockchain-based solution to address security issues, 

especially in dealing with cyber threats. The proposed system is developed on top 

of Hyperledger Fabric and IPFS enables remote patient monitoring and offers off-

chain storage of encrypted health data over IPFS. The simulation and testing were 

done using Hyperledger Caliper to evaluate its usefulness for throughput and 
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latency.  

Azbeg et al. [108] presented a Blockchain and IPFS-based healthcare system 

(BlockMedCare) for managing chronic diseases such as diabetes. In this proposal, 

patients are equipped with IoT-enabled wearable devices through which the system 

collects and shares their data with concerned medical teams. All the related entities 

such as doctors, hospitals, and diagnostic centers connect with patients through a 

Blockchain network to access patients’ health data which is recorded on IPFS in 

encrypted form. 

Oktian et al. [109] proposed “BorderChain” a Blockchain-based mechanism to 

achieve access control. In this, only authorized nodes are allowed to communicate 

with IoT gateways. However, it is also a token-based approach and is not 

compatible with real-time use cases.  

Rizzardi et al. [110] presented the integration of permissioned Blockchain along 

with IoT middleware considering fog computing perspective. This mechanism 

utilizes the consensus feature of Blockchain to prevent altering predefined access 

rules within the IoT network. However, this work was restricted to very few data 

sources and did not simulate malicious behaviors in the IoT context.  

Han, Dezhi, et al. [111] proposed an attribute-based access control model for the 

Internet of Things. The proposed solution utilized Hyperledger fabric to protect 

against unauthorized access to sensitive data. However, the scalability of this 

solution is a big concern, as there is a big mismatch in the speed of IoT data 

generation and Blockchain block creation and validation. Additionally, this model 

has not been implemented or tested in real-world scenarios.  

Shi et al. [112] proposed a private Ethereum-based access control mechanism for 

distributed IoT systems. This model ensures a single identity applicable to all 

domains within a distributed IoT network and thus simplifies the complexity of the 

identity management process. However, the proposed model is not suitable for 

small IoT networks, and even the conventional access control approach performs 

better in this scenario. Additionally, this approach is not appropriate for privacy 
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protection as the algorithm works quite slowly.  

Sisi Zuhu et al. [113] proposed a Blockchain-based solution for energy-aware 

mobile crowd sensing in the Internet of Things (IoT). However, the model was 

designed to be energy-aware, but the exact energy consumption of the system was 

not evaluated.  

Kamal et al. [114] presented a confidentiality-preserving architecture for the 

distributed cloud storage systems. The proposed architecture even beats popular 

techniques such as Advanced Encryption Standard (AES) in terms of memory 

consumption and time taken to perform encryption and decryption. However, it is 

restricted to genetic algorithms only while can have a better scope if extended for 

deep learning or fuzzy logic. 

In addition, some notable work done by [115, 116] by incorporates Blockchain 

technology to offer a secure data-sharing scheme with a reduced ledger size at each 

peer. Following are the summary of some of the prominent work in the domain of 

data access control and data- sharing techniques in Table 2.2. 

Table 2.2: Comparative analysis of access control and data sharing solutions 
 

Ref Technology Advantages Limitations 

[63] OAuth 

2.0, Cloud 

• Very efficient if 

implemented for 

specific organization 

• IoT devices are need to 

be always connected. 

• Big size of packets 

requires fragmentation 

which in turn contributes 

to higher radio 

transmission and higher 

energy consumption. 

[74] XACML • offers computational 

offloading  and 

collaboration 

between several 

organizations 

• Simultaneous access 

incurs a moderate 

overflow at the node 

implementing the 

corresponding code. 
• Prone to DoS attack. 
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[76] Hyperledger 

Fabric 

• This method avoided 

data tampering and 

simplifed the access 

control protocol to 

meet the computing 

power and energy 

constraints of the IoT 
devices. 

• Computational overhead 

is significant as it is 

proportional to the 

number of attributes in 

the underlying system. 

• Incurs high storage 
overhead. 

[77] Bitcoin • Implement more 

granular access 

control policies 

• Necessity of contact with 

the owner of the resource 

for each new access or 

each token expiration 

• Support to token-based 

authorizations only 

[79] 

  

Private 

Ethereum 

• Involving smart 

objects in access right 

authorization process 

allows device-to- 

device 

communication, 

which implies better 

scalability 

• It is essentially still a 

centralized AC scheme 

• The potential depth of the 

delegation tree makes it 
hard for administrators to 
follow and manage 

authorizations. 

[83] Ethereum • Query permission 

operation does not 

incur any fee or 

significant delay. 

• Fetching access 

control information 

of specific device are 

executed 

immediately. 

• Devices are not able to 

verify their registration 

under a manager that 

makes the system 

substantially insecure if a 

malicious manager. 

• If management hub fails, 
devices connected to it 

disappear. 

[85] Ethereum • Prevents DoS and 

DDoS attacks 

• One contract is required 

per subject-object pair. 

The policies are therefore 

static and hyper-specific. 

• The addition of a user 

requires the deployment 

of a number of smart 

contracts which takes 

time, and space. 

[86] Hyperledger 

Fabric 

• High throughput in 

large scale request 

environment. 

• Reach consensus 
efficiently. 

• Reliability and 

throughput of the system 

need to test on more 

physical devices. 

• Performance of the 
system is carried on two 
PC's only. 
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[87] Ethereum • Fully decentralized, 

more scalable and 

fault-tolerant 

• For better compatibility 

this framework becomes 

more complicated and 

inapplicable on resource 

constrained devices. 

[91] Ethereum, 

OAuth 2.0 

• Reduced transactions 

costs and delay 

• Reduce the amount of 

data that needs to be 

sent to IoT devices. 

• Implements token-based 

authorization. 

• Multiple authorization 

servers incur higher 

operating cost. 

[94] 

  

Ethereum • Better data reliability 

and availability as 

compared with 

traditional cloud         

storage. 

• Fine-grained access 

control is achieved. 

• Data owner have to 

distribute secret key for 

users and encrypt his data. 

• Access policy update and 

user attribute revocation 

is not possible. 

[95] Hyperledger 

Fabric 

• Improved transaction 

processing rate of all 

peers due to load 

distribution. 

•      High computation cost 

[101] Ethereum, 

IPFS 

• It reduces the reliance 

on centralized data 

storage and 

potentially increasing 

data availability 

• Does not address data 

transmission from cloud. 

• The transaction fees 

associated with using 

Ethereum can become 

substantial as the volume 

of transactions and data 

storage increases. 

• Scalability    limitations 

can be a hindrance when 

managing a large number 

of files. 

[104] Hyperledger 

Fabric, 

IPFS 

• Scalability 

• Low storage space 

• Double chain 

cooperation 
• Higher operational cost 

[115] Ethereum, 

IPFS 

• Multiparty 

authorization 

schemes offer robust 

control over data 

access 

• Medical device data 

control is not considered. 

• The implementation cost 

is relatively high. 

• The need for multiple 
parties potentially slow 

down key exchanges. 
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[116] Ethereum, 

Cloud 

• Mitigates various 

types of attacks, 

including Denial of 

Service, mining 

attacks, and storage 

breaches 

• High bandwidth 

• High computation cost. 

• Scalability issue 

2.3 Summary 

Given the above-observed limitations in existing literature, our proposition introduced 

an architecture leveraging Blockchain and IPFS. This framework facilitated the storage 

of IoT-generated data across distributed storage systems while storing their 

corresponding hashes on the Blockchain. Notably, the model incorporated a trust-based 

access control mechanism comprising both static and dynamic components. Our 

proposed system adopted a two-phase authorization scheme tailored to accommodate the 

dynamic nature inherent in IoT systems. 
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CHAPTER 3 

 

AUTHORIZATION ALGORITHM FOR DATA SHARING 

 
The core concept behind the inception of the Internet of Things (IoT) is to provide 

convenient, smart services through interconnected devices, shaping our daily life. 

These devices observe and gather data from the IoT environment, distributing them 

to authorized users. The management of IoT data involves various stakeholders, 

including resource owners, consumers, administrators, data repository hosts, and 

providers. However, this interconnected IoT landscape is susceptible to 

unauthorized access, potentially exposing sensitive data to malicious entities. 

3.1 Introduction 

 
In this chapter, we have introduced a decentralized authorization model for IoT 

based on Blockchain technology. This model leverages smart contracts, offering a 

decentralized data-sharing mechanism free from a single point of failure. Notably, 

in our proposed model, IoT devices operate independently from the Blockchain 

network, enhancing scalability. 

Security and privacy remain significant concerns within the dynamic and varied 

IoT environment. Figure 3.1 illustrates prominent threat categories prevalent in IoT, 

highlighting the need for a robust authorization technique to mitigate these threats. 

Access management mechanisms, including authentication, authorization, and 

accountability, play a pivotal role in securing communication among IoT devices 

and preventing unauthorized resource access. The primary aim of an effective 

access management system is to ensure the security of IoT devices and resources, 

meeting crucial security requirements such as availability, integrity, and 

confidentiality. 

Preventing unauthorized access to data resources is paramount, especially in IoT 

environments, where numerous interconnected devices exchange sensitive 

information.
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Sybil Attack 
 

Man in the Middle 
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Elevation of 
Privileges 

 
 

Figure 3.1: Security attacks 

 
Authorization techniques play a pivotal role in ensuring secure data access and 

preventing a wide array of potential attacks in information systems, including those 

within the context of the Internet of Things (IoT). These techniques act as a 

safeguard by defining and enforcing the specific permissions and privileges granted 

to users or entities, determining what they can and cannot do with the data. By 

meticulously regulating access to data resources, authorization techniques not only 

protect against unauthorized access but also shield against a multitude of potential 

attacks. 

Firstly, authorization ensures that only authorized users or devices can interact with 

sensitive data. This eliminates the risk of data breaches resulting from unauthorized 

entry, a common target for malicious actors seeking to gain access to valuable 

information. By clearly delineating who can access the data and under what 

conditions, authorization techniques effectively thwart this initial layer of attack. 

Secondly, they prevent data tampering and unauthorized modifications. By 

defining permissions for actions like editing, deleting, or modifying data, 

authorization techniques serve as a safeguard against data manipulation or 

unauthorized alterations. This is especially critical in IoT applications, where data 

Ensures that only authorized entities have access to IoT 
resources. 

Manipulation of user credentials and permissions. 

Security threat in which a malicious actor creates multiple fake 
identities or nodes on a network to undermine its integrity. 

A form of cyberattack in which an adversary intercepts and 
potentially alters the communication between two parties. 

A type of cybersecurity attack in which an attacker intercepts 
and maliciously retransmits data that was previously captured 
during a legitimate communication session. 

A type of cyberattack in which the attacker intentionally 
disrupts or overwhelms a target system or network. 

A malicious user acquires access to an account with lower level 
rights and exploits it to acquire higher level rights. 
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integrity is paramount for accurate decision-making. 

Furthermore, authorization mechanisms enable the implementation of the principle 

of least privilege. This means that users or entities are granted only the minimum 

level of access necessary to perform their tasks. It limits their scope of interaction 

with the data, reducing the attack surface and minimizing the potential impact of 

security breaches. In the event of an attack, the restricted privileges can help contain 

and mitigate the damage. 

Lately, Blockchain technology has emerged as a crucial component in overseeing, 

managing, and securing smart devices. Nevertheless, both Blockchain and IoT 

come with their limitations that require resolution before their integration. Current 

research on merging these technologies is still in its early stages, with significant 

ongoing efforts aimed at enabling the integration of Blockchain networks within 

IoT ecosystems. 

This chapter presented a robust authorization algorithm for IoT access control 

involving careful consideration of the unique characteristics and challenges of the 

IoT ecosystem while adhering to security best practices and compliance 

requirements. Designing an authorization algorithm for access control in IoT 

involves creating a framework that allows or denies access to IoT resources based 

on predefined policies, permissions, and some dynamic information (trust score) 

associated with each requesting entity within the IoT ecosystem. Our algorithm 

mainly comprises two elements: static and dynamic aspects. The static parts consist 

of pre-defined access policies corresponding to a given resource and its consumer 

while the dynamic aspects take the trust score of each requesting entity into 

consideration. The trust score of every entity (owner and consumer) keeps updating 

depending on their past access interaction. Additionally, the most recent interaction 

has a high influence on the trust score while the oldest access interaction has the 

least weightage. On every access request raised by a consumer, both static and 

dynamic  authorization are evaluated and if both are evaluated as true then only the 

request is approved. 
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3.2 Motivation and Contribution 

The motivation behind designing decentralized authorization algorithms stems from 

the inherent limitations and vulnerabilities present in centralized authorization 

systems, particularly within the expanding landscape of the Internet of Things (IoT). 

Traditional authorization frameworks often encounter scalability challenges, single 

points of failure, and susceptibility to security breaches. The design of decentralized 

authorization algorithms aims to overcome these hurdles by fostering a more 

resilient, scalable, and secure approach. By distributing authorization logic across the 

network and leveraging the principles of decentralization, these algorithms not only 

enhance system reliability but also bolster user privacy and data security. This 

chapter contributed a Blockchain-based authorization algorithm that aligned with the 

evolving landscape of decentralized technologies, ensuring robust access control in 

dynamic and interconnected environments. 

3.3 Proposed Work 

The proposed authorization techniques consist of the following components as 

illustrated in Figure 3.2, that form a comprehensive IoT access control system that 

ensures secure, transparent, and controlled access to IoT resources while leveraging 

Blockchain technology for trust and auditability. 

 

Figure 3.2: System Components 

 



45 
 

 

 

Consumer: An IoT device functioning as a data client that seeks access to resources 

within the IoT ecosystem. Consumers initiate requests to access IoT resources, such 

as data or services, and must go through an authorization process to gain access. 

Owner: An IoT device that possesses and controls a specific set of resources within 

the IoT ecosystem. Owners have ownership rights over IoT resources, including 

data, and determine access policies for Consumers. They grant or deny access based 

on predefined rules. 

Manager: An interface connecting IoT devices to the Blockchain network, 

responsible for various tasks, including IoT device management, access policy 

recommendations, and the registration of Consumers and Owners in the Blockchain. 

Managers act as intermediaries, facilitating communication between IoT devices 

and the Blockchain. They offer administrative functions to manage IoT devices 

efficiently and assist in access control policy management. 

Blockchain: A decentralized ledger that records transactions occurring within the 

peer-to-peer (P2P) IoT network. All participating nodes in the network maintain 

identical copies of this ledger. The Blockchain serves as a secure and immutable 

record of access control transactions, ensuring transparency, trust, and 

accountability in the access management process. 

Repository: A storage system where IoT Owners upload data following successful 

authentication. Authorized Consumers can retrieve data from this repository after 

completing the authorization process. The Data Repository interfaces with both IoT 

devices and the Blockchain network. The Data Repository securely stores IoT data 

and facilitates controlled access to authorized Consumers. It is integrated with IoT 

devices for data storage and retrieval and maintains links to the Blockchain for 

recording access events. 

The proposed work introduced a system model comprising five key operations 

performed over the Blockchain-based system  as depicted in Figure 3.3, are 

elaborated below: 
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System Setup: The manager initiates the system setup by generating a public-

private key pair for each constrained device registered under its purview. These 

keys are linked to the Blockchain - the public key is stored in a public database 

while the encrypted private key is incorporated into the transaction. 

Registration: Before registering devices on the Blockchain, the manager first 

registers constrained devices. Device consent is mandatory before registration with 

the manager. Although devices retain the option to de-register from the manager, 

they are required to remain registered with at least one manager at all times. 

Policy Definition: The manager, in collaboration with the resource owner, defines 

access policies governing the system. 

Token Generation: Upon successful authorization, authorized consumers receive 

an access token integrated with a timestamp. This token is generated and 

transmitted to both the manager and the repository. 

Token Verification: The access token generated by the Blockchain contains the 

consumer's signature and a timestamp, which undergoes verification at the 

repository to ensure validity. 

 

 

 
Figure 3.3: System Operations 

 
The authorization model is shown in Figure 3.4. It is evident that the consumer’s 

access request is submitted to the enforcement point, which further interacts with 

the authorization management smart contract. In this smart contract, first, the 

decision point performs static and dynamic authorization, and if both the 
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authorization returns true, then only the request is granted. Static authorization 

deals with predefined access policies while dynamic authorization, determines the 

trust score of the consumer through the past interaction score. There are two more 

smart contracts proposed with the model: user management smart contract and data 

management smart contract. The user management smart contract deals with the 

registration of participating entities such as owners and consumers. The data 

management smart contract covers post-access activities and critical for evaluating 

access behavior of the consumers. 

 

Figure 3.4: Proposed Authorization Model 
 

The flowchart of the authorization process is depicted in Figure 3.5. Initially, the 

access query is submitted by the resource consumer, and following it, access policy 

verification is performed by the decision point method encompassed by 

authorization management smart contract. If policy verification is failed, then 

access is denied otherwise token generation process commences. Once the token is 

generated, access to the resource is initiated along with the token. Subsequently, on 

the successful verification of the token request is approved. However, if the token 

cannot successfully verified then the access to the desired resource is denied.
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Figure 3.5: Authorization Flowchart 

 
3.4 Algorithm and Implementation 

This section presents pivotal algorithms designed to enable secure data sharing 

within the IoT ecosystem. The proposed system revolves around three core 

authorization algorithms detailed below. Furthermore, an authentication algorithm 

for user/device verification and a storage management algorithm is incorporated to 

simulate and enforce the proposed technique, ensuring robust authorization for 

secure data sharing among IoT smart devices and users. 

This Consumer Authorization algorithm assesses whether a specific consumer is 

authorized for requested action on the given resource or not. It first checks if the 

action matches the action associated with the resource object (OBJ). If there is no 

match or if the resource object doesn't exist, it invokes a Review Authorization 

function. If either of these conditions results in a positive authorization, the 

algorithm allows the action; otherwise, it denies it. This algorithm represents a 

simplified access control process and is often part of a more comprehensive access 

control and security system in an IoT environment. 
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Algorithm 3.1: Consumer Authorization 

Input: ConsumerID, OwnerID, ResourceID, Action 

Output: “Allow” or “Deny” 

1 check1=check2=FALSE 

2 Create object OBJ corresponding to the given ConsumerID, OwnerID, 

and resourceID 

3 if (OBJ is not NULL) 

4  then if (OBJ [action] ==Action) 

5                then check1= TRUE 

6 else if (ReviewAuthorization ( ConsumerID, OwnerID, ResourceID, 

Action)) 

7  check2 =TRUE 

8  endif 

9 if (check1==TRUE OR check2 ==TRUE) 

10  return “allow” 

11 else  

12  return “deny” 

13  endif 

 

Algorithm 3.2 “Review Authorization” is a process that checks whether a specific 

action is authorized for a consumer to perform on a resource. It involves 

compatibility checks, the creation of new access policies, and obtaining consent 

from the resource owner. If all conditions are met, the algorithm returns TRUE, 

indicating authorization; otherwise, it returns FALSE, indicating denial of access. 

This algorithm plays a key role in a broader access control system within an IoT 

environment. 
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Algorithm 3.2: Review Authorization 

Input: ConsumerID, OwnerID, ResourceID, Action 

Output: TRUE or FALSE 

1 Review look into the action entry corresponding to the ConsumerID 

2 if Review is found compatible with the ResourceID 

3 then define a new access policy and seek consent from the OwnerID 

4 if OwnerID approves the access policy then 

5 if Action matches with the action of the newly defined policy 

6 then return TRUE 

7 endif 

8 endif 

9 else 

10 return FALSE 

11 endif 

 

Algorithm 3.3, plays a pivotal role in ensuring secure and authorized access to 

resources within an IoT environment, combining authentication and authorization 

checks to grant or deny access based on established policies. The process unfolds 

methodically, starting with the verification of the consumer's identity and 

authentication, signifying that the consumer must provide valid credentials or proof 

of identity to gain access to the system. Once the consumer is successfully 

authenticated, the algorithm proceeds to assess the authorization of the requested 

action. This is done by invoking a function, "ConsumerAuthorization," which likely 

evaluates authorization policies based on the provided ConsumerID, OwnerID, 

ResourceID, and Action. If the authorization check returns a positive result, 

allowing the action, the algorithm generates a unique identifier (UID) through 

hashing the relevant data elements. Subsequently, a new token is  created, 

combining the UID, ConsumerID, and ResourceID. 
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This token is used to represent the consumer's authorized access. In this scenario, 

the algorithm concludes by returning the new token as the output. 

 

Algorithm 3.3: Access_Control 

Input: ConsumerID, OwnerID, ResourceID, Action 

Output: newTOKEN or ERROR 

1 Verify authentication of ConsumerID 

2 if ConsumerID is authenticated then 

3 if (ConsumerAuthorization (ConsumerID, OwnerID, ResourceID, 

Action) ==”allow”) then 

4 UIDSHA256(ConsumerID, ResourceID, block. timestamp) 

5 newTOKEN  (UID,ConsumerID, ResourceID) 

6 return newTOKEN 

7 endif 

8 else 

9 return ERROR 

10 endif 

 
 

3.5 Simulation and Result Analysis 

An analysis was conducted on the throughput of the smart contract methods within 

this architecture. The relationship between the average response time, policy count, 

and the count of requests is examined and visualized in Figure 3.6. The three sets 

of request counts considered for the experiments were: 1, 25, and 50, shown through 

orange, yellow, and green colors respectively. For request count 1, the average 

response time becomes saturated beyond 150 policy count. However, for the 

request count 25 and 50, the curve grows almost linearly, as the response time is 

linearly proportion to the number of request received. Figure 3.7 illustrates the 

evaluation of authorization, addPolicy, and deletePolicy processes within the 

chaincode (smart contract) concurrently handling access requests from N= 100, 

200, 400, 600, and 800 simulated clients.  Since to add a new policy, resource owner 

consent is needed and the transaction is required to be executed, thus it takes more 

time as compared to deleting policy or authorization operation. 
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Figure 3.6: Average response time against policy count 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 3.7: Execution time on simultaneous request 

In the Figure 3.7, maximum running time can be observed for 400 simultaneous 

access request while for 600 simultaneous access requests and onwards, system 

achieves optimal performance. 

 
3.6 Summary 

 
In this chapter, we delved into a sophisticated two-level authorization model that 

harnesses the potential of Blockchain technology to combat the security 
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complexities within the IoT domain. Our envisioned solution heavily relies on 

smart contracts, a fundamental feature of Blockchain, to furnish a sturdy and 

expansible resolution, granting users the capability to both deploy and retrieve data 

from remote locations. Our emphasis lay in the development of authorization 

algorithms specifically tailored to facilitate the sharing of IoT data. The core of this 

initiative entailed addressing the limitations imposed by traditional centralized 

authorization systems through the advocacy of decentralized methodologies, all 

supported by the transformative capabilities of Blockchain technology. 

Furthermore, our methodology led the way in integrating adaptable authorization 

policies tailored to accommodate the inherently dynamic nature of IoT 

environments. 
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CHAPTER 4 

 

SECURE IoT DATA MANAGEMENT AND SHARING 

ARCHITECTURE 

Smart devices connected through the internet generate vast amounts of data that 

power numerous applications, significantly enhancing our daily routines. However, 

due to the sensitive nature of this data, secure sharing among these devices is 

imperative. The IoT environment, owing to its appeal to cyber criminals and a 

history of successful cyber-attacks, demands protection against unauthorized 

access. Blockchain technology emerges as a promising solution to address these 

security challenges effectively. Yet, storing the sheer volume of data generated by 

smart devices proves inefficient within the Blockchain due to the rapid pace of data 

collection and the transaction confirmation speed in the Blockchain network. 

Technological advancements such as Artificial Intelligence (AI), Big Data, and 

cloud-based computing have enabled the generation of vast data through 

conventional or mobile devices. However, many IoT systems still rely on 

centralized storage, posing inefficiencies and limitations. Centralized systems are 

susceptible to data censorship, tampering, and hacking, compromising their 

reliability and trustworthiness in IoT contexts. Blockchain offers a secure, 

distributed, and tamper-resistant approach to data management. However, in the 

IoT context, challenges arise due to the rapid pace of data generation and 

transaction validation speed within Blockchain networks. The extensive real-time 

data generated when numerous smart devices connect to the IoT network presents 

scalability challenges. The existing consensus protocols and transaction validation 

rates in Blockchain networks struggle to match the speed of data creation in the IoT 

environment. 

4.1 Introduction 

This chapter focuses on integrating Blockchain and the Inter-Planetary File System 

(IPFS) to enable data storage in a distributed manner and implement stringent 

access controls, allowing authorized entities exclusive access to recorded data.  
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Access policy definitions for secure data sharing and cryptographic hash content 

are stored over the Blockchain network to ensure data integrity and security. 

The Interplanetary File System (IPFS) functions as a peer-to-peer distributed file 

system that relies on content-based retrieval of records. It utilizes cryptographic 

hash concepts similar to Uniform Resource Locators (URLs) on the web. IPFS is 

often referred to as a version-controlled structure since it maintains past versions of 

files that have changed over time. Existing storage models and sharing systems 

encounter challenges related to safety, scalability, and reliability, all of which IPFS 

addresses. In IPFS, identical files possess identical hashes, ensuring originality and 

eliminating redundancy. To maintain consistency of recorded data across peer 

nodes in the distributed storage system, cryptographic hashes are distributed among 

all peers. Additionally, the content-based addressing scheme employed by IPFS 

results in high throughput. 

This chapter proposed a solution aimed at mitigating the limitations of both 

centralized storage systems and Blockchain storage systems. The integration of 

Blockchain and IPFS ensures data reliability and availability, overcoming these 

limitations. In this work, we establish a connection between Blockchain and the 

IPFS to facilitate data storage in a distributed manner and enable querying of this 

recorded data. Initially, we introduced an architecture for data storage that leverages 

Blockchain and IPFS. This architecture facilitates the automatic encapsulation and 

parsing of sensor-generated data, including images, text, and video. Subsequently, 

the cryptographic hash representing this data is stored on the Blockchain, while the 

actual data is uploaded onto IPFS. 

4.2 Motivation and Contributions 

In traditional central data storage models, a major concern arises when data is stored 

on a central server, leading to potential loss of ownership and privacy breaches for 

data owners. Moreover, these centralized systems are susceptible to being a single 

point of failure. To counter these issues, this paper explores the integration of 
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Blockchain technology with the IPFS and proposes an architecture tailored for 

managing and sharing healthcare data. 

Blockchain-based applications rely on smart contracts to achieve consensus on 

transaction execution. These applications encompass various nodes executing smart 

contracts, storing Blockchain data, and handling transactions. However, operational 

challenges arise when dealing with extensive data files. Key concerns include data 

replication across nodes, resource-intensive mining processes, and the inefficiency 

of storing large files directly on the Blockchain. 

The limitations posed by the size restrictions of each block in the Blockchain 

necessitate breaking down files and storing them off the Blockchain. Additionally, 

information about the arrangement of these files also demands space. While smart 

contracts can manage and access this additional data, transmitting and recording 

substantial files through smart contracts triggers increased execution costs at each 

node, resulting in higher gas costs. 

Storing large files on the Blockchain incurs additional costs associated with 

working with miner nodes. Large files require substantial data transmission, 

processing, and storage by nodes, demanding high bandwidth and increased 

Blockchain storage. These observations highlight that Blockchain isn't the optimal 

platform for sharing or storing extensive data files. 

Fortunately, file-sharing frameworks can leverage Blockchain alongside IPFS, 

capitalizing on Blockchain technology while keeping file sizes manageable for 

efficient processing and scalability. This integration allows the benefits of 

Blockchain to be harnessed without the constraints of handling large data files 

directly within the Blockchain. 

Similar to public Blockchain, data stored on IPFS can be queried and accessed by 

any entity connected to the IPFS network. This presents a significant challenge for 

Blockchain-based applications dealing with extensive files containing sensitive or 

private information. Consequently, there is a necessity for a framework based on 

Blockchain and IPFS that can restrict access to authorized entities only. This 
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framework must encompass the capability to define and deploy access policies on 

the Blockchain. Additionally, all interactions with IPFS for data storage or access 

requests should undergo evaluation to ensure compliance with established access 

policies. IPFS then collaborates with smart contracts to enforce these policies. 

Depending on the outcome of the policy evaluation, IPFS either grants or denies 

the requested service. Such a framework should enable users to register new files 

on IPFS and manage predefined access policies by initiating and transmitting 

transactions through smart contracts. The interaction between IPFS nodes and smart 

contracts enables IPFS to rely on the latter for policy evaluation and enforcement, 

ensuring that access is only granted under the predefined policies. The significant 

contributions of this article are as follows: 

 A Blockchain-powered, IPFS-based resource access management framework is 

presented for secure resource sharing in the healthcare domain. 

 IPFS-based data storage model offers a high availability of uncensored data. 

 This scheme facilitates two-phase authorization for data access- static 

authorization (based on predefined access policies) and dynamic authorization 

(based on resource access behavior) 

 

4.3 Proposed Work 

This section comprises several subsections, starting with addressing different facets 

of the system model and design followed by an exploration of the data management 

model. Subsequent sections cover an examination of the policy model within the 

proposed architecture following the details of the architectural design and system 

interaction and workflow. Finally, a comprehensive discussion unfolds, elucidating 

the integration and interplay of the three smart contract types within the smart 

contract layer. 

4.3.1 System Model and Design 

This section encompasses several sub-sections, each delving into specific facets of 

the system model and design. It commences with a discussion on the data 

management model, elucidating how data is handled within the proposed 
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framework. Following this, the policy model of the architecture is explored, 

detailing the principles and guidelines governing the system's operation. 

Subsequently, attention is directed to the architecture design, providing insights 

into the structural elements and organization of the proposed system. The section 

then proceeds to elucidate the system's interaction and workflow, outlining the 

processes and sequences involved in its operation. Finally, a comprehensive 

exploration of the smart contract layer is presented, covering all three types of smart 

contracts and delineating their interconnections within the system. 

4.3.2 Data Management Model 

This section provides a comprehensive explanation of how IoT-generated data is 

categorized, segmented, and managed before being accessed by authorized entities 

in the IoT ecosystem. The entirety of IoT-generated data undergoes management 

through a hierarchical structure resembling a tree, with distinct subcategories for 

various classes of data resources, such as images, videos, and text files. Among 

these classes, some data files are notably smaller in size, necessitating aggregation 

into data blocks. These aggregated data blocks collected over a specific time frame 

(for instance, a day), are then assembled into data packages. These packages are 

subsequently directed for storage on the IPFS. 

The proposed framework for data storage and management relies on a model based 

on Blockchain and IPFS. A visual depiction illustrating the storage structure of this 

proposed architecture is presented in Figure 4.1. 

Figure 4.1: Storage structure of proposed architecture 



59 
 

 

4.3.3 Policy Model 

As technology advances, so do the vulnerabilities associated with systems and data. 

Security measures, particularly access policies, serve as critical safeguards, 

shielding systems from potential threats and ensuring that only legitimate entities 

are granted appropriate access rights. The proposed architecture designed for secure 

data sharing within an IoT environment institutes a two-phase authorization process 

before granting access to protected resources. 

The initial phase of authorization is static, verifying pre-defined access rights. The 

subsequent phase encompasses dynamic elements, leveraging the trust score of the 

requesting entity. This trust score is an accumulation of the entity's historical access 

interactions, prioritizing recent interactions with higher weightage while assigning 

lesser weightage to older interactions. Upon successful verification of the entity, 

the Blockchain system responds by providing an encrypted recordHash alongside 

the requester's public key, a timestamp, and a signed session key. This 

cryptographic exchange ensures secure communication between entities within the 

system. 

4.3.4 Architecture Design 

In this section, we introduce the Blockchain-powered IPFS-based Resource Access 

Management (BI-RAM) framework, outlining its constituent components: Patient, 

Hospital, Insurance Agency, Management Hub, Device Manager, and Blockchain 

network. Within this framework, the patient, hospital, and insurance agency are 

identified as smart entities. The management hub operates as an intermediary, 

facilitating communication between these smart entities and the Blockchain 

network. 

Each smart entity within this system is mandated to register itself under at least one 

device manager, which is an integral part of the Blockchain network. These device 

managers are responsible for defining access privileges for the enrolled smart 

entities, ensuring that access rights are established with their explicit consent. All 

data generated by these smart entities are stored on the IPFS, with their data hash 
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(commonly known as content hash) being uploaded onto the Blockchain. A visual 

representation delineating the comprehensive architecture of this proposed system 

is illustrated in Figure 4.2. 

  

 

Figure 4.2: Proposed architecture 

4.3.5 System Interaction and Workflow 
 

The operational sequence of the proposed system is depicted in the sequence 

diagram showcased in Figure 4.3. The series of interactions unfolds as follows: 

 The patient initiates an appointment for treatment. 

 The hospital submits a query to upload health records onto the IPFS, 

detailing patient diagnosis and treatment. 

 IPFS verifies the legitimacy of the hospital's identity; upon validation, 

records are uploaded, and the corresponding hash record is provided. If the 

identity verification fails, the request is denied, with Blockchain conducting 

the verification process. 

 To address privacy concerns, the hospital encrypts the hash record and 

forwards it to the management hub. 

 The management hub relays the query to the Blockchain network. 

 Blockchain conducts identity verification and proceeds with record 

uploading. 
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 Simultaneously, the patient seeks health insurance for their medical 

expenses. 

 The insurance agency queries related data through the management hub. 

 The management hub converts the request into a Blockchain action and 

forwards it to the Blockchain network. 

 Blockchain executes the action, verifying the authorization of the insurance 

agency. Upon successful verification, an encrypted hash record with a 

timestamp is returned; otherwise, access is denied. 

 The management hub delivers the message to the insurance agency in CoAP 

format. 

 The insurance agency decrypts the message to obtain the hash record. A 

subsequent query is dispatched to IPFS for the actual record. 

 IPFS verifies the validity of the timestamp and hash data upon receiving the 

query. Successful validation results in the retrieval of the relevant record; 

otherwise, access is denied. 

 After obtaining the requested record, the insurance agency cross-verifies its 

hash value with the hash record obtained from Blockchain for validity. It 

proceeds with claim settlement and submits an interaction score to 

Blockchain via the management hub. 

 Subsequently, upon claim settlement, the patient returns an agency score to 

Blockchain. 

 Blockchain records both trust scores in the state database for future 

interactions and data-sharing processes. 
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Figure 4.3: Data sharing sequence 
 

The interconnection of vital components of the proposed solution is depicted in the 

Figure 4.4 
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Figure 4.4: Interconnection of Key Components 

4.3.6 Smart Contract Layer 
 

The proposed framework relies on three key smart contracts to facilitate the sharing 

of records among the smart entities: Access Rights Contract (ARC), Entity Contract 

(EC), and Trust Contract (TC). Each contract serves a distinct purpose within the 

system. 

 ARC takes charge of implementing access management policies. It interacts 

with EC to validate the registration of smart entities on the Blockchain and 

provides methods to manage the upload and download of records from the 

IPFS. 

 EC, complementing ARC, handles the registration of smart entities onto the 

Blockchain. It facilitates the upload and download of records from the IPFS 

and provides essential methods for identity verification upon access queries. 

 TC plays a crucial role in assigning trust scores to participating entities 

based on their historical behavior concerning data sharing. These trust 

scores are essential components used in determining access rights. 
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Whenever an access query is initiated, ARC calls upon the relevant method within 

EC to authenticate the identity of the requested entity. Subsequently, TC is 

consulted to retrieve the trust score associated with that entity. Based on this 

evaluation, ARC determines the appropriate access rights for the requested entity 

and furnishes the corresponding outcome. 

A detailed representation of the employed smart contracts within this proposed 

framework is depicted in Figure 4.5, accompanied by associated algorithms 

elucidating their functionalities. 

a) Entity Contract (EC) 
 

EC is tasked with managing all entity-related information crucial for the entity 

identification process. It encapsulates several essential methods: 

 registerEntity: This method is responsible for capturing and storing the entity's 

information at the time of its registration under a device manager within the 

system. 

 getEntity: Upon query by the Blockchain node, this method retrieves and 

provides the relevant information pertaining to a specific entity. 

 identifyEntity: Used for the authentication process, this method ensures the 

verification of the requested entity, confirming its legitimacy within the system. 

Additionally, EC handles the incorporation of hash records onto the Blockchain 

and retrieves hash records from the Blockchain through the following functions: 

 addHash: This function is responsible for including hash records onto the 

Blockchain, ensuring their proper storage and verification within the system. 

 fetchHash: Designed for retrieval purposes, this function retrieves specific hash 

records from the Blockchain when required. 

b) Trust Contract (TC) 
 

The main objective of TC revolves around assessing the historical behavior of 

entities involved in data-sharing activities. It executes four distinct functions to 

fulfill this purpose: 

 setScore: This function calculates the trust score of participating entities by 
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analyzing their patterns of access within the system. It determines the 

trustworthiness of entities based on their historical interactions. 

 setPenalty: In case of undesirable access patterns observed from an entity, this 

function imposes a fine or penalty as a consequence of their behavior within 

the system. 

 getPenalty: getPenalty is utilized to fetch the imposed penalty or fine on a 

specific entity. 

 getScore: getScore retrieves the trust score assigned to an entity, enabling 

examination and evaluation of their historical behavior within the system. 

c) Access Rights Contract (ARC) 

ARC serves as the central contract responsible for enforcing access control 

measures among smart entities, ensuring that only authorized entities can share and 

access records across the network. Upon receiving an access query, ARC interacts 

with EC to gather identity information and retrieve the trust score from TC. It then 

evaluates predefined access rights alongside the cumulative trust score of the 

requesting entity. Based on this assessment, it generates either “allow” or “deny” 

result. ARC encompasses multiple methods designed to accomplish these 

objectives: 

 newPolicy: This function is responsible for introducing and incorporating new 

access rights into the system, ensuring the inclusion of additional authorization 

protocols. 

 removePolicy: Used for administrative purposes, this function facilitates the 

removal or deletion of existing access rights within the system. 

 modifyPolicy: To adapt to changing requirements, this function enables the 

modification or adjustment of existing access rights, allowing for flexibility in 

the authorization process. 

 validateAccess: This function plays a crucial role in verifying requested access 

rights, ensuring that the permissions requested align with the predefined 

policies and the entity's trust score, ultimately determining whether access 

should be granted or denied. 
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Figure 4.5: Smart contract of the proposed architecture 

 

The pseudo code of “Uploading record to IPFS”, “Uploading recordHash to 

Blockchain”, “Retrieving recordHash from Blockchain”, and “Download the 

record from IPFS” are discussed below. 

Algorithm 4.1: Uploading record to IPFS 

Input: HospitalID, PatientID, record, Context, protocol 

Output: success, fail 

1 ipfsIpfsAPI (‘ipfs’, HospitalID, protocol) //connect to ipfs 

2 result verify (HospitalID,PatientID) 

3 if result = = FALSE then 

4 return ‘fail’ 

5 else 

6 buff Buffer (record) 

7 recordTypeipfs. getType(record) 

8 ipfs.dag.put (buff, recordType, err) 

9 if (err) then 

10 return ‘fail’ 

11 endif 

12 return ‘success’ 
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13 endif 

Algorithm 4.1 begins by establishing a connection to the IPFS network using the 

specified HospitalID and protocol. It then verifies the authenticity and authorization 

between the HospitalID and PatientID. Upon successful verification, it converts the 

provided record into a buffer and identifies its type before uploading it to the IPFS 

network as a Directed Acyclic Graph (DAG) node. The algorithm provides 

feedback as 'success' if the record upload completes without errors. If any errors 

occur during the upload process or if the verification fails, it returns 'fail,' indicating 

an unsuccessful attempt to upload the record onto the IPFS network. 

Algorithm 4.2: Uploading recordHash to Blockchain 

Input:HospitalID, PatientID, Context, recordHash, SK 

Output: result (success or fail) 

1 EncryptedHashSHA256(recordHash, SK) 

2 MessageEncapsulate (EncryptedHash, PatientID, HospitalID) 

3 erruploadQuery (Message, HospitalID) 

4 if err = = NIL then 

5  return success 

6 else 

7  return fail   

8 endif 

 
Algorithm 4.2 generated an encrypted hash of the provided recordHash using the 

SHA256 hashing algorithm and a secret key (SK). Next, it encapsulated this 

encrypted hash along with the PatientID and HospitalID into a message. 

Subsequently, the algorithm attempted to upload this constructed message to the 

Blockchain via the uploadQuery function, specifically linked to the HospitalID. If 

the upload process encounters no errors (NIL), the algorithm returns 'success,' 

indicating the successful inclusion of the record hash onto the Blockchain. 

Conversely, if any errors arise during the upload process, the algorithm returns 'fail,' 

signifying an unsuccessful attempt to upload the record hash onto the Blockchain. 
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Algorithm 4.3: Retrieving recordHash from Blockchain 

Input: OwnerID, Context 

Output:recordHash (success or fail) 

1 str, err queryRecord (ConsumerID, PatientID, Context) 

2 if err = NIL then 

3  TransactionIDget transaction_ID (PatientID, Context) 

4  RecordHashfetch (Transaction_ID) 

5  return recordHash. Success 

6 else 

7   return fail 

8 endif 

 
Algorithm 4.3 retrieved a record hash from the Blockchain based on specified input 

parameters. Initially, it initiated a query to retrieve a string ('str') related to the 

ConsumerID, PatientID, and Context using the queryRecord function. If this query 

process encounters no errors (NIL), the algorithm proceeds by acquiring the 

TransactionID through the get transaction_ID function, utilizing the PatientID and 

Context parameters. Subsequently, it fetched the record hash associated with the 

obtained TransactionID. If these retrieval processes succeed without errors, the 

algorithm returns the retrieved recordHash and signifies 'success.' However, if any 

errors occur during the query or retrieval operations, the algorithm returns 'fail.’ 

Algorithm 4.4: Download the record from IPFS 

Input:recordHash, token 

Output: record, NULL 

1 IDc, TSd Dec(token) 

2 α verify (IDc, TSd) 

3 if α = = FALSE then 

4  return NULL 

5 else if TS >current_time then 

6  return NULL 

7  else 
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8  rootHash fetch (recordHash) 

9  objectHash fetch (rootHash) 

10  data get (objectHash) 

11  recordEpk (data) 

12  return record 

13  endif 

14 endif 

 

Algorithm 4.4 is designed to retrieve a record from the Inter Planetary File System 

(IPFS) based on provided inputs. Initially, it extracts the IDc and TSd from the token 

by employing a decryption operation. Following this, the algorithm verifies the 

authenticity of the extracted IDc and TSd. If this verification fails, the algorithm 

returns NULL, indicating an unsuccessful attempt to retrieve the record. 

Subsequently, it evaluated the timestamp (TS) against the current time, returning 

NULL if the TS is greater than the current time, signifying an expired token. If these 

conditions are not met, the algorithm proceeds by fetching the rootHash associated 

with the recordHash, followed by retrieving the objectHash linked to the rootHash. 

After obtaining the data corresponding to the objectHash, the algorithm decrypts it 

using Epk, resulting in the retrieved record. Finally, it returns the retrieved record if 

all previous checks and operations are successful and NULL otherwise. 

4.4 Simulation and Result Analysis 

This section explored the analysis of the obtained results, discussing and 

interpreting the outcomes within the context of established solutions within the 

domain. By comparing and contrasting with notable existing techniques, the section 

aims to highlight the advantages and benefits of the proposed solution. 

4.4.1 Results 
 

The depicted Figure 4.6, showcases the data dispersion time comparison between 

the original p2p model and the proposed scheme. The bandwidth and average 

distribution time (in seconds) are represented on the x-axis and y-axis respectively. 

The proposed scheme and original p2p approach are illustrated through orange and 
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blue colors respectively. While the proposed scheme exhibits slightly longer 

dispersion times compared to the original p2p approach, this is due to the fact that 

our scheme performed encryption before distributing data over the storage system. 

Therefore, our work guarantees enhanced record security via its decentralized 

access control mechanism. Notably, experiments conducted on larger file sizes, up 

to 1GB, yielded similar outcomes, highlighting that the encoding and decoding 

costs have a negligible impact on the overall running costs of the model. This 

underscores the suitability of the proposed scheme within the IoT environment. The 

integration of a permissioned Blockchain network with a distributed file system 

(IPFS storage system) significantly augments the system’s performance across 

multiple parameters. IPFS operates as a peer-to-peer hypermedia protocol and 

distributed file system, interlinking various computing systems. It aims to store 

versioned records on decentralized media. In contrast to conventional storage 

schemes utilizing location-based addressing, IPFS employs content-based 

addressing. Each file on IPFS possesses a cryptographic hash that facilitates 

locating the actual content within the network. 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 4.6: 10MB data distribution 

The graphical representation in Figure 4.7 demonstrates the relationship between 

IoT data uploaded per minute and IoT data processed per minute. The orange line 

corresponds to the framework incorporating Blockchain alone, while the blue line 

represents the framework integrating both Blockchain and IPFS. 
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It is evident from the graph that the framework employing both Blockchain and 

IPFS excels in processing substantial volumes of IoT data, while the framework 

utilizing only Blockchain reaches a saturation point when handling such extensive 

IoT data. When the IoT generated data are in small size there is not much difference 

in the two results. However, this difference is visible when data generation rate of 

the IoT system is quite high, because in the proposed scheme only the hash value 

of the actual data (smaller in size) is uploaded on the Blockchain. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.7: Storage rate comparison 

We have evaluated the running time and average running time of EC and APC methods 

against multiple queries respectively in Figure 4.8, Figure 4.9, Figure 4.10, and Figure 

4.11, where consumers are set to 50, 100, 200, 400, and 800. The addHash method and 

fetchHash method are depicted through the blue line and orange line respectively in 

Figure 4.8 and Figure 4.9.  It is evident that the time taken to add a new hash is 

significantly higher than the time taken to fetch the existing hash values.  There is a 

minimum 142% to a maximum of 200% rise in running time for addHash method 

against the fetchHash method as shown in Figure 4.8.
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Figure 4.8: Running time of EC’s methods 

 

 

Figure 4.9: Average running time of EC’s method 

Writing new hash and new policy or modifying existing policy incur more time as 

compared to reading hash or policies. Retrieving any sort of information (fetching 

hash value or policy) from the Blockchain is faster as no transaction is involved in 

the process and therefore almost a saturated curve can be seen in Figure 4.9, 

depicting fetchHash method. Moreover, transaction within the Blockchain network 

takes time to get approved by the network thus adding new policies or new hash 

incur more time as compared to fetching information from the Blockchain network. 

Similarly, various methods of APC smart contract are evaluated with respect to 

concurrent queries and running time and average running time as shown in Figure 
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4.10 and Figure 4.11 respectively. The methods newPolicy, modifyPolicy, 

removePolicy, and validateAccess are shown through blue, orange, gray, and 

yellow color as illustrated in Figure 4.10 and Figure 4.11. 

 

Figure 4.10: Running time of APC’s methods 

 

 

Figure 4.11: Average running time of APC’s methods 

From these two figures, it is evident that the validateAccess method runs quite faster 

than the other methods. This is achieved from the fact that, to run validateAccess 
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for newPolicy and modifyPolicy methods, while the same is observed for removePolicy 

method after 400 access requests. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 
Figure 4.12: Off-chain storage size 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.13: Execution time for transactions upload 

 

The storage size needed for off-chain storage on IPFS with different transaction volumes 

(40, 80, 160, and 320 transactions) in both, our proposed method and the approach 

presented by Randhir et. al. [114] are demonstrated in Figure 4.12. This visualization 

vividly              showcases the superior performance of our proposed method compared to the 

solution presented in [114]. Additionally, for the selected set of transactions, our approach 

took almost 25% to 28% less storage size (in KB) as compared to [114], and this is due to 
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upload execution time for multiple transactions is illustrated in Figure 4.13, showcasing 

the performance contrast                         between our approach and the one presented by Randhir et. al. 

[114]. Once again, the slightly better running time is achieved by our approach is due 

the selection of encryption algorithm applied on the IoT generated data. 

4.4.2 Security Analysis 
 

We conducted a comprehensive security assessment of the proposed system, 

rigorously examining its adherence to core security principles, including 

Confidentiality, Integrity, Availability, Authorization, and non-repudiation 

(CIAAN) model. The integration of Blockchain (BC) technology within the 

proposed architecture enabled us to effectively fulfill the stipulated security 

requisites outlined in Table 4.1 based on the CIAAN model. 

Table 4.1: Security parameters and description 
 

Security 

Principle 

Description 

Confidentiality Transport Layer Security (TLS) is employed to ensure secure 

communication between the user/IoT device, the Device 

Manager, and the Blockchain. TLS encrypts the data 

transmitted over the network, providing confidentiality and 

integrity, thereby enhancing the overall security of the 

communication process. 

Integrity To guarantee the integrity of both the platform and data 

during transit, we have employed the SHA-256 hash 

function. By using SHA-256, we can verify the integrity of 

the transmitted data, ensuring that it remains unchanged and 

untampered with throughout its journey. 

Availability 
  

By incorporating decentralized system for enforcing access 

policy and data storage model, censorship on data is 

eliminated and thus ensured a better data availability for 

authorized users. 
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Authorization Authorization is implemented by the methods of access right 

contract and trust contract in the smart contract layer. 

Non-repudiation To attain non-repudiation, digital signature mechanism is 

employed. Each user is required to cryptographically sign 

their respective transactions. This ensured that the origin of 

the transaction can be verified, and once signed, the user 

cannot deny their involvement or the authenticity of the 

transaction. 

 

4.5 Summary 

In this study, we have proposed an access management system that integrates 

Blockchain and IPFS, resolving numerous limitations in existing IoT data-sharing 

solutions. The IPFS-based storage addressed issues like single point of failure and 

data censorship, providing high data availability, reduced storage costs, and 

improved throughput. Notably, our framework separated IoT devices from the 

Blockchain network, significantly reducing communication and computational 

overhead. The management hub enhances scalability by enabling multiple IoT 

devices to connect with the Blockchain. To realize this, we have deployed three 

smart contracts: ARC, EC, and TC, each serving a specific role. ARC governs data 

access, EC manages entities registration and data handling, and TC evaluates 

entities' historical access behavior and imposes penalties for improper access. Our 

simulations validated the system's proficiency in large-scale data processing. We 

have also evaluated the running costs of smart contracts and their methods.  

Although, our current focus was on a single Blockchain platform, limiting the 

replication of real-world scenarios involving multiple platforms. Recognizing this 

limitation underscores the importance of addressing interoperability challenges 

among diverse Blockchain platforms. Future works involves resolving these issues 

for seamless communication and data exchange across varied platforms, aligning 

our work with real-world demands. 
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CHAPTER 5 

 

BLOCKCHAIN-BASED ACCESS CONTROL MODEL FOR 

IoT ENVIRONMENT 

Over the past few years, both Internet of Things (IoT) and Blockchain (BC) 

technologies have dominated their respective research domains. The fusion of IoT 

and Blockchain has paved the way for numerous efficient services, leveraging 

inherent qualities such as scalability, flexibility, resilience, availability, and 

integrity. However, due to the inherent limitations of IoT devices, the 

implementation of BC peers on these devices presents significant challenges. The 

rapid production of transactions by a multitude of constrained devices also poses 

hurdles to the effective utilization of Blockchain. 

5.1 Introduction 

 

To address these challenges, our proposed solution introduces the utilization of the 

Interplanetary File System (IPFS) for managing resources generated by IoT 

devices. This system is built upon the Hyperledger Fabric BC framework, housing 

smart contracts responsible for policy definition, enforcement, user identity 

management, and data retrieval. Our experimental results indicate that the 

execution time of smart contract methods in our proposed solution is notably lower 

compared to existing prominent works in the same domain. Performance 

evaluations showcase the efficacy of our model in achieving Confidentiality, 

Availability, and Integrity, and in thwarting DoS and DDoS attacks. The 

remarkable expansion in computer hardware and internet capabilities has immensely 

facilitated the interconnection of a vast array of devices through wireless networks, 

leading to an exponential proliferation of the Internet of Things (IoT). This 

interconnectedness and transformation of devices into smarter entities have 

significantly enhanced the convenience in our daily lives. However, this 

convenience has also resulted in increased intrusion into our privacy due to 

continuous monitoring by IoT devices. The data generated by these devices often 

comprises sensitive information, posing a serious threat if accessed without 
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authorization. 

Numerous companies are engaged in various operations involving storage, 

processing, sharing, and analysis of data generated by smart devices to offer 

innovative services to society. Yet, data security and privacy in the context of IoT 

remain pressing concerns that demand more attention. Consequently, the primary 

challenge faced by IoT revolves around ensuring Privacy and Security. To tackle 

this, robust access control techniques are imperative to safeguard resources. Access 

control mechanisms, commonly employed in various systems, play a pivotal role 

in securing these resources while considering the constrained storage and 

processing capabilities of IoT devices. Without adequate protection measures 

integrated into IoT systems, the sensitive data they generate becomes vulnerable to 

security breaches. Therefore, aligning IoT strategies with access policies becomes 

crucial. Our proposed resource access control scheme emphasizes the significance 

of context in designing policies, during resource access, and post-access. This 

mechanism empowers resource owners to dictate and monitor access, determining 

who accesses their resources, which resources are accessed, and the timing of 

access events. 

An effective access control system comprises three core elements: authentication, 

authorization, and auditing. Authentication ensures the validation of the requester's 

identity. Authorization determines whether the requester has the appropriate 

permissions to access specific resources or carry out certain operations. Auditing 

enables retrospective analysis of activities within the system. 

Existing literature often addresses access control challenges using centralized 

schemes, where a central entity manages authorization mechanisms. However, 

these traditional methods fall short in the IoT environment, lacking scalability, 

flexibility, and resilience. A distributed scheme, where multiple entities participate 

in authorization decisions without relying on a central entity, can resolve these 

issues. The security and privacy concerns prevalent in the IoT era require access 

control mechanisms to meet additional non-functional requirements like scalability, 

flexibility, resilience, and lightweight characteristics, beyond the fundamental 
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aspects of integrity, confidentiality, and availability. Given the limitations of 

centralized and decentralized access control models, Blockchain-based solutions 

emerge as promising options in the IoT landscape. Blockchain technology ensures 

data immutability and integrity through a peer-to-peer network with distributed 

nodes maintaining transaction records. Traditional data-sharing methods often 

involve recording IoT data in third-party agencies, potentially compromising 

sensitive information. To enhance data availability and privacy, it's essential to 

transition from centralized to decentralized storage systems. Distributed storage 

offers advantages such as increased data throughput, cost-effectiveness, and 

enhanced resilience. This proposed framework introduces an effective access 

control system for data stored in a distributed environment. It leverages a 

distributed, peer-to-peer storage system known as IPFS to achieve these objectives. 

5.2 Motivation and Contributions 

The motivation for undertaking this work stems from the critical need to address 

the evolving challenges in securing and managing access to IoT generated data. As 

the IoT ecosystem continues to expand, there is a pressing requirement for robust 

data access control mechanisms that can provide secure, decentralized, and scalable 

solutions. Blockchain technology, with its decentralized and tamper-resistant 

nature, presents an intriguing avenue for enhancing the security and integrity of 

access control in IoT. Additionally, the integration of the IPFS into this model holds 

the promise of efficient and distributed data storage, further contributing to data 

availability and resilience. The motivation lies in the potential to develop a trust-

based data access control model that not only addresses the inherent challenges in 

securing IoT environments but also aligns with the principles of decentralization. 

Such a model could significantly advance the security paradigm for IoT, ensuring 

confidentiality, integrity, and availability of data in a highly interconnected and 

dynamic ecosystem. 

This chapter proposed a novel framework for decentralized resource access control 

by integrating Blockchain with IPFS. Since, public Blockchain has its challenges 

such as scalability issues and higher cost of transaction, in the proposed solution, 

access control schemes are imposed through Hyperledger fabric. 
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The key contributions of this chapter are as follows: 

 A Blockchain-based, access behavior-driven access control mechanism is 

proposed for efficient resource sharing among IoT devices. 

 IPFS-based decentralized data storage scheme resulting in high availability of 

data. 

 Multiple permission levels are defined to offer permissioned access privileges 

to resource consumers. 

 Either positive or negative value is assigned to IoT devices depending on their 

access behavior which eventually facilitates a dynamic resource access scheme. 

 Provides two-phase authorization for resource access- static authorization 

(based on predefined access policies) and dynamic authorization (based on 

resource access behavior).  

5.3 Proposed Work 

In this section, we introduce a Blockchain-driven access control system tailored for 

the IoT landscape. We delve into secure data sharing, breaking down the process 

into several key sub-sections: Policy Model, Storage Model, System Architecture, 

System Interaction and Workflow, Smart Contract, and Algorithm and 

Implementation. Each sub-section provides a detailed elaboration of its respective 

aspects concerning the secure management and sharing of data within this 

framework. 

5.3.1 Policy Model 

The data resources produced by constrained devices are predominantly 

unstructured. In various real-world IoT scenarios, devices like smart cameras 

capture real-world images, generating pictures or video resources, while 

microphones receive sounds, producing audio resources. Sensors detect physical 

signals such as humidity, temperature, pressure, and light, translating them into 

digital signal resources. Due to the unstructured nature of this data, storing it 

directly in a relational database is impractical. Additionally, these real-time data 

resources need to be promptly distributed to authorized entities. As a solution, the 

resource data from constrained devices are disseminated across IPFS, and in return, 
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cryptographic hashes (hyperlinks) are generated. These resource hyperlinks are 

then uploaded to the Blockchain via an application gateway. 

The proposed system's flowchart, depicted in Figure 5.1, initiates with a query for 

access initiated by the resource consumer. This query undergoes evaluation by a 

static authorization mechanism that examines predefined access policies. If the 

corresponding access policy is established, it returns a "true" verdict; otherwise, it 

yields a "false" outcome. After the static authorization phase, the process advances 

to dynamic authorization, which involves accessing historical interaction data to 

assess the requesting entity's trust score. If this trust score exceeds a predefined 

threshold value, the outcome is deemed "true." Access authorization is granted only 

when both static and dynamic authorization phases yield a "true" result; otherwise, 

access is denied. 

 

 
 

 
 
 
 

 
 
 
 
 

 
 

 

 

 

Figure 5.1: Proposed policy model 

5.3.2 Storage Model 

In this study, we have devised an innovative data storage model built upon the 

fusion of IPFS and Blockchain technologies. Our proposed storage model 

encompasses a decentralized storage approach using IPFS, where the original data 

generated by IoT devices is securely recorded in an encrypted format. 

Simultaneously, the cryptographic hash corresponding to this data is uploaded onto 
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the Blockchain network. This cryptographic hash represents a fixed-size data 

structure that demands notably less space, making it highly compatible and ideal 

for the integration of IoT and Blockchain technologies. 

The storage scheme illustrated in Figure 5.2 outlines the process: all IoT-generated 

data (referred to as RO data) is stored in off-chain storage in its encrypted form, 

while the corresponding fixed-size hash is documented on the Blockchain. 

Moreover, whenever an authorized entity (referred to as RC) intends to access 

specific data, it initially retrieves the hash data from the Blockchain and 

subsequently obtains the actual data from the off-chain storage. This retrieval 

mechanism ensures a secure and efficient method for accessing IoT-generated data 

while maintaining integrity and confidentiality through the utilization of 

Blockchain and IPFS. 

 

Figure 5. 2: Storage Model 

5.3.3 System Architecture 

The proposed IoT Blockchain platform encompasses a huge number of IoT devices 

(RC & RO), distributed data storage (IPFS), user devices (RC), servers (RO), and 

Gateways that are coupled together with a Blockchain network. Both RC & RO who 

seek access to the resource and hold the requested resource respectively are linked 

to the Blockchain through a Gateway. The IPFS is connected to IoT devices for 

data storage & data retrieval. All the RC’s and RO’s are required to register 
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themselves under at least one Device Manager (DM) who subsequently registers 

them within the Blockchain network. The complete structure is represented in Figure 

5.3. 

 
 

Figure 5.3: Proposed system architecture 

5.3.4 System Interaction and Workflow 

The sequence diagram depicted in figure 5.4 captures the sequence of interactions 

among various components of the proposed scheme which are explained as follows: 

 Network setup 

 Deployment of chaincode by Endorsing peer 

 Device Managers register themselves onto the Blockchain network. 

 Device Manager registers IoT devices (RO’s and RC’s) under them. ( 

However, an IoT device can de-register itself from any Device Manager) 

 Resource access policies are defined by the device manager and forwarded 

to the corresponding RO seeking its approval. 

 The RO approves the received access policy and notifies it to the nearest 

Gateway. 

 Access policy is recorded on the Blockchain through a transaction. 

 The RO sends resource (data) upload requests to the IPFS along with its 
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authentication credentials. 

 After successful authentication, the IPFS uploads the resource and returns 

the content hash of the uploaded data to the RO. 

 The RO forwards the signed content hash along with its retrieval context to 

the Gateway. 

 The content hash and the context are recorded onto the Blockchain through 

a transaction. 

 RC sends a request for a resource to a Gateway. 

 The Gateway translates the request to a Blockchain action. 

 The Blockchain action is run by peers. 

 If RC is not an authorized entity access request is denied and RC is notified 

through the Gateway. 

 If RC is an authorized entity then encrypted (by the RC public key) content 

hash is returned to the Gateway. 

 The Gateway forwards the message into the CoAP format. 

 Upon receiving the message, RC decrypts the message by its private key 

and requests to the IPFS by sending a signed content hash. 

 The IPFS returns the requested resource. 

 Upon receiving resources along with its content hash, The RO verifies the 

content hash with the one it received from the Blockchain. 

 Meanwhile, The IPFS report to the corresponding RO about its resource 

access by this RC. 

 The RO sends an interaction score (trust score) to the Gateway. 

 The interaction score is recorded on the Blockchain. 
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Figure 5.4: Control message flow of the proposed model 
 

5.3.5 Smart Contract 
 

The proposed system is structured around three smart contracts, also known as 

chaincode, designed to govern resource sharing among IoT devices. These 

contracts are the Access Policy Contract (APC), Device Contract (DC), and Trust 

Contract (TC). APC serves as the cornerstone of the model, responsible for 

implementing an access management scheme. It defines the rules and protocols 

governing access to resources. 
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DC manages the process of uploading the URL (content hash) of data generated by 

IoT devices and provides a querying mechanism for this data. It also contains 

crucial information regarding IoT devices for their identification and 

authentication. 

TC encompasses a method to assign a trust value to each IoT device based on its 

access behavior and a method to retrieve this value. It evaluates the historical 

behavior of devices to ascertain trust levels. When a resource consumer (RC) 

initiates a request for resource access, the system evaluates both the permission 

level requested and the past access behavior of the RC. Access is permitted only if 

a positive assessment is derived from this evaluation process. For a comprehensive 

understanding of how APC, DC, and TC function, a detailed breakdown of their 

functionalities and operations is provided below. These contracts collaboratively 

manage and regulate resource access within the IoT ecosystem, ensuring security 

and efficient utilization of resources. 

a) Device Contract (DC) 

This smart contract incorporates functionalities to upload the content hash of data 

produced by IoT devices and a process to retrieve this information. Within this 

contract, a Device Information Table (DIT) is managed as shown in Table 5.1, 

housing pertinent device details essential for device identification and 

authentication during both device registration, managed under Device Manager, 

and subsequent resource access requests. It contains essential methods such as 

registerThing, getThing, and getAuthenticity, which collectively handle the 

registration of devices, retrieval of device information, and verification of 

authenticity respectively. The DIT includes the following information: 

 RC: the entity that sends access requests. 

 RO: the entity that holds (owner) requested resources. 

 Resource(R): specific resource (data or file) requested by RC. 

 Action: read (r), write (w), or execute(x) operation. 

 LRtime: last request time for a resource by the RC. 

 SLRtime: second last request time for a resource by the RC. 
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 TrustScore(TS): final trust score of the RC according to its access behavior. 

 

Table 5.1: Device Information Table (DIT) 
 

RC RO R Action LRtime SLRtime TS 

RC 

A 

RO 

X 

File 1 R 2022/01/09/15:21:18 2022/01/08/10:20:33 0.19 

RC 

B 

RO 

Y 

File 2 R, W 2022/01/01/03:47:00 2022/01/01/03:44:00 -0.51 

RC 

C 

RO 

Z 

Program 

3 

W 2022/01/05/18:42:12 2022/01/03/14:11:48 0.39 

 
b) Access Policy Contract (APC) 

As the central smart contract in the proposed model, this contract oversees access 

control among IoT devices. When an RC seeks access to an RO's resource, it 

forwards an access request to the system via the gateway. The Access Policy 

Contract (APC) is then triggered and handles the access management for the 

requesting RC. This smart contract encompasses several methods aimed at 

fulfilling this purpose: addPolicy, deletePolicy, updatePolicy, verifyPolicy, and 

verifyAccess. These methods are utilized for distinct functions such as introducing 

new access policies, removing existing policies, modifying access rules, confirming 

newly established policies, and validating authorization for the current access 

request, respectively. This contract ensures the systematic administration of access 

rights within the IoT ecosystem. 

c) Trust Contract (TC) 

This smart contract is essentially dedicated to evaluate the access conduct of 

registered IoT devices (both RC and RO) through the implementation of three key 

methods: setTrust, getTrust, and setFine. These methods operate by assigning either 

a positive or negative value (referred to as a fine) to the registered devices based on 

their access behavior. The setTrust method manages the assignment of trust values, 

while getTrust retrieves these assigned values. Additionally, the setFine method 

deals with associating penalties or negative values depending on the observed 
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access behavior of the devices. Multiple reasons cause negative fine assignments                             

which are as follows: 

 RC sends access requests before the allowed interval (too frequent access 

requests) 

 Multiple access requests by the RC within a fixed period. 

 Access request of a resource having a higher authorization level 

 Not accessing resources (canceled request) after approval. 

If none of these situations occurs then a positive value is assigned to the 

corresponding device. TC also maintains a penalty table as shown in Table 5.2 to 

record access behavior and the corresponding penalty of the IoT devices. 

 

Table 5.2: Device Penalty Table 
 

RC RO Access Behavior Penalty 

RC 

A 

RO 

X 

Request cancelled after approval Request blocked for 15 

minutes 

RC 

B 

RO 

Y 

Too frequent access request Request blocked for 1 hour 

RC 

C 

RO 

Z 

Multiple requests within a fixed 

period 

Request blocked for 2 hour 

RC 

D 

RO 

W 

Requesting higher authorization 

level  resource 

Request blocked for 20 

minutes 

5.3.6 Trust-based Authorization Algorithm  

With the trust-based authorization scheme, both participating entities (RC & RO) 

are assigned a Trust Score (TS) depending on their past access interactions. There 

are two types of TS values: 

 Local: - Corresponding to RC for the requested resource. 

 Global: - Overall trust score for RC. 

TS= TSlocal + TSglobal (1) 

TS= trust.setTrust( r, fine) (2) 

Local TS is computed corresponding to the current access request, and it depends 

on multiple access violations. On each such violation, a predefined fine is imposed 

on the requested entity. 
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(∑ TSlocal = 
𝟐

 
𝒊=𝟎 

𝒇𝒊𝒏𝒆[𝒊]𝒊+𝟏) )/ 𝟑 (3) 

 

The second argument of the above method “fine” is a vector that comprises multiple 

components representing different access violation scenarios. 

fine[0] = X (RC tries to access a resource that requires a higher authorization level) 

fine[1] = Y (RC tries to access resource before allowed time interval) 

fine[2] = Z ( RC made frequent access request) 

 

TSglobal = (∑ 𝑾𝒏−𝒊 ∗ 
𝒏

𝒊=𝟏
 TSlocali ) / n           (4) 

Where Wi is a weight, higher weight is assigned to most recent interactions and 

lower weight for past interactions. 

W(n-i) is an aging parameter. 

Now, assigning expression for TSlocal & TSglobal from equation 3 & 4 into equation 

1. 

TS = (∑ 𝒇𝒊𝒏𝒆[𝒊]𝒊+𝟏) )/ 𝟑
𝟐

𝒊=𝟎
 + (∑ 𝑾𝒏−𝒊 ∗ 

𝒏

𝒊=𝟏
 TSlocali ) / n        (5) 

 

The above proposed concept is well defined in algorithm 1 and all the related 

terminologies used within the algorithm is described in Table 5.3. 

 

Table 5.3: Terminologies used in Algorithm. 
 

Term Description 

RC Resource Consumer 

RO Resource Owner 

R Resource 

Action read/write/execute. 

UnblockTime time until which request is blocked 

StaticCheck predefined access policies 

DynamicCheck regulates consumers behavior dynamically 

LRtime Last Request time 

allowedInterval the minimum allowable time between successive requests. 

NoRR Number of Recent Requests (request made in a fixed time 

interval) 
fine]X] Request cancelled after approval 

fine]Y] Too frequent access request 

fine]Z] Multiple requests within a fixed period 



90 
 

The "accessControl()" algorithm orchestrates access control within a system, 

governed by a series of input parameters and predefined policies. It begins by 

initializing internal variables and retrieving a policy based on specific inputs. It 

subsequently performs time-based evaluations, checking if the current time aligns 

with designated UnblockTime criteria and conducting static permission checks 

based on predefined policies. Additionally, it tracks dynamic interactions, imposing 

fines or penalties based on time intervals and predefined thresholds. Trust levels 

are then evaluated using the fines accumulated during the process. Depending on 

these trust levels and certain conditions, the algorithm may set future UnblockTime 

parameters. Ultimately, it assesses both static and dynamic checks to determine if 

they meet established criteria. Successful evaluation triggers the "getApproval()" 

function, while failure prompts notification of a penalty. 

 

Algorithm 5.1: accessControl () 

Input: RC, RO, R, time, Action 
Output: result, penalty 

Requirement: StaticCheckfalse, DynamicChecktrue, penalty  0 

1 r  Policy [(RC, RO, R)] [Action] 
2 if time >=UnblockTime then 

3 r. UnblockTime  0 
4 if (r. permission) then 

5 StaticCheck  true 
6 else if r. permissionLevel! = Action 

7 fine [0]X 

8 endif 

9 endif 

10 if time - r. LRtime < r. allowedInterval then 

11 fine [1] Y 

12 NoRR time - r. SLRtime 

13 if NoRR >= r. threshold then 

14 fine [2] Z 

15 Add implicit behavior IB to the behavior list of TC 
16 endif 

17 DynamicCheck false 

18 endif 

19 endif 

20 r. SLRtime  r. LRtime 

21 r.LRtimetime 

22 TStrust.setTrust(r, fine) 
23 if (fine [2]) then 
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24 UnblockTimetime + mod(TS)*multiplier 

25 endif 

26 Check  StaticCheck AND DynamicCheck 

27 if (Check = = TRUE) AND (TS>=TSth) then 

28 Trigger getApproval() 

29 else 

30 Notify penalty 

31 endif 

 

The "Uploading data to IPFS" algorithm manages the process of uploading data to 

the InterPlanetary File System (IPFS) while ensuring the integrity and structure of 

the data resources. It takes as input the data resource and the hash of the old version 

of the resource tree. Initially, it retrieves the previous version of the ResourceTree 

object using the provided hash. Depending on whether the data resource is text- 

based or not, the algorithm follows distinct paths. For text data, it organizes the data 

into a DataPackage based on the data type property. If no existing DataPackage is 

found, a new one is created and the ResourceData is inserted. If a DataPackage 

exists, the DataResource is appended to it. If the DataPackage reaches its storage 

limit, it's stored in IPFS, and its content hash is obtained. Subsequently, the 

DataResource is attached to a DataBlock to create a new resource tree hash. 

Alternatively, for non-text data, the algorithm stores the dataResource directly in 

IPFS to obtain its content hash. This content hash is then combined with the old 

resource tree hash to create a new resource tree object, generating a new hash for 

the updated resource tree. 

 

Algorithm 5.2: Uploading data to IPFS 

Input: data resource, Old resourceTree hash (ORT-hash) 
Output: content hash of data resource, new ResourceTree hash (NRT-hash) 

1 ORT_object get the old version of ResourceTree object by ORT_hash 
2 if data resource is text data, then 

3 DataPackage get data package according to type of data resource 

4 if DataPackage is Null then 

5 Create new DataPackage 

6 Insert ResourceData to the DataPackage 

7 else 

8 Append DataResource to DataPackage 

9 endif 

10 if DataPackage reached storage limit then 

11 Store DataPackage to IPFS and get content hash 
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12 NRT_hash attach DataResource to DataBlock and obtain new 

resource tree hash 
13 else 

14 DataPackage is temporarily stored 

15 endif 

16 else 

17 Content_hash store dataResource to IPFS and obtain the content hash 

18 NRT_hash attach content hash with ORT hash 

19 Create a new resource tree object and get NRT_hash 
20 endif 

 

5.4 Simulation and Result Analysis 

This section encompasses three subsections where result pattern, security aspects and 

limitations are discussed respectively. 

5.4.1 Result and Discussion 
 

We conducted an evaluation of the execution times for the DC, APC, and TC 

methods across various query scenarios involving concurrent requests set at 50, 

100, 200, 500, and 1000. The time taken for each request was meticulously recorded 

for in-depth analysis, and these findings are graphically presented in Figures 5.5 

through 5.11. Figure 5.5 demonstrates that registering new consumers entails a 

longer processing time compared to retrieving information about registered 

consumers. This is due to the transactional nature of registering a new consumer, 

contrasting with the simpler process of fetching information about an already 

registered consumer, which doesn't require transaction execution.  
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In Figure 5.6, we observed that computing trust scores and imposing fines on 

undesired consumers take more time than retrieving trust scores and imposed fines. 

This disparity arises from the complexities involved in evaluating trust scores and 

imposing fines. Furthermore, we compared the performance of our solution with 

that of references [85] and [116] concerning the execution time of access control 

contract methods. Figures 5.7 through 5.10 depict the running costs of addPolicy, 

updatePolicy, deletePolicy, and verifyAccess methods across these models. Our 

approach aligns closely with [116] in terms of adding and updating policies, while 

[85] exhibits higher time costs. However, our approach takes more time in verifying 

access policies than [116]. Addressing the disparity between the high rate of IoT 

data generation and the relatively slower data validation and storage on the 

Blockchain, we adopted a strategy where IoT data is not directly uploaded onto 

the Blockchain. Instead, it is uploaded onto IPFS, and only a fixed-size hash 

corresponding to the data is recorded on the Blockchain.  

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.6: Running time of TC’s methods 
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Figure 5.7: Running time of addPolicy method 

 
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.8: Running time of updatePolicy method 
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Figure 5.9: Running time of deletePolicy method 

 

  

Figure 5.10: Running time of verifyAccess method 

5.4.2 Security Analysis 

The proposed architecture places significant emphasis on key security parameters, 

specifically Availability, Confidentiality, and Integrity.  
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while transitioning from centralized storage to a distributed storage system. This 

0

50

100

150

200

250

300

50 100 200 500 1000

A
cc

es
s 

ti
m

e/
se

c

Concurrent Requests

Fabric-IoT ABAC Our

250 

 
200 

 
150 

 
100 

 
50 

 
0 

50 100                   200 

Concurrent Requests 

500 1000 

Fabric-IoT ABAC Our 

A
cc

es
s 

ti
m

e/
se

c 



96 
 

transition mitigates the risk of data censorship and eliminates the vulnerability of a 

single point of failure. To counter DoS and DDoS attacks, the architecture mandates 

that each communicating entity registers within the blockchain network via at least 

one manager. Additionally, dynamic authorization within the proposed architecture 

scrutinizes the past interaction patterns of resource consumers (RC). It restricts 

frequent access requests from RCs exhibiting poor trust scores, bolstering 

availability by maintaining system stability. 

Integrity is preserved by preventing the forgery of IoT-generated data. This is 

accomplished by uploading cryptographic hash content, along with the signature of 

the resource owner (RO), rather than the original data. Consequently, any resource 

consumer (RC) can utilize the hash and signature to easily verify the authenticity 

and integrity of the data, ensuring data reliability. 

Confidentiality is upheld through the implementation of static and dynamic 

authorization mechanisms and fine-grained access control within the proposed 

architecture. Both on-chain and off-chain storage exclusively handle encrypted 

data, ensuring confidentiality. This strategy ensures that sensitive information 

remains secure and inaccessible to unauthorized entities, thus achieving 

confidentiality objectives seamlessly. 

 

5.5 Summary 

In this chapter, we successfully integrated IoT and Blockchain technologies, 

establishing a secure IoT data-sharing framework that prioritizes scalability, 

flexibility, resilience, and the integrity and availability of IoT data. This 

Blockchain-based and IPFS-enabled scheme operates through two distinct phases 

of authorization: static authorization and dynamic authorization. Static 

authorization focuses on validating predefined access policies, while dynamic 

authorization computes a trust score for each participating entity (including IoT and 

user devices) and compares it against a predefined threshold value. Access to 

requested resources is granted only upon successful authorization from both phases. 

The integration of IPFS serves to record actual IoT data, significantly enhancing 
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the availability of IoT-generated data compared to centralized storage. 

Furthermore, the dynamic authorization component bolsters the prevention of DoS 

and DDoS attacks, while the incorporation of IPFS supports the realization of 

integrity and confidentiality. 

Our experimental results highlight the efficiency gains achieved by uploading IoT 

data to IPFS versus directly onto the Blockchain. Additionally, the smart contract 

methods in our proposed solution demonstrate notably reduced running times 

compared to leading works in the same domain. However, our current architecture 

operates solely on a single Blockchain platform, limiting its compatibility within a 

genuine IoT ecosystem. Future enhancements aim to adapt this approach for hybrid 

Blockchain networks. Furthermore, our future endeavors involve extensive testing, 

including simulations of malicious behaviors. 
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CHAPTER-6 

CONCLUSION AND FUTURE SCOPE 

6.1 Conclusion 

 
In this comprehensive exploration, our developed Blockchain and IPFS-based 

access management framework represents a significant step toward fortifying 

security and enhancing accessibility in the Internet of Things (IoT) ecosystem. By 

integrating these cutting-edge technologies and implementing both static and 

dynamic authorization policies, we've established a sophisticated and robust model 

that reshapes how IoT data is managed, shared, and secured. 

Chapter 3 focused on crafting specialized authorization algorithms tailored for 

facilitating IoT data sharing. This endeavor primarily aimed to overcome 

constraints inherent in traditional centralized authorization systems by advocating 

decentralized approaches, leveraging the transformative potential of Blockchain 

technology. Notably, our methodology pioneered the integration of adaptable 

authorization policies, specifically designed to suit the dynamic nature inherently 

present within IoT environments. This holistic approach aimed to bolster data 

sharing capabilities while addressing the limitations of conventional authorization 

systems, paving the way for a more resilient and scalable framework for IoT data 

management and access control. 

In chapter 4, we integrated Blockchain and IPFS technologies that addresses critical 

limitations that have long hindered conventional data-sharing methodologies. Our 

framework's utilization of IPFS-based storage eradicates vulnerabilities associated 

with single points of failure, considerably mitigates risks of data censorship, and 

notably amplifies data availability. Simultaneously, it achieves these advancements 

while significantly reducing storage overheads, presenting a compelling case for 

decentralized data management within IoT environments. 

In chapter 5, we proposed a two-phase authorization model involving static and 

dynamic authorization. Static authorization validates predefined access policies, 

while dynamic authorization computes trust scores for IoT and user devices, 
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comparing them to predefined thresholds. Successful authorization from both 

phases grants access to requested resources. This comprehensive approach not only 

bolsters the system against unauthorized access attempts but also proactively 

mitigates potential threats posed by DoS and DDoS attacks, ensuring a more 

resilient and secure IoT environment. Additionally, IPFS is employed to store IoT 

data, enhancing its availability compared to centralized storage. Our experiments 

indicate that uploading IoT data to IPFS is notably faster than direct Blockchain 

uploads, and the execution time of our proposed smart contract methods is 

considerably shorter than existing solutions in the same domain. 

In essence, our Blockchain and IPFS-based access management framework, 

underpinned by dynamic and static authorization policies, signifies a pivotal 

advancement in securing and efficiently managing IoT data. The forthcoming 

trajectory aims to refine adaptability, scalability, and versatility across varied IoT 

environments, solidifying data security, integrity, and access while advancing the 

broader landscape of Blockchain-powered solutions within the IoT paradigm. 

6.2 Future Scope 

 
The current framework, mark a significant leap in Blockchain-integrated IoT access 

management, yet there exist avenues for future advancements. Rigorous testing, 

particularly scalability analysis involving a more extensive device pool, is 

imperative to validate real-world usability.  Additionally, deeper dives into security 

measures, real-world use cases in various industries, and optimizing consensus 

protocols stands as promising areas for further research. These future pursuits are 

essential for refining the framework's capabilities, enhancing its adaptability across 

industries, and cementing its position as a transformative force in IoT data 

management and security. 
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