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ABSTRACT

Now, encryption has become very crucial in this world, especially when important information is
exchanged, because data is the new oil of this era. This means that we require a new, non-
standard, well-secured encryption algorithm to be made. Using the theory of graphs, the
encryption concept will comprise meaningful safety features, thereby eliminating standard sniff
data. Proposed Algorithm: This paper introduces a new encryption algorithm that uses the
characteristics of graph theory in a secure fashion to encrypt and decrypt data. Cryptography
presents the most fundamental pillar of graph theory, loaded with a rich set of tools and concepts
directed at supporting the security system of communication. The result is that complex
relationships within cryptographic systems may be modeled well with graphs because of data
stream representation, network topology, and key exchange mechanisms. In such cryptographic
uses of graph theory, one finds applications in protocols for scrambling an algorithm and
obtaining new algorithms for encryption. The development of encryption schemes is among the
most popular applications to which graph theory has been put for the purpose of increasing
security through cryptography. Graph-theoretic structures and relationships provide the
cryptographic algorithms with a means to encrypt plaintext securely, effectively, and efficiently
into ciphertext. These additional properties of the graphs, such as the connectivity of the vertices
and edge-disjoint paths, are used to assure better data confidentiality and integrity of the data
under encryption through graph-based encryption techniques. Additionally, graph theory
provides one of the important tools that can be applied in the key management and distribution
process of the cryptographic system. Key exchange protocols, like the Diffie-Hellman key
exchange, use a graph-based approach for secure communication channel establishment with the
help of secure exchange of cryptographic keys between two parties. Graph theory also forms the
basis of vulnerability analysis in networks and the design of secure communication networks by
modeling network configurations and identifying possible security risks. In other words, the
applications of graph theory to cryptography are driven by the need to fortify the security of
digital communication through strong solutions that secure sensitive information and reduce

cyber threats in a more connected world.

Keywords: Cryptography; symmetric key; graph algorithms; network security; public key.
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CHAPTER 1
INTRODUCTION

1.1 A Brief Overview

Cryptography, or cryptology, the practice and study of techniques for secure communication
and third parties called adversaries. In actuality, it works on designing and analyzing
protocols which thwart three parties or people from listening in or modifying the data being
transferred between two people employing diverse aspects of information security and
security services most probably including confidentiality, authenticity, and integrity. An
instance is the one called "secure communication,” where both parties send certain data or a
message, and for this, no information must come out that is being supplied to the adversary.
In cryptography, an adversary is a malicious party that wants to extract sensitive data or
information by breaking the neighbor principle of information security. More importantly,
these four basic building blocks of today's cryptographies non-repudiation, authenticity,
integrity of data, and confidentiality.

* Confidentiality: These are collections of standards and guidelines typically embraced by
privacy agreements ensuring the report is available only to a minimal group of participants
in person or at certain locations.

» Data Integrity: Processes to maintain the data and assure that it stays accurate and
consistent at all levels of its life.

* Authentication is confirming whether the data is of the owner or not.

* Non-repudiation: which is the means of providing proof (to a third party) that someone
involved in a transaction or communication cannot deny their identity, signature on a

document or message having been sent.

Encryption —>| Cipher Text ——> Decryption

Readable Format Non-Readable Format Readable Format

Figure 1.1: Basic Flowchart



1.2 Types of Cryptography System

1.2.1 Symmetric Key Cryptography

Symmetric key uses an encryption system of sending key and receiving key, which is also
known as the shared secret key. This would mean that the message must have been sent by
one key and also be decrypted by that same single key. Although symmetric key
cryptography is easy to use and faster, both the receiving and sending ends need to accept a
single secret key in a manner such that it never leaks or should not be known. The most

widely used symmetric key cryptography systems are DES and AES.

Sender Plaintext Ciphered Decrypted Recipient
data Data Plaintext
data

Shared Secret Shared Secret
(key) Encrypts (key) Decrypts
the Data the Data

Figure 1.2: Symmetric Key Cryptography

1.2.2 Hash Functions
This rule set does not use any codes. It is hard to get the words from the secret message
because a set-size code is made from the words. Codes are broadly used in computer systems

to hide codes.

1.2.3 Asymmetric Key Cryptography

Asymmetric key cryptography involves a pair of keys to encrypt and decrypt information.
The public key of the recipient is used for encryption and the private key of the receiver is
used for decryption. Private and public keys are not the same. Only the intended recipient
knows his private key therefore even if the public key is known to all he will be the only one
who will be able to decode it. The most used asymmetric key encryption algorithm is the
RSA algorithm.



i Decrypied Receiver
Sender Plain Text PlainText
Ciphered
Data
Public Key Private Key

Figure 1.3: Asymmetric Key Cryptography

1.2.4 Applications of Cryptography

e Passwords on computers:
Normally, passwords on computers are established and kept through cryptography for
security measures. When a user checks in, his or her password is hashed and
compared to previously saved hashes. Before getting kept, passwords are encrypted
and hashed. In that manner, the technique applied has the effect that passwords are
encrypted so well that a hacker cannot read them, even if they somehow get access to
the password database.

e Secure web browsing:
Sniffing and man-in-the-middle attacks are protected by cryptography. SSL and TLS
execute public-key cryptography in the course of browsing to encrypt data in transit
between a web server and a user, thus creating a secure line of communication.

e E-signatures:
E-signatures are the digital equivalents of handwritten signatures in the digital world.
Public key cryptography can be used in order to verify electronic signatures. Already
in most countries, electronic signatures have been legally recognized under the
information technology acts. Very rapidly, their use is growing..

e Cryptocurrencies:
A huge amount of cryptography is used in the operations of both cryptocurrencies:
Bitcoin and Ethereum. The cryptography secures, authenticates, and, in a manner of
speaking, keeps intact the nature of transactions in a way that even the most powerful
algorithms and cryptographic keys must fail to tamper with the transactions.

e End-to-end Internet Encryption:
It provides a two-way communication channel in use for emails, instant messages, and

video chats. Specifically, it provides mechanisms to make sure that the message will



be read by no one else except the desired recipients, even with encryption applied. In
general, end-to-end encryption is used with strong communication apps, such as
WhatsApp and Signal.

1.2.5 Advantages of Cryptography

Access Control:

Cryptography-based access control can ensure that no person accesses a resource
other than personnel who are authorized to do so. At the most primitive level, the idea
IS to ensure that the person who wants to access the resource is himself the one having
the appropriate key to decrypt it.

Secure Communication:

This technology is very important in the secure communication of the Internet
because it gives very secure methods to send over the Internet sensitive information
such as account numbers, bank account numbers, and their passwords.

Attack protection:

Cryptography provides functionalities that can prevent several types of attacks,
including replays and man-in-the-middle assaults. It advises on how such threats can
be identified and mitigated.

Legal compliance:

It is in this respect that firms can apply cryptography to ensure compliance with

various laws considering privacy, and even data security.

1.3 Graph

Vertices, or nodes, and edges, or lines or arcs joining any two nodes, make up a graph, a non
linear data structure. A graph is formalized as the set of edges (E) and vertices (V),
represented as G(V, E).

Introduction to Graphs

Nodes / Vertices

Figure: 1.4: Introduction to Graphs



Components of a Graph:
e \ertices serve as the foundational units of a graph and are alternatively referred to as

vertex or nodes. Each node/vertex can possess labels or remain unlabelled.

e Edges, on the other hand, establish connections between two nodes within the graph.
In a directed graph, edges are represented as ordered pairs of nodes. They can connect
nodes in various ways without specific constraints. Edges are occasionally termed

arcs, and, like vertices, each edge may have labels or remain unlabelled.

1.3.1 Minimum Spanning Tree

A spanning tree of a connected, undirected graph is a tree-shaped subgraph; that is, it is a tree
that involves all the nodes of the graph. Minimum spanning tree inherits the properties of a
spanning tree and has to ensure its weights are least among all of its possible spanning trees.
Feasible minimum spanning trees exist more than one can be formed in a graph and generally

look like spanning trees.

MST

A 4

Figure 1.5: Minimum Spanning Tree for Directed Graph

Properties of a Spanning Tree:
The following principles characterize a spanning tree:
« Both spanning tree and graph matrices have the same total vertices (V).
« The spanning tree has a fixed number of edges, one less than there are in the total
count, of vertices: E=V - 1.
« There will be no cycle in the spanning tree. It must be connected since it will be put to
use to deliver a single source of components without any portion being unconnected.
» The total cost (or weight) of that tree is the sum of the weights of all the edges of the

spanning tree.



1.3.2 Prim’s Algorithm
Prim's Algorithm is a greedy technique of finding a minimum spanning tree in a graph. It
would find a subset of the edges in the graph where every vertex is contained, such that the
total cost of all these edges is minimized.
The algorithm of Prim works by observing all the neighboring nodes and connections to them
starting from one node and one iteration at a time. It chooses the least weighted edges so that
there is no cycle in the graph.
The Prim's algorithm is going to be greedy in nature. It starts with one vertex and
incrementally adds the single attached edges if they have the least weight until the objective
is achieved. The steps to follow in the Prim's algorithm are now written below:
e Select an arbitrary initial vertex to be used as the base of operations for the Minimum
Spanning Tree (MST).
e Repeat steps 3 to 5 for such vertices until there exists no vertices left not inserted into
the MST. Those are termed as the fringe vertices.
e Find all edges connecting any vertex in the current tree to the fringe vertices.
e Determine the edge of minimum weight present in the set of candidate edges.
e Include the chosen edge in the MST if this process will not create a cycle.

e Return Minimum Spanning Tree and return.

Prim's algorithm finds applications in various scenarios:
e Network Design: Prim's algorithm is applicable in the design of networks.

e Network Cycle Formation: It can be utilized for creating cycles within a network.

e Electrical Wiring Layout: The algorithm is employed in the layout and planning of

electrical wiring cables.

[llustration of Prim's Algorithm:

10 g 5

1

Figure 1.6: Directed Graph



STEP 1: To commence, we opt for a starting vertex from the provided graph; in this instance,

let's select vertex B.

Figure 1.7: Step 1

STEP 2: Next, we find and include the shortest edge that is adjacent to vertex B. Examining
all other edges, BC of length 10 and BD of length 4, We pick edge BD because it is of low
weight so that we then add it to Minimum Spanning Tree (MST).

Figure 1.8: Step 2

STEP 3: The edges with the lowest weights among the remaining choices are then iteratively
chosen. In this instance, we add edges DE and CD to the MST and investigate C's

neighboring vertices, A and E. As a result, we add edge DE to the MST after selecting it.

1
Figure 1.9: Step 3



STEP 4: Following this method, we select edge CD and incorporate it into the MST. The next
option is edge CA because choosing edge CE would result in a cycle in the graph. As a result,

we augment the MST with edge CA.

1
Figure 1.10: Step 4

STEP 5: After doing this all the series of operations, we get a graph in which the Minimum
Spanning Tree is very clearly visible. The sum of the weights of the edges contained in an

MST is often called the cost of that MST.

Step 1.11: Step 5
MST is equal to 4 + 2 + 1 + 3 units.

1.3.3 Adjacency Matrix
An adjacency matrix is explicitly defined as an N by N square matrix, where N is the number
of nodes contained in a graph. It indicates what links and relationships exist in a graph's

edges.



1 1 1

2 1 1

Undirected Graph Adjacency Matrix
Figure 1.12: Graph Representation of Undirected graph to adjacency matrix

The following characteristics of an adjacency matrix :

1. The size of the matrix is related to the number of vertices in the graph.
2. The matrix has dimensions determined by the number of nodes.

3. One can count the number of edges in a graph easily.

4. If the graph has few edges, then the derived matrix is poorly populated.

1.4 Project Objective

The aim of the project is to Investigate the utilization of graph theory concepts such as
connectivity, paths, cycles, and flows in designing secure encryption algorithms, Developing
graph-based encryption schemes that can efficiently protect sensitive data and ensure
confidentiality and integrity during transmission, Exploring graph-based key management
protocols for secure key exchange and distribution in cryptographic systems, Analyzing the
use of graph theory in identifying vulnerabilities in communication networks and designing
secure communication protocols, Evaluating the performance and effectiveness of graph
based cryptographic techniques in comparison to traditional cryptographic methods,
Demonstrating the practical implementation of graph-based cryptographic algorithms in real
world scenarios to showcase their applicability and benefits, and By achieving these
objectives, the project aims to contribute to the advancement of cryptography by harnessing
the power of graph theory to strengthen data security, enable secure communication, and
mitigate cybersecurity threats. The work will further explore the applicability of graph-based
cryptography to practical communication network security, and graph-based as well as some
other possible solutions to boost the overall resiliency of cryptographic systems. Main
project: in general, it is the whole number of types of research and experimentations to
evaluate performance, scalability, and effectiveness of cryptographic graph-based techniques

in real-world scenarios, extracting their potentiality to provide reasonable data protection and



security communication channels within the digital environment. More concretely, the major
project Il leads to a contribution within the general area of cryptography in which advantages
gained by using graph theory as an auxiliary tool ensure data confidentiality, integrity, and
authenticity in cryptographic systems.

10



CHAPTER 2
LITERATURE SURVEY

2.1 Overview

The literature review explains the borderline approach of graph theory in regard to
cryptographic systems. It is clearly meant to try to explore the diverse applications and
implications a graph-based approach might just have in the field of improving data security
and communication privacy. This study intends to cover a wide-ranging study and
consideration of potential ways to introduce the principles of graph theory into the field of
cryptographic science. Key areas of interest for the literature review include the
development of graph-based encryption algorithms, key distribution protocols, and network
security mechanisms required to fortify cryptographic systems against cyber threats.
Consequently, the research will open up strengths, weaknesses, and potential challenges
associated with the innovative approach by analyzing the theoretical bases in use and
practical implementations of graph-based cryptography. The literature survey will also span
the efficacy with which graph-based techniques enforce data privacy, ensure integrity of
messages, and manage to preserve secure communication channels. It then further examines
the systemic way that graph theory gives in the identification of vulnerabilities in the
communication networks, optimization key exchange processes, and enhancement
resilience of the overall system. Therefore, a full-scale literature review on graph-based
cryptography must help provide insights and highlight the emerging trends for the
development of the new directions of study both theoretically and in terms of practice in
this dynamic field. This survey would actually help illustrate new openings for further
research work and innovations emanating from the insights derived from the same. Finally,
the literature review could contribute to advancements within cryptographic practices by
revealing advantages and implications arising from embedding graph theory principles into

modern security solutions.

2.2 Related Work

Graph Theory Matrix Approach in Cryptography and Network Security by Geetha N
K and Ragavi V,2022, Algorithms, Computing, and Mathematics Conference (ACM).

The paper discusses how the Graph Theory Matrix Approach (GTMA) has been integrated
into computer design, information technology, and cryptography. It is shown how the

approach is adopted for data structures, communication networks, security, and, more

11



recently, relating to representation of cyber events and data for secure communication
related works. This paper will begin by detailing the importance of cryptography in secure
communication, expatiating on how TLS encryption can be used to attain a high level of
strong authentication and confidentiality in the transition from HTTP to HTTPS. It is an
explanation of what a digital signature is as a means of electronic identification and
authentication employed in many online transactions and government processes.
Furthermore, the paper delves into end-to-end encryption with an indication of how PGP
(Pretty Good Privacy) could work as a model to secure data and store it while in social
networks and messaging applications. The authors go on to argue that data integrity and
data confidentiality could come through if an encryption procedure is adhered to; for
instance, storage encryption, both at rest and in transit. The paper is written with the
detailed encryption process via GTMA, which shows how a message is turned into a graph
that is then encrypted using a public key. It gives a procedure for encoding step by step such
that ,making the spanning tree and then encrypting the message. The decryption process has
also been provided showing the way through which the actual message can be obtained via
the inverse image of the common key. Conclusion: The paper concludes that good
cryptographic systems ought to have the property of yielding significantly different cipher
texts for even small changes in plain text or keys. It gives reference of few research works
on graph based cryptography, and also refer to the use of matrix operations for the
algorithms to be efficient.

An Approach of Graph Theory on Cryptography by Indhu K and Rekha S, published in
the International Journal for Research in Applied Science & Engineering Technology
(IJRASET) in November 2022.

The authors start off by presenting the general perspective of the notion and term
cryptography. In fact, it concerns the practice of securing information from being
understood in a readable format and, on the contrary, transforming it into an unreadable
format, called ciphertext; the other way around goes under the name of plain text, and all of
that is made by the practices of encryption and decryption. They propose a way of encoding
plaintext into the form of nodes of a graph, where one character is to be transformed into
one vertex, and adjacent characters into adjacent vertices. They generate a cycle graph
containing all pairs of characters and label the edges by an encoding table, which specifies

exactly the respective numerical values given to each letter. Step-by-Step View of Encoding

12



Process The process begins by creating a weighted graph where the labels of each edge
represent the distance between the encoding values of the two connected characters. Edges
are included one by one until a fully connected graph is constructed. Lastly, one special
character is added to the matrix in addition to the maximum weight in the encoding table,
which represents the starting message. A fully constructed graph is shown in matrix form.
The encryption process forms a minimal spanning tree from the graph and stores the
arrangement in the diagonal on the matrix character. The resulting product matrix then
multiplies with another matrix, and the generated encrypted data sends to the recipient. This
will reach decryption for the receiver by multiplying the received cipher text with the
inverse of the shared key matrix. It will then extract the original graph from the original
matrix and solve the plain text message through an encoding table. The finalization of this
paper includes acknowledgments for financial support and a schema of references. The
authors encrypt messages with the help of the approach mixed with graph theory and linear

algebra within the text to make communication secure.

Cryptography — A Graph Theory Approach by Uma Dixit, 2017, International Journal
of Advance Research in Science and Engineering.

The Author describes graph theory in crypto, showing its uses in network security, coding
theory, and communication networks. The paper discusses the categorization of
cryptographic protocols into private-key (symmetric) and public-key (asymmetric) crypto,
including how keys are used during encryption and decryption. It also establishes the
principle of Kerckhoff as one of the basic rules supporting any modern cryptographic
algorithm and defines the implication of the secrecy of the key for the secrecy of the
algorithm. That is, connections of modern cryptology with discrete mathematics, primarily
with graph theory, are discussed in great length to show how the study of graph theory has
been incorporated in the making of newer and stronger cryptographic algorithms. This paper
presents an application that demonstrates how cryptographic methods intertwine with graph
theory.Basically, in this application, text or data is said to be converted into a graph,
wherein each character is treated as a vertex and the adjacent characters of the underlying
text are connected in this graph as its adjacent vertices. The process of selective encryption
with a message-dependent key and the concept of spanning trees in graph theory are nicely
covered. In this work, now the intended method of encryption is a graph to be transformed
to weighted graph, to generate a complete graph and also the minimal spanning tree. The

sample depicted here step by step tells about the processes of encryption, modification of

13



distance matrix, encryption using public key and decryption operation through inverse of
shared key. The bibliography included at the end of this paper also comprises of leading
works in cryptography and graph theory. Overall, the paper is a good effort oriented toward
the in-depth analysis of the relationship between graph theory and cryptography at large,
along with applications in developing methods of encryption. The application described
concisely illustrates how concepts of graph theory can be applied in combination with
cryptographic methods and opens new areas for the application of graph theory in
increasing security and efficiency in cryptographic algorithms.

A Graph Theory Approach in Cryptography by Nandhini R, Maheshwari V and Balaji V,
Journal of Computation Mathematica, 2018

It starts with definitions of weighted graphs and cycle graphs, further what a spanning tree is,
and then its importance in graph theory. Then they proceed to how such ideas would actually
be used in encryption: for example setting text as a graph, making a complete general graph,
and then presenting it in matrix form. A minimal spanning tree can be constructed in a
weighted graph, but the simple process of how a minimal spanning tree can be constructed
has been described below. This leads to the process of encryption using a public key and
generation of cipher text. A decrypting process is also shown and one can see that the source
text is being retrieved from the decrypted graph. In addition, as part of the message-encrypted
text example, "HATE" is recognized for financial support given and accompanied with
references for further reading on a variety of related topics. This paper presents an
introduction to graph theory and its application, particularly in the field of cryptography for
encryption and decryption. It shows how one can convert the plaintext into a graph by
defining every one character to be one vertex and making linked up characters adjacent
according to a cycle graph. Finally, it explains this encoding table, along with how to label
the graph according to the distance, according to the table. It also details how the weighted
graph is drawn and filled with weights sequentially increased. After which it goes on into the
extensive detail of the process to create a minimal span tree from the weighted graph, after
which is the procedure for encryption with matrix operations and a public key, and thereafter
reads to establish how this multiplication can be decrypted using the inverse of the shared
key. Now, with this document, a decrypted text example and financial support are concluded,
and a boast of references where another interested in schemes of cryptography based on
graphs can look for gold. In other words, the document gives elaborate research over the

application of graph theory in cryptography and the full description for encryption and
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decryption. It provides step-by-step guidelines on how to transform the text into a graph and
develop a minimal spanning tree, and how to use matrix operations for encryption and
decryption. Further enhanced with a practical example and an extensive list of references for
follow-up by any interested party in graph theory and cryptography.

15



CHAPTER 3
METHODOLOGY

This section will contain detailed descriptions, flowcharts, and illustrative examples of
the algorithm that explains how the proposed cryptographic method works in this

innovative approach.

3.1 PROPOSED ALGORITHM

The characters in the message are shown as vertices in a graph once it has been retrieved
from the user. A cyclic graph is created by adding each vertex to the graph in turn. After
that, each edge in the cycle that is produced by applying a specific scheme—which will
be covered in a moment—is given an edge weight. After that, weights are assigned to
each of the remaining edges, or the cycle's diagonals. We add vertex and edge with a
special character (let's say "A") that points to the message's initial character. We now
have a weighted undirected graph that is complete. The generated complete graph's
Minimum Spanning Tree (MST) computation comes next. An adjacency matrix
represents an MST. The character order of the original message can be obtained from the
diagonal of the MST. Now, the adjacency matrix of complete graph will multiply with the
adjacency matrix of the MST. Now multiply the resultant matrix again with the key
matrix but in matrix form. At last the result which seems in the final resultant matrix will

be converted into the cipher text that will be sent to the receiver.

Scheme for assigning weights to the edges:

« Start with the character that has been used to point to the 1st character of the input string
(‘A’ in our case). Calculate the difference between the ASCII values of the 1st character
of the input string and this pointer character and assign this weight to the edge between
these two vertices by adding one.

* If the edge is a side of the polygon(cycle) or between the special character and the
starting character, then for computing the edge weights, ASCII values of the characters
are considered and the edge weight of any such edge is computed by calculating the
difference between the ASCII values of the characters and then adding one to it. Calculate
this difference for each edge cyclically. (See the example part for more info).

* The reason for adding one in the above method is to avoid the edge weight of two same

characters from becoming zero. And if the edge weight becomes zero, then while
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computing the MST the program will consider that no edge lies between these vertices
which is a wrong assumption.

* If the edge is a diagonal of the polygon, then edge weights are sequentially assigned
starting from 256 and increasing the weight by 1 each time.

3.2 Cipher Algorithm:

* Replace the initial character with a special character; designate this special character as
A.

* Meanwhile create a vertex for every character in the plain text.

» Join the vertices, connecting them with an edge between each two consecutive
characters in the plaintext so that we have a cycle graph.

* At this stage the graph would take the form of a cycle along with an edge sticking out.

* Assign weights to each edge according to the above scheme.

» Add additional diagonals until a complete graph M2 is constructed, where every newly
inserted diagonal is given a consecutive weight starting from 256.

* Next, the Minimum Spanning Tree is found to be: M2.

« Later, save the vertices in a proper order of sequence in the diagonal places of the M2
matrix

* Now multiply the matrices M1 by M2 to receive M3

* Then we compute the product of M3 with prespecified Shared-Key K to obtain Cipher.

* The message to be encoded after encryption is performed is the Cipher matrix and the

M1 matrix.

Convert data to vertices

Add edges and their weights
using encoding scheme

R 2

Compute Complete Graph
and its Adjacency-matrix M1

L 2 *

Compute MST and its
Adjacency-matrix M2 Get the MST and decode data

¥ *

Multiply M1 to M2 to get M3 Compute M, using M,
I Send C + M, i
Multiply M3 to K where K is = =)
the key matrix Compute M; using K

Figure 3.1: Flowchart

Get the plain text
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3.3 Decipher Algorithm:

* The recipient receives the cipher and M1 matrix one by one from the sender. Receiver
Side

* The receiver derives M3 as the matrix multiplication of C with the inverse form of the
Shared-Secret: —1K.

* Now Calculate M2 by product of the inverse form of M1; that is, by M1-1 and the matrix
M3.

* Now, the receiver end computed MST matrix, M2.

* Then find the original text by decoding M2 with the help of the encoding scheme.

* The original text will then be shown on the receiver side.

3.4 Example

Let’s encrypt the message “WAEL”.

INPUT STRING = “WAEL”

ENCODING:

Step 1: Turn the message into a graph by turning each letter into a vertex.

Convert the message into a graph by converting each letter into a vertex. (Fig 1)

Figure 3.2: Step 1
Step 2: Adding edges to form a complete cycle of the input.
Now connect each pair of characters with a cycle graph. This will give the graph the shape

of a cycle polygon. (See Fig 2)

L/W\A
A\

Figure 3.3: Step 2
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Step 3: Add weights to each of the edges of the cycle.
Add weights for each of the edges using the weighting scheme discussed in the algorithm

section (Using the difference of ASCII values of adjacent vertices- See Fig 3)

7N
e/

Figure 3.4: Step 3
Step 4: Add weights to the diagonals to make the complete graph.
After which add edges some more to make it a complete graph. All the diagonals can be
connected. Now there remains the diagonals that we had added recently to connect which
will have a consecutive weight starting from a maximum weight of 256. The weights of the
diagonals now will be 256, 257, 258...(See Fig 4)

Figure 3.5: Step 4
Step 5: Add a special character for the starting symbol,.
Now, add an extra vertex label “A” to the first character of the message and then compute
the edge weight of this newly created edge using the encoding scheme. (See Fig 5) The

complete adjacency matrix, M1, is shown in Fig 7.
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Figure 3.6:Step 5, 6
Step 6: Determine the MST of the graph and the associated adjacency matrix M2

Now that the complete graph is constructed, find the MST by means of Prim's Algorithm.
The adjacency matrix of this MST, M2. is as follows in Fig 8. The adjacency matrix of the

complete graph constructed is (M1).

ency matrix of the complete graph created is (M1) ST formed by the
LB S SR SRR ++++ 4ttt 44444 + + + 4+ttt ettt e b4+
23.00 0.00 0.00 0.00
0.00 -21.00  256.00

+

[ | 0.00 23.¢ ).00 0.00
\ i

| 0 21.00 0.00 5.0 2 |

\ |

\ |

A

23.00 .6 ) 0.00

0.00 21.¢6 2.00 5.00
256.00 5.00 0.00

.00 12.00 257.00 ) 0.00

\
\
\
\ 0.00 0.6 5.00 3.00
| 0.00 0.6 ).00 8.00
++

B O R O B I B RS S D L B B O S AR RS

larix multipliction of M1 and M2 (=M3) is:

R s o o B s o

\
\
\
\
+

\
\
\
\
\
s

FHHHH L B I

Figure 3.9: Matrix M3 Figure 3.10: Cipher Matrix
Step 7: Computing Matrix M3
We calculate matrix M3 by matrix multiplication of M1 and M2 . The matrix M3 for
“WAEL” is shown in Fig.9 above.
M3 =M1 * M2
Step 8: Computing Cipher Matrix

This is the final step in encrypting the input message. Here, the Cipher matrix is generated
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by matrix multiplication of the pre-defined Key and M3. Now the Cipher and M1 are ready
to be sent to the receiver. Fig.10 above shows the Cipher for our input message.
Cipher = Key * M3
Send ( Cipher + M1 ) to Receiver.
DECODING
Step 1: Receive the data, compute the inverse of the Key
The receiver gets the encoded message and separates the message to retrieve the Cipher
matrix (Fig 10) and the M1 matrix (Fig 7). The receiver node then calculates the inverse of
the pre-shared Key. The Key is shown in Fig 11 and the Key -1 (Key- inverse) is shown in
Fig 12.
Step 2: Compute M3 using Key -1 and Cipher
Now, the matrix M3 is reconstructed using the key-inverse (Key -1) matrix. M3 is
calculated by the matrix multiplication of Key -1 and Cipher matrices.

M3 = Key -1 * Cipher
Step 3: Compute M2 using M1 -1 and M3
Next, Matrix M2 is reconstructed using the inverse of Matrix M1. M2 is calculated by the
matrix multiplication of M1 -1 and M3 matrices.

M2 =M1-1*M3
After the calculation of Matrix M2, each value in the double-data type M2 matrix has to be
converted to the nearest integer by rounding off. Matrix M1 -1 is shown in Fig 13 and
Matrix M2 after rounding off to the nearest integer is shown in Fig 14.
Step 4: Get the MST and decode the data
The matrix M2 (Fig 14) itself represents the MST. After the MST has been extracted, the
original message is decoded from it. To get the original message back, first we traverse
through the right part of the MST (Fig 6) starting from the top and keep adding the weights
every time and find the ASCII character corresponding to the added weight at each edge.
Thus a new character is found by adding the weight at each node and this character is
concatenated to the end of the reconstructed string.
However, this method of decoding the data from MST (Step 4 in decoding) will not work
for all messages. This method worked for the message “WAEL” because the MST of this
graph is cyclic (excluding the special character- See Fig 6). However, in some messages, the
computed MST may not be entirely cyclic. The MST can also be branched. In that case, we
need to change our Step 4 a little bit. In example 2 Step 4 of decoding, has been extended

further to cover all cases.
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Key before matrix inversion is: c Ll
¢ Key after taking
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Figure 3.11: Shared Key

11 Inverse: latrix M2 after round
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Figure 3.13 : M1 Inverse Figure 3.14: M2 after rounding off
EXAMPLE 2

In the previous example, the MST corresponding to the constructed graph of the word
“WAEL” is cyclic (Fig 6). So, Step 4 of decoding (Get the MST and decode data) was quite
simple. But in many messages, the generated MST can be branched. This can be visualized
by using the algorithm for the word “HELLO”. Fig 15- 20 show the various steps involved
in extracting the MST corresponding to the message “HELLO”. We can see that the
generated MST (Fig 20) is actually branched (neglecting the 1st special character). So, the
final decoding process has to be extended to cover all such cases. In this case, first, traverse
through the right branch of the MST and follow the normal process of adding the weights at
each node and getting the corresponding. Then if an edge is absent (denoted by O in the
adjacency matrix), stop the traversing. Come back to the first character (H in this case) and
this time traverse through the left branch and every time subtract the weight from the ASCII
value of the 1st character (H). The character corresponding to this new ASCII value has to
be concatenated to a new string. This is done till we reach the end of the left branch. Finally,
reverse this string and concatenate this string with the string generated during traversal of

the right branch. This will give the final decoded message.
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Fig 15: Step 1 Fig 16: Step 2

Fig 17: Step 3

Fig 18: Step 4 Fig 19: Step 5

Figure 3.15: “HELLO” diagram

Message Decoded in trip 1: String 1 = “HE”
Message Decoded in trip 2: String 2 = “OLL”
Final Decode message: String 1 + reverse(String 2) HELLO

Fig 20: Step 6
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CHAPTER 4
RESULTS

This proposed algorithm was implemented by us using C++ programming language. Our
implementation takes the message as input. First the program encodes the input message
using the encoding algorithm. Then this encoded message is passed on to the decoding
module of our program. The decoding module decodes the message and finally displays the
decoded message. The snapshots when the word “HELLO” was given as input message to

our implementation are shown below:

Figure 4.1: Output SS 1

Figure 4.2 : Output SS 2
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Figure 4.2: Output SS 3
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CHAPTER S
CONCLUSION

In this project, 1 have proposed a technique to encrypt a message using concepts of Graph
theory like Minimum Spanning Trees (MST), Prim’s algorithm, adjacency matrix etc.
Cryptography is necessary in the modern era to send and receive data safely and securely and
our proposed algorithm is able to encrypt the messages with high security.

| have used a secure pre-defined key which is shared between the sender and the recipient
only. The cipher is then generated and passed on to the receiver along with the graph. Once
the recipient receives the necessary data, the MST is re-constructed by the receiver and the
message is regenerated by re-tracing the encryption algorithm in the reverse order. The order
of the characters in the message is determined by traversing the values in the correct order in
the diagonal of the computed MST by the receiver. This algorithm works for almost all types
of characters in the range of ASCII and can be safely used to encrypt passwords and secure

data of short lengths.
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CHAPTER 6
FUTURE WORK

e For messages of greater lengths, the computational time is comparatively higher as
time is consumed in calculating the inverse of a matrix which takes O(n 3 ) time
complexity.

e In such cases, the data of greater lengths can be divided into smaller sub-parts and
then encrypted. The smaller sub-parts decrypted on the receiver end can then be
concatenated to form the original message. This will increase the efficiency of the
algorithm to a large extent.

e Further, we can try to optimize our algorithm by reducing the complexity of various

modules of our algorithm.
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