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Abstract

As the world rapidly urbanizes, smart cities have emerged as a promising solution to
enhance urban environments through the integration of Internet of Things (IoT)
technologies. However, the increasing reliance on interconnected devices and systems
poses significant security challenges that must be addressed to ensure the sustainable
development of these cities. By conducting an extensive analysis of scholarly literature
and real-world case studies, this paper elucidates the multifaceted nature of IoT
security within the smart city landscape. It unveils the complexities surrounding risks
and vulnerabilities unique to this context, shedding light on the necessity for proactive
and comprehensive security measures. Key areas of concern include safeguarding
critical infrastructure, protecting citizen privacy, and bolstering overall urban
resilience. With the widespread adoption of smart devices, the usage of these devices
for daily tasks has surged, resulting in a significant increase in data generation.
However, protecting IoT networks in the context of Smart Cities and modern IoT
technologies poses a substantial challenge due to the potential compromise of user data
by malicious actors. Additionally, the vulnerability of [oT system sensors to attacks is
a pressing concern, given their limited resources and susceptibility to power drainage,
which can have severe consequences for both infrastructure and human safety.
Consequently, extensive efforts are being made to secure networks and nodes against
such threats. This research focuses specifically on Distributed Denial of Service
(DDoS) attacks, which are prevalent across various layers of IoT. The study presents
effective predictive models for identifying and classifying these attacks, employing
optimized features combined with different feature selection techniques. Notably, our
work adopts a unique approach to accurately labeling and classifying the identified
attack types within their respective subclasses. our work also provides an exhaustive
review of various IoT simulation tools and testbeds that can provide new functionality
for designing, modeling, and analyzing the IoT problem and determining their
solution. This will lead to improvised and optimal solutions for improving the quality
of human life. According to the findings of the study, NS3, an open-access simulator,
has been used in numerous studies and is widely used by researchers to solve IoT

problems.
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CHAPTER 1

INTRODUCTION

1.1. INTRODUCTION

The rise of Internet of Things (I0T) technology has revolutionized the
concept of smart cities, where interconnected devices and sensors gather and
exchange vast amounts of data to improve efficiency, sustainability, and quality of
life in urban areas. According to IBM's definition, the concept of a smart city

encompasses three key characteristics: instrumented, interconnected, and intelligent.

Instrumented: This characteristic entails equipping the city with a range of devices
like sensors and actuators. These devices enable the core systems of the city to access

reliable and real-time information.

Interconnected: The smart city involves an extensive network of systems that
collaborate to gather information from diverse locations and sources. This
interconnected infrastructure facilitates the establishment of a link between the
physical world and the digital realm by effectively integrating and coordinating

interconnected and instrumented systems.

Intelligent: The intelligent aspect of a smart city refers to the utilization of data and
information acquired from various systems and devices, such as sensors. This
information is leveraged to enhance the quality of life for citizens, enabling intelligent

decision-making and the implementation of innovative solutions.

While smart cities offer numerous benefits, the widespread deployment of 10T
devices also introduces significant security challenges that must be addressed to
protect these interconnected systems' privacy, integrity, and reliability. 10T security
plays a crucial role in supporting the advancement of smart cities. It encompasses a
range of measures and technologies designed to safeguard the 10T ecosystem from

potential cyber threats and attacks. By implementing robust security practices, smart



cities can mitigate risks and foster trust among citizens, businesses, and government

entities, fully realizing the potential offered by loT-enabled urban environments.

According to the Statista report published on 27 Sep 2022, a projection of the
population for the largest urban agglomerations globally by the year 2035 (Figure 1).
According to the projection, the New York-Newark agglomeration in the United States
is estimated to have a population of approximately 20.8 million individuals. This
projection indicates the anticipated size and scale of urban growth and demographic
trends in one of the largest urban areas in the world. In smart cities' Industrial Internet
of Things (l110T) environments, cybersecurity emerges as a paramount challenge. The
focus lies on preventing unauthorized access, ensuring secure communication to
preserve privacy, and safeguarding edge devices against malware attacks. These issues
represent some of the prominent hurdles faced in the present landscape. The
integration of digital and telecommunication technology aims to enhance the

efficiency of traditional networks and services.

The concept revolves around amalgamating diverse solutions for different
aspects of urban infrastructure, such as safety, parking systems, waste management,
transportation, and city lighting. The objective is to leverage this combination of
solutions to optimize the various assets within cities [1]. A smart city is an urban area
that leverages diverse technologies to simplify people's lives, enhance city
infrastructure, and ensure safety. The smart city mission aims to prioritize the
following elements: security, enhanced infrastructure, advanced technology, energy
efficiency, smart transportation, and improved healthcare services [2]. The concept of
the Smart City (SC) emerged a few years ago, encompassing the notion of utilizing

information and communication technologies to enhance urban functionality [3].

Although the term Smart City is increasingly prevalent, with more cities being
labeled as smart each day, it is still regarded as an evolving concept that continues to
evolve and develop. Smart cities have emerged as a result of the continuous evolution
of urban development and the integration of advanced technologies. Over time, cities
have transformed to embrace innovations and address the growing complexities of
urban life. The notion of smart cities can be adhered to in the early 1990s when the
idea of using ICT to enhance urban governance and services began to gain attention

[4]. The evolution of smart cities has been influenced by several factors, with



technology playing a central role. Advancements in information technology,
telecommunications, and data analytics have significantly contributed to the
development of smart city infrastructure. These technological advancements have
enabled the analysis, collection, and utilization of vast amounts of data, providing
valuable insights for urban planning and resource management [5]. In the early stages
of smart city development, emphasis was placed on deploying ICT infrastructure to

enhance municipal services and improve the quality of life for citizens.
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Figure 1.1: Global megacity population projection 2035

This involved the integration of sensors, networks, and data-driven systems to
monitor and manage various aspects of urban life, including transportation, energy



consumption, waste management, and public safety. As technology continued to
advance, smart cities evolved to embrace more sophisticated solutions [6]. The concept
expanded beyond individual services to focus on creating a holistic ecosystem that
promotes sustainability, efficiency, and citizen engagement. This led to the integration
of smart grids, intelligent transportation systems, smart buildings, and other innovative
solutions that leverage real-time data and automation. Moreover, the proliferation of
Internet connectivity and the advent of 10T further propelled the evolution of smart
cities. 10T devices, embedded in various urban infrastructure components, enabled
seamless communication, data sharing, and interconnectivity [7]. This connectivity
facilitated the optimization of urban services, improved resource allocation, and

enabled the implementation of personalized solutions tailored to citizens' needs.

The role of technology in shaping smart city infrastructure cannot be
overstated. It has revolutionized the way cities are planned, operated, and experienced.
The integration of advanced technologies has allowed for the development of
sustainable and intelligent urban environments, where data-driven decision-making,
automation, and connectivity play a vital role [8]. While cities strive to become more
intelligent and connected through smart city applications, concerns and challenges
related to security and privacy arise. The smart city paradigm, as an information and
networking framework, must effectively safeguard the involved information from
unauthorized access, disclosure, disruption, modification, inspection, and destruction.
To ensure a secure and private environment, various underlying requirements such as
confidentiality, integrity, non-repudiation, availability, access control, and privacy [9]
need to be fulfilled across the realms of information, communication, and physical
infrastructure. However, securing a smart city presents unique challenges. On one
hand, the collection of detailed and privacy-sensitive data from individuals' lives and
surroundings takes place, while on the other hand, this information is processed,
manipulated, and impacts people's lives. These distinctive characteristics make
security and privacy issues particularly challenging, hindering the widespread
adoption and utilization of smart city technologies.

In their study, Natalia Moch and Wioletta Wereda [10] conducted a
comprehensive analysis of both traditional cities and smart cities, aiming to provide
readers with a clear understanding of the distinctions between the two. Their insightful

analysis offers valuable insights into the contrasting characteristics and features

4



exhibited by these urban models. By examining various aspects such as city
organization, focus on inhabitants' needs, implementation of tasks, provision of
services, interoperability of systems and services, the collaboration of individuals, and
openness to innovation, the authors provide a comprehensive overview of the
disparities between traditional cities and smart cities. Their expert analysis sheds light
on the fundamental differences in structure, functionality, and approach, enabling
readers to gain a deeper understanding of the contrasting nature of these two urban

paradigms.

Table 1.1: Smart City and traditional city [10]

Category Traditional City Smart City
City organizations lack integration among the cells | Collaboration among
within the city. various entities within the

city, such as residents and
entrepreneurs, is fostered.
City and inhabitants | limited attention is given to | Emphasis is placed on
addressing the needs of the residents | addressing the requirements
and enhancing the quality of
life for the residents
Implementation of The execution of statutory | Continual enhancement of

tasks obligations in the most | the quality of task execution
straightforward manner is | is pursued.
prioritized.

Provision of services | The services are delivered with a | The integration of service
focus on the convenience of the | management, daily
service provider rather than | operations, technology, and
prioritizing the highest quality and | digital assets is
convenience for the residents. implemented.

Interoperability of Less than normal High

systems and services

Collaboration of Little Permanent

individuals

Openness to

innovation Closed Open

To establish a smart city that enhances the lives of its residents and promotes
resource efficiency, the incorporation of cutting-edge technology and big data
solutions is crucial. However, while Internet of Things (loT) technology holds
tremendous potential for rapid expansion, it also introduces security risks due to the
proliferation of connected devices and participants within the network ecosystem. The
provided statistical data, illustrated in Figure 2, clearly demonstrates the exponential
growth of internet-connected devices. This growth inevitably leads to potential

security vulnerabilities and exploitation opportunities, primarily attributed to the



insufficient implementation of safety measures in the 10T infrastructure and the
inherent characteristics of the diverse network nodes. The implications of these risks
are significant, as these interconnected devices frequently store sensitive personal

information, including health monitoring data and security footage.
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Figure 1.2: Number of connected 0T devices till 2021 and projected till (2022-
2030)

The establishment of a smart city necessitates stringent security and privacy
measures to safeguard the integrity of its infrastructure and protect the sensitive
information of its residents. As innovative technologies and interconnected systems
become integral components of smart cities, ensuring the security of these systems
becomes paramount. One of the primary security needs is the implementation of robust
authentication and access control mechanisms. With numerous interconnected devices
and participants in the smart city ecosystem, it is imperative to verify the identity and
authorize the access of each entity [11]. This prevents unauthorized access and
mitigates the risk of malicious activities. To counteract potential threats, continuous
monitoring, and threat detection systems should be in place. These systems employ
advanced analytics and machine learning techniques to detect anomalous behavior,
suspicious activities, or potential security breaches in real-time. Rapid identification
and response to security incidents help mitigate the impact and prevent further damage.
Another crucial aspect is the establishment of secure communication channels [12].
By employing secure protocols and implementing secure network architectures, the
smart city infrastructure can mitigate the risk of unauthorized interception,

eavesdropping, and tampering of data during transmission. Smart cities must also



prioritize privacy protection. Clear policies and regulations need to be established to
govern the collection, use, storage, and sharing of personal data. Anonymization
techniques, such as data aggregation and pseudonymization, should be employed to

protect the privacy of individuals while still allowing for valuable data analysis.

1.2. SECURITY REQUIREMENT OF SMART CITY

The security requirements of a smart city are critical considerations in establishing
a safe and resilient urban environment. As a smart city integrates numerous
interconnected systems and devices, it becomes imperative to implement robust
security measures that protect the city's infrastructure, data, and the privacy of its
citizens. Expertise in this area is essential to address the unique challenges associated

with securing a complex and interconnected ecosystem.
1.2.1. Secure Network Infrastructure

A smart city requires a secure network infrastructure that employs strong
encryption protocols, secure communication channels, and strict access controls. This
ensures that data transmitted within the network remains confidential and protected

from unauthorized access.
1.2.2. Multi-Factor Authentication

Implementing multi-factor authentication mechanisms is crucial for verifying the
identities of individuals, devices, and systems accessing the smart city's network. This
helps prevent unauthorized access and protects critical systems and data from

compromise.
1.2.3. Robust Data Protection

The protection of sensitive data is paramount in a smart city environment.
Encryption techniques should be employed to secure data at rest and in transit.
Additionally, data anonymization methods can help protect the privacy of individuals

while still enabling valuable data analysis.

1.2.4. Comprehensive Cybersecurity Measures



A smart city must establish a multi-layered cybersecurity framework, including
firewalls, intrusion detection systems, and security monitoring tools. These measures
continuously monitor the network for potential threats, promptly detect and respond to

security incidents, and mitigate risks in real time.
1.2.5. Privacy by Design

Privacy considerations should be integrated into the design and implementation of
smart city technologies and services. Privacy impact assessments, consent
mechanisms, and strict data handling policies should be in place to ensure compliance

with privacy regulations and protect the personal information of citizens.

1.2.6. Physical Security Measures

Physical security is an essential aspect of securing a smart city. Implementing
surveillance systems, access control mechanisms, and physical barriers around critical
infrastructure locations protects against unauthorized physical access and potential
sabotage.
1.2.7. Incident Response and Disaster Recovery

A well-defined incident response plan and disaster recovery strategy are essential
for addressing security incidents effectively. This includes processes for incident
detection, reporting, containment, and recovery to minimize the impact of security
breaches and restore normal operations efficiently.
1.2.8. Training and Awareness

Regular training programs and awareness initiatives should be conducted to
educate employees, citizens, and stakeholders about cybersecurity best practices,
recognize and report potential threats, and maintain secure behaviors. Increased
awareness enhances the overall security posture of the smart city ecosystem.
1.2.9. Collaboration and Partnerships

Collaboration between government entities, private organizations, cybersecurity
experts, and law enforcement agencies is crucial for sharing threat intelligence,
exchanging best practices, and addressing emerging security challenges collectively.
Partnerships foster a proactive approach to security and enable the development of

innovative solutions.



1.3. PROBLEM STATEMENT

In the context of loT-enabled smart cities, Distributed Denial of Service (DDoS)
attacks pose a significant threat due to their resource-intensive nature. These attacks
involve overwhelming a targeted host or network with an excessive volume of request
packets, leading to a depletion of system resources and subsequent disruption of
services. As smart city nodes and sensors typically operate with limited resources, it
becomes crucial to address this issue by developing an efficient machine-learning
model with low computational complexity. Mitigating DDoS attacks in smart cities
requires the deployment of intelligent defense mechanisms capable of identifying and
filtering malicious traffic while minimizing the impact on system resources. To
achieve this, an expertly crafted machine learning model is needed—one that can
effectively distinguish legitimate traffic from malicious requests, while being
lightweight enough to operate within the constraints of resource-limited loT devices.
Designing such a model entails several key considerations. Firstly, it should be trained
on large-scale datasets that encompass various traffic patterns, including both normal

and DDoS attack scenarios specific to smart city environments.

By leveraging representative datasets, the model can learn to accurately detect and
classify attack traffic, thereby enabling proactive defense measures. Secondly, the
machine learning model should be engineered with a focus on computational
efficiency, as resource-constrained 10T devices have limited processing capabilities.
By adopting techniques such as feature selection, dimensionality reduction, and
algorithm optimization, the model's computational complexity can be minimized
without compromising its detection accuracy. Furthermore, the model should be
designed to operate in real-time, enabling timely detection and mitigation of DDoS
attacks within the smart city infrastructure. This necessitates the development of
lightweight algorithms that can quickly process incoming network traffic and make
prompt decisions regarding the presence of attack patterns. Additionally, the model
should be adaptable to dynamic network conditions, allowing it to adjust its detection

thresholds and update its knowledge base to accommodate evolving attack strategies.



1.4. NEED OF THE STUDY

Currently, the existing machine learning models used for DDoS attack detection in
loT-enabled smart cities tend to be highly complex and resource-consuming. These
models typically operate as binary classifiers, determining only whether an attack is
present or not, without providing detailed information about the specific type of attack.
Hence, there is a clear need for a comprehensive study aimed at developing a low-
resource consumption model capable of accurately classifying and identifying the type
of DDoS attack. Addressing this need requires a multifaceted approach that
encompasses data collection, feature engineering, algorithm design, and model
optimization. Firstly, a diverse and representative dataset should be curated,
encompassing various types of DDoS attacks that are prevalent in smart city
environments. Ultimately, the study's findings will contribute to the advancement of
security in loT-enabled smart cities by offering a practical and effective solution that
efficiently detects and classifies DDoS attacks while operating within the limitations

of resource-constrained 10T devices.

1.5. SCOPE OF THE STUDY

The scope of this study encompasses the development and evaluation of a low-
resource consumption machine learning model for the classification and identification
of DDoS attacks in loT-enabled smart cities. This study holds significant relevance in
scenarios where the probability of nodes being targeted by DDoS attacks is notably
high. Particularly, in situations where nodes play critical roles in making important
decisions to prevent malicious activities, the findings of this study can be effectively
utilized to enhance the security posture. In loT-enabled smart cities, nodes often act as
pivotal components responsible for crucial decision-making processes that directly
impact the overall functioning and safety of the infrastructure. By deploying the low-
resource consumption machine learning model developed in this study, smart cities
can bolster their defenses against DDoS attacks and mitigate potential risks to these

vital nodes.
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1.6. OBJECTIVES
1. To study the state-of-art of different attacks in various layers of 10T.

2. To study the existing machine learning model used in the classification or

identification of the various DDoS attacks.
3. To identify the appropriate dataset related to the IoT attacks.

4. To build aless resource-consuming and computationally less expensive model.

1.7. CHAPTER PLAN
The structure of the chapters is as follows:

Chapter 1 provides introductory information about the smart city and the requirement
of the city to become smart, following the benefits and drawbacks of employing 10T

in smart cities.

Chapter 2 is about the literature review done in order to gain a theoretical and

experimental understanding of the topic.

Chapter 3 imparts the knowledge about technologies adopted to achieve the objective
and do the study. It also gives knowledge about the employed dataset and other

available datasets related to 10T security.

Chapter 4 provides detailed information about distributed denial of service attacks,

their various kinds, and their working.

Chapter 5 gives information about the research methodology adopted to perform the

experiment and do the study.

Chapter 6 discusses the results obtained from the experiment and the performance of

various machine learning models in different settings.

Chapter 7 concludes the work done and give detail about future work.

11



CHAPTER 2
LITERATURE REVIEW

2.1. LITERATURE REVIEW

The paper [13] presents a comprehensive study on enhancing the security of an
anonymous roaming authentication scheme with two-factor security in smart city
environments. The authors address the challenges associated with secure
authentication and propose an improved scheme that leverages two-factor security
mechanisms. The research contributes valuable insights and practical solutions for
strengthening the security of authentication schemes in the context of smart cities,
thereby promoting secure and reliable communication in these dynamic environments.
Paper [14] discusses rapid advancement of smart technologies has revolutionized data
generation and collection, encompassing a wide range of sensitive information in smart
cities, including personal, organizational, environmental, energy, transport, and
economic data. The objective is to identify the guilty agent responsible for the data
leakage and enhance the security of critical data. By computing the probability of an
agent is guilty based on the data allocation, the model effectively identifies the
information leaker and safeguards confidential information. The successful
implementation of this model contributes to the efficient usage and security of
sensitive data in smart city environments, promoting the overall advancement and

reliability of smart city concepts.

The paper [15] presents an integrated data mining and Business Intelligence
architecture for analyzing non-emergency data in a Smart City context. The approach
enriches the data with additional contextual information and generates informative
dashboards based on Key Performance Indicators (KPIs) and association rules. The
experiments conducted in a real Smart City environment validate the effectiveness of
the proposed approach. The NED (Non-Emergency Data Analyzer) system serves as
a data mining and Business Intelligence environment specifically designed for
analyzing non-emergency data in a Smart City. Further improvements can be made,

such as extracting multiple-level rules using advanced data mining algorithms to

12



uncover hidden correlations. Overall, this research contributes to understanding urban
security perceptions and supporting decision-making processes in Smart City

management.

Paper [16] explores the concept of smart cities and the role of technology in
improving various domains such as utility, healthcare, transportation, and home. While
numerous loT applications have been developed to enhance the intelligence of smart
cities, there is a need to ensure the suitability of their security strategies. The paper
addresses the challenges faced by system designers in implementing effective security
measures and provides guidance on when, where, and how to implement security
strategies in each smart city domain. It introduces the ANT-centric architecture, which
adopts a data-centric viewpoint to achieve end-to-end data security in a zero-trust

environment.

Paper [17] introduce an ActivityNetwork-Things (ANT)-centric security
reference architecture that encompasses three distinct architectural views when
studying I0oT systems: semantic, internet, and device. This approach provides a
comprehensive framework for addressing security concerns in loT systems by
considering various aspects of the system's architecture and operation. Whereas the
paper by Rani [18] discusses the advancement of sensing and computational
technologies in smart cities has led to the integration of the Internet of Things (loT)
and Cyber-Physical Systems (CPS) in various processes and infrastructure. While this
has enhanced the quality of services in areas such as healthcare, transportation, and

environmental management, it has also increased the vulnerability to cyber-attacks.

Contemporary urban environments are witnessing substantial advancements in the
realm of smart cities, particularly concerning applications that prioritize precise
location awareness, low latency, and robust security. Key examples encompass real-
time manufacturing, patient health monitoring, and emergency fire events. To
effectively meet these demands, the progress of smart cities relies heavily on the
adoption of sophisticated computing paradigms. In this context, fog computing [19]
emerges as a pivotal complement to cloud computing, offering notable advantages
under its proximity to end devices. As the prevalence of smart cities continues to rise,
there has been a notable increase in the utilization of emerging technologies like the

Internet of Things (loT), artificial intelligence (Al), and many more. This paper
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[20][21] has conducted a comprehensive analysis to identify the potential security risks
associated with each of these prominent emerging technologies employed in smart city
initiatives. Regarding 10T devices, the study identified device vulnerabilities, data
breaches, and Distributed Denial of Service (DDoS) attacks as the most significant
threats. The study put forth several recommended countermeasures to mitigate these

security risks.

Specifically, for 10T devices, it is advised to implement robust authentication and
encryption protocols, regularly update the devices, employ network segmentation
techniques, and closely monitor network traffic. This research paper [22] presents an
innovative three-layer architecture called SafeCity, which focuses on the
interconnected ecosystem of smart cities comprising cameras, sensors, and various
physical devices. Within SafeCity, advanced data analysis techniques and machine
learning algorithms are utilized to process and analyze the vast amounts of data
generated in the pervasive environment. By adopting this approach, SafeCity achieves
notable benefits such as reduced processing time, increased throughput, and enhanced

efficiency in handling large-scale data ingestion.

In light of unauthorized access attempts, the integrity of cloud-based information
is at risk. The primary cause of such security breaches is the Distributed Denial of
Service (DDoS) attack, which poses a significant threat to cloud systems. To address
this issue, a novel approach known as FACVO-based DNFN [23] has been developed
for effectively detecting DDoS attacks within cloud environments. This cutting-edge
solution combines the power of fractional anti-corona virus optimization techniques
with deep neuro-fuzzy network models, enabling accurate identification and
mitigation of DDoS attacks in cloud-based systems. The FACVO-based DNFN
algorithm offers enhanced security measures and improved detection capabilities to
safeguard cloud infrastructures against potential threats. The novel methodology put
forward in this study demonstrated remarkable performance in terms of testing
accuracy, True Positive Rate (TPR), True Negative Rate (TNR), and precision when
applied to the NSL-KDD dataset without any attack instances. Specifically, the
achieved values were 0.9304, 0.9088, 0.9293, and 0.8745, respectively employing the
BoT-loT dataset.

14



The Internet of Things (10T) is susceptible to Application layer Denial of Service
(DoS) attacks, particularly those based on protocol vulnerabilities. Such attacks have
the potential to cause extensive service disruptions in traditional systems. To address
this issue, [24] research presents a comprehensive framework for detecting
Application layer DoS attacks specifically targeting the MQTT protocol. The proposed
scheme has been thoroughly evaluated using both legitimate and protocol-compliant
DoS attack scenarios. The results obtained from the experiments reveal a concerning
trend: even when legitimate access to MQTT brokers is denied and resource
restrictions are in place, attackers can still overpower server resources. Furthermore,
researchers have identified key MQTT features that exhibit high accuracy in detecting

these attacks.

The research [25] introduces a novel architecture comprising two integral
components: DoS/DDoS mitigation and DoS/DDoS detection. The component of
detection offers a meticulous approach to identifying and classifying attacks. The study
proposes a multi-class classifier based on the "Looking-Back™ concept. The
effectiveness of the DoS/DDoS detection component is evaluated using the Bot-l1oT
dataset. The evaluation results reveal highly promising outcomes, demonstrating the

potential of the classifier to achieve an exceptional accuracy rate of 99.81%.

The research [26] presents an innovative feature engineering and machine learning
(ML) framework designed specifically for detecting Distributed Denial-of-Service
(DDoS) attacks within the 10T-CIDDS dataset. The framework comprises two distinct
phases, each contributing to the overall effectiveness of the solution. The initial phase
focuses on data set enrichment, utilizing advanced algorithms to enhance the dataset.
A key emphasis is placed on employing sophisticated feature engineering techniques
to perform comprehensive statistical analysis, enabling a deeper understanding of the
dataset's probability distribution and the correlations among its features. Moving to the
second phase, an ML model specifically tailored for DDoS attack detection. To assess
the complexity of the feature-engineered dataset, five different ML techniques are

employed.
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CHAPTER 3

TECHNOLOGY ADOPTED

3.1. INTERNET OF THINGS

The Internet of Things (IoT) represents a significant and transformative shift in
the field of information technology. The term "Internet of Things" or IoT is derived
from the combination of two words: "Internet,” which refers to the global system of
interconnected computer networks utilizing the standard Internet protocol suite
(TCP/IP) to connect billions of users worldwide, and "Things," which encompasses
the various physical devices and objects that are embedded with sensors, software, and
connectivity capabilities. The Internet of Things (loT) refers to the integration of
physical objects, equipped with sensors and actuators, into the digital realm through
wired or wireless networks. This integration enables real-time monitoring, control, and
communication between the physical and digital domains. By connecting objects to
computing systems, the loT allows for seamless data exchange, enabling the digital
monitoring and even remote control of physical objects in various applications and
industries [27].

The phrase "Internet of Things” (IoT) was initially introduced in 1999 by Kevin
Ashton, a prominent British technology innovator. Ashton used this term to describe a
concept wherein physical objects could be interconnected to the Internet through
sensors. He specifically employed the term to demonstrate the potential of connecting
Radio-Frequency Identification (RFID) tags, commonly utilized in corporate supply
chains, to the Internet. This connection allowed for automated counting and tracking
of goods, eliminating the need for human intervention[28]. Since its inception, the
Internet of Things has gained significant popularity as a descriptor for scenarios
wherein objects, devices, sensors, and everyday items are equipped with Internet
connectivity and computing capabilities. This broadens the range of possibilities,
enabling seamless communication and data exchange between physical objects and the
digital world. The evolution of the Internet of Things (10T) can be depicted through
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several distinct phases, as demonstrated in Figure 3. Today, the term "Internet of
Things" serves as a widely recognized expression for illustrating the expansion of
Internet connectivity to diverse objects and devices, revolutionizing various industries

and enhancing everyday experiences.
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Figure 3.1: The 10T evolution

The 10T comprises several key components that work in harmony to enable its
functionalities. First and foremost are the physical devices or "things" themselves,
equipped with sensors, actuators, and connectivity capabilities. These devices generate
vast amounts of data, which is transmitted through networks, both wired and wireless,
to cloud-based platforms or edge computing systems. These platforms provide storage,
processing power, and advanced analytics, allowing for data interpretation, actionable

insights, and intelligent decision-making.
3.1.1. Component of IoT

The Internet of Things (IoT) is composed of several key components that work

together to enable its functionalities. These components include:

1. Things/Devices: The foundation of the 10T is the network of physical objects
or devices, often referred to as "things." These devices can range from everyday items
such as sensors, actuators, and appliances to more complex entities like industrial

machinery and smart infrastructure. Equipped with sensors, processors, and
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connectivity capabilities, these devices collect data, interact with the environment, and

communicate with other devices.

2. Sensors and Actuators: Sensors play a crucial role in the 10T ecosystem by
capturing real-world data such as temperature, humidity, motion, or light intensity.
These sensors convert physical parameters into electrical signals that can be processed
and analyzed. Actuators, on the other hand, enable devices to take actions based on the
data received. They can control physical processes, trigger responses, or adjust settings

in the environment.

3. Connectivity: Connectivity is a fundamental aspect of the 10T, facilitating
seamless communication between devices and enabling data exchange. 10T devices
utilize various connectivity technologies such as Wi-Fi, Bluetooth, cellular networks,
Zighee, Z-Wave, or even satellite communication. The choice of connectivity depends
on factors like range, power consumption, bandwidth requirements, and the specific

application context.

4. Networks: 10T devices connect to networks that serve as the communication
infrastructure for data transfer. These networks can be local area networks (LANS),
wide area networks (WANS), or even the Internet. Depending on the scale and
requirements of the 10T deployment, networks can be centralized or decentralized, and
they may employ different network topologies such as star, mesh, or hybrid

configurations.

5. Data Processing and Analytics: The enormous amount of data generated by
IoT devices require efficient processing and analysis to derive valuable insights.
Cloud-based platforms, edge computing systems, or a combination of both are utilized
for data processing and analytics. Cloud platforms offer scalable storage,
computational power, and advanced analytics capabilities, while edge computing
brings data processing closer to the devices, reducing latency and enabling real-time

decision-making.

6. Applications and Services: IoT applications and services leverage the data
collected from devices to deliver specific functionalities and enhance user experiences.
These applications span various domains, including smart homes, healthcare,

transportation, agriculture, industrial automation, and smart cities. 10T applications
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often involve user interfaces, data visualization tools, automation systems, and

integration with existing software platforms to provide valuable services and insights.

7. Security and Privacy: Security and privacy are critical considerations in the
0T landscape. 10T systems must implement robust security measures to protect
against unauthorized access, data breaches, and malicious activities. This includes
authentication mechanisms, encryption protocols, access controls, secure data
transmission, and regular software updates. Privacy aspects involve safeguarding
personal data, implementing privacy-by-design principles, and complying with
relevant regulations and standards.

3.1.2. loT Architecture Layers

The architecture of the Internet of Things (loT) is a complex framework that
enables the seamless integration of devices, networks, and applications to facilitate
efficient communication and data exchange. This architecture is composed of multiple
layers, each serving a specific purpose and contributing to the overall functionality and
effectiveness of 10T systems. Let's delve into these layers, exploring their unique
characteristics and roles. The architecture of the Internet of Things (IoT) remains a
topic of ongoing discussion among researchers worldwide, resulting in a variety of
proposed architectures. While some researchers advocate for a three-layer loT
architecture, others support a four-layer approach, arguing that the evolving nature of
0T necessitates additional layers to meet application requirements. Furthermore, in
response to the significant security and privacy challenges inherent in 10T, a five-layer
architecture has been proposed as a viable solution. This recently proposed architecture
is believed to effectively address the security and privacy concerns associated with 10T
while fulfilling its operational demands. But, some layers are common in all the
architectures of 10T [29] [30], such as:

1. Perception Layer: At the bottom of the 10T architecture, lies the Perception
Layer, also known as the Sensing Layer. This layer comprises various sensors,
actuators, and other devices that interact with the physical world. Sensors capture real-
world data such as temperature, humidity, light intensity, motion, and more, while
actuators enable physical actions in response to commands. The Perception Layer
forms the bridge between the physical and digital realms, facilitating data acquisition

and transforming physical events into digital signals.
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Figure 3.2: Layers of 10T Architecture

2. Network Layer: Sitting above the Perception Layer is the Network Layer,
responsible for establishing reliable and secure connectivity between devices,
gateways, and cloud platforms. This layer encompasses the communication protocols,
network infrastructure, and technologies that enable data transmission over wired or
wireless networks. It ensures that devices can communicate seamlessly and efficiently,
forming a robust and scalable network for loT deployments.

3. Middleware Layer: The Middleware Layer acts as an intermediary between
the Network Layer and the Application Layer, providing essential services for data
processing, integration, and management. It enables data filtering, aggregation, and
transformation, ensuring that only relevant and meaningful information is passed on
to higher layers. Additionally, the Middleware Layer offers functionalities such as
device discovery, security, data storage, and protocol translation. It plays a crucial role
in decoupling the complexity of the underlying networks from the application logic.

4. Application Layer: The Application Layer represents the highest level of the
loT architecture and encompasses the applications, services, and user interfaces that

leverage the data collected from the devices. This layer facilitates data analysis,
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visualization, and decision-making, allowing users to monitor and control 10T systems
effectively. Applications can range from simple mobile apps to sophisticated
enterprise solutions, catering to various domains such as healthcare, agriculture,

transportation, and smart cities.

5. Security Layer: Embedded throughout the entire 10T architecture is the
Security Layer, which ensures the confidentiality, integrity, and availability of 10T
systems and data. It encompasses various security measures, including encryption,
authentication, access control, and intrusion detection, to protect against cyber threats
and unauthorized access. The Security Layer is of paramount importance due to the

vast amount of sensitive data generated and transmitted by l1oT devices.

6. Processing Layer: Called the middleware layer, plays a crucial role in the IoT
architecture. Positioned above the transport layer, it serves as a vital component
responsible for collecting and processing information received from various sources.
Its primary objective is to extract relevant and meaningful data while eliminating
redundant or irrelevant information. Furthermore, the processing layer addresses the
challenges associated with big data in loT by effectively managing and optimizing the
vast amount of information received. The presence of significant data volumes can
potentially impact the overall performance of 10T systems. Moreover, it is important
to note that the processing layer is vulnerable to various threats, which can sabotage
its integrity and disrupt the performance of the entire 10T infrastructure. Safeguarding
the processing layer from such attacks is crucial for ensuring the seamless and efficient

operation of 10T systems.

7. Business Layer: The business layer plays a pivotal role in the 10T architecture,
acting as the system's overseer and embodying the intended behavior of the
application. Comparable to a manager, this layer assumes responsibilities for the
effective management and control of lIoT applications, as well as the associated
business and profit models. In addition, the business layer addresses the critical aspect
of user privacy, ensuring that appropriate measures are in place to protect sensitive
information. Furthermore, it possesses the capability to define the creation, storage,
and modification of data within the system. It is essential to fortify the security of this
layer, as any vulnerabilities can enable attackers to manipulate applications by

bypassing or exploiting the underlying business logic. Many security issues
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encountered in 10T stem from flaws or inadequacies in the application's security
controls. Strengthening and implementing robust security measures at the business
layer is imperative to mitigate potential risks and safeguard the integrity of the entire

10T ecosystem.
3.1.3. Benefits of Incorporating 10T in Smart City

Incorporating 10T into a smart city framework brings numerous benefits, ranging
from increased efficiency and resource management to improved safety, sustainability,
and quality of life. These advantages pave the way for economic growth and

innovation, making loT an indispensable component of smart city development.
3.1.3.1. Enhanced Efficiency and Resource Management

By integrating 10T technologies into a smart city infrastructure, various systems,
and services can be interconnected and optimized for efficient resource management.
loT-enabled sensors and devices can collect real-time data on energy consumption,
traffic patterns, waste management, and more. This data can be analyzed and utilized
to make informed decisions, leading to better allocation of resources, reduced energy

consumption, and improved overall efficiency.
3.1.3.2. Improved Infrastructure and Utilities

loT applications in a smart city can significantly enhance the monitoring and
management of critical infrastructure and utilities. For instance, 10T sensors embedded
in buildings, bridges, and roads can provide continuous structural health monitoring,
detecting signs of wear and tear in real time. This enables proactive maintenance and
reduces the risk of infrastructure failures. Similarly, 10T can optimize the management
of utilities such as water and electricity by enabling remote monitoring, automated

control, and demand-response systems.
3.1.3.3. Enhanced Safety and Security

IoT technologies contribute to improved safety and security in a smart city.
Connected devices, such as surveillance cameras, smart streetlights, and public safety
sensors, can monitor public spaces, detect anomalies, and provide real-time alerts to
authorities. This enables faster emergency response, crime prevention, and overall

enhanced public safety. Additionally, loT-enabled solutions like smart fire detection
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systems and early warning systems for natural disasters can help minimize risks and

improve emergency preparedness.
3.1.3.4. Sustainable Environmental Practices

loT plays a vital role in promoting sustainability and environmental conservation
in smart cities. By collecting and analyzing data on air quality, noise levels, waste
management, and energy consumption, city officials can implement targeted measures
to reduce pollution, promote recycling, and optimize energy usage. loT-based smart
grids facilitate the integration of renewable energy sources, enabling cities to transition

to cleaner and more sustainable energy systems.
3.1.3.5. Enhanced Quality of Life

The integration of 10T in a smart city leads to an improved quality of life for
residents. 10T applications can provide real-time information on public transportation,
parking availability, and traffic conditions, allowing citizens to make informed
decisions and optimize their daily routines. Smart healthcare solutions powered by IoT
enable remote patient monitoring, personalized healthcare services, and timely
interventions. Additionally, loT-driven smart homes enhance comfort, convenience,

and energy efficiency for residents.
3.1.3.6. Economic Growth and Innovation

Smart city initiatives leveraging loT technologies create a conducive environment
for economic growth and innovation. By attracting businesses and entrepreneurs into
the 10T ecosystem, cities can foster technological advancements, job creation, and
economic opportunities. The availability of real-time data and analytics enable data-
driven decision-making, leading to the development of new services, business models,

and sustainable urban planning.
3.1.4. Limitations of Incorporating lIoT in a Smart City
3.1.4.1. Security and Privacy Concerns

One of the primary limitations of incorporating 10T in a smart city is the
heightened security and privacy risks associated with interconnected devices and
systems. 10T devices are susceptible to cyberattacks, unauthorized access, and data

breaches. Safeguarding the vast network of 10T devices and ensuring the privacy of

23



citizens' personal information requires robust security measures, encryption protocols,
and continuous monitoring. Failure to address these concerns can lead to significant

vulnerabilities and compromise the trust of residents.
3.1.4.2. Interoperability and Standardization Challenges

The successful implementation of 10T in a smart city relies on the interoperability
and seamless integration of diverse devices, platforms, and systems. However,
achieving interoperability stays a question due to the lack of standardized protocols,
data formats, and communication interfaces across different loT devices and
manufacturers. This fragmentation can hinder the exchange and utilization of data,

limit scalability, and impede the overall effectiveness of the smart city infrastructure.
3.1.4.3. Complex Infrastructure and Maintenance

The deployment of loT infrastructure in a smart city requires significant
investment in terms of hardware, connectivity, and supporting systems. Building and
maintaining a vast network of sensors, gateways, and communication infrastructure
can be complex and resource-intensive. Additionally, regular maintenance, software
updates, and addressing technical issues become critical to ensure the continuous
operation of 10T systems. Failure to manage the infrastructure effectively can result in

system downtime, reduced efficiency, and increased costs.
3.1.4.4. Data Management and Analytics

IoT generates massive volumes of data from various sensors and devices within a
smart city. Effectively managing, processing, and analyzing this data to derive
meaningful insights can be a significant challenge. Smart cities need robust data
management frameworks, advanced analytics tools, and data governance practices to
handle the velocity, variety, and veracity of loT-generated data. Without proper data
management strategies in place, the abundance of data can become overwhelming,

leading to information overload and difficulty in extracting valuable insights.
3.1.4.5. Limited Citizen Adoption and Digital Divide

The success of a smart city heavily relies on citizen adoption and engagement with
loT-enabled services and technologies. However, there can be barriers to adoption,
including a lack of awareness, limited digital literacy, and concerns regarding data

privacy. This digital divide can create disparities among citizens, with certain groups
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benefiting more from smart city initiatives than others. Addressing these challenges
requires comprehensive awareness campaigns, accessible user interfaces, and

inclusive strategies to ensure equitable access and participation.
3.1.4.6. Potential for Overreliance and System Dependency

Relying extensively on 10T systems for critical city functions and services can
introduce a level of dependency that poses risks in the event of system failures or
disruptions. Technical glitches, network outages, or cyberattacks can lead to service
interruptions and impact essential services like transportation, energy distribution, or
emergency response. Implementing backup systems, redundancy measures, and robust
disaster recovery plans becomes crucial to mitigate the risks associated with

overreliance on loT systems.

3.2. MACHINE LEARNING

Machine learning is a branch of artificial intelligence (Al) that focuses on the
development of algorithms and models capable of enabling computers to learn and
make predictions or decisions without being explicitly programmed. It empowers
machines to automatically analyze and interpret complex data, recognize patterns, and
extract meaningful insights, thereby driving intelligent decision-making processes
[31]. At its core, machine learning revolves around the concept of creating
mathematical models that can learn from data and improve their performance through
experience. These models are constructed using a variety of algorithms and techniques,
each designed to address specific types of learning tasks and datasets [32]. In the realm
of machine learning, a wide range of algorithms are employed to address diverse data
problems. Data scientists emphasize that there is no universal, one-size-fits-all
algorithm that can efficiently solve every problem. The selection of an algorithm
depends on various factors such as the nature of the problem at hand, the number of

variables involved, and the most suitable model for the specific task.

Supervised learning is one of the fundamental approaches in machine learning. In
this paradigm, a model is trained using labeled data, where the input samples are
accompanied by corresponding desired outputs. The model learns to map inputs to

outputs by generalizing from the training examples and is subsequently capable of
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predicting outputs for new, unseen inputs. This technique is widely employed in
applications such as image classification, spam filtering, and speech recognition[33].

Unsupervised learning, on the other hand, deals with unlabeled data and aims to
discover hidden patterns or structures within the dataset. The model learns to identify
similarities or differences between data points and group them accordingly. Clustering
and dimensionality reduction are common unsupervised learning techniques that find
applications in customer segmentation, anomaly detection, and data visualization [34]
[35].

Reinforcement learning is another prominent approach, inspired by behavioral
psychology. In this framework, an agent interacts with an environment and learns to
take actions that maximize a notion of cumulative reward. Through trial and error, the
agent explores different actions and adjusts its behavior based on the feedback
received. Reinforcement learning has gained attention in domains like robotics, game-

playing, and autonomous systems [36] [37] [38].
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CHAPTER 4

ATTACKS ON THE INTERNET OF THINGS

4.1. INTRODUCTION

As discussed in [39], the paper highlights the critical importance of security in loT
systems and the urgent need for more robust and sophisticated security solutions to
prevent cyber-attacks and protect the confidentiality, integrity, and availability of
sensitive data. The authors also discuss the limitations of existing systems for intrusion
detection and emphasize the necessity for future research to build more effective and
efficient mechanisms for detecting and preventing loT attacks. Overall, this paper
provides valuable insights and recommendations for researchers, industry
professionals, and policymakers to address the security challenges in 10T systems and

develop more secure and trustworthy 10T applications.

Table 4.1: Various Attack Involved in Layers of 10T Architecture

Layer of loT Components of loT Possible Attacks
Perception Sensors, Cameras, | Spoofing, Jamming, Tampering, Physical
Layer Microphones, etc. Damage

Network Layer | Routers, Switches, Hubs, | Eavesdropping, DDoS Attacks, DoS

Gateways, etc. Attacks, MITM Attack
Middleware Protocols, APIs, | Buffer Overflow, Injection Attack, Broken
Layer Messaging Services, etc. Access Control
Application loT Applications, | Privilege Escalation, Data Breach, SQL
Layer Dashboards, Cloud | Injection, Cross-Site Scripting (XSS)

Services, etc.

The use of 10T devices has grown rapidly in recent years, leading to an increase
in cyber-attacks against these devices. Cyber attackers target 10T networks to exploit
their weak links and compromise the connected devices. Similarly, the Industrial

Internet of Things (110T) has gained momentum and is being used to interconnect
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machines, sensors, and actuators in large manufacturing plants. I1oT adoption has
helped companies reduce operational costs and increase productivity. However, as
I1oT relies on the internet to operate, it is vulnerable to cyber-attacks if security
measures are not taken into consideration. Industry 4.0 has emerged as a new version
of smart industries, combining cloud and fog computing, cyber-physical systems
(CPS), and data analytics to automate the manufacturing process. The increased use of
IoT and 10T devices in various applications has led to an increase in cyber-attacks,
necessitating the need for protection mechanisms against them. This paper surveys the
various types of attacks that 10T and 10T networks may face and highlights ways to
mitigate them. The paper’s objective is to provide insights into 10T and 10T devices'
security issues and challenges, serving as a guide for establishing a secure network for
such devices. While fully securing 10T and IloT devices may be a long process,
understanding the different types of cyber-attacks against them is crucial for
developing new protection mechanisms [40].

4.2. ATTACKS ON THE LAYERS OF IOT

The 10T architecture consists of different layers, each with its own set of functions
and vulnerabilities. These layers are physical, communication, middleware,

application, and business layers.
4.2.1 Physical Layer

The physical layer is the lowest layer of the loT architecture, and it includes
devices such as sensors and actuators that collect and transmit data. The devices in this
layer are responsible for collecting data and communicating it to the upper layers. The
physical layer is essential for the industry as it helps in gathering real-time data that
can be analyzed to identify potential problems in the system. However, the physical
layer is prone to attacks such as tampering, eavesdropping, and cloning, which can
result in the loss of sensitive data or the disruption of critical processes. These attacks
can lead to significant problems and losses in industries such as manufacturing and

healthcare.
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4.2.2. Network Layer

The communication layer is responsible for transmitting data between devices in
the 1oT network. It includes protocols such as Wi-Fi, Bluetooth, and Zigbee. The
communication layer is critical to the functioning of the 10T network, as it facilitates
data exchange between different devices and enables the remote monitoring and
control of devices. However, the communication layer is vulnerable to attacks such as
man-in-the-middle (MITM) attacks, denial-of-service (DoS) attacks, and replay
attacks. These attacks can result in the interception, modification, or disruption of data
transmissions, leading to significant problems and losses for industries such as

transportation and logistics.
4.2.3. Middleware Layer

The middleware layer is responsible for managing the data flow and interactions
between devices in the 10T network. It includes software and protocols such as MQTT
and CoAP. The middleware layer is critical to the functioning of the 10T network, as
it ensures that data is transmitted securely and efficiently between devices. However,
the middleware layer is vulnerable to attacks such as buffer overflow attacks, injection
attacks, and cross-site scripting (XSS) attacks. These attacks can result in the
corruption or theft of data, leading to significant problems and losses for industries

such as energy and utilities.
4.2.4. Application Layer

The application layer is responsible for processing and analyzing data collected
from devices in the loT network. It includes software applications such as data
analytics and artificial intelligence (Al) algorithms. The application layer is critical to
the functioning of the 10T network, as it enables real-time monitoring and control of
devices and facilitates decision-making based on data insights. However, the
application layer is vulnerable to attacks such as malware attacks, insider attacks, and
social engineering attacks. These attacks can result in the theft or destruction of data,

leading to significant problems and losses for industries such as finance and banking.
4.2.5. Business Layer

The business layer is responsible for managing the business processes and
services enabled by the 10T network. It includes applications such as supply chain
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management and customer relationship management. The business layer is critical to
the functioning of the 10T network, as it enables efficient and effective management
of business operations. However, the business layer is vulnerable to attacks such as
phishing attacks, ransomware attacks, and identity theft. These attacks can result in the

disruption or destruction of business processes, leading to significant problems and

losses for industries such as retail and e-commerce.

Table 4.2: Types of attacks in various layers of loT

Layer Functionality | Importance Types of | Problems and
for Industry | Attacks L osses
Perception | Collects data | Provides raw | Eavesdropping, | Loss of data
Layer from sensors | data for | Tampering, accuracy,
and other | analysis and | Physical equipment
sources decision Attacks, Denial- | damage,
making of-Service disruption in
(DoS) data collection
Network Transfers data | Enables Man-in-the- Interference
Layer between communicatio | Middle (MitM), | with
devices n and control | Spoofing, DoS, | communication,
of devices Network unauthorized
Scanning access, loss of
control over
devices
Middleware | Provides data | Enables Injection, Unauthorized
Layer processing, integration of | Authentication | access, data
storage, and | multiple and breaches, loss of
other services | devices and | Authorization control over
applications Bypass, devices and
Configuration | applications
Exploits,
Remote Code
Execution
Business Enables Facilitates Data Leaks, | operational
Layer application business Advanced disruption, loss of
development processes and | Persistent Threats | sensitive  data,
and decision making | (APTS), Financial losses,
management Malware, reputational
Phishing, damage
Social
Engineering
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4.3. DISTRIBUTED DENIAL OF SERVICE ATTACK

The paper titled "A Taxonomy of DDoS Attack and DDoS Defense
Mechanisms"[3] provides a comprehensive analysis of distributed denial of service
(DDoS) attacks and the corresponding defense mechanisms. The authors delve into the
intricacies of DDoS attacks, beginning with an explanation of denial of service (DoS)
attacks as the foundation. They then present a taxonomy of DDoS attacks, categorizing
them into distinct types based on their methods of execution and impact on targeted
systems. By detailing various attack vectors such as volumetric attacks, TCP state-
exhaustion attacks, application layer attacks, protocol attacks, reflective/amplified
attacks, and resource depletion attacks, the authors provide a holistic view of the
diverse tactics employed by malicious actors. Additionally, the paper emphasizes the
significance of implementing robust DDoS defense mechanisms to safeguard critical
infrastructures and mitigate the disruptive effects of these attacks. By consolidating a
wide range of attack types and defense strategies, this systematic review serves as a
valuable resource for researchers, practitioners, and organizations striving to enhance

their understanding of DDoS attacks and fortify their security posture.
4.3.1. Various forms of DDoS attacks

4.3.1.1. Volumetric Attacks

These attacks inundate the target network or system with an exceedingly high
volume of traffic, overwhelming its available bandwidth and resources. Noteworthy
examples encompass UDP floods, ICMP floods, and DNS amplification attacks.
4.3.1.2. TCP State-Exhaustion Attacks

These attacks exploit vulnerabilities within the TCP protocol to exhaust the
resources of the target server. Common tactics encompass SYN floods and ACK
floods, which exploit the server's limitations on concurrent connections or available
ports.
4.3.1.3. Application Layer Attacks

These attacks focus on the application layer of the network protocol stack,
intending to overwhelm the target's web servers, databases, or other application-
specific resources. Prominent examples include HTTP floods, Slowloris attacks, and

DNS query floods.
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4.3.1.4. Protocol Attacks

These attacks capitalize on weaknesses within network protocols to disrupt the
target's infrastructure. An illustration of such an attack is an Internet Control Message
Protocol (ICMP) flood, which overwhelms the target by bombarding it with ICMP
echo request packets.
4.3.1.5. Reflective/Amplified Attacks

These attacks exploit legitimate services that can generate a disproportionately
larger response to a small request, enabling the attacker to amplify the impact of the
attack traffic. Notable instances include DNS amplification and NTP amplification
attacks.
4.3.1.6. Resource Depletion Attacks

These attacks specifically target vital resources, such as server CPU, memory, or
database connections, aiming to deplete them and induce service degradation or
disruption.
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Figure 4.1: Global DDoS attack data, showcasing 4 major attacks such as TCP-
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The paper titled "DDoS attacks in 10T networks: a comprehensive systematic
literature review"[4] offers a detailed analysis of distributed denial of service (DDoS)
attacks specifically targeting Internet of Things (I0T) networks. The authors conduct
a systematic literature review to gather insights from existing research and provide a
comprehensive overview of the current state of knowledge in this field. They highlight
the growing threat landscape surrounding 10T devices and the increasing risk of DDoS

attacks targeting these networks.

The paper begins by defining DDoS attacks and their potential impact on 10T
networks, emphasizing the criticality of 10T security. The authors delve into the unique
characteristics and challenges posed by 10T devices, including their limited resources,
heterogeneity, and vast deployment scale, which make them vulnerable to DDoS
attacks. They outline the distinct phases of a DDoS attack, including reconnaissance,

botnet recruitment, command and control, and the actual attack execution.

Furthermore, the paper provides a comprehensive categorization of DDoS attacks
in 10T networks. It highlights various attack vectors, such as ICMP flood, SYN flood,
UDP flood, HTTP flood, and DNS amplification, and discusses their specific
characteristics and potential impact on 10T devices and networks. The authors also
examine the motivations behind DDoS attacks in 10T networks, including financial

gain, political motives, and competitive advantage.
4.3.2. Understanding the Working of DDos Attack

In the context of 10T, a Distributed Denial of Service (DDoS) attack occurs when
an attacker targets 10T devices and networks, overwhelming them with a massive

influx of illegitimate traffic or requests.

1. Attackers search for vulnerable 10T devices within networks. These devices
may have weak security measures or outdated firmware, making them susceptible to
compromise. Common vulnerabilities include default or easily guessable passwords,
unpatched software, or insecure communication protocols.

2. Botnet Formation: Once vulnerable 10T devices are identified, the attacker
gains control over them. This control is often achieved through malware, such as
botnet malware, which infects and takes command of the compromised devices. The
attacker creates a network of these compromised devices, known as a botnet, which

can be used collectively to launch the DDoS attack.
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3. Command and Control (C&C): The attacker establishes a command and control
infrastructure to orchestrate the attack. This infrastructure allows the attacker to
remotely command the compromised 0T devices within the botnet and direct their
actions.

4. Attack Initiation: The attacker instructs the compromised IoT devices to flood
the target with a massive volume of traffic or requests. This flood of traffic
overwhelms the target's resources, such as network bandwidth, processing power, or
memory, causing disruption and rendering the 10T devices or services unavailable to
legitimate users.

5. Traffic Overload: The targeted IoT devices or networks become overwhelmed
and unable to handle the excessive traffic generated by the botnet. This overload may
result in performance degradation, unresponsiveness, or even a complete service

outage.

4.3.3. Different types of attacks at different layers of 10T

4.3.3.1. ICMP Flood

An ICMP flood attack targets the Internet Control Message Protocol (ICMP) by
overwhelming a target network with many ICMP echo request packets. This flood of
packets can consume network resources and disrupt the target's connectivity, rendering
it unresponsive to legitimate traffic.
4.3.3.2. SYN Flood

An SYN flood attack exploits the TCP three-way handshake process by
overwhelming the target server with a flood of SYN requests without completing the
handshake. This depletes server resources and prevents legitimate connections from
being established, causing service disruptions.
4.3.3.3. UDP Flood

In a UDP flood attack, the attacker floods the target with a large volume of User
Datagram Protocol (UDP) packets. Since UDP is connectionless and does not require
a handshake, this attack floods the target's resources and causes network congestion,
leading to service unavailability.
4.3.3.4. HTTP Flood

An HTTP flood attack targets web servers by flooding them with a massive

number of HTTP requests. By overwhelming the server's capacity to handle incoming
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requests, the attacker can exhaust server resources, ensuing in a DoS for legitimate
users.
4.3.3.5. DNS Amplification

A DNS amplification attack exploits vulnerable DNS servers to flood the target
with a high volume of DNS response traffic. By using spoofed IP addresses, the
attacker can amplify the volume of traffic, leading to network congestion and
disruption.
4.3.3.6. NTP Amplification

An NTP amplification attack abuses vulnerable Network Time Protocol (NTP)
servers to flood the target with amplified traffic. The attacker spoofs the source IP
addresses and requests a large amount of data from the NTP servers, causing
congestion and service degradation.
4.3.3.7. SSDP Amplification

An SSDP amplification attack exploits Simple Service Discovery Protocol
(SSDP) devices to generate a high volume of response traffic to the target. By sending
crafted requests to vulnerable SSDP devices, the attacker amplifies the traffic,
overwhelming the target's resources.
4.3.3.8. SNMP Amplification

An SNMP amplification attack leverages Simple Network Management Protocol
(SNMP) devices to generate amplified traffic toward the target. The attacker
manipulates vulnerable SNMP devices to respond to large amounts of data, causing
network congestion and disrupting services.
4.3.3.9. DNS Flood

A DNS flood attack involves overwhelming the target's DNS servers with a flood
of DNS query traffic. By saturating the DNS infrastructure, the attacker disrupts the
resolution process, rendering the target's services unreachable.
4.3.3.10. Slowloris

Slowloris is a type of application-layer DDoS attack that exploits the way web
servers handle simultaneous connections. The attacker establishes numerous
connections to the target server but sends HTTP requests very slowly, keeping the
connections open and tying up server resources, ultimately leading to service
unavailability.
4.3.3.11. Application Layer Attacks
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This category includes various attacks targeting specific applications or
protocols, such as HTTP-based attacks, DNS-based attacks, or attacks on specific
software vulnerabilities. These attacks aim to exploit weaknesses in the application

layer and disrupt the functioning of specific services or applications.
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CHAPTER 5

RESEARCH METHODOLOGY

5.1 INTRODUCTION

This section outlines the methodology employed to conduct the research study and
achieve the objectives outlined in the study. This chapter provides detailed knowledge
about the dataset explored regarding loT security and the dataset that we have
employed to conduct our experiment. The chapter also describes the testbed and

simulator for conducting the study related to loT projects.

5.2. METHODOLOGY

Experimentation starts with selecting the appropriate dataset. The dataset selected

to experiment is discussed in section 5.4.

Figure 5.1: Methodology Adopted to conduct the research work
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5.2.1. Data Pre-Processing

In the pre-processing stage, the dataset consists of seven separate CSV files, each
containing data related to different types of DDoS attacks, NetBIOS attacks, UDP lag
attacks, MSSQL attacks, Portmap, Syn attacks, UDP attacks, and LDAP attacks. The
initial objective is to determine the attack category with the least amount of data to
ensure a balanced representation among the different attack types. Through a
comprehensive analysis, it is found that the “begin” category had the lowest volume

of data.

To address this data imbalance, a combined file is created by merging the
individual attack files. Subsequently, the dataset is modified to equalize the number of
instances for each attack type, thereby ensuring a more balanced representation across
the categories. This equalization process aimed to prevent bias and ensure that each
attack type had an equal opportunity for analysis and modeling. As part of the data
preprocessing, rows with missing values (N/A) were removed to ensure the dataset’s
integrity. The next step involved examining the data types of the remaining columns.
It is identified that several columns contained string-type data, including Timestamp,
Destination IP, Source IP, Similar HTTP, and Flow ID. As these columns did not

contribute to the numerical analysis and modeling, they were dropped from the dataset.

Moreover, to facilitate further analysis, the attacks were encoded as follows:
MSSQL was assigned the value 11101, LDAP was assigned 11111, NetBIOS was
assigned 11110, Portmap was assigned 11010, Syn was assigned 1011, UDP was
assigned 1001, UDPLag was assigned 1000, and BENIGN (representing non-attack
instances) was encoded as 0. This encoding scheme facilitated the classification and

analysis of the attack types within the dataset.
5.2.2. Feature Selection

To identify the columns that significantly influence the results of our machine
learning model, we employed feature selection techniques, specifically Spearman
correlation and Pearson correlation constants. With a dataset containing 89 columns,
this step aimed to identify the most relevant features while considering the constraints
posed by limited computational resources. This feature selection process aimed to
optimize the machine learning model’s performance while considering resource

constraints. By identifying the most influential features, we could reduce the number
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of columns of the dataset and alleviate the computational burden associated with
analyzing all 89 columns.

5.2.3. Optimizing Feature Count

In this stage, our primary objective is to determine the optimal number of columns
that would contribute to achieving higher accuracy in our machine-learning model. To
accomplish this, we employed the previously discussed feature selection techniques—
Spearman correlation constant (SCC) and Pearson correlation constant (PCC)—and
integrated them into the machine learning model. The first step involved applying both
SCC and PCC to the machine learning model and obtaining correlation scores for
every column in the existing dataset. These obtained score values served as indicators
of the strength and direction of the relationships between the columns and the target
variable. Next, we focused on selecting a subset of columns within a range of 5 to 30
based on the obtained correlation scores. This range is determined to strike a balance
between minimizing the number of columns for computational efficiency and
maximizing the information captured for accurate predictions. To evaluate the impact
of column selection on the accuracy, we calculated the accuracy of the machine
learning model for each subset of columns within the specified range. Upon analyzing
the results, it is observed that the top 15 ranked columns, as determined by both SCC
and PCC, consistently demonstrated a higher accuracy compared to other subsets of
columns. This convergence in accuracy for the top 15 ranked columns indicated the
effectiveness of the feature selection techniques in identifying influential features that

contributed significantly to the predictive power of the machine learning model.
5.2.4. Building the ML model

In this stage, we integrated four distinct machine learning models into our
analysis: XGBoost, Decision Tree Classifier, Random Forest Classifier, and Logistic
Regression. The primary objective was to select a model that would consume minimal
computational resources, including computational power and time. This consideration
arose from the fact that the deployed nodes were situated in remote locations with
limited computational capabilities, making resource efficiency a critical factor.

Continuing with the methodology we present the further steps undertaken in the
research methodology, along with the results obtained from the conducted

experiments.
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5.3. AVAILABLE DATASET RELATED TO loT SECURITY

5.3.1. ToN-loT

The purpose of this dataset [41][42] is to gather and investigate diverse data
sources from both the Internet of Things and the Industrial Internet of Things (lioT).
It encompasses heterogeneous data collected from various origins, such as telemetry
data from linked devices, system logs from Linux and Windows operating systems,
and system network traffic. The dataset is constructed based on a realistic network
environment. It aims to assess the accuracy and efficiency of different artificial
intelligence-based cybersecurity applications. To achieve this, the ToN-I0T dataset is
created to interconnect physical systems, cloud layers, multiple virtual machines, and
blurred boundaries. These interactions are dynamically orchestrated using Network
Function Virtualization (NFV), service coordination, and Software-Defined
Networking technology.

The dataset includes continuous sets of valid and malicious events occurring in
IoT services, operating systems, and network systems. Moreover, this dataset is
presented in CSV format, with columns having different categories indicating whether
the behavior is an attack or non-attack, along with the sub-attack type. The attack
subclasses encompass nine different types of attacks, namely Cross-Site Scripting,
DDoS, DoS (Denial-of-Service), password cracking attacks, reconnaissance, or

verification attempts.

5.3.2. Edge-lioT

The dataset [43] [42] aimed at cybersecurity applications in the 10T and IloT
focuses on intrusion detection systems utilizing machine learning techniques. It
encompasses data from a diverse range of devices, including low-cost digital sensors
for humidity and temperature sensing, flame sensors, soil moisture sensors, heart rate
sensors, ultrasonic sensors, Ph sensor meters, and more. Within this database, 14
different types of attacks related to loT and lioT protocols are analyzed and
categorized into five threat categories: Denial-of-Service (DoS) and Distributed
Denial-of-Service (DDoS) attacks, information gathering attacks, injection attacks,
man-in-the-middle attacks, and malware attacks. Among the 1,176 features included
in the dataset, 61 exhibit significant correlations. Notably, the Edge-l1loT dataset

40



encompasses a total of 20,952,648 instances, consisting of 11,223,940 normal records
and 9,728,708 attack records.

The dataset comprises approximately 2.7 GB of data collected over a span of
around 53 hours. It encompasses a big total of 1,194,500 observations, consisting of
1,108,248 benign(non-attack) samples and 88,016 malicious(attack) samples. There
are 41 features within the dataset, chosen specifically based on the variation of their
values during the different attack phases. The testbed used for collecting the data
involved various types of attacks, including command injection, Denial-of-Service

(DoS), reconnaissance, and backdoor attacks.

5.3.3. UNSW-NB15

The UNSW-NB15 dataset was published as “Cyber Range” for Cyber Security
in 2015 by the Australian Center’s lab and has since become widely utilized within the
research community (ACCS). The dataset [44] [41], was generated with the help of
raw network packets produced by the IXIA “perfect storm program”. During the
testing phase, the authors implemented 9 distinct attack scenarios: worms, exploits,
shellcode, reconnaissance, generic attacks, backdoor, analysis, fuzzes, and Denial-of-
Service (DoS). A total of 49 network traffic features were extracted from the dataset,
employing the programs of Argus and Bro-IDS for this purpose. The dataset contains
2,540,044 streams, consisting of 321,283 aggressive (malicious) and 2,218,761 benign

(non-malicious) streams.

5.3.4. Bot-loT

The development of Bot-oT [45][46] involved the utilization of a testbed
comprising a Node-red tool, network taps, network firewalls, multiple VMs with
different operating systems, [45], and the security tool named Argus Network security
tool. This dataset consists of various sets and subsets that differ in terms of the number
of features, size, and file format. The initial set, known as the Raw Set, includes
approximately 71 GB of files of PCAP packet capture. These files capture the network
data impeded in the existing testbed environment by tapping the network. Considering
this set is in its raw form, it requires processing with network analysis tools like Zeek,

Wireshark, or Argus before it becomes usable for traditional ML models.
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Consequently, the features derived from the Raw Set may differ based on the chosen
tool for PCAP processing.

The second set, called the full Set, comprises CSV files, totaling around 73M
instances, obtained with the help of the security tool discussed above. Every element
in this collection symbolizes a network session, and the characteristics of the session
encompass the combined data of all the packets and bytes involved in a singular
communication session between two hosts. Compared to other processed sets or
subsets, the Full Set exhibits the lowest number of total features. It consists of 3
dependent features and 26 independent features. It is worth noting that these 26
independent features exclusively comprise the data of network flow from Argus and
do not incorporate the additional 14 calculated features that were developed.
Moreover, it is essential to highlight that the CSV files of the Full Set do not include
a header row, and each file contains 6 columns with no interspersed data among the
features. These particulars hold significant importance when attempting to convert or

import the data into another format or analysis tool.
5.3.5. CICIDS 2017

The CICIDS2017 dataset [47] comprises a collection of both benign and
commonly observed attacks, closely resembling real-world data captured in PCAP
format. The dataset provides labeled flows obtained through network traffic analysis
employing CICFlowMeter. The category of flow is based on various attributes such as
the timestamp, protocols, ports of source and destination, IPs of source and destination,
and the presence of an attack. The data is available in CSV files, along with a
corresponding definition of the extracted features. Generating realistic background
traffic was the main goal while creating the dataset. To achieve this, the B-Profile
system proposed by Sharafaldin et al. (2016) was utilized. The B-Profile system
profiles the abstract behavior of human interactions and generates benign background
traffic that closely mimics naturalistic patterns. In the case of this dataset, the abstract
25 users' behavior was constructed, incorporating protocols like SSH, HTTP, HTTPS,
FTP, and email.

Data capture for this dataset commenced on 3-07-2017, at 9 AM, and concluded

on 07-07-2017, at 5 PM, spanning a duration of five days. The normal day, Monday,
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solely includes benign traffic. The implemented attacks encompass Brute Force FTP,
Brute Force SSH, Denial-of-Service (DoS), Heartbleed, Web Attack, Infiltration,
Botnet, and Distributed Denial-of-Service (DDoS). These attacks were executed in

both the morning and afternoon sessions from Tuesday to Friday.

5.3.6. KDD Cup “99

The KDD Cup dataset [48] [49] is widely recognized and extensively employed
for conducting experiments related to anomaly detection in computer networks. This
dataset was specifically curated for the Competition of the Third Knowledge
Discovery and Data Mining Tools, comprising data transfers within a virtual
environment. It serves as a subset of the DARPA “’98 datasets, which was obtained
through simulations emulating the operations of a typical US Air Force LAN. The
DARPA dataset spanned nine weeks and encompassed TCP dump data. The data
collection and distribution of the KDD Cup dataset took place at the Lincoln

Laboratory of Massachusetts Institute of Technology (MIT).

The KDD Cup intrusion detection(ID) benchmark comprises three main
components. Firstly, the complete KDD Cup dataset includes instances of both attacks
and non-attack connections. In total, it encompasses 4,898,431 records of individual
connections, each characterized by 41 features classified as either normal or indicative
of attacks. Furthermore, all attacks within the KDD Cup dataset are categorized into

four distinct groups, as outlined in the corresponding table.

Table 5.1: KDD Cup ‘99 dataset

Attacks Category Name of Attacks

Probe satan, portsweep, nmap, ipsweep

DoS teardrop, smurf, pod, Neptune, land, back

U2R(User to Root) rootkit, perl, loadmodule, buffer_overflow

R2L(Remote to warezmaster, warezlient, spy, phf, multihop, imap,
Local) guesspasswd, ftp_write.
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Table 5.2: Various available datasets on 10T security

Dataset Access Type | Link Dataset Detail
Type of Attack Number of Record
Backdoor 508116
DoS 3375328

TON-loT | Open [41] |PPOoS 6165008
Injection 452659
MITM 1052
Scanning 7140161
Ransomware 72805
Password 1718568
XSS 2108944
Normal 796380
MITM 290
Fingerprinting 680
Ransomware 7760
XSS 12,060

Edge-loT | Open [43] Backdoor 19,230
Password 39,950
DDoS-HTTP 38,830
Uploading 29,450
Vulnerability 40,032
scanner
Port-Scanning 15,992
DDoS-TCP 40,065
SQL-Injection 40,671
DDoS-ICMP 54,355
DDoS-UDP 97,256
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Table 5.2: (Continued)

Normal 1,091,199
Generic 215,481
Exploits 44,525
Fuzzers 24,246
UNSW-NB15 | Open [44] | Reconnaissance 13,987
DoS 16,353
Worms 178
Shellcode 1515
Backdoor 2330
Analysis 2680
Normal 2,218,764
OS Fingerprinting 358,278
Service Scanning 1,463,368
BoT-loT Open [45] | Keylogging 1469
Data Exfiltration 118
DoS-TCP 12,315,999
DoS(UDP) 20,659,489
DoS(HTTP) 29,709
DDoS(TCP) 19,547,608
DDoS(UDP) 18,965,109
DDOS(HTTP) 19,790
Normal 9,543
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Table 5.2: (Continued)

FTP-Patator 7,945

DoS Hulk 231,079

SSH-Patator 5,899

DoS Golden Eye 10,293
CIC-IDS 2017 | Open [47] | Dos Slowloris 5,796

DoS Slowhttptest 5,499

Heartbleed 11

Infiltration 36

XSS 652

SQL Injection 21

Brute Force 1,507

Bot 1,996

Portscan 158,930

DDoS 128,027

Normal 2,273,097

Probe 41,102
KDD Cup 99 | Open [48]

DoS 3,883,370

UZ2R 52

R2L 1,126

5.4. DATASET EMPLOYED IN OUR EXPERIMENTAL WORK

CICDD0S2019 dataset [50] consists of a combination of benign network traffic
and the most up-to-date common Distributed Denial-of-Service (DDoS) attacks. The
dataset aims to closely resemble real-world data captured in PCAP format.
Additionally, the dataset includes labeled flows obtained through network traffic

analysis using CICFlowMeter-V3.
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“CICFlowMeter is a comprehensive tool designed for generating and analyzing
network traffic flows. It offers the capability to generate bidirectional flows, where the
direction of flow is determined by the first packet, establishing both the forward
(source to destination) and backward (destination to source) directions.” This allows
for the calculation of more than 80 statistical network traffic features, including
metrics like Length of packets, Number of bytes, Number of packets, and Duration.
These features can be separately computed for the backward and forward directions.
The data is provided in CSV files.

During the creation of this dataset, generating realistic background traffic was of
utmost importance. To achieve this, the authors employed the B-Profile system. This
system profiles the abstract behavior of human interactions and generates realistic
benign(non-attacked) background traffic within the proposed architecture of the
testbed. For this specific dataset, the abstract 25 users' behavior was constructed,
considering protocols like SSH, HTTP, HTTPS, FTP, and email.

Table 5.3:  List of machines with their Ips

Machine Operating System Internet Protocols Address
Server Ubuntu 16.04(Web Server) 192.168.50.1(first day)
192.168.50.4(second day)
Win 10 192.168.50.7
PC’s(first day)
Win 8.1 192.168.50.6
Win Vista 192.168.50.5
PC’s(first day)
Firewall Win 7 192.168.50.8
Fortinet 205.174.165.81
Win 10 192.168.50.8
Win 8.1 192.168.50.7
PC’s(second day)
Win Vista 192.168.50.6
Win 7 192.168.50.9
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The dataset encompasses a variety of modern reflective DDoS attacks, including
SNMP, DNS, NTP, SYN, UDP-Lag, UDP, MSSQL, LDAP, NetBIOS, and PortMap.
These attacks were executed during the designated period. As indicated in Table, a
total of 12 DDoS attacks were executed on the day of training, including SNMP, DNS,
NTP, SYN, UDP-Lag, UDP, MSSQL, LDAP, NetBIOS, SSDP, WebDDoS, TFTP,
and PortMap. On the day of testing, 7 attacks were executed, which include SYN,
UDP-Lag, UDP MSSQL, LDAP, NetBIOS, and PortScan.

Table 5.4: Different types of attacks recorded on 2 days with their timing

Day Number Attacks Types Attack Time Duration
SYN 11:28 - 17:35
UDP-Lag 11:14 - 11:24
UDP 10:53 - 11:03

! MSSQL 10:33 - 10:42
LDAP 10:21 - 10:30
NetBIOS 10:00 — 10:09
PortMap 9:43-9:51
TFTP 13:35-17:15
SYN 13:29 - 13:34
WebDDoS 13:18 — 13:29
UDP-Lag 13:11 - 13:15

2 UDP 12:45 - 13:09
SSDP 12:27 - 12:37
SNMP 12:12 - 12:23
NetBIOS 11:50 - 12:00
MSSQL 11:36 — 11:45
LDAP 11:22 - 11:32
DNS 10:52 — 11:05
NTP 10:35 - 10:45
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It is worth noting that the WebDDoS attack had a low traffic volume, and PortScan
was only executed on the day of testing, making it unexplained for the evaluation of
the proposed model. This dataset [51] addresses the limitations and deficiencies found
in previous datasets. It offers a comprehensive and fully labeled collection of network
traffic data. 80 network traffic features have been extracted and computed for both
benign(non-attack) and DoS flows using the widely available CICFlowMeter, which
can be accessed through the Cybersecurity website by Canadian Institute [50].
Furthermore, the research paper associated with the dataset performs an in-depth
analysis of the generated dataset. This analysis aims to identify the most effective
feature sets for detecting various types of DDoS attacks. Specifically, the study focuses
on reflective DDoS attacks, such as TFTP, MSSQL, LDAP, and DNS as well as SYN,
UDP-Lag, and UDP attacks. By examining and evaluating different feature sets, this
research aims to provide insights into the detection and mitigation of these specific

types of DDoS attacks.
5.5. 10T TESTBEDS

Simulators serve as valuable tools for researchers, enabling them to conduct
feasibility studies for their proposed solutions. However, as the research progresses, a
crucial stage emerges wherein it becomes necessary to validate and the proposed

solution is implemented in the real-world using hardware and networks [52].

Smart Santander primarily focuses on 10T applications and services specifically
designed for smart city domains. The testbed initially encompassed a diverse range of
sensors, including Wireless Sensor Networks (WSN), parking sensors, RFID, and QR

codes.

These sensors comprised a combination of fixed nodes and mobile nodes, the
latter being integrated into vehicles such as buses and taxis. With approximately
20,000 sensor nodes, this extensive testbed serves as a robust infrastructure for
conducting experiments and evaluating 10T solutions. The implementation of the

Smart Santander testbed leverages the programming languages Java and JavaScript.
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Table 5.5: Comparison of Different Testbeds
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The FIT 10T-LAB represents a prominent open-access testbed designed for

conducting extensive 10T experiments. Operating across six distinct sites in France,

this testbed offers researchers and developers a robust platform for exploring and

advancing loT technologies. The testbed boasts a significant number of distributed

nodes, strategically positioned across the sites. These nodes collectively provide users

with a diverse range of precise scientific tools to support the design, development, and

optimization of loT-related devices and systems.

50




CHAPTER 6

RESULTS

6.1. MACHINE LEARNING MODEL ADOPTED

Our research work is executed on 4 ML models i.e. Random forest, XGBoost,
Decision Tree, and Logistic Regression. It has been observed from the experiment that
XGBoost outperforms all the other models in all the parameters. The building model
adopted in our research work is XGBoost (Extreme Gradient boosting)to build a multi-
class classifier that can handle large data sets and also combines the predictions of

weak models to make a strong learner.
6.1.1. Logistic Regression

Logistic regression is a supervised machine learning algorithm used for
classification tasks, where the goal is to predict the dependent variable based on one
or multiple independent features. When dealing with a single independent feature, it is
referred to as logistic regression, whereas when there are multiple independent

features, it is known as multiple regression.
6.1.2. XGBoost

XGBoost is a powerful ML algorithm that leverages the concept of boosting to
enhance predictive accuracy. Boosting is a technique that combines multiple weak
models, known as base learners, to create a stronger and more accurate model.
XGBoost offers a parallel tree-boosting technique, which means it constructs an
ensemble of decision trees sequentially. Each subsequent tree is built to correct the
mistakes made by the previous trees, leading to a gradual improvement in the overall
prediction. The boosting process involves assigning higher weights to misclassified
instances, thereby allowing subsequent trees to focus on those instances and learn from

their errors.
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6.1.3. Decision Tree

The supervised learning algorithm you are referring to is called a decision tree.
Decision trees are widely used for classification tasks, where the goal is to predict the
class or category of a target variable based on learned rules derived from previous data.
The decision tree starts with a root node that represents the entire dataset. The
algorithm then recursively splits the data at each internal node based on the values of
specific features. The splitting criteria are determined by selecting the feature that best
separates the data into homogeneous classes, aiming to maximize the purity or

homogeneity of the resulting subsets.
6.1.4. Random Forest

The random forest classifier is an ensemble machine-learning algorithm that
combines the predictions of multiple decision trees to make accurate classifications. It
operates by constructing a multitude of decision trees during training, each tree is
trained on a random subset of the data and features. During prediction, the random
forest aggregates the predictions of all individual trees to arrive at a final classification.
This approach helps to mitigate overfitting and improve generalization by introducing
randomness and diversity into the model. Furthermore, random forests can handle
high-dimensional data, identify important features, and provide estimates of feature
importance. Overall, the random forest classifier is renowned for its robustness,
scalability, and ability to deliver accurate and reliable predictions across a wide range

of classification problems.
6.2. PERFORMANCE EVALUATION

The evaluation of machine learning models involves the calculation of various
metrics to assess their performance. These metrics include the accuracy of the model,
the confusion matrix, precision, recall, and F-score. By applying different machine
learning models, we can compare their accuracies and other performance evaluation

metrics, enabling us to make informed decisions about the effectiveness of each model.
6.2.1. Accuracy

In the field of machine learning, accuracy refers to the measure of how well a

predictive model can correctly classify or predict instances within a given dataset. It is
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an essential evaluation metric used to assess the performance and reliability of machine
learning algorithms. Accuracy is typically expressed as a percentage and is calculated
by dividing the number of correctly predicted instances by the total number of
instances in the dataset. The resulting value represents the proportion of correct

predictions made by the model.

True Positive (TP) + True Negative (TN)
Total Predictions

Accuracy =
6.2.2. Precision, Recall, and F1-Score

Precision: can be described as the ratio of correctly classified attacks (TP) with
total flows classified as the attack (TP+FP).

True Positive (TP)
True Positive (TP) + False Positive (FP)

Precision =

Table 6.1: Performance metrics of different machine learning models

Feature Machine  Learning | Accuracy [ Precisio | Recal | F1-
Selection Model n | Score
Technique Used
Pearson Logistic Regression 78.94 69.55 69.44 | 68.33
Correlation
Coefficient(PCC)
Random Forest | 84.91 85.08 84.97 | 85.02
Classifier
Decision Tree Classifier | 85.69 86.77 83.60 | 83.88
XGBoost Classifier 86.13 86.84 86.20 | 85.89
Spearman Logistic Regression 84.89 85.18 77.81 |78.52
Correlation
Coefficient(SCC)
Random Forest | 87.76 87.75 87.91 |87.78
Classifier
Decision Tree Classifier | 88.46 89.04 83.45 | 84.31
XGBoost Classifier 88.70 89.14 89.42 | 89.32
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Recall: can be described as the ratio of correctly classified attacks (TP) with the total
flows which are attacks (TP+FN).

True Positive (TP)
True Positive (TP) + False Negative (FN)

Recall =

F1-Score: is the harmonic mean(HM) calculated by considering precision and recall.

2 * (Precision * Recall)

F1-S =
core Precision + Recall

6.2.3. Confusion Matrix

A confusion matrix is a widely used tool in machine learning for evaluating the
performance of a classification model. It provides a tabular representation of the
predicted and actual class labels of a dataset. Although it may sound complex, it is
quite straightforward and useful for assessing the model's accuracy and identifying
potential errors. A confusion matrix consists of four components: true positives (TP),
true negatives (TN), false positives (FP), and false negatives (FN). Here's what each

term means:

True Positives (TP): These are the instances where the model correctly predicts
the positive class. For example, if the model correctly identifies 50 out of 100 spam

emails, then TP would be 50.

True Negatives (TN): These are the instances where the model correctly predicts
the negative class. Continuing with the previous example, if the model correctly

classifies 900 out of 1,000 non-spam emails, then TN would be 900.

False Positives (FP): These are the instances where the model incorrectly predicts
the positive class. In our spam email scenario, if the model incorrectly labels 100 non-
spam emails as spam, then FP would be 100.

False Negatives (FN): These are the instances where the model incorrectly
predicts the negative class. For instance, if the model fails to identify 50 spam emails
out of 100, then FN would be 50.
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We have plotted confusion matrices for all the adopted models discussed above with
both feature selection techniques.
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Figure 6.2: Confusion matrix for Random Forest Classifier with PCC and SCC
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Figure 6.3: Confusion matrix for Decision Tree Classifier with PCC and SCC
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CHAPTER 7

CONCLUSION AND FUTURE WORK

In conclusion, this study delved into the detrimental impact of DDoS attacks on
IoT devices within smart city environments. The increasing interconnectivity of
devices in smart cities brings immense advantages, but it also exposes vulnerabilities
that malicious actors can exploit. DDoS attacks pose a significant threat to the
availability and functionality of 10T devices, thus jeopardizing critical services and
essential infrastructure in smart cities. To combat this challenge, a machine learning
approach was proposed in this research to predict DDoS attacks on 10T devices within
smart cities. By harnessing the power of machine learning algorithms which is
combined with efficient feature selection techniques, the proposed solution aims to
swiftly detect with less resource consumption and mitigate DDoS attacks in real-time,
significantly bolstering the security and resilience of smart city infrastructures with
minimum resource requirement. The research undertaken involved the selection of
efficient open datasets available which is covering all the recent DDoS attack types.
Advanced feature engineering techniques were deployed to extract meaningful
insights, while we used an efficient machine learning model which is XGBoost
(Extreme Gradient Boosting), and compared its performance with other classical
machine learning models such as Decision tree classifier, Logistic regression, Random
forest classifier. The experimental results presented in this study underscore the
efficacy of the XGBoost classifier with the Spearman Correlation coefficient(SCC)
approach in accurately predicting DDoS attacks on 10T devices within smart cities.
The model exhibited impressive accuracy, precision, recall, and F1-score, thus
affirming its potential to precisely identify and mitigate DDoS attacks in real-world
scenarios. The implications of this research are profound for the security and well-
being of smart cities. By proactively detecting and mitigating DDoS attacks, the
proposed machine learning approach plays a crucial role in thwarting service
disruptions, safeguarding critical infrastructure, and ensuring uninterrupted operations
of smart city systems. As future work unfolds, refining the model, incorporating
additional pertinent features, and evaluating its performance in larger-scale smart city

deployments are vital steps for further enhancements.
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For any query, kindly email at iccsea@giet.edu
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Sent Dear Sir/Mam,

Greetings from ICCS KILBY 100 conference!
Drafts

More We have reached the final decision regarding your manuscript with ID 651 to our conference KILBY100 ICCS 2023.
Our decision is to: Accept Submission and it will be submitted to the publication phase.
Labels Submit the camera ready paper on the same mail id. as per the details in Template, Copyright Form and Author Guidelines are available

If you have any queries or require assistance at any stage of this process, feel free to contact us. We will be more than happy to help.
Warm Regards,

Team ICCS

KILBY100
7th International Conference on Computing Sciences 2023

<<—\ Reply) C«-\ Reply all> Cﬁ Forward)

Enable desktop notifications for Gmail.  OK  No thanks X
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&« @ Admission Open for Academic Session 2023 with Scholarsh »»

ACADEMICS (HTTPS//WWW.LPU.INJACADEMICS/)  ADMISSIONS (HTTPS:/WWW.LPU.IN/ADMISSION/ADMISSIONS.PHP)  PLACEMENTS (/WWW.LPU.IN/PLACEMENTS.PHP)

@ JIVS

KILBY 100
7TH INTERNATIONAL JOINT CONFERENCE

ON COMPUTING SCIENCES (ICCS-2023)

in association with

Southern Federal University, Russia
(https://sfedu.ru/index_eng.php)

Mizan Tepi University, Ethiopia (http:/www.mtu.edu.et/)
TH

CONFERENCE MODE:

ONLINE REGISTRATION (REGISTRATIONFORM.ASPX)

SCHEDULE (PDF/KILBYT00-TECHNICAL-SESSION-SHEET.XLSX)

KILBY 100 (index.php)
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All accepted papers will be
published in Scopus indexed
proceedings/Journals.

About KILBY100

The year 2023 marks the 100th birth anniversary of
Jack Kilby who was an American electrical engineer
and inventor who is best known for his contribution to
the development of the microchip. He was born on
November 8, 1923 in Jefferson City, Missouri, USA.
Kilby's invention of the microchip in 1958
revolutionized the electronics industry, making it
possible to produce integrated circuits in high
volumes, and at low cost. His innovation paved the
way for the modern computer and information
technology revolution. Kilby received the Nobel Prize
in Physics in 2000 for his work in this field. School of
Computer Science and Engineering, under the aegis
of Lovely Professional University, pays homage to this
great engineer by hosting “KILBY100" — 7th
International Conference on Computing Sciences.

Objectives of the Conference

The main objective of the conference is to provide a
unigue platform to facilitate the scientists, researchers,
academicians, industrialists, and students to share the
recent advancements and the challenges in the all
aspects of Computer Science and Engineering.

To exchange Innovative Ideas among the researchers in
the area of Computer Science and Engineering from all
around the world.

To provide an opportunity for national and international
experts and industry leaders to share their experiences

and success stories.

THE PATRONS

Shri Ashok K Mittal
CHIEF PATRON
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"Chancellor,
Lovelv Professional Universitv. Puniab. India "

Smt Rashmi Mittal
PATRON

"Pro Chancellor,
Lovely Professional University, Punjab, India "

Dr. Preeti Bajaj
HONORARY CHAIR

"Vice Chancellor,
Lovely Professional University, Punjab, India "
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