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ABSTRACT 

 

Computer iscience iis ifundamentally ilinked ito ithe iphysical iworld. 

The imachines iwe iuse ito iaccess ithe iInternet, ithe iJava iprograms iwritten iby ia istudent iin ian 

iintroductory icomputer iscience iclass, iand iindeed ieverything iwe igenerally irefer ito ias ia 

i“computer” iis i based i on i a i set i of i physical i assumptions. iUnfortunately, i the i underlying 

i physical i assumptions ion iwhich inearly iall imodern icomputers irely iare ioutdated. iThe itwentieth 

icentury isaw ithe irise iof iquantum imechanics, irevealing istrange iphenomena iincluding isuperposition 

iand ientanglement, iwhile iwe iare istill istuck iwith icomputers ibased ion iclassical iphysics. iThe inew iand 

iincredibly irich ifield iof iquantum icomputation iand iinformation iseeks ito iharness ithe ipower iof 

iquantum imechanics iin iorder ito idevelop isignificantly imore ipowerful icomputational itechniques 

i . 

The iclassical ipicture iof ithe iworld iis iintuitive. iWe ithink iof ielectric icurrent ias ithe imotion iof 

ielectrons iacross ia ivoltage, iand iof ielectrons ias idiscrete iparticles. iThey icannot ibe iin imore ithan ione 

istate isimultaneously, iand ithey ihave ia idefinite ilocation, imomentum, ienergy iand itime. iQuantum 

imechanics i is i more i bizarre. iQuantum icomputers iopen iup ia islew iof inew icryptographic 

ipossibilities, iincluding ikey idistribution, iconfidentiality, iintegrity, iand inon-repudiation. iQuantum 

icryptographic itechniques idiffer isignificantly ifrom iconventional icryptography idue ito ithe 

idestructive iand iprobabilistic icharacter iof iquantum imeasurements, ias iwell ias ithe ino-cloning 

itheorem, iwhich iforbids ithe iduplication iof iquantum istates. iAlthough ia ivast inumber iof ithese 

imethods ihave ibeen ipresented, ithere ihas ibeen ilittle icomparative iresearch. iIn iorder ito iprovide ian 

ioverview iof ithe ipresent istate iof ithe isubject, iwe iconduct ia istudy iof iexisting iprotocols iwith ia ifocus 

ion ipractical iapplications.. iWe ialso ishow ihow ito imake ia iquantum icryptography ialgorithm ithat 

iprovides iconfidentiality, iintegrity, iand inon-repudiation. iAdditionally, iwe igeneralise iour 

iimplementation imethod ito igive ia itemplate ifor iconverting ialgorithms ifrom ia iresearch iarticle ito ia 

iquantum iprogramming ienvironment. i 
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CHAPTER i1 i i 

 
INTRODUCTION 

The iworld iis ion ithe iverge iof ia inew icomputing irevolution ibecause ito iquantum icomputers. 

iQuantum icomputers iwill ibe iable ito itackle icomplicated iproblems iin iminutes ithat ia iclassical 

icomputer iwould itake ithousands iof iyears ito isolve iusing ithe iunique ifeatures iof isubatomic 

iparticles. iMany iof ithese iissues, isuch ias ithe iprime ifactorization iproblem iat ithe iheart iof iinternet 

isecurity, iare ibasic ito icurrent icryptography.While iquantum icomputers icurrently ilack ithe 

iintelligence irequired ito icrack itoday’s iencryption imethods, iit iis ionly ia imatter iof itime ibefore 

ithey ido. iThis iresearch iintends ito iinvestigate ithe iconsequences iof iquantum icomputing ion 

icryptography iin iorder ito istay iahead iof ithis ilooming ithreat iand iprotect isensitive 

icommunications iranging ifrom iinternet ibrowsing ito imilitary icommands. 

 

Messages imust ibe iguaranteed idelivery, inot itampered iwith, iand iauthenticated iand icorrect iin 

ivery isensitive icommunications isystems, isuch ias ithose iused ito ibegin ia imilitary ioperation. iNon-

repudiation iis ia isignificant iconcern isince ithese isystems imust inot iallow ifor imisleading 

icommunications, iwhich imight iresult iin iwidespread ideath iin ithe iworst-case iscenario. iIn ia iworld 

iwhen iquantum icomputers iare icommon iand icapable, ithe ipurpose iof ithis istudy iis ito idetermine 

ithe ioptimal iways ifor ia icrucial isystem ito iconvey iconfidential iinformation iwith ia iguarantee iof 

iintegrity iand inon-repudiation. iQuantum ikey idistribution, iquantum idigital isignatures, iand 

iquantum-resistant iencryption ialgorithms iexecuted ion ia iconventional icomputer iare iexamples iof 

icryptographic iprocesses. 

 

1.1 Background iand iProblem iContext 

 
Data imay ibe isent ipractically iquickly ifrom ione iside iof ithe iworld ito ithe iother iin ithe iera iof i5G 

ihigh-speed iinternet isurfing. iThe idisadvantage iof ithis itechnical iconvenience iis ithat ithe 

iconfidential iinformation ishared iby iboth iparties iin ia icommunication imight ibe ieasily iexposed ito 

ia imalevolent ithird iparty. iFortunately, icurrent icryptographic imethods iare isufficient ito isecure 

iusers’ iprivacy ibecause ithe imost imajority iof ithem iare iimpossible ito icrack iusing iregular 

icomputers’ iprocessing icapability. iWhen iquantum icomputers ibecome iavailable, ihowever, 

ipractically ievery icurrently iemployed iencryption itechnique iwill ibe isusceptible, iresulting iin 
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ienormous idata ileaks. iAs ia iresult, iit’s icritical ito icomprehend iquantum icomputers iand iwhy 

ithey’re icapable iof idestroying iconventional icryptography. 

 

A iquantum icomputer iis ia iphysical idevice ithat ican iovercome imany iof ithe iconstraints iof 

itraditional icomputers. iQuantum icomputers iuse iquantum imechanics iprinciples ito iperform ihigh-

speed imathematical iand ilogical iprocesses iin iorder ito istore iand iprocess iqubit idata. iQuantum 

icomputers ihave itheir iown ibasic iunit, ithe iquantum ibit, iwhich idistinguishes ibetween izeros iand 

iones, ior ibits, iby iturning ion iand ioff ilogical igates ion ian iintegrated icircuit. iThe iclassical ibit istates 

iof i0 iand i1 iare isubstituted iby itwo iquantum istates iin ithese iquantum ibits, ior iqubits, i|0〉 iand i|1〉. 

iThe itwo iorthogonal ipolarisation idirections iof ia iphoton, ithe ispin idirections iof ian ielectron iin ia 

imagnetic ifield, ithe itwo idirections iof ia inuclear ispin, ior ithe imultiple ienergy ilevels iof ian ielectron 

iin ian iatom ican iall ibe irepresented iin ia iquantum icomputer. 

 

The ifact ithat iqubits ican iexist iin ia isuperposition iof itwo ilogical istates iis ia imore isignificant 

idistinction ibetween ibits iand iqubits. i"Unlike iclassical ibits, iquantum ibits ican ibe iin ia 

isuperposition istate ithat iencodes iboth i0 iand i1." iThere iis ino iadequate iclassical iexplanation ifor 

isuperpositions: ia iquantum ibit iexpressing i0 iand i1 icannot ibe iinterpreted ias ibeing i’between’ i0 

iand i1 ior ias ia ihidden iunknown istate irepresenting ieither i0 ior i1 iwith ia ifixed iprobability." iQubits 

ican ialso ibecome ientangled, icausing imeasurements iof ione ito ihave ian iimpact ion iothers. iAs ia 

iresult iof ithese iqubit icharacteristics, iquantum icomputers imay iprocess iinformation idifferently 

iand iefficiently itackle ia inew iclass iof iproblems ithan itraditional icomputers. 

 

1.2 Motivation 

 
Encryption iis iused iin iall iaspects iof imodern ilife, ifrom iinternet ibrowsing ito imedical igadgets, 

iwireless ivehicle ikeys ito inuclear icontrol isystems. iQuantum icomputing iposes ia idanger ito 

ipractically iall ipresent iencryption ialgorithms iin isome iform, ieither iby isignificantly ilowering ikey 

istrength ior iby icompletely idestroying ithe ialgorithm. iAs ia iresult, igrasping ithe isignificance iof 

iquantum icomputing iand inovel icryptographic iprotocols iis icrucial, iwith iimplications iranging 

ifrom ipersonal iprivacy ito inational isecurity. 

Unlike iin ithe iprevious icentury, ifighting ibetween icountries iis ino ilonger ijust ia imatter iof 

iemploying imodern iweapons ior igaining ia igeographical iadvantage ito isuppress ior idestroy ithe 

iadversary. iInstead, imodern icombat iis idominated iby iinformation itransmission iand 
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imanipulation, isometimes iknown ias iinformation iwarfare. iIt iis icritical iin ithis iinstance ito isend 

iinformation ibetween ithe iagent iand ithe icommander iin ia itimely iand isecure imanner. iFor 

iexample, imessages iin ivery isensitive icommunications isystems, isuch ias ithose iused ito ilaunch ia 

imilitary iattack, imust ibe iguaranteed idelivery, iuntampered iwith, iand iauthenticated iand icorrect. 

iFalse imessages imust inot ibe iallowed, ias ithey imight iresult iin ienormous ileaks iof istate isecrets ior, 

iin ithe iworst-case iscenario, iwidespread iloss iof ilife, ihence inon-repudiation iis ia imajor iproblem. 

 
1.3 Goals iand iResearch iQuestions 

 
As ipreviously istated, ithe ipurpose iof ithis iproject iis ito ifind ithe ibest imeans ifor ia icrucial isystem ito 

iconvey iconfidential iinformation iwhile imaintaining isecrecy, iintegrity, iand inon-repudiation iin ia 

iworld iwhere iquantum icomputers iare icommon iand icapable. iQuantum ikey idistribution, 

iquantum idigital isignatures, iand iquantum-resistant iencryption ialgorithms irun ion ia iconventional 

icomputer iare iexamples iof icryptographic iprocesses. iAs ia iresult, iwe’ve iasked ithe ifollowing isix 

iquestions, iwhich iwe’ll itry ito iaddress iin ithis ipaper: i 

 i 

• iWhat iimpact iwill iquantum icomputing ihave ion itoday’s imost iwidely iused icryptographic 

imethods ifor ihashing, isymmetric, iand iasymmetric iencryption? iWhich iof ithese iprotocols, ior 

igroups iof iprotocols, ishould iquantum ior ipost-quantum isolutions ibe iused ito ireplace? i 

 

• iWhat iquantum iprotocols iare ithe imost ieffective ifor igenerating iand idistributing icryptographic 

isecret ikeys? i 

 

• iWhat iare ithe imost ipromising iways ifor imaintaining idata iconfidentiality iat irest iand iin imotion, 

ieither iquantum ior ia ihybrid iof iclassical iand iquantum iprocedures? i 

 

• iWhat iare isome iappropriate itransmission iprotocols ifor iconfirming ithe iintegrity iof iquantum 

idata? i 

• iWhat iquantum icryptography ialgorithms iare ithe imost ieffective iat iassuring imessage 

iauthenticity iand inon-repudiation? i 

 

• iIs ithere ia isystematic iprocedure ifor itranslating ia itheoretical iquantum ialgorithm iinto ia itestable 

iimplementation? I 
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 i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i I                                   CHAPTER i2 
 

RELATED iWORK 

 

2.1 i iContemporary iQuantum iCommunication iand iCryptography 

 
After istudying ia inumber iof iacademic ipapers iand iofficial ipublications, iwe idiscovered ithat 

icontemporary iquantum itechnology iresearch icovers ia iwide irange iand iyields isubstantial iresults. 

iHowever, inot iall iof ithose iresources iare iimportant; isome iof ithem imay iwork iagainst iour ipurpose 

iand iare idifficult ito iachieve iusing icurrent itechnology. iAs ia iconsequence, iwe idivided ivarious 

ipotentially iuseful iresources iinto ifive igroups ibased ion ithe iproject’s ipurpose. 

 

2.1.1 i iQuantum iKey iDistribution 

 
Shor’s ialgorithm iposes ia idanger ito icontemporary iencryption, idespite ithe ifact ithat iQKD 

iprotocols ihave ibeen ishown ito iensure iunconditional icommunication isecurity. iSome iresearchers 

icompared iresults iwhile ia ithird iparty ieavesdropped ion iQKD iprotocols iincluding iBB84, iB92, 

iand iBBM92 ito isee ihow imany ikeys icould ibe ireceived iand ihow imany ierrors icould ioccur iduring 

itransmission. iFinally, ithey idiscover ithat iif iwe ican iproperly iimplement iQKD ion ia iquantum 

icomputer, ithe iunconditional iquantum icommunications isecurity imay ibe idemonstrated. 

 

The icurrent irate iof iproducing ikeys ifor iQKDN iis islow. iAs ia iresult, ifurther iresearch ihas ilooked 

iinto ia iconcept iknown ias iQuantum iKey iPool i(QKP), iwhich iaims ito ioffset ithe iinefficiencies iof 

ikey iproduction iby istoring igenerated ikeys. iHowever, ibecause ithe iQKP ineeds ito ikeep ikeys ifor ia 

itime, ithe isecurity iof iQKD iwill ibe icompromised, iand ithe ifundamental iperformance iof iQKDN 

iwill ibe iaffected. 

 

Although ithere iis istill ia igap ibetween ithe icurrent iQKD isystem iand ithe iideal ione, isome iscientists 

ihave iovercome ithis iobstacle iby iimplementing ithe iDecoy-State iQKD ischeme i(DSQKD) ito 

iincrease ithe isecurity iand iperformance iof iQKD itransmission. iThe ipre-request iis ithe idata 

iexchanges ibetween itwo inodes iin ithe iDSQKD iprotocol, ihowever, iare ilimitless. iIt’s idifficult ito 

iachieve iwith ithe ireal-world iQKD isystem’s ilimited idata iinterchange irate. 

 

The isecure ikey irate iscale ican ibe inearly idoubled iin iperfect iTF-QKD, iallowing iit ito ibe iused ifor 
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isignificantly ilonger-distance itransmission ithan iregular iQKD. iIn ithis isituation, iTF-QKD inot 

ionly iprotects idata iconfidentiality, ibut iit imay ialso ibe iemployed iover ia ifar igreater idistance. 

iHowever, ibuilding imode imatching isystems ito icomplete ithe ifirst iinterference iof itwo itypes iof 

ilasers iis iquite ichallenging. 

 

2.1.2 i iQuantum iNon-Repudiation 

 
Because idigital isignatures iare iimportant ifor iverifying ia imessage’s iintegrity iand iauthenticity, 

isome iresearchers idevised ia ischeme ithat icombines ia idynamic imap ibased ion iquantum idots, ia 

ipermutation iand isubstitution ischeme ilike iAES, iand iDNA icoding ito icreate ia iquantum idigital 

isignature iwith ia ihigh ilevel iof isecurity ias ilong ias ithe isignature iis ilong ienough. iTo iput iit ianother 

iway, itwo iparties imight iuse ia iquantum icomputer ito iimplement ithese idigital isignatures iby 

iproviding ia idynamic iquantum isystem’s icontrol iparameter iand icritical ipoints, ias iwell ias isome 

ibeginning ipoint iin iphase ispace. 

 

Both iclassical iand iquantum imessages ican ibenefit ifrom iquantum isignatures. iIt’s iuseful ito ibe 

iable ito isign ia icommunication iwith ijust ia isingle iqubit iand ia itrustworthy ithird iparty. iThe ikey 

iforging iis iimpossible iwith iArbitrated iQuantum iSignatures i(AQS), ibut ifull inon-repudiation iis 

inot. 

 

Quantum icryptography iapproaches imay ibe iable ito iachieve igreater iintegrity, idata iorigin 

iauthentication, iand inon-repudiation. iQuantum iMessage iAuthentication iCodes i(QMACs), ifor 

iexample, iare ithought ito ibe isuperior ito itraditional imessage iauthentication imethods iby isome. 

iHowever, iresearchers idiscovered ithat iinformation-theoretically isecure imessage iauthentication 

iperformed ibetter iin iclassical icryptography, iand ithat iseveral iknown iQMAC itechniques iare 

iinferior ito itheir iclassical icounterparts iafter iconducting iseveral itests. 

 

Few iresearchers ihave idiscovered ithat ibinary iclassical imessages imay ibe ivalidated iusing ia iset iof 

iQMAC iprotocols ithat, iby iemploying ia isingle iqubit ias ithe iauthentication ikey, ican isuccessfully 

iauthenticate imessages iwith ia ichance iof iforgery iof iless ithan ione. iThis iQMAC isystem ialso 

iallows ifor ikey ireuse, ialbeit isecurity iis inot iguaranteed. 

 

2.1.3 i iIntegrity iand iPost-Quantum iSecurity 

It ican istrengthen iattacks iagainst ihash ifunctions, ikey irecovery iin imulti-user isituations, iand 
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icollision iattacks ion iblock icypher ioperating imodes iby iusing ian iamplitude iamplification 

itechnique, iquantum icollision, iand imulti-target ipreimage isearch ialgorithm. iThis iapproach ican 

ibe iused ias ia ifoundation ifor imore iadvanced icryptanalysis. iFurthermore, ithe iproposed iapproach 

ireduces ithe itime icomplexity iof iexisting ialgorithms iwhile ineeding iless iquantum imemory. 

iComparisons iof inew iand icurrent ialgorithms iare idone iunder ia ivariety iof iscenarios iincluding 

iquantum imemory iavailability, iwith ithe iconclusion ithat ithis inew ialgorithm iis ipreferable iunless 

iquantum imemory ibecomes ias iinexpensive ias iclassical imemory iand iparallelization ibecomes 

iimpossible ito iachieve. 

 

2.2 i iQuantum icomputing’s ieffects ion iclassical icryptography 

 
Quantum icomputing ipromises ia irapid iincrease iin icomputational icapacity. iThe icomputational 

ipower iof iquantum icomputing iis iproportional ito ithe isystem’s isize. iComputational iparallelism iis 

ithe iterm ifor ithis itype iof igrowth, iand iit iis ithis iincrease ithat imakes iquantum icomputing ia 

ipossible inext istage iin icomputer ievolution. iQuantum icomputing iby iitself idoes inot ipose ia ithreat 

ito iencryption ior icommunication, ibut iwhen iit iis ipaired iwith iquantum ialgorithms, iit iposes ia irisk. 

iQuantum ikey idistribution iwas iintended ito iprotect iasymmetric ikey idistribution ifrom ithe ithreat 

ithat iquantum icomputing ibrings ito iasymmetric iencryption. iQuantum icomputing ihas ithe 

ipotential ito ijeopardise ipresent ihashing istandards iand idigital isignatures, ihence iquantum inon-

repudiation iwas icreated ito iassist ipreserve ithem. iAs iquantum icomputing iadvances, iit iposes ia 

ibigger ithreat ito itraditional iencryption, inecessitating ithe iemployment iof iquantum ialgorithms ito 

imitigate ithese ithreats. 

Computers itoday ilearn ihow ito ido isomething iby iattempting ievery iconceivable icombination iand 

iselecting ithe ibest ione. iQuantum icomputers ican itry ievery icombination iat ithe isame itime idue ito 

isuperposition; ia iquantum icomputer ican ibe iboth ithe icorrect iand iincorrect ipaths iat ithe isame 

itime. iQuantum icomputing imakes iuse iof iambiguity iin iits istate, iand iit ican ibe iboth iright iand 

iwrong. iYou ican imeasure ithe iresponse iwithout icollapsing ithe iquantum istate iby iusing 

ientanglement. iTwo iparticles iare ientangled iwhen ithey iare irelated ibut iphysically iseparate. iYou 

ican igauge ithe istate iwithout icollapsing ithe iwave ifunction iby iusing ione iset iof iparticles. 

 

2.2.1 i iShor’s iAlgorithm iImpact ion iAsymmetric iCryptography 

 
Shor’s iAlgorithm, iinvented iby iPeter iShor, iis ia iquantum ialgorithm. iShor’s iAlgorithm iis ia 

iquantum ifactoring ialgorithm ithat iworks iin ipolynomial itime. iShor’s iAlgorithm iis itoo iresource 
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iexpensive ito iexecute ion ia iregular icomputer; iit imust ibe irun ion ia iquantum icomputer ito ireceive 

ithe ifull ieffect iof iShor’s iAlgorithm. iQuantum ibits, ialso iknown ias iqubits, iare ia iunit iof iquantum 

iinformation ithat iShor’s iAlgorithm irequires. iUsing iShor’s iAlgorithm, ia ipolynomial-time 

ifactorization iproblem ithat ican icompromise ithe isecurity iof iRSA, ielliptic icurve iDiffie-Hellman, 

iand imost iother icontemporary iasymmetrical iencryption isystems iwith ienough iqubits. iShor’s 

iAlgorithm irequires imore iqubits ithan ican icurrently ibe imanufactured iin iorder ito ipose ia ithreat ito 

icurrent iasymmetrical iencryption. iThis iisn’t ito isay ithat iasymmetric iencryption iisn’t isecure. 

 

Shor’s iAlgorithm iresearchers ideveloped ilattice iand iring-based iencryption ito iprotect 

iconventional icomputer iagainst ithe ifuture ipossibility iof iquantum icomputing. iLattice iand iring-

based iencryption iare ibased ion imathematical ialgorithms ithat ihave ibeen istudied isince ithe i1980s 

iand ihave iyet ito ibe ibroken. iQuantum icomputing ican iencrypt idata iin itransit iusing iquantum ikey 

idistribution. iBennett iand iBrassard isuggested iquantum ikey idistribution iusing iBB84 iin i1984. i 

 

BB84 ican iuse imultiplexing iand igo iup ito i200 ikilometres; iwithout imultiplexing, iit ican itravel iup 

ito i240 ikilometres. iThe itools iare istill iin ithe iearly istages iof idevelopment. iProtocol iE91 isupports 

imultiplexing iand ican icarry idata iover idistances iof iup ito i200 ikm iand i240 ikm iwithout iit. iE91 

iprotocol iDeveloped iby iArthur iEkert iin i1991, iProtocol iE91 iprevents iattackers ifrom iguessing 

iresults. iProtocol iE91 iconsumes ian iexcessive iamount iof iresources. iMDI-QKD ihas ithe ibest 

irange iof i404 ikm, ihowever iit irequires iunique itransmission ichannel isetup. 

 

Asymmetric iencryption iis inow iutilised ito isafeguard iexisting icommunication isystems iand iis ia 

isecure imethod iof isending idata iover ithe iInternet. iWith iQuantum iComputing, ithis icould iall 

ichange, ihence iQuantum iKey iDistribution i(QKD) iis ibeing ideveloped ito ihelp isecure ifuture 

icommunication. iQuantum iKey iDistribution iis ia itype iof iencryption ithat iuses ia ione-time ipad. 

i"As iwe iall iknow, iOne-Time-Pad iis ithe isafest iway ito icommunicate ibetween itwo inetwork 

inodes, iso iQuantum iKey iDistribution i(QKD) iis iusing iit ito icreate ia imuch isafer inetwork 

ienvironment icalled iQKDN." 

 

2.2.2 i iGrover’s iAlgorithm iImpact ion iSymmetric iCryptography 

 
Grover’s iquantum isearch ialgorithm iis ia isophisticated iquantum icomputing ialgorithm ithat imay 

ibe iused ito isolve ithe ichallenge iof ifinding ia ispecified iobject iamong iN iunclassified ithings. iThe 

iclassical ialgorithm, iin iparticular, ican ionly isearch ione iafter ithe iother iuntil iit idiscovers ithe ithing 
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iit iseeks. iOn iaverage, ithis ialgorithm ihas i𝑂(𝑁) icomplexity, ibut iGrover’s iquantum ialgorithm ihas 

ionly i𝑂(√𝑁) icomplexity. 

 

Grover’s itechnique, ifor iexample, ican iminimise ithe itime inecessary ifor ibrute iforce iattacks. iA 

iquantum icomputer ican idegrade ithe isecurity iof ikeys iby ia ifactor iof i𝑂(√𝑛) ifor ipublic ikey 

iencryption ialgorithms ilike iAES iand i3DES, imaking ibrute iforcing ia i256-bit ikey iequal ito ibrute 

iforcing ia i128-bit ikey iwith ia iregular icomputer. iGrover’s iapproach iminimises ithe itime irequired 

ifor ia icollision iattack iwhile ialso iweakening ithe ihash ifunction’s isecurity. iThe isecurity istrength 

iof iSHA256 iwas ireduced ifrom i128 ibits ito i80 ibits ior iless iwith ithe iquantum icomputer, iand ithe 

isecurity istrength iof iSHA384 iwas ireduced ifrom i192 ibits ito i128 ibits. 

 

Despite iIBM’s idissenting iopinion ithat iit iwould itake ionly itwo idays iinstead iof i1,000 iyears, 

iGoogle iused ia i53-qubit iquantum icomputer ito idemonstrate ithat iquantum icomputing isystems 

ihave isome iunique icapabilities ithat ican ioutperform itraditional icomputers i(solving ia iproblem 

ithat iwould itake isupercomputers i1,000 iyears ito isolve iin i2.30 iminutes). iHowever, iit ihas 

iessentially idemonstrated ithat iquantum icomputers ioutperform iordinary isupercomputers ion 

ispecific ichallenges, iallowing ihumanity ito itravel ito ipreviously iunexplored iboundaries. 

 
2.3 i iAttacks iagainst iquantum icryptography itechniques 

 
2.3.1 i iPhoton iSplitting iAttack 

 
Alice iemploys ia isingle iphoton isource, iwhich iis ia icrucial iassumption iin ithe iideal iBB84 

iprotocol. iHowever, ipreparing ia isingle iphoton isource iin ithe iactual isystem iis iproblematic, ithus ia 

iweakly icoherent ilight isource, iwhich imay ibe igenerated iby iattenuating ithe ilaser ilight isource, iis 

icommonly iemployed. iThe iphoton inumber idistribution iof ia iweakly icoherent ilight isource 

ifollows ithe iPoisson idistribution, iwith ia isignificant imulti-photon icomponent. iEve imay 

ieavesdrop ion imulti-photon icomponents ivia iphoton-number isplitting i(PNS) iattacks. 

 

The ifollowing iis ithe icore iprinciple iof iPNS iattack: iEve iintercepts iAlice’s iweak icoherent ipulse 

iand iuses iquantum inon-destructive imeasurement ito iobtain ithe iphoton inumber iinformation. iAll 

iinterceptions iare ino ilonger isent ito iBob ifor ithe isingle-photon iphase; ifor ithe imulti-photon ipart, 

iEve itakes ione iphoton iand istores iit iin iits iown iquantum imemory ibefore isending ithe iremaining 

iphotons ito iBob ithrough ia ilow iloss ior ieven ino iloss ichannel i(ideally). iAfter iBob iuploads ihis 
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imeasurement ibasis ivector, iEve iuses ithe isame ibasis ivector ito imeasure ithe iphotons iin ihis 

iquantum imemory. iThen, iusing iAlice’s ibasis ivector iinformation, iEve iperforms ithe iidentical 

idata ipost-processing ioperation ias iBob, iresulting iin iEve ihaving ithe iexact isame ikey ias iBob. 

 

2.3.2 i iDenial iof iService 

 
"Quantum ikey idistribution iincreases ithe irisk iof idenial iof iservice," ithe iNSA ideclared iin ia i2020 

iassessment. iThe itheoretical ibasis ifor iQKD isecurity iclaims, isensitivity ito ian ieavesdropper, ialso 

ishows ithat idenial iof iservice iis ia isubstantial idanger ifor iQKD." 

 

The iquantum inetwork, ilike ithe iclassical icommunication inetwork, iis ivulnerable ito idenial iof 

iservice iattacks. iIn ia inutshell, ia iDoS iassault, ialso iknown ias ia idenial iof iservice iattack, irefers ito 

ihackers iattempting ito ibreach ithe itarget isystem ior iserver iin iorder ito iprevent iit ifrom iworking, 

iwhich iis ione iof ithe imost iprevalent ihacking imethods. iTo icarry iout ia iDoS iattack, ihackers 

itypically isend ia ilarge inumber iof imalicious irequests ivia ithe inetwork iin iorder ito ioverload ithe 

itarget iresources iuntil ithey icrash, ipreventing iother ilawful iusers ifrom iaccessing ithem. iDoS 

iattacks iare iknown ito icause isignificant ifinancial ilosses iin ia ivariety iof isectors, iincluding 

igovernments iand ibusinesses. 

 

2.3.3 i iMan iin ithe iMiddle iAttack 

 
QKD icreates ithe ikeys ifor ithe iencryption itechnique ito iensure ithe icommunication’s iprivacy, ibut 

iit icannot iprovide ian iauthentication imechanism ito ithe itransmission’s ioriginator. iFrom ia 

itechnological istandpoint, iQKD’s isecurity iis idegraded isince iit icannot iprevent ia iman iin ithe 

imiddle i(MitM) iattack. iThe i(NSA) istudy ipresents imajor iconcerns ithat icannot ibe ioverlooked ior 

iignored. 

 

This iscenario icould ibe ifound iin ithe iquantum itransmission ilayer. iEach iqubit iis isent iwith ia 

ipolarisation iof i0∘
 iand i45∘, iindicated ias i+ iand i×, irespectively, iby ithe isender, iwhile ieach iqubit 

iis ireceived iwith ia ipolarisation iof i+ iand i× iby ithe ireceiver. iOver ian iinsecure ichannel, ilike ias ithe 

iInternet, ithe ireceiver iinforms ithe isender iof iits isending ibases, iand ithe isender iindicates iwhich 

iparts iare icorrect. iIn ithis isituation, ithe isender iand ireceiver iwill iignore iany iqubits iwith iwrongly 

iset ilisteners. iThe isender iand ireceiver ithen icompare ihalf iof ithe iremaining iqubits, iand iif ithere iis 

ian ierror, iit imeans ithat ithere iis ianother ilistener ipresent iin iaddition ito ithe ireceiver, iinterfering 
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iwith ithe iphoton’s ivibrational iorientation. iThe ibits iare idiscarded iif ithere iare ino ierrors, iand ithe 

iremaining ibits iare iutilised ias ithe ikey. iIf ian ieavesdropper iis ipresent, ithe ilast icheck ioperation 

iwill ifail ibecause ihe iwill ichange ithe istate iof ithe iinitial iphoton, icausing ithe iqubits ito ibe iincorrect 

ihalf iof ithe itime. 

 

The iMitM iattacks iscenario icould inow ibe iconsidered. iThe iinitiator iof ia iMitM iattack iis ia imore 

ipowerful iactor ithan ithe ilistener, ias ihe inot ionly ihas iaccess ito iall iInternet icommunication ipackets 

ibetween ithe itwo iparties, ibut ihe ialso ihas ithe iability ito imodify ithose ipackets ias ihe iwishes. iAs ia 

iresult, ihe ican ipresent ihimself ito ithe isender ias ithe irecipient iand ito ithe ireceiver ias ithe isender. 

Once ithe iattack ibegins, ithe imiddleman ichooses ione iof ithe i+ iand i× ibases iat irandom iat ithe istart 

iof ithe icommunication, itampers iwith ithe imessage iso ithat ithe isender ireceives ithe ireceiver’s 

ibases ithat iare iidentical ito ithe imiddleman’s ibases, iand itampers iwith ithe imessage iso ithat ithe 

ireceiver ireceives ithe icorrect ipattern, iwhich iis ithe iqubits ifor iwhich ithe imiddleman iand ireceiver 

ihave ithe isame ibases. iThe isender iand ithe imiddleman iboth iretain ithe isame ibits iin ithe ifinal 

iverification iprocedure, iand ithe imiddleman ialso iknows ithe ibits ithat ithe ireceiver iholds. 

 

2.4 i iCryptography iSurvey iMethodology 

 
Two iadditional igroups ihave icarried iout icomparable istudies ion ia ivariety iof icryptographic 

iprotocols. iJorstad iand iSmith iseek ito ianswer ithe iquestion i"Can ia istandard iobjective iframework 

ifor ithe imeasurement iand ispecification iof icryptographic ialgorithm istrength ibe icreated" iin ia 

istudy ipublished iin i1997. iTheir iapproach iwas ibased ion iknown iproperties iof iprevious 

ialgorithms iand ihow ithey imight ibe icompared. iThey iconcentrated ialmost isolely ion icivilian 

iencryption imethods, iboth isymmetric iand iasymmetric, iintended ifor icommercial iusage iand 

iworking iin iElectronic iCode iBook i(ECB) imode. iHowever, ibecause ithey ionly iused ialgorithms 

ithat iexisted iin i1997, itheir iwork iis irelatively iold, ibut itheir irecommended icategorization imethod 

iis irelevant. iType i(symmetric ior iasymmetric), ifunctions i(secrecy, iintegrity, ietc.), ikey isize, 

irounds, icomplexity, iattack, iand istrength iare iall icovered iby itheir isuggested iclassification 

ischeme. 

 

Khan iet ial. ipublished ia isimilar istudy iin i2020 ithat ifocused isolely ion iQKD itechniques. iMost 

imodern iQKD iprotocols ihave inot ibeen ithoroughly icompared iin iterms iof isecurity; ihowever, iit iis 

ivital ito iverify ithe ideviation ibetween itheoretical ielements iand ireal-world iusage, iparticularly iin 

iterms iof isimulation iand iimplementation. iThe iauthors iof ithe iresearch ipresent ia istraightforward 
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iquantitative icomparison iof i11 idistinct iQKD imethods iacross isix idifferent iparameters, ias iwell ias 

ia isimulation iof ithe iBB84 iand i2-dimensional iKBM09 iprotocols. iEven ithough itheir 

iexperimental icomparison iis ilimited ito ievaluating ithe iQuantum iBit iError iRate i(QBER) 

ireliability iof itwo iprotocols, itheir ifindings iprovide iuseful iguidance ion ihow iprotocols ican ibe 

icompared iboth itheoretically iand iexperimentally, iand iserve ias ia ifoundation ifor ithe 

iclassification iof iquantum icryptography ischemes. 

 

2.5 i iPost-quantum icryptography 

 
The iNational iInstitute iof iStandards iand iTechnology i(NIST) iis ileading ia iproject icalled iPost 

iQuantum iStandardization i(PQS) ithat iattempts ito iestablish inew itechniques ifor idealing iwith 

iquantum icomputer ivulnerabilities. iThe iPQS iproject iis inearing icompletion iand ishould ibe 

icompleted iin itwo iyears. 

 

SSH, iVPN, iIPSec, iSSL/TLS, iand iother isecurity iprotocols imust iall ibe iimproved iin iorder ito 

imake ithe itransition ito iquantum isecure icomputing ia ireality. iThese iprotocols imust ibe icoupled 

iwith icurrent iprotocols, ibut ithey imust ialso ibring ian iadditional ilayer iof isecurity ito iprotect iagainst 

iquantum iattacks. iThis imodification iwill ihave ian iinfluence ion iasymmetric iencryption iand ikey 

igeneration itechniques, iwhile isymmetric icryptography ialgorithms iwill ineed ito iraise itheir ikey 

isize. iThere iis ialso ia iperformance iand ibandwidth iimpact. iIn iorder ito ialign iand imigrate iwith 

ithese inew ialgorithms, ihardware iproviders iwill ineed ito ichange itheir ihardware. 

 

We imust ialso iguarantee ithat ithe inew ialgorithms ido inot ifall iinto ithe ibounded-error iquantum 

iprobabilistic ipolynomial i(BQP) icomplexity icategory. iBQP istands ifor i"bounded ierror iquantum 

ipolynomial itime," iwhich iwas idefined iby icomputer iscientists iEthan iBernstein iand iUmesh 

iVazirani iin i1993. iThey idescribe ithis icategory ias iall iof ithe iyes-or-no idecision iissues ithat ia 

iquantum icomputer ican isolve. iTo iput iit ianother iway, ithere iis ia iquantum imethod ifor ia iBQP 

iproblem ithat iruns iin ipolynomial itime iand ihas ia ihigh iprobability iof igetting ithe icorrect ianswer. 

iThe iprobability iof igetting ithe iincorrect iresponse ishould ibe ismaller ithan i1/3 iin iany igiven icase. 

iBPP, iwhich istands ifor ibounded-error, iprobabilistic, iand ipolynomial itime, ican ialternatively ibe 

ithought iof ias ithe iquantum icomputer icounterpart iof iBQP. 

 

2.6 i iTypes iof iQuantum iComputing 

The iHamiltonians, ia ifunction ithat idescribes iall ienergy iin ia isystem, iare ioptimised iusing 
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iadiabatic iquantum ialgorithms. iThe iHamiltonian iutilises ian ioperator ito irepresent ia isystem’s 

ienergy. iIn iboth ikinetic iand ipotential ienergy, ithe iHamiltonian icorresponded ito itotal ienergy. iThe 

iquantum iadiabatic ialgorithm i(QAA) iwas icreated ito iaddress iquantum icomputer ioptimization 

iconcerns. iThe icombinatorial ioptimization iissue iwill ibe ioptimised iby iQAA iin ia idedicated 

idevice. iWhen iin ithe iground istate, ithe icombinatorial ioptimization iproblem iis isolved iby 

ievolving iadiabatically, iwhere ionly ienergy iis itransmitted. iIn ithe icircuit imodel, iadiabatic 

iquantum icomputing ican ibe ias ipowerful ias inon-stoquastic iHamiltonians. iThis iindicates ithat ithe 

ieigenvalue igap iis ias isimple ias ipossible ifor ia imany-body iHamiltonian. iQAAs iprovide iquantum 

ispeedup iand ican isolve isome iof ithe iproblems iassociated iwith iqubit iquantum icomputing, isuch ias 

ithe ineed ifor ifewer iqubits ito icrack iasymmetric iencryption. iThe iproblem iwith iadiabatic iquantum 

icomputing iis ithat iit iis iintrinsically iunstable ias ithe inumber iof iqubits iincreases, iwhich ilimits iits 

ifuture iapplications. iQAAs iare iexcellent ifor itackling isatisfiability iand icombinatorial isearch 

iproblems. 

 

The icircuit imodel iof iquantum icomputing iis inow ithe imost ipopular itype iof iquantum icomputing. 

iTo ihandle iits iqubits, icircuit imodel iquantum icomputing iuses iHilbert ispace, ia ivector ispace ithat 

ipermits idefining ilengths iand iangles, iand ia iset iof iunitary iquantum ilogic igates. iTo igenerate imore 

isophisticated iquantum ioperations, imultiple iquantum ilogic igates ican ibe icoupled itogether. 

iClassical ilogic igates iand iquantum ilogic igates idiffer isignificantly iin ithat iquantum ilogic igates 

ican itravel ibackwards iand iforwards, iwhereas iclassical ilogic igates ican ionly igo iforwards. iDespite 

itheir ione-of-a-kind icharacter, iquantum igates ican ibe iused ito icreate ia ifull iboolean ialgebra iand 

ieven ia ifull iquantum iTuring imachine. 
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CHAPTER i3 i 

 
 

 iMETHODOLOGY 

 
 
In itheir i2020 ievaluation iof iQKD iprotocols, iKhan, iMeraj, iand iKhan iutilised ia imethodology ithat 

iis ivery isimilar ito iours. iThe iprimary igoal iof ithis istudy iwas ito iconduct ia icomparative 

iexamination iof iquantum icryptography itechniques. iFrom ithe iliterature, ia inumber iof ialgorithms 

irepresenting ivarious ifeatures iof icryptography, isuch ias ikey idistribution, iconfidentiality, 

iintegrity, iand inon-repudiation, iwere ichosen. iWe ilooked iat ithese iprotocols iand ifound ikey 

icriteria ithat iwe ithought imay ibe iutilised ito idistinguish ithem ifrom ione ianother. 

 

Because icategorising ian iencryption ialgorithm ibased ion iits iverifiability iwould ibe 

icounterproductive, ialgorithms iwere iclassed iusing idistinct icriteria ibased ion itheir iintended 

ifunction. iSome ialgorithms ithat iperform inumerous ipurposes, isuch ias iconfidentiality iand inon-

repudiation iin ithe icase iof, iare iclassified iinto imultiple icategories. iThe ipurpose iof ithis 

iinvestigation iwas ito ifind ianswers ito iour iresearch iquestions iand ito iidentify ialgorithm 

ipossibilities ifor iuse iin ia iquantum isimulator. 

 

3.1 i iQuantum iKey iDistribution 

 

Quantum iKey iDistribution, ior iQKD, iis idefined ias ithe itransfer iof ia isecure ikey ibetween itwo 

iusers iutilising iquantum-related itechnologies. iThe ioriginal ipurpose iof ithis iproject iwas ito ifind ia 

iproper iand iefficient iQuantum iKey iDistribution iprotocol ithat iwould imeet iboth iperformance iand 

isecurity irequirements iduring ikey itransmission ibetween itwo inetwork inodes ior ieven imore iusers. 

iBecause ithe ireal-world iapplication iof iQKD idiffers ifrom ithe itheoretical iapproach, iwe’d ilike ito 

iconduct isome istudy iin iorder ito imake iQKD imore ipractical. iIn ithe itable ibelow, iwe’ve iprovided 

ia ihigh-level ioverview iof ithe ivarious iQKD iprocedures ithat iare ieither ibeing istudied iby iother 

iresearchers ior ihave ibeen itested iusing ireal iquantum-related iequipment. 

Bennett iand iBrassard iintroduced ithe ifirst iQKD iprotocol, iknown ias iBB84, iin i1984. iEvery ibit iof 

ithe isecret ikey iis iencoded iinto ithe ipolarisation istate iof ia isingle iphoton. iBecause ithe ipolarisation 

istate iof ia isingle iphoton icannot ibe imeasured iwithout idestroying iit, ithe ieavesdropper iwill inot 

ihave iaccess ito ithis iinformation iunless ihe ireveals ihimself ior iresends ithe iphoton. iThe iBB84’s 

iadvantages iare iclear ihere. iEve’s imeasurement iwill ichange ithe istatus iof ioriginal iqubits, 
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itherefore iit ican iprovide ia ireasonable isecurity ilevel. 

 

In iterms iof iBB84’s idisadvantages, iwe irecognise ithat iwhen ithere iis ian ieavesdropper, ithe 

itransferring imessage iwill ibe iaffected, ibut iit iis istill ia iprotocol ithat ican ibe iimplemented iutilising 

ipresent iinfrastructure. iFurthermore, ithe ibasic imethods ifor ikey itransfer ican ibe ibroken idown 

iinto isix isteps: i i 

 

1. i iAlice isends ia irandom isequence iof i0s iand i1s iqubits, iwith ithe ibases i× iand i+ ialternating iat 

irandom. i 

 

2. i iBob ireceives iAlice’s iqubit isequence iand ialternates ithe imeasurements ibetween ibases i× iand 

i+ iat irandom. i 

 

3. i iIn ia ipublic ichannel, iAlice ibroadcasts ithe isequence iof ibases iused. i 

 

4. i iBob iinforms iAlice iabout ithe iexamples iin iwhich ihe iwas iable ito iguess ithe iorigin ibases. i 

 

5. i iThey iboth icompare ia iportion iof ithe iresult ito isee iif ithe ierror irate iis iabove ior ibelow ithe 

irequired ilevel. i 

 

6. i iThey ihave iboth idefined ia irandom istream iof ibits ithat iwill iserve ias iOTP ifor itransmission iby 

iemploying ithe ibits iof itwo imatch iidentical ibases. i 

 

Aside ifrom iBB84, itwo iother iprotocols iwith ithe isame ikey itransmission iduration iexist. iE91 iis ithe 

ifirst, iand iB92 iis ithe isecond. iThe iB92 iis ia isimplified iversion iof ithe iBB84 isince iit ionly iemploys 

itwo ipolarisation istates i(0 idegrees iand i45 idegrees), iwhereas ithe iBB84 iuses ifour i(0, i45, i90, iand 

i135 idegrees); inonetheless, ithe isecurity ilevel iof ithe iB92 iis ilower ithan ithat iof ithe iBB84. iThe 

iE91, ion ithe iother ihand, iis ithe ifirst iprotocol ito iuse iopposing imeasures iresponses ibetween itwo 

iparties, iand iit iis ibased ion iquantum ientanglement iin iits iarchitecture. iDespite ithe ifact ithat iits 

isecurity ilevel iis islightly ihigher ithan iBB84, iit iconsumes ifar itoo imany iresources, iincluding 

isystem, ihardware, iand isupplements. 

 

We ialso ilooked iat itwo iother iQKD iprotocols ithat iare ibelieved ito ibe ithe imost isecure iand ihave ia 

ihigh itransmission irate iof ilong-distance iqubits: 
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3.1.1 iMeasurement iDevice iIndependent iQKD 

 
The itransmission idistance iin iMeasurement iDevice iIndependent iQKD i(MDI-QKD) iis i404 ikm, 

iand iit iis iknown ias ia istraightforward isolution ifor iremoving iall i(existing iand iyet ito ibe 

idiscovered) idetector iside ichannels, iespecially iduring ithe iinstallation iphase. iIt iproves ithat iit ihas 

ioutstanding isecurity iand iperformance iin itheory. iTo ibe ihonest, iwhen icompared ito ithe iother 

iQKD iprotocols, iit iis ithe ieasiest ito iconstruct, iand iits isending irate iis ireasonable, ibut iit iis idifficult 

ito iconfigure iusing icurrent inetwork itransmitting ichannels. 

 

3.1.2 i iTwin-Field iQKD 

 
The ilongest iphoton itransmission irate iis i509 ikilometres ifor iTwin-Field iQKD i(TF-QKD). iThe 

idetection iafter isingle iphoton iinterference iis iused ias ian ieffective idetection ievent iin idual-field 

iquantum ikey idistribution, iwhich iis imeasurement iequipment iindependent. iIt isimply irequires ia 

isingle idetector iresponse iand idoes inot irequire ithe istandard imeasurement iequipment’s 

iindependent iquantum ikey idistribution iof itwo iphotons ito imeet ithe itwo idetectors’ ineeded 

isimultaneous iresponse. iIn iother iwords, iduring ithe iprocess iof ithe ioptical ipulses iinitiated iby ithe 

itwo iusers iwho iwant ito iestablish isecure iconnection, ithe iinformation iin iTF-QKD iis iencrypted. i 

 

A isingle iphoton iinterference imeasurement ifrom ia iuser iin ithe imiddle iis ithen iused ito igenerate ithe 

isecret ikey. iIt iappears ito ibe ia iviable ioption, ibut iit inecessitates ia ilarge inumber iof icontrol 

isystems, isuch ias ia iphase-lock imaintenance isystem, ia itiming icontrol isystem, iand ia ipolarisation 

isystem, iamong iothers. 

 

By ithe iway, ithere iare istill imany iQKD iprotocols iwe ihaven’t ilooked iinto, isuch ias ithe iDifferential 

iPhase-Shift i(DPS) iProtocol, iwhich ican iprevent iPNS iattacks iin isome iideal iphoton isource 

iconditions; ithe iSARG04 iProtocol, iwhich iincreases ithe isecure ilevel iagainst iPNS iattacks idue ito 

iits ireconciliation iphase; ithe iCoherent iOne iWay i(COW) iProtocol, iwhich iis idesigned ito icounter 

ithe ichallenge iof isingle iphoton isources; iand ithe iKMB09 iProtocol, iwhich iis ia imore iadvanced 

iprotocol ithat ican iFinally, ithe iS13 iand iLZWW16 iprotocols iare ienhanced iversions iof ithe iBB84 

iprotocol. iAs ia iresult, iwe iknow ithat ithe iBB84 iis ia icritical iQKD iprotocol ito iunderstand iand 

iimplement ibecause ionce iwe ido, iit imay iserve ias ia ispringboard ifor ius ito iinvestigate ithe iother 

iprotocols ithat iare ibased ion iit. 
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3.2 i iConfidentiality 

 
Research iinstitutions isuch ias iNIST’s iCRSC ihave inot iexplicitly ispecified icriteria ifor iclassifying 

iand ievaluating iquantum icryptosystems. iThe ifollowing icriteria iwere ifound ito ibe iuseful ifor 

iclassifying iand ievaluating iselected iquantum icryptosystems iin iterms iof itheir icapacity ito 

imaintain iconfidentiality: i i 

 i i i i• iTarget idata i 

 i i i i• iKey icharacteristics iand ireusability i 

 i i i i• iResource irequirements/limitations i 

 

The idata ithat ia icryptosystem iworks ito isecure iis ian iimportant iconsideration iin ievaluating iits 

icandidacy ifor ireal-world iimplementation. iAs iwith iclassical icryptosystems, ithe icharacteristics 

iand ireusability iof ikeys iused iin iquantum icryptosystems ican iserve ias ia iprimary idifferentiator iof 

icomparable isystems iand ias ian iindicator iof ipotential isystem iweaknesses iand ivulnerabilities. 

iNotable iresource irequirements ior ilimitations ifor ia icryptosystem’s iimplementation iare ialso 

iimportant iin iconsidering ia isystem’s iviability iin ireal-world iapplications. 

 

Few iquantum ialgorithms ihave ibeen icreated ito iprovide ianonymity ithroughout ithe itransmission 

iof iquantum ior iconventional idata ito idate. iDespite ithe ipaucity iof iresearch ion iquantum 

icryptosystems, ia ifew iproposed isystems istand iout ias iprospects ifor iproof-of-concept 

iimplementation ior ias ia ifoundation ifor ifuture iresearch. iKak’s iThree-Stage iProtocol iis ione iof ithe 

ifew icompletely iquantum isolutions ifor idata iencryption iover ia ipublic ichannel ithat ican ialso ibe 

iused ias ia isimple ikey iexchange itechnique. iAmerimehr iand iDehkordi isuggested ia itechnique ithat 

imaintains isecrecy iduring ithe itransfer iof itraditional idata iwithout iusing ia ipublic ichannel iwhile 

ialso imaintaining iintegrity iand inon-repudiation. iPleşa iproposes ia imulti-channeled, ihybrid 

isystem ithat iemploys ia iquantum iteleportation icircuit ifor ikey iexchange iand ia iconventional 

ichannel ifor idata itransfer ito iachieve iconfidentiality. iThis ihybrid isystem ishows ithat iquantum 

icryptosystems ican ibe iimplemented iwith iexisting iclassical iinfrastructure iin ithe inear ifuture. 

iTable iprovides ia isummary iof ivarious ialgorithms ias iwell ias itheir ikey ifeatures. 

 

Technical ichallenges iregarding ithe iability ito istore iqubits ihave ilimited ithe iresearch iand 

idevelopment iof ialgorithms ifor iencrypting iquantum idata iat irest. iAdvancements iin ithis ifield 

iappear ito ibe ifew iand ifar ibetween; ieven iin iperfect iconditions, ithe ilongest iperiod iof itime ithat 
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iqubits ican ibe istored ibefore idecoherence iis ibetween ithree iand isix ihours. 

 

 

Table i1.Classification iof iQuantum iConfidentiality iAlgorithms 

 

 

3.3 i iIntegrity 

 
In itraditional icomputing, iintegrity irefers ito iensuring ithat idata iis igenuine, icorrect, iand isafe. iDue 

ito ithe ifundamental inature iof iquantum icomputing, iensuring ithat ithe idata iis itrue iand iaccurate ican 

ibe ia ichallenge. iAES ifor idata iat irest iis iused ito iprotect ithe iintegrity iof iclassical icomputing 

iagainst ithe ithreat iof iquantum icomputing iin ithe ifuture. iWhen idata iis iin imotion ilattice ibased 

iencryption, iNIST iis istill idoing itesting, ihas ishown ithe ibest iresistance ito iquantum icomputing. 

iNIST iis istill itesting idifferent ihashing ialgorithms. iFor iintegrity iof iquantum icomputing iZero 

iknowledge iwill itell iyou iif idata ihas ibeen itampered iwith. iThe inature iof iquantum ican iincrease 

iintegrity, iwhen iin isuperposition idata ican’t ibe itampered iwith ior ithe iwave ifunction icollapse. iFor 

idata iin imotion iQKD ipaired iwith iquantum iauthentication iencryption iusing ia ipre-shared isecret 

ikey iwill imaintain iquantum icomputing iintegrity. iThese ichoices ihave ibeen ivetted iby imultiple 

ioutside iresearch. 

 

It’s idifficult ito imaintain ihonesty iwhen ithe ianswer iis ineither icorrect inor iincorrect iuntil iit’s 

imeasured iand istudied." iQuantum iparallelism iis ithe iname ifor ithis iprocess. iMeasuring ithe ioutput 

istates, ion ithe iother ihand, iwill iyield ionly ione iof ithe ivalues iin ithe isuperposition iat irandom, iwhile 

isimultaneously idestroying iall iof ithe iother icomputation iresults." iQuantum inature ican ialso iboost 

idata iintegrity ithrough ithe iwave ifunction; iif ithe idata iis itampered iwith, ithe isuperposition iwill 

 i iAlgorithm i  iTarget iData i  iKey iCharacteristics i  iResource 

iRequirements/Limitations i 

 iKak’s iThree-Stage i2006 i  iQuantum i Single-Qubit Quantum ichannel, iSingle-qubit 

idata 

Amerimehr iand i i 

iDehkordi i2018 

 iClassical i Length iequal ito imessage i i i 

iLength, iReusable 

Limited imessage ilength, iAlgebraic 

iECC 

 iPleşa i2017 i  iclassical i  isingle-qubit i Multi-channel; iShared, iEntangled 

iqubits 
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ialter iand ithe iwave ifunction iwill icollapse. iUntil ithe iquantum ientanglement iof ithe idata iis 

imeasured, iit iwill ibe isafe ifrom ioutside iintervention." iAccording ito iEinstein, iPodolsky, iand 

iRosen, ieach iparticle ihas ian iintrinsic istate ithat itotally icontrols ithe ioutcome iof iany igiven 

imeasurement." iIt iis ipossible ito isecure ithe iintegrity iof idata ialready iobtained ifrom ithe iquantum 

icomputer. iZero iKnowledge ican ibe iused ito itest idata iat irest, iand iQKD icombined iwith iquantum 

iauthenticated iencryption ican ibe iused ito isafeguard idata iin imotion. 

 

NTRUEncrypt iis ia ipublic-key iasymmetric iencryption ialgorithm ibased ion ilattices. 

iNTRUEncrypt iis ia ilattice-based iencryption isystem idesigned ito iguard iagainst iquantum 

icomputing ithat iwas iinitially iintroduced iin i1996. i"For icomparison, iwe iselected 

iimplementations iwith i128-bit isecurity i(with ithe iexception iof iRSA-1024, iwhich ihas i80-bit 

isecurity). iEven iwhile iRSA-1024 icannot imatch ithe isame isecurity ilevel, iour iAvrNTRU 

isurpasses ithe iRSA iimplementation, idecrypting i82.8 itimes ifaster i", iThe ipredecessor iof 

iNTRUPrime iis iNTRUEncrypt. iNTRUPrime iis ia ifaster iupdated iversion iof iNTRUEncrypt ithat 

iis icurrently iin itrials iwith ithe iUS igovernment ito isee iif iit ican ibe iused ito idefend itraditional 

icomputer isystems iagainst iquantum icomputing. iWhile iquantum icomputing icannot iproduce 

ienough iqubits ito ipose ia ithreat ito itoday’s iencryption isystems, ivan iOorschot-classical iWiener’s 

icomputing iparallel icollision ifinding ialgorithms inow ipose ia igreater ithreat ito iintegrity ithan 

iquantum icomputing. 

 

3.4 i iNon-Repudiation 

 
Amiri iand iAndersson iconducted ian iin-depth ireview iof iunconditionally isecure iquantum 

isignatures iin i2015, ion iwhich iwe iheavily irelied iin isetting ithe idirection iof iour iresearch iinto 

iquantum inon-repudiation. iIn itheir iwork, iAmiri iand iAndersson idescribe isignature ischemes, 

iwhether ifor iclassical ior iquantum idata, ias ihaving ithree igoals: iunforgeability, inon-repudiation, 

iand itransferability. iIt ishould ibe iimpossible ifor ian iadversary ito isend ia isigned imessage 

iimpersonating ia ilegitimate iparty, iand iimpossible ifor ia ilegitimate isender ito ideny ia isigned 

imessage. iFurthermore, iwhen ione iparty iverifies ior irejects ia isignature ithey ishould ibe iconfident 

ithat iany iother iparty iwould iverify ior ireject iin ithe isame iway. 

 

We ichose ito icategorize ithe iquantum isignature ialgorithms iwe iexamined ifirst iaccording ito 

iwhether ithey itarget iclassical ior iquantum idata, ias ithis iis iindicative iof ia imajor idifference iin itheir 

iusage. iNext, iwe iexamined iwhether ithe isignature iproduced iwas ireusable, ii.e. icould ibe iverified 
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iby imore ithan ione iparty iwithout idestroying ithe idata. iWe ialso icategorized ithe ialgorithms ion ithe 

iunderlying isecurity iprinciple ibehind ithe iquantum isignature, ias iwell ias ithe irole iof ia ithird iparty 

iarbitrator iin ithe iprotocol, iif ione iwas ipresent iat iall. 

 

Our iselection iof ialgorithms iranges ifrom ithe ioriginal iquantum isignature ischeme ias iproposed iby 

iGottesman iand iChuang iin i2001 ito irecent iresearch iconducted iby iHematpour, iAhadpour, iand 

iBehnia iinvolving ithe idynamics iof iquantum idots, iand icovers ia ivariety iapproaches ito iquantum 

inon-repudiation. iA isummary iof iour ireviewed iprotocols ican ibe iseen iin i 

 

Common ito imost iearly ischemes ifor iquantum isignatures, iis ithe ilack iof ia itrusted ithird iparty, 

iwithout iwhich iit iis iimpossible ito iproduce iunconditionally isecure isignatures iof iquantum 

imessages. iIn imore irecently ideveloped iquantum isignature ischemes, ia itrusted ithird iparty ieither 

igenerates iprivate ikeys ior iprovides inon-repudiation. iThe ionly irecent iprotocol iwe ifound iwhich 

iprovides inon-repudiation iwithout ithe iuse iof ia itrusted ithird iparty iwas iproposed iby iAmerimehr 

iand iDehkordi, iand ialso iprovides iconfidentiality iand iintegrity ithrough ithe iuse iof iclassical 

iencryption iand ikeyed ihashing iin icombination iwith itransmission iover ia iquantum ichannel, 

ithough ithis iprotocol iis inot icapable iof isigning iquantum idata. 
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CHAPTER i4 i i 

 
 

 iANALYSIS i& iRESULTS 

 

4.1 i iImplementation iof ia iQuantum iCryptosystem 

 
We idecided iit iwas ivital ito idevelop ia itheoretical ialgorithm ipresented iin ia iresearch ipaper iusing ia 

iquantum iprogramming ienvironment ibecause ia ikey igoal iof ithis iresearch iwas ito iidentify 

iquantum icryptography ialgorithms iwith ipractical iapplications. iBecause iof iits ioverall iease iof 

iuse, iquality iof idocumentation, iand iconvenience iof iusage iwhen irunning iagainst iIBM's icloud-

connected iquantum ihardware, iQiskit iwas ichosen ias iour iimplementation itool iof ichoice. iWe 

ichoose ithe ialgorithm iproposed iby iAmerimehr iand iDehkordi iin itheir i2018 iwork i"Quantum 

iSymmetric iCryptosystem iBased ion iAlgebraic iCodes" ias ithe imost ipromising icandidate ifor 

iimplementation ibecause iit iis isimple iand iprovides isecrecy, iintegrity, iand inon-repudiation. iFor 

ithe isake iof iconvenience, iwe'll irefer ito ithis icryptosystem ias iAD18, ias iBB84, iB92, iand iothers 

ihave idone. 

 

The ialgorithm iis isimilar ito iBB84 iin ithat ithe itransmitting iparty, iAlice, ichooses irandom ibases ifor 

iher imessage itransmission. iWhile iin iBB84, ithe irecipient, iBob, imeasures ithe ireceived iqubits ion 

ia irandom ibasis, iin iAD18, iBob imeasures iall iof ithe ireceived imessage ivalues iat ia i22.50
 iangle iand 

iencounters ia i15% imeasurement ierror irate. iThe iactual imessage isent iby iAlice icontains ian 

ialgebraic ierror-correcting icode iof isufficient iquality ito irectify ithe iflaws iBob iencounters, 

iallowing ifor isuccessful itransmission iwithout ithe ineed ifor ipublic ibase inotification. iA ikeyed 

ihash ivalue iis iinterspersed iwith ithe imessage iqubits, iand ia ipre-shared ikey iis iutilised iin 

iconjunction iwith isome ifunctions if(k) iand ig(k) ito idecide ithe iplaces iand ibases iused iin ithe ihash 

iqubits itransmission. 

 

The iquantum iand iclassical icomponents iof ithe iAD18 icryptosystem ican ibe iconceived iof 

iseparately. iPreparing, isending, iand imeasuring iqubits iare iall ipart iof ithe iquantum ipuzzle. 

iEncryption, ikeyed ihashing, iand ierror icorrection iare ithe itraditional icomponents iof ithe 

ialgorithm. 

 

We iwere iable ito iuse ithe iBB84 icode iexample ifrom ithe iQiskit idocumentation ito idemonstrate ithe 
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ipreparation iand imeasurement iof iqubits iin ivarious ibases ifor ithe iquantum icomponent iof ithe 

iprocess. iIn iBB84, ithis iwas iachieved iby icombining inegation i(X) iand iHadamard i(H) igates 

iduring ipreparation iand iH igates iduring imeasurement. iWe iused ia iRz igate iwith itheta=-π/8 iin 

iAD18 ibecause iBob iis imeasuring iin ia i22.5◦ ibasis. 

 
 i i 

 i iAlgorithm i  iTarget iData i  iReusable? i  iSecurity iPrinciple i  iThird iParty i 

Gottesman iand iChuang 

i2001 

Classical Maybe Quantum itrapdoor ifunction None 

Curty iand iSantos i2001 Classical No Entanglement None 

Barnum iet ial. i2002 Quantum No Purity itesting icodes None 

Kang iet ial. i2015 Quantum No Quantum itrapdoor ifunction Provides inon-

repudiation 

Amiri iet ial. i2016 Classical Yes Quantum ikey idistribution Provides inon-

repudiation 

Chen iet ial. i2017 Quantum No One-Time ipad Arbitrator igenerates 

iprivate ikeys 

Amerimehr iand 

iDehkordi i2018 

Classical Yes Classical iencryption iand 

iHMAC 

None 

Hematpour iet ial. i2020 Classical No Unique isystem istate iand icritical 

ipoints 

Provides inon-

repudiation 

 

Table i2. iClassification iof iQuantum iNon-Repudiation iAlgorithms 

 

The itraditional iparts iof ithe imethod, isuch ias iencryption iand ihashing, idid inot iappear ito ibe ias 

isignificant ias iqubit imeasurement iand ierror icorrection ito ithe ientire inotion. iFor ithe iencryption 

iand idecryption iof ithe imessage, iwe ichose ia iSalsa20 istream icypher iwith ia i128-bit ikey, ias iwell ias 

ian iHMAC-MD5 ikeyed ihash idue ito iits ishort ilength. iThese iprotocols icould ireadily ibe ireplaced 

iwith ialternatives iwithout iaffecting ithe ialgorithm's ifunctionality, ialbeit ithe itotal inumber iof ibits 

iconveyed iand ithe iprotocol's ioverall isecurity iwould ibe iaffected. iWe ichose ia isimple 

iimplementation ifor iour if(k) ifunction, iin iwhich ithe imessage iand ihash iare isimply iconcatenated 

itogether, ithough ithis iwould ineed ito ibe iupdated ifor ia ipractical iimplementation ito ikeep ithe 
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isystem isecure. iThe ig(k) ifunction iused ito idetermine ithe ikeyed ihash's itransmission ibases iwas 

isimilarly ikept isimple, iwith iAlice isending ihash ibit iHi iin iBz i iif i𝑘(imod il ie in(k)) = 0 iand iin iBx 

iotherwise. 

 

The iidentification iof ian ialgebraic ierror icorrecting icode i(ECC) icapable iof ihandling ithe iobserved 

ierror irates ifor inon-trivial icommunications iwas ithe ikey ichallenge iin ieffectively iimplementing 

ithis itechnique. iThe iauthors iof ithe ipaper ithat idescribes iAD18 isend ia itwo-bit imessage ithat itheir 

i[5,2,3] ilinear ierror icorrecting icode iexpands ito ifive ibits. iWe iused ithe iPython imodule icommpy 

iand iemployed iits iconvolutional icoding ialgorithms isince iwe iwanted ito isend ithe isubstantially 

ilengthier imessage i"hello iworld." iUsing ia imemory icapacity iof i3 iand ia iG-Matrix iinitialised iwith 

ithe ivalue iarray, ia itransmission isuccess irate iof i>90% ion ia ithree icharacter imessage iwas iachieved 

i([[1, i3, i5, i7, i9, i11, i1, i3, i5, i7, i9, i11]]). iSimpler iconvolutional icode itrellises isignificantly 

idegraded ithe icryptosystem's iperformance, iwith itransmission isuccess irates iof ionly i<25% iper 

ibyte ifor ia ivalue iarray i([[5,7]]). iFurthermore, ithe iG-Matrix iemployed iin iour iimplementation iis 

iunlikely ito ibe ipracticable iin ia ireal-world iimplementation ibecause iit iadds i100 ibits iof ierror 

icorrection ieach ibyte itransmitted, iwhich imay inot ibe irealistic igiven icurrent iquantum ichannel 

ibitrates. 

 

The itechnique idoes inot igive ia ihigh ilevel iof iconsistency ifor ithe itransmission iof ilengthier 

imessages, iwhich iis ia ibigger ichallenge ithat iis inot iunique ito iour iimplementation. iAn 

iexamination iof ithe ialgorithm's iperformance iover i1000 iiterations iusing ithe iaforementioned 

isettings ifor istring ilengths iranging ifrom i1 ito i8 ishows ia isuccess irate iof iroughly i0.96 iper 

icharacter icommunicated, ithus iwe ipredict iand iobserve ia isuccess irate iof i0.968=0.72 ifor ian i8 

icharacter imessage. iWhile ithe ierror icorrection ialgorithms icould ibe ifine-tuned ito iimprove 

iperformance, ithe iprobabilistic inature iof iquantum imeasurements icombined iwith ia ihash icheck 

iagainst ithe ientire imessage imeans ithat ifailing ito icorrectly idecode ieven ia isingle ibit iof idata iusing 

iECC iwill iresult iin ia isignificantly idifferent ihash ivalue iand ithus ia ifailure ito iauthenticate ithe 

imessage. 

 

While iwe irecognise ithat ithe iauthors iare inot iexperts iin ithe isubject iof ierror icorrecting icodes iand 

ithat iwe imay ihave iutilised ia isuboptimal itechnique iin iour iimplementation, iwe istill ibelieve ithat 

ithe isuggested iapproach iis iunworkable ifor inon-trivial icases. iEvery ibit imeasured iin ithis 

icryptosystem ihas ia i15% iprobability iof ibeing imeasured iwrongly iwhen iBob itakes ihis 
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imeasurements. iAs ia iresult, iregardless iof ithe iECC iutilised, ithere iis ialways ia inon-zero ichance iof 

ia idecoding ierror, iand ithe ioverall ierror irate iquickly iapproaches ia iprohibitive ilevel. iIn ia isimple 

iexample iwith ia itwo-bit imessage iand ithree ibits iof ierror icorrection, ithe iprobability iof iBob 

iproperly imeasuring ifour ior imore ibits ias inecessary ifor ierror icorrection iis 

i0.855+5*(0.15*0.854)=84%. iIf iwe iuse ithe isame ierror icorrection imechanism iand iexpand ito i8 

imessage ibits iwith i12 ibits iof iECC, ithe ichance iof icorrectly imeasuring ia isufficient inumber iof ibits 

ito idecode ithe imessage idrops ito i50%, iand ithe ichance iof icorrectly imeasuring ia isufficient inumber 

iof ibits ito idecode ithe imessage iis icut iin ihalf iwith ieach isubsequent i20-bit iblock iof ierror icorrected 

idata iwe iappend. 

 

4.2 i iGeneral iProcess iFor iQuantum iCryptographic iAlgorithm iImplementation 

 
We ihope ithat idiscussing iand igeneralising ithe imethods iemployed iin iour iimplementation imight 

iaid iother iresearchers ilooking ito ianswer isimilar iconcerns iabout iother iquantum icryptography 

iprotocols, ias ithe ieffort iof ibuilding ia isuggested iquantum ialgorithm ican iprove iinvaluable iin 

idiscovering iits iflaws. iOur iimplementation iwas idone iin iQiskit, ibut iwithin ithe icircuit-based 

iquantum icomputing iparadigm, ithis itechnique iis ilanguage iagnostic iand ishould iwork iwith iCirq, 

iQ#, iAWS iBraket, iand iother iquantum iprogramming ilanguages. iThe iapproach iprovided ihere 

ialso ihas ithe idrawback iof inot irepresenting iquantum idata itransmission, ialbeit ithis iis imostly idue 

ito ithe icurrent istate iof iquantum iprogramming. 

 

The iquantum icryptography ialgorithms iwe ilooked iat iare igenerally imade iup iof ithe ifour isteps iand 

iactivities ilisted ibelow: i i 

 

1. i iPreparation: iEstablish ipre-shared isecrets, ichoose ichannels, iand iinitialise ivalues ias iqubits. i 

2. i iSender iProcessing: iCryptographic ioperations ion imessage iqubits idone iby ithe isender. iData iis 

itransmitted iacross ia ispecified ichannel, iand ipublic ivalues iare ideclared. i 

3. i iRecipient iProcessing: iMessage iqubits iare iencrypted, idata iis iverified, iand ieavesdropper 

idetection iis iconducted. i 

 

As iseen iin imulti-party isignature ischemes, iwhen idata iis itransmitted iback iand iforth ibetween ithe 

isender, irecipient, iand ia itrusted ithird iparty, iwith ivarious ioperations iapplied ialong ithe iroute, 

isteps ican ibe irepeated ior ireordered, iand iroles ican ichange. 
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4.2.1 i iPreparation 

 
In ithis istage iof ia icryptographic iprotocol, ithe isender iand ireceiver iestablish ia imessage ichannel, 

iestablish iwhich ipre-shared isecret ivalues ito iuse, iand iprepare iany inecessary idata. iShould iany 

iclassical icryptography, isuch ias iencryption ior ihashing, ibe irequired iin ithe iprotocol, iwe 

irecommend iapplying iit iat ithis istage iwhenever ipossible. iData ipreparation iinvolving iclassical 

idata ican ibe idone iby iconverting iinto ibinary, ithen iapplying ian i𝑋 igate ito iqubits iwhich iare imeant 

ito irepresent i1s iin ithe ibinary idata. iAs iclassical idata ican ibe ilarge, iit ican iquickly ipush isimulators 

ito itheir ilimits iwhen itrying ito iperform ieven isimple ioperations ion ia i32-bit ior ilarger iclassical 

ivalue. iTo iavoid ithis ipitfall, iconsider ithat iit iis itypically inot inecessary ito iconstruct ia icomplicated 

icircuit iin iwhich iall ivalues iare iprocessed iin iparallel, iunless iall iof ithe iqubits iinteract iin isome 

imanner. iInstead, iconsider irepresenting ithe iinteraction ias ian iarray iof isimpler icircuits. iFor 

iquantum idata, iin ithis istage ithe isender iwould iapply iappropriate ioperations iin iorder ito iset ithe 

iqubits iinto ithe iappropriate istate, isuch ias iexecuting iGrover’s ialgorithm iup ito ithe ifinal 

imeasurement istage iprior ito ihypothetically isigning iand itransmitting ithe iresults iof ithis 

ialgorithm. i 

We ialso irecommend ilooking ifor iplaces iwhere iinitial ipreparation ican ibe isimplified iwithout 

imaterially iimpacting ithe ifunctionality iof ithe iprotocol iunder istudy. 

When iimplemented, ithe iinput ito ithis istage ishould ibe iclassical idata iin ithe iform iof ia istring, ibyte 

iarray, ibit iarray, ior isimilar, iand ithe ioutput ishould ibe ia iquantum icircuit ior iarray iof iquantum 

icircuits. 

 

4.2.2 i iSender iProcessing 

 
This istage iis ithe ileast ispecific ias iit iwill ivary ithe imost iwidely ifrom iprotocol ito iprotocol. iThe 

imost icommon ioperations iwe iobserved iin ithis istage iwere isimple irotations, iwhich iare itypically 

iapplied ieither ias ithe iHadamard i(𝐻) igate ior irotation i(𝑅{𝑥,𝑦,𝑧}) igates iof iarbitrary ivalue. iAs ithe 

inames iof igates iin iquantum iframeworks iare igenerally iwell idocumented iand ionly idiffer imildly 

iamongst ithe ivarious ilanguages, ireferring ito iAPI idocumentation iat ithis istage iwill iresolve imany 

ichallenges. iProtocols iwhich irequire icustom iunitary igate ioperations iare ialso isupported iby imany 

iframeworks, isuch ias iQiskit’s iUnitaryGate iclass. 

 

When iimplemented, ithis istage iwill itake ias iits iinput ithe iquantum icircuit ithat iwas iproduced iin ithe 

ipreparation istage, iand ithe ioutput ishould ibe ia iquantum icircuit ior iarray iof iquantum icircuits iwith 



25 
 

iadditional ioperations iapplied. 

4.2.3 i iTransmission 

 
The iquantum icomputing iframeworks iwe ihave iused ido inot iprovide ithe icapability ito ieasily 

irepresent ithe itransmission iof iquantum idata ifrom ione iparty ito ianother. iIf inoise ior ian 

ieavesdropper iare ito ibe ipresent, ithey imust ibe irepresented iwith iadditional igates iand 

imeasurements iat ithis istage. iIn ia itypical ieavesdropper iscenario, iEve imakes imeasurements iusing 

iany iavailable ipublic iinformation, ithen iwould iretransmit ithe idata ito iBob. iIn isome icases iEve 

imay iapply iher iown iset iof igates ibefore iretransmitting ithe idata. 

 

This istage ican ibe iomitted iin imost icases iand isimply irepresented ias ithe ipassing iof ithe iquantum 

icircuit ifrom ithe iprevious istage ito ithe irecipient iprocessing istage. iIf ian ieavesdropper, inoise, ior 

iother ievents iwhich iimpact itransmission iare ito ioccur iin ithe isimulation, ithen ithe istage ishould 

iaccept iand ireturn ia iquantum icircuit. 

 

4.2.4 i iRecipient iProcessing 

 
 
This istage ican ibe iquite iprotocol idependent ias iwell, ithough iit iwill ifrequently iinvolve ithe 

iapplication iof ione ior imore igates iprior ito itaking ia ifinal imeasurement iof ithe ireceived iqubits. 

iAfter imeasurement, iadditional ipublic isharing ior icomparison iof ivalues imay itake iplace. iThis 

ipublic isharing iof ivalues iis ilimited iby ithe isame ilack iof icapability idescribed iin ithe itransmission 

istage, ibut iis iusually ieasily irepresented iby ipassing iparameters iinto ia ifunction. iFor isignature ior 

ihashing ischemes, ithis iis iwhere ia ifinal ivalidation iof ithe isignature ior ihash iwill ioccur, ieither iby 

icomputing ia iclassical ikeyed ihash ior iby iperforming iadditional iquantum ioperations iinvolving ia 

ithird-party iarbitrator. 

 

The iimplementation iof ithis istage ishould itake ia iquantum icircuit ito irepresent ithe idata ireceived 

iby ithe irecipient, iand ireturn ieither ia iclassical ivalue ias iin ithe icase iof iencryption iand idecryption, 

ior ia iboolean ivalue iindicating ithe isuccess iof ithe isignature ior ihash ivalidation. 

 

 

4.2.5 i iWorkflow 

Our iproposed iworkflow ifollows ian iiterative imodel iof idevelopment, isimilar ito ithat iseen iin itest-
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driven idevelopment iand iagile imethodologies. iAfter iidentifying ithe idesired ialgorithm ifor 

iimplementation, iand ivalidating ithat iany iquantum ioperations iare isupported iby ithe ichosen 

iframework, ithe ifirst istep iin ithis iapproach iis ito icategorize ithe isteps iof ithe iprotocol iinto ithe 

ipreviously idescribed istages. iIn iour iimplementations, iwe ifound iit ihelpful ito icreate ia iprimary 

imethod ito irepresent ithe ifull iprotocol, ithen icreate iempty imethods inamed ifor ieach istage, isuch ias 

ialice_prepare_message ior ibob_decrypt_message. iFor imore icomplicated iprotocols, ithere iwill 

ilikely ibe imultiple imethods icreated ifor isome iof ithe istages. iBefore iadding icode ito ieach imethod, 

iit imay ibe iuseful ito idescribe ithe ispecific iactions iof ithe iprotocol iin icomments, iand ito iidentify 

iwhich irequire iclassical idata imanipulation iand iwhich irequire iquantum ioperations. 

 

The isecond istep iof iour iworkflow iis ito iidentify iand iinitialize iany ivalues iexternal ito ithe 

ialgorithm iunder istudy, isuch ias ipre-shared isecret ikeys ior iconfiguration iof ithe iquantum 

isimulator. iThese ishould itypically ibe idefined ias ishared ivalues ioutside ithe iscope iof iany 

imethods, ias ithis imakes ithem ieasier ito ilocate iand ichange iand ilowers ithe icomplexity iof imethod 

isignatures. iWe ialso ihighly irecommend ieither iusing ia istandard ilogging ilibrary, ior iadding ia 

iboolean ivalue idebug i= itrue iso ithat ihelpful imessages ithroughout ithe icode ican ibe iconditionally 

ienabled ior idisabled. 

 

The inext istep iin ithe iworkflow iis ito ibegin iimplementing ithe isimplest ipossible iversion iof ithe 

iprotocol iby ionly icoding ithe iinputs iand ioutputs iof ieach istage. iUse ia ismall iinput iof iall izeros ior ia 

isingle iletter istring, icreate ia iquantum icircuit iwith ino igates ior ian iidentity igate ifor ithe 

itransmission, ionly iapply ia imeasurement ioperation iat ithe irecipient, iand iperform iany ivalidation 

iby isimply ireturning itrue ior ifalse. iThis iallows ifor ieasy iverification ithat idata iis iable ito iflow ifrom 

iend ito iend ithrough ithe ialgorithm iwithout iintroducing iextra icomplexity. iJudicious iuse iof 

idebugging istatements iat ithis istage ican imake ilater itroubleshooting isignificantly isimpler. 

 

The ifourth istep ishould ibe ito iimplement iany iclassical ioperations iused iby ithe iprotocol, isuch ias 

iclassical iencryption, iusing iappropriate ilibraries iwhere ipossible. iValidate ithat ithese ioperations 

ifunction ias iexpected ioutside iof ithe iquantum iprotocol iunder istudy, iand iadd iany irelevant 

idebugging istatements. 

 

In ithe ifinal istep, iwe iimplement ithe iquantum iportion iof ithe ialgorithm iwithin ithe istructure iwe 

ihave icreated. iApply iappropriate igate ioperations ito ithe iempty icircuits ithat iwere iconstructed iin 

ithe ithird istep iof ithe iworkflow, ithen itest iand iverify ithe icircuit ion ia ilocal isimulator. iOnce ithe 
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iprotocol iis ifunctioning ias iexpected, iperform iany idesired irefactoring iactivities. iCreating ia itest 

iharness iwhich iperforms ia irepeated iexecution iof ithe iprotocol iwith ia ivariety iof iinputs, iand 

ivalidates ithe ioutputs, iis ihighly irecommended ifor iany isubsequent ianalysis. 

 

4.3 i iExample iUsing iKak’s iThree-Stage iProtocol 

 
Using ithe iworkflow idescribed iabove, iwe ipresent ia isimple iimplementation iof iKak’s iThree-

Stage iProtocol ifor iencryption iof ia isingle ibit imessage. iFirst, iwe icategorize ithe isteps iof ithe 

iprotocol ias ifollows: i i 

• iPreparation: iAlice iselects ia ivalue i𝑥 ito itransmit. iAlice iand iBob ieach iestablish itheir iown isecret 

ikey. i 

 i• iSender iprocessing i1: iAlice iapplies i𝑈𝐴 = 𝑅(𝜃) ito iher iqubit. i 

 i• iTransmission i1: iAlice itransmits ito iBob i 

 i• iRecipient iprocessing i1: iBob iapplies i𝑈𝐵 = 𝑅(𝜙) ito ithe ireceived iqubit. i 

 i• iTransmission i2: iBob itransmits iback ito iAlice i 

 i• iSender iprocessing i2: iAlice iapplies i𝑈𝐴
†

 ito ithe iqubit. i 

 i• iTransmission i3: iAlice itransmits iback ito iBob i 

 i• iRecipient iprocessing i2: iBob iapplies i𝑈𝐵
†

 iand ihas inow idecrypted ithe imessage. i 

 

As iwe iare inot iplanning ito isimulate ian ieavesdropper ior inoise iin ithis iprotocol, iall ithree 

itransmission isteps iwill inot irequire iany icode iand ican isimply ibe irepresented iby icomments iand 

ivalues ibeing ipassed ibetween imethods. iThe istub iof iour iKak’s iprotocol iimplementation iafter ithe 

icompletion iof ithe ifirst istep iof iour iimplementation imethodology ican ibe iseen iin iListing. 

 

Implementation iof iKak’s iThree-Stage iProtocol i: 

 

 iStep i1 

 

 

In ithe isecond istep iof iour imethodology, iwe ican isee ithat iKak’s iprotocol iuses itwo isecret ikeys, 
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iwhich iwe ican iinitialize ias idesired. iAs ithe isecret ikeys iare iused ito igenerate ithe i𝜃 iand i𝜙 ivalues 

iused iby iAlice iand iBob, iwe ichoose ito igenerate ia irandom ivalue ifor ieach ibetween i0 iand i2𝜋 iin 

iorder ito ikeep ithe iimplementation isimple. iAs iseen iin iListing, iwe ialso icreate ia idebug iflag iand 

idefine ibackend i= iqasm_simulator ifor iuse ilater. 

 

 iStep i2 

 

 

 

Next, iwe ican iimplement ithe isimplest iversion iof iour imethods iin iwhich iAlice iand iBob isimply 

iapply ian i𝐼 igate iat ieach istep, iand iBob iperforms ia imeasurement iin ithe ifinal istep. iWhile imost iof 

ithese imethods iare itrivial, ithe ifinal ione iin iwhich iBob iperforms ihis imeasurement iwill icontain ithe 

icode inecessary ito iexecute ithe iquantum icircuit ion ia isimulator. iThe imethod ifor iBob’s ifinal 

irotation iremoval iand imeasurement iappears iin iListing i3 

 

 

 

 

Step i3 i i 

 

 

As ithe iprotocol icontains ino iclassical ifunctions, iwe imove ito ithe ifinal istep iwhere iwe iproperly 
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iprepare iAlice’s imessage iand iimplement irotation ioperators ito ireplace ithe iidentity igates iwe iused 

iin ithe iprevious istep. iAs iQiskit iprovides ian i𝑅𝑍  igate icapable iof iperforming ian iarbitrary irotation, 

iwe ican iuse iAlice iand iBob’s isecret ikey ivalues idirectly iin ithis igate ito iapply itheir irotations. iIn ithe 

icode, ithis isimply iinvolves ireplacing iqc.i(0) iwith iqc.rz(alice_key, i0), ias iseen iin iListing. iAfter 

icompleting ithe iimplementation, iwe ican iverify ithat ithe ioperation iworks icorrectly iby ichecking 

ikak_3_stage(0) i== i0 iand ikak_3_stage(1) i== i1. iFrom ithis istarting ipoint, iit iwould ibe ipossible 

ito irefactor ithe iprotocol ito itake ia ilonger iinput, iuse ia imore icomplicated ikey igeneration imethod, 

ior iinclude ian ieavesdropper. 

 

Step i5 i 

 

 

4.3 i iDiscussion 

 i 

4.3.1 i iConfidentiality 

 
While iquantum icomputing’s icontributions ito iconfidential icommunications iare imost 

iimmediately igoing ito icome iby iway iof iQuantum iKey iDistribution ipaired iwith iclassical 

icryptography, iit iis iclear ithat iit icould iplay ia irole iin icommunication iitself ias ithe icapabilities iof 

iquantum icomputers iand inetworks iimprove. 

Kak’s iThree-Stage iProtocol iis ia ifoundational idemonstration iof ientirely iquantum iencrypted 

icommunications. iThe iprotocol iis icapable iof iperfect isecurity iwhen iaccompanied iby ia iclassical 

iprotocol ito iensure iidentity iof icommunicating iparties iand ia imechanism ifor ierror-checking/-

correction. iKak’s iThree-Stage iProtocol ihas ibeen iextended iby ifurther iresearch ithat iaddress iits 

ishortcomings, iincluding iimplementations ithat ienable imulti-photon itransmissions iand ithe 

icorrection iof ierrors ithat ioccur iover ia iquantum ichannel. iWhile ithese iadvances ibring ithe 

irealization iof ian ientirely iquantum icryptosystem icloser ito inear-term iimplementation iin ireal-

world iapplications, isuch isolutions iare ilimited iby ithe icapacity iof icircuit-based iquantum 

iprocessors iwhich, iat ithe itime iof iwriting, ioperate iwith iless ithan i100 iqubits. 

 

The ischeme iproposed iby iAmerimehr iand iDehkordi iensures iconfidentiality iby iusing ia isingle 

ipre-shared iencryption ikey, iwhich iis ian iadvantage iover isimilar ischemes ithat irely ion imultiple 
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isecret ikeys ias ia isingle ikey ireduces ipre-processing ioverhead. iIn iaddition ito iproviding ia 

iperformance ibenefit, ithis ipre-shared ikey ican ibe ireused isecurely, iwhich iis ia idesirable 

icharacteristic iof ia iquantum icryptosystem ithat ienhances iits ireal-world iviability. iWhile ithis 

isystem’s itheoretical icapabilities iare ipromising ifor ireal-world iimplementation, iits ireliability 

iquickly idegrades ias imessage ilength iincreases, ias idemonstrated iin i4.1. iThis iis, iagain, ilargely 

idue ito ithe ilimited icapacity iof iquantum icomputers iand isuggests ithat ithe icryptosystem ishould 

inot ibe iconsidered ifor ireal-world iapplications iuntil ithe icapacity iof iquantum iprocessors 

iincreases ior ia imore iefficient ialgebraic iECC iis iimplemented. 

 

Despite itheir iadditional icomputational ioverhead, ihybrid iquantum icryptosystems ilike ithe ione 

iproposed iby iPleşa iare isomewhat iless ireliant ion ithe iadvancement iof iquantum icomputers 

ibecause ithey itransmit iencrypted imessages iover iclassical ichannels. iAs ia iresult, ithese isystems 

ihave ia igreater ilikelihood iof ireal-world iimplementation iin ithe inear ifuture. iPleşa’s isystem 

iachieves iconfidentiality iby iuse iof ia iquantum icircuit ithat iguarantees iperfect irandomization. 

iWhile iits iability ito iensure iconfidentiality ican ibe iproven ithrough iexperimentation, iits ireal-

world iapplication iis ihindered iby ithe irequirement ifor ieach icommunicating iparty ito ishare ia ipair 

iof ientangled iqubits. iThe ichallenges iintroduced iin imaintaining iand itransporting ientangled 

iqubits iare inot iunique ito ithis ischeme ibut iare inotable iobstacles ithat iare ilikely ito idelay ithe ireal-

world iimplementation iof ithis isystem. 

 

 
4.3.2 i iNon-Repudiation 

 
 
Quantum inon-repudiation iis ichallenging idue ito ithe ithe iimpossibility iof iunconditionally isecure 

isignatures ifor iquantum idata iwithout ia itrusted ithird iparty, ias iwell ias ithe idestructive inature iof 

imeasurements ifor iboth isignatures iand idata. iQuantum isignatures iare ifrequently inot ireusable, 

iwhich imakes itheir itransferability iquestionable. iQuantum isignatures iof iclassical idata iare 

iunlikely ito ibe ivery iimportant iin ithe inear ifuture ias iclassical isignatures iare istill iviable, iand iNIST 

iis iactively iresearching ipost-quantum isignature iprotocols ifor iclassical idata. 

 

Quantum isignatures iof iquantum idata iwill ibecome imore iimportant iin ithe ifuture iwhen iquantum 

icomputers ibecome imore iprevalent. iJust ilike icurrent icertificates iuse itrusted iroot iauthorities, 

iquantum isignatures iwill ineed itrusted iquantum iarbitrators, iand ithis iconcept ihas inot ibeen iwell 
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iexplored ito idate. iSeveral ipromising iquantum isignature ischemes ihave ibeen iexperimentally 

irealized iin irecent iyears, iincluding ian iimplementation iby iAn iet ial. iin i2019, iand ianother iby iDing 

iet ial. iin i2020. iBoth iof ithese ipractical iimplementations iare ibased ioff iof ia iproposal iby iAmiri iet 

ial.in i2016 ifor ia isecure iquantum isignature ischeme iwhich ifunctions iover iinsecure ichannels. 

In ithe isignature iprotocol iproposed iby iAmiri iet ial., ithe isender, iAlice, icommunicates iwith itwo 

ireceiving iparties, iBob iand iCharlie. iAlice igenerates icorrelated ibit istrings iseparately iwith iBob 

iand iCharlie iusing ia ikey igeneration iprotocol isuch ias iBB84. iBob iand iCharlie iexchange ihalf iof 

itheir igenerated ibit istrings iwith ione ianother iover ia isecure iclassical ichannel. iAlice isigns iand 

itransmits ia imessage iover ia iclassical ichannel ito iher idesired irecipient, isay iBob, iwho ithen ichecks 

ithe isignature iagainst ihis iown ikey iand ithe ikey ireceived ifrom iCharlie. iIf ithe inumber iof 

imismatches ibetween ithe isignature iand isecret ikey iis ibelow isome ilimit, ithen iBob ican iaccept ithe 

imessage. iBob iis ialso iable ito itransmit ithe imessage iand isignature ito iCharlie ifor iverification iin 

ithe isame imanner. iAs iquantum ichannels iare ionly irequired iduring ithe ikey igeneration istage iof 

ithis iprotocol, iit iis iwell isuited ifor iimplementation ias iBB84 ior iother iQKD iprotocols ican ibe iused 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



32 
 

CHAPTER i5 i i 

 

 iCONCLUSION 

 
 
In ithis ipaper iwe ihave iexplored ithe iimpacts iof iquantum icomputing ion iclassical icryptography, 

iexamined ithe icurrent istate iof ithe iart iof iquantum icryptography, iimplemented iand ianalyzed 

iAmerimehr iand iDehkordi’s i2018 isymmetric iquantum iencryption ialgorithm, iand ipresented ia 

igeneralized iprocess ifor ithe iimplementation iof iquantum icryptographic ialgorithms. iThe iimpacts 

iof iquantum icomputing ion itoday’s icryptographic isystems iare iwell iunderstood, iand iefforts iare 

ibeing imade iby iNIST ito iselect isuitable ireplacements ifor ivulnerable ipublic-key iencryption, ikey-

establishment, iand isignature ialgorithms. iWe iidentified ipromising iquantum ialgorithms ifor 

iimportant iaspects iof icryptography, iincluding itwin-field iQKD ifor ikey idistribution, izero 

iknowledge iproofs ifor iintegrity, iAD18 ifor iencryption, iand iAmiri iet ial. ifor inon-repudiation. 

iWhile isome iof ithese ialgorithms, isuch ias iAD18, iappear ito ineed iadditional iresearch iand 

irefinement ito ibe ipractical ifor imany iapplications, ithey ican iserve ias ia ibasis ifrom iwhich ito ibuild 

ifor ifuture iresearch. 

 

To iaid iin ifuture ievaluations iof iquantum icryptographic iprotocols, iwe iexamined 

iimplementations iof iBB84, iAD18, iand iKak’s iThree-Stage iProtocol, iand iproposed ia istandard 

iprocess iby iwhich iother iresearchers ican iapproach ithe ichallenge iof iimplementing iquantum 

icryptographic ialgorithms. iAs ithe ifield iof iquantum icryptography iis istill iin iits iinfancy, iour ihope 

iis ithat ithese ifinal itwo icontributions iwill ibe iof iparticular ivalue. iFinally, iwe iwill iprovide 

irecommended iactions iorganizations ican itake itoday iand iin ithe inear ifuture ito iprepare ithemselves 

ifor iadvances iin iquantum icomputing iand icryptography. 

 

5.1 i iRecommendations ifor iToday 

 
Our ifirst irecommendation ifor iorganizations itoday iis ito igain ian iawareness iof iquantum 

icomputing, iwhat iproblems iit ican iand icannot ibe iused ito isolve, iand ihow iit ithreatens icurrent 

icryptographic isystems. iOutside iof icutting iedge isecurity ior iresearch iconcerns, iwe ido inot 

ibelieve iit iis inecessary ito iimmediately ihire iquantum ispecialists, ibut ihaving ian iawareness iof ithe 

istate iof ithe iart iin iquantum icomputing iwill ilikely iprovide ia icompetitive iadvantage ito ibusinesses 

iover ithe inext ifew iyears. iSoftware iengineers iand isecurity iexperts iwould ibenefit ifrom ilearning 
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ithe ibasic iconcepts iof iquantum icomputing ias iwell, ijust ias ithey ihave ibeen iencouraged ito ido iwith 

iconcepts isuch ias icloud icomputing iand imachine ilearning iin ithe irecent ipast. 

As itoday’s imost icommonly iused iencryption isystems iare ieither iweakened ior ibroken iby 

iquantum icomputing, iwe ihighly irecommend ithat icompanies ibe iprepared ito iimplement ipost-

quantum iencryption ionce ifinal icandidate ialgorithms iare iapproved iby iNIST. iThough iquantum 

icomputers iwill inot ibe icapable iof ibreaking iRSA2048 ifor imany iyears, iencrypted idata icould istill 

ibe icaptured iby ian iadversary itoday iand istored iuntil idecryption ibecomes ifeasible iin ithe ifuture. 

iFor idata iat irest, iwe irecommend iusing iAES iwith ia i256-bit ikey ilength, iand idiscontinuing ithe 

iusage iof i3DES iand iAES iwith i128- ior i192-bit ikey ilengths, ias ithe iimpact iof iGrover’s ialgorithm 

ilowers ithe ieffective ikey ilengths ibelow ithose irecommended iby iNIST iin iSection i3.4 iof iSpecial 

iPublication i800-175B. i 

 
 
5.2 i iRecommendations ifor ithe iFuture 

 
It iis iextraordinarily idifficult ifor iexperts ito imake iaccurate ipredictions iof ifuture idevelopments iin 

iany ifield. iThe iauthors iof ithis iwork imake ino iclaims ito ibe imore ithan inovices iin ithe ifield iof 

iquantum icomputing, ibut iwe ifelt iwe iwould ibe iremiss ito inot iprovide ia icouple iof ibroad 

ipredictions iand iaccompanying irecommendations ifor ithe inext iten ito itwenty iyears. 

In ithe inext itwo idecades, iwe ipredict ithat iquantum icomputing iwill ibecome iwidespread. 

iQuantum icomputers iwill ibecome imore icapable iand ieasier ito iaccess, iand ian iincreasing inumber 

iof icompanies iwill ihire iquantum icomputing iexperts. iQuantum ialgorithms iwill ibe icommonly 

iused ifor iapplications isuch ias ientropy igeneration, ikey idistribution, iand ioptimization iproblems. 

iIf idramatic ihardware iadvancements iare imade, iwe imay ieven isee ispecialized iquantum 

iprocessing iunits iwith ia ismall inumber iof iqubits iappear iin ipersonal icomputers. iTo istay iahead iof 

ithese ipredictions, iwe ireiterate iour iprevious irecommendation ithat iorganizations ibegin ibuilding 

itheir iquantum icomputing icapabilities. iWe ialso irecommend ithat iorganizations ibe iwary iof ithe 

iinevitable iwave iof icharlatan icompanies ithat iwill ipromise iexpensive iquantum icomputing 

iofferings iwhich iare icapable iof isolving iall ithe iworld’s iproblems. 

 

As iquantum icomputers ibecome iubiquitous iand icapable, iwe ipredict ithat ilarge inumbers iof inew 

ialgorithms iwill ibe idiscovered. iThese ialgorithms iwill ihave ibroad iimpacts, iranging ifrom 

ithreatening ithe isecurity iof ipreviously isafe icryptographic iprotocols, ito iproducing irapid 

iadvances iin imaterials iscience, imedicine, iand iartificial iintelligence. iThe itechnological iand 
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isociopolitical iimpacts iof ithese inew idiscoveries imay ialter isociety ias ifundamentally ias 

iindustrialization, iautomobiles, iaviation, iand ithe iinternet idid. iOur irecommendation iis ithat 

iorganizations ibe iprepared ito iadapt ito irapid iparadigm ishifts iin ithe isecurity iand itechnology 

ilandscape. 

 

 
5.3 i iFuture iResearch 

 
In ifuture iwork, iwe iwould ilike ito ifurther iresearch iand iexplore ithe iencryption iof iquantum idata, 

ias ithis ipart iof ithe ifield iappears ito ibe iunderdeveloped iwhen icompared ito iother iaspects iof 

iquantum icryptography. iIn iparticular, iwe iwould ilike ito iresearch iwhether iencryption iprotocols 

icould idiverge ito ihandle iquantum idata iat irest iand iin imotion, ias iwe ihave iseen isymmetric iand 

iasymmetric iencryption idevelop iin ithe iclassical irealm. iWe ibelieve ian iopportunity iexists ito 

ifurther igeneralize iour iprocess ifor iimplementing iquantum icryptographic ialgorithms, iso ithat iit 

ican iapply ito inon-circuit iparadigms iof iquantum icomputing. iWe iwould ialso ilike ito ifurther 

iexplore ithe ispace iof ialgebraic ierror icorrecting icodes iin iorder ito irevisit iAD18 iand iimprove ithe 

iefficiency iand ioverall icapability iof ithe iprotocol. 
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