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ABSTRACT 

 
3D imesh iwatermarking ihas isparked iinterest, ithanks ito ithe isudden iincrease iof igraphic 

icontent iand ianimated imotion imovies, ihowever ithe istate iof ianalysis iof iwatermarking i3D 

imodels icontinues ito ibe iin iits iinfancy ias icompared ito iresearch iwork iin iimage iand ivideo 

iwatermarking. i3D iWatermarking iprovides ia ideterrent ito ipiracy iof i3D imodels iby 

iembedding ia ihidden ipiece iof idata iwithin ithe ioriginal icontent. iWatermarking ialgorithms 

ihave ia ibasic idemand ithat ithe iwatermark iought ito ibe iimperceptible ito iavoid ibeing idetected 

iand inot icause ivisible idistortion ito ithe iviewer. iThe iwatermark iought ito ieven ibe isturdy ito 

iface iup ito iunintentional iattacks. iIt's iconjointly idesired ithat ithe iwatermark iinsertion 

icapability iought ito ibe ias ihigh ias iattainable ito iface iup ito iintentional iattacks iand ito ipermit 

iinsertion iof imultiple ior iredundant ior ibio-metric iwatermarks. iInsertion iof ihigh idensity 

iimperceptible iwatermark ican icreate iit ivery itough ifor ian iattacker ito iseek iout ithe iwatermark 

iand iso icreate isubstantial ichanges iwithin ithe i3D imodel ito iget irid iof ior ichange ithe 

iwatermark. iHowever, iinserting ihuge iamounts iof idata ias iwatermark iwill icause idistortion; 

itherefore idesigning iof iwatermarking ialgorithms iinvolves ia itrade-off ibetween 

iimperceptibility, icapacity iand irobustness. 

This ithesis idiscusses iblind iwatermarking iof i3D imodels iwithin ithe ispatial idomain. 

iAlthough iit's ibeen inotable ithat ioblivious i(or iblind) iwatermarking ischemes iare iless isturdy 

iand irobust ithan inon ioblivious iones, ithey're ihelpful ifor inumerous iapplications iwherever ia 

ihost isignal iisn't iout ithere iwithin ithe iwatermark idetection iprocedure. iThe itarget iof ithis 

iresearch iwork iis ito iexplore iinnovative iways iin iwhich ito iinsert ithe imost iquantity iof isecret 

iinfo iinto i3D imesh imodels iwhile inot iinflicting ipalpable idistortion iand iconjointly icreate iit 

itough ifor ithe iattacker ito iguess iwhere ithe iwatermark iwas iinserted iand itherefore ithe 

iquantity iof iwatermark iinserted. 

The iproposed imethodology iestimates ithe ilocal ismoothness ivariation iof ithe imesh ito ipick 

ivertices ifor iinserting ia iwatermark. iSmoothness ivariation iof ithe isurface irepresented iby ithe 

i1- iring ineighborhood iof ievery ivertex iis icomputed iby ithe iaverage iangle idifference ibetween 
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ithe isurface inormal iand ithe iaverage inormal. iEvery ivertex iof ithe imesh iis ilabeled iin ione iof 

ithe ibins icorresponding ito ivariable idegrees iof ilocal ismoothness ivariation ifrom ithe ilow ito 

ithe imoderate ito ithe ihighest ivariation. iVertices iwith ithe ilabel iof imoderate ilocal ismoothness 

ivariation iare ithen ipicked ifor ithe iinsertion iof ia irandom iwatermark. iThe iprojected 

imethodology iemploys ia istatistical iapproach ito iembed iwatermark ion iselected ivertices ithat 

ichanged ithe idistribution iof ivertex inorms iconsistent iwith ithe iwatermark ibit ito ibe 

iembedded. iHistogram imapping ifunctions iare iintroduced ito imodify ithe idistribution ias iper 

ithe iwatermark irequirement. iThese imapping ifunctions iare idevised ito ilessen ithe ivisibility iof 

iwatermark ias imuch ias ipossible. iSince ithe istatistical ifeatures iof ivertex inorms iare iinvariant 

ito ithe idistortion-less iattacks, ithe iproposed imethod iis isturdy iagainst irotation, itranslation 

iand iscaling. iMoreover, iour imethod iuse ian ioblivious iwatermark idetection ischeme, iwhich 

imay iextract ithe iwatermark iwhile inot irequiring ithe icover imesh imodel. iSimulation iresults 

iprove ithat ithe iinserted iwatermark iis iinvariant iagainst iaffine ioperations, inoise iand 

ismoothing iattacks, iand iat ithe isame itime iimperceptibility iis iretained. i 

The ithesis iis istructured ias ifollows: i 

 Chapter-1 gives an introduction about watermarking, its categories, requirements and 

applications, also giving an overview of the trade-off involved in designing desired 

watermarking schemes. 

Chapter-2   gives a background of 3D mesh entities and basic terminologies used in thesis 

Chapter-3 gives a comprehensive literature review of the contemporary 3D watermarking 

algorithms.  

Chapter-4   describes proposed watermarking methods in detail, including their insertion 

and embedding algorithm based on statistical features and vertex smoothness measure of a 3D 

mesh. 

Chapter-5 shows the experimental results and analysis of the proposed method against 

various attacks. 

Chapter-6 gives the conclusion and the future work of the thesis. 
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CHAPTER 1     INTRODUCTION 

 

Recent iyears ihave iseen ian iascent iin ithe iaccessibility iof idigital imultimedia isystem 

icontent. iToday, idigital imedia’s idocuments ican ibe idistributed ivia ithe iworld iWide inet ito ian 

iincredible inumber iof iindividuals iwithout imuch ieffort iand imoney. iMoreover, iin icontrast ito 

itraditional ianalog iduplication, iwith iwhich ithe istandard iof ithe iduplicated icontent iis 

idegraded, idigital itools iwill isimply imanufacture igreat iamount iof iexcellent icopies iof idigital 

idocuments iin ian iexceedingly ishort iamount iof itime. iThis iease iof idigital imultimedia 

idistribution iover ithe iweb, ibeside ithe ilikelihood iof iunlimited iduplication iof ithis idata, 

ithreatens ithe iintellectual iproperty i(IP) irights imore ithan iever. iThus, icontent iowners iare 

ithirstily iseeking itechnologies ithat ipromise ito isafeguard itheir irights. i 

Cryptography iis iperhaps ithe imost icommon itechnique ifor ishielding idigital icontent isince 

iit ihas ia iwell-established itheoretical ibasis iand ideveloped iterribly iwith isuccess ias ia iscience. 

iThe icontent iis iencrypted ibefore idelivery iand ia ikey iis iprovided ito ithe ilegitimate iowner 

i(who ihas ibought iit). iHowever, ithe iseller iis iunable ito ifind ihow ithe iproduct iis ihandled iwhen 

iit iis idecrypted iby ithe iclient. iEncryption iprotects ithe icontent ithroughout ithe itransmission 

isolely. iOnce itransmitted ito ithe ireceiver, idata ishould ibe idecrypted iso ias ito ibe ivaluable. 

iOnce idecrypted, ithe iinformation iisn't iany ilonger iprotected iand iit ibecomes ivulnerable. iThe 

iclient icould iend iup ito ibe ia ipirate idistributing iprohibited icopies iof ithe idecrypted 

i(unprotected) icontent. iTherefore, iencryption ishould ibe icomplemented iwith ia itechnology 

ithat imay istill ishield ithe iprecious iknowledge ieven iwhen iit's idecrypted. iThis iis ioften ithe 

ipurpose iwhere iwatermarking icomes iin. i 

The idigital imedia ihave ibeen iwidely iused ito iproduce iseveral idigital iproducts, ifor 

iinstance, iindividuals ican iacquire, iduplicate, iprocess, iand idistribute ithe idigital imedia 

icomparatively ieasily iby iseveral iof ithe iprevailing itools iand ialso ithe iweb. iAs ia iresult, ithese 

ifacilities ialso iare iexploited iby ipirates iwho iuse ithem iillicitly ifor ihis ior iher ipersonal igains ito 

iviolate ithe ilegal irights iof ithe idigital icontent iproviders. iThe idigital iwatermarking ihas ibeen 

iintroduced ias ia igood icomplementary ito ithe itraditional iencryption ifor ithe idigital iwatermark 
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imay iwell ibe iembedded iinto ithe ivarious isorts iof idigital imedia, ias iwell ias ipictures, iaudio 

idata, ivideo idata, iand ithree-dimensional igraphical imodels ilike i3D ipolygonal imodels. 

Digital iwatermarking iis ia itechnique idesigned ito ihide iinformation iin ia icertain ikind iof 

idigital idata. iEmbedded iwatermarks iare ioften iused ito ienforce icopyright, idata 

iauthentication ior ito iadd iinfo ito ithe idata. iIdeally, ithe iwatermark ishouldn't iinterfere iwith ithe 

iintended ipurposes iof ithe idata. iA iwatermarking itechnique ihas i2 istages: iwatermark 

iembedding iand idetection irespectively. iMost iof ithe ianalysis ion iwatermarking ihas ifocused 

ion iwatermarking iaudio idata, istill ipictures, ior ivideo, iwhereas iaudio idata iconsists iof ione-

dimensional itime ivariable isignals, ipictures iare i2-D imappings iof idigital idata idistributed ion 

ian ioblong ilattice. iWhen iapplied ion istill ipictures, ithe iwatermarking ialgorithms ican ibe 

iclassified iin ithose iwhich iare iembedded iin ithe ispace idomain ior iin ia itransform idomain ilike 

iDCT. 

Many ithree-dimensional i(3D) iobjects iare icurrently idescribed iin i3D imeshes ito iactually 

ireplicate ithe itopological istructures iof ithe iobjects. iAmong inumerous iillustration itools, 

itriangular imeshes igive ian iefficient imeans ito irepresent i3D imesh imodels. iWith ihigh 

idemand iand irecognition iof i3D imodels iand iconsidering ithe iprice, itime, iand ienergy ineeded 

ito imake isuch imodels icomes ithe imenace iof iwidespread iamerceable irepetition iof i3D 

imodels. iRegardless iof ithe igrowing icuriosity iin idigital iwatermarking iof imultimedia isystem 

idata, iwatermarking iof i3D igeometrical imodels ihas ireceived imore ior iless ilittle ior ino 

iattention iby ithe iresearch icommunity. ione iof ithe ipivotal ireasons iis ithat igeometric 

iknowledge iis iper ise iadvanced ito ihandle, iin iaddition iloads iof inumerous iattacks iwill ibe 

ithought iof ithat idon't iseem ito ibe iattainable iwithin ithe i2D iand i1D icases, itherefore iit's ihighly 

itroublesome ito idevelop istrong iwatermarking ialgorithms ifor i3D imodels. iToday ithe 

iapplications iusing iand imanaging i3D igeometry idata iare iquickly iincreasing iin inumbers, ifor 

iinstance, ifor ithe iimage iand ivideo icase iloads iof iprocess itools ito ide-noise, icompress, 

itransmit, ienhance, ianalyze iand iedit ithese isorts iof isignals iexist. iThe iarrival iof irecent itools 

ito iprocess igeometric idata iis iextremely iuseful ifor i3D iwatermarking itechnology. iIn iaddition 

ito ithis, i3D iwatermarking isets ia inovel iset iof iissues ithat iweren't ipresent iin ithe iimage iand 

ivideo icases; igeometric idata ihas iintrinsic icurvature, itopology iand ino iimplicit iordering 

i(with irelation ito ithe iregular isampling iof ian iimage): iit's inot ia istraightforward i2D ito i3D 
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iextension. iMoreover ia i3D imodel imay iundergo ia ilot iof iadvanced iand icomplex iattacks iwith 

irelation ito iimage iand ivideo imedia itype, itherefore iit's itroublesome ito iincrease ithe iwell-

consolidated iimage iand ivideo iwatermarking ialgorithms ito ithis inew isort iof imedia. iThe 

iconsequence iis ithat iwhile iloads iof itechniques iand istrategies ito iintroduce icopyright iinfo iin 

iimage iand ivideo iare ideveloped iand itested iwith isensible iperformances, isolely ifew 

ialgorithms ito ihide iconfidential iinformation i(for iIPR, iauthentication iand iso ion) iinto ia i3D 

imodel iare ideveloped iin iorder ito ibeat ithe iabove iissues imost iof ithe isystems iproposed ito idate 

iexploit ithe iinformation iof ithe ioriginal, inon imarked, imesh ifor iwatermark irecovery. iThe 

ipractical iutility iof inon-blind ischemes iis ilimited idue ito ineed iof ioriginal imesh imodel iat ithe 

iextraction iside, ithus ithe inecessity ito idevelop inew iblind ischemes ifor i3D iwatermarking. 

1.1.   3d Watermarking Categories 

In idigital iwatermarking, ia idigital icode, ior iwatermark, iis iinserted iinto ithe i3D imodel, 

ireferred ito ias ithe ihost ior icover imodel, iin iorder ithat ia igiven ipiece iof iinformation iis 

iindissolubly itied ito ithat. iThis iinfo ican ilater ibe iused ito iprove ipossession, idetermine ia 

imisappropriating iperson, itrace ithe imodel idissemination ithrough ithe inetwork, ior ijust 

iinform iusers iregarding ithe irights-holder ior ithe ipermitted iuses. iThe iway iwatermarking 

ialgorithm irecover ithe iwatermark ifrom ithe imodel ihas ia istrong iimpact ion ipractical 

iapplications; iit's ithen icommon ito iclassify idigital iwatermarking itechniques iby itheir 

idecoding iprocesses. 

1.1.1. Blind vs. non blind. 

A iwatermarking ialgorithm iis iblind iif iit idoesn't ineed ito icompare ithe imarked iand 

iunmarked idocuments ito irecover ithe iwatermark. iConversely, ia iwatermarking ialgorithm 

iisn't iblind iif iit iwants ithe iinitial idata ito iextract ithe iinformation ifrom ithe imarked idocument. 

iBlind itechniques iare igenerally ireferred ito ias ioblivious. 

1.1.2. Readable vs detectable.  

In ithis icase iwe itend ito idistinguish ibetween ialgorithms ithat iintroduce ia icode ithat ican ibe 

iread iwhile inot iknowing iit ibeforehand, iand ithose ithat iinsert ia imark ithat imay isolely ibe 

idetected, ithat iis, ia iuser ican isolely iverify iwhether ior inot ia igiven icode iis icontained iwithin 
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ithe idocument. iDetectable iwatermarking iis isometimes ireferred ito ias i1-bit iwatermarking ias 

ia iresult iof ithe idetector ioutput iwhich iis isimply iaffirmative ior ino. 

1.1.3. Robust  vs  fragile 

A irobust imethodology iaims ito ifind ithe iembedded imessage ieven iafter ithe iobject isuffered 

ifrom ia iserious ilevel iof iattacks. iThese iclasses iof imethods iare iusually idesigned ifor ithe iaim 

iof icopyright iprotection. iOn ithe iopposite ihand, ia ifragile imessage iought ito idisappear iall 

ionce iany iattack ihappens ito ithe i3D imesh imodel. iA idecent ifragile iwatermarking ialgorithm 

iought ito ibe iable ito ilocate ithe iregion ibeing ichanged. iFragile iwatermarking iis iemployed ifor 

ithe imesh iauthentication iand itamper idetection. 

As iper ithe irequirements, ia iwatermarking isystem imust iencompass ithe imost iimportant 

iproperties ithat iare irobustness, ii.e. ithe iability ito isurvive imanipulations, iunobtrusiveness, 

iand icapacity. 

1.2.  Requirements of 3D watermarking 

1.2.1. Watermark capacity   

Although igenerally ithe iwatermark icapacity idoesn't irely iupon ithe iparticular ialgorithm, 

ihowever iit's iassociated iwith ithe icharacteristics iof ithe ihost isignal, iof ithe iallowed 

iembedding idistortion iand iof ithe iattack istrength. iWe irefer ito ithe icapacity iof ia igiven 

itechnique ias ithe iquantity iof iinformation ibits ithat ithe iwatermark iis iin ia iposition ito iconvey. 

iin ithis isense, icapacity iis ia ielementary iproperty iof iany iwatermarking ialgorithm, ithat ifairly 

ioften idetermines iwhether ior inot ia imethod iwill ibe iproductively iemployed iin ia igiven 

icontext ior inot. iUsually ispeaking, icapacity irequirements icontinually istruggle iagainst itwo 

iother ivital irequirements, ithat's iimperceptibility iand irobustness. iHaving iaforementioned 

ithis, iit's iobvious ithat ithe icapacity iof iany i3D iwatermarking isystem iis iin irelation iwith ithe 

icomplexity iof ithe igiven imesh, iwhere iby imesh icomplexity iwe iintend ithe inumber iof ifaces 

iand ivertices iit icontains. iThus, ia imesh iwith inumerous ifaces ican iconvey ia ilot iof ibits ithan ia 

isimple imesh iwith ia ifew ifaces. 
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1.2.2. Imperceptibility    

 iiThe iiwatermarked iimodel iishould iimaintain iiidentical iivisual iiquality iias iithat iiof iithe 

iioriginal iione. iiThe iiimportance iiof iithis iiproperty iidepends iion iithe iiintended iiuse iiof iithe 

iimodel; iiusually iithe iiintended iiuse iiis iiviewing; iitherefore iithe iiwatermarked iimodel iiand iithe 

iioriginal iione iishould iiseem iisimilar iiin iivisual iiscrutiny. iiThis iican iibe iia iivital iipoint iibecause 

iioften iia iiuser iisees iia ii3D iimodel iiin iian iiinteractive iiway. iiOn iithe iicontrary, iiimages iiand iivideo 

iidon't iipermit iisuch iian iiin iidepth iiuser-interaction, iitherefore iiit's iiso iifar iieasier iito iicover iithe 

iiwatermark iiusing iiappropriate iiperceptual iimasks. iiIt's iinecessary iito iiunderline iithat iifor iia 

iifew iiapplications iithe iiimperceptibility iiof iithe iiwatermark iimight iinot iibe iian iiadequate 

iirequirement. iiThis iiis iioften iithe iicase, iifor iiinstance, iiwhen iiwe iineed iito iiresearch iithe 

iideformations iiof iicultural iiheritage iigoods iiby iiperiodic ii3D iiacquisition iiof iitheir iisurfaces. 

1.2.3. Robustness   

 iEvery iwatermarking ialgorithm ito ibe iemployed iin iIPR i(Intellectual iProperty iRights) 

iapplications ineeds ito ibe irobust iagainst imanipulations, iusually iknown ias iattacks, iof ithe 

iwatermarked imedia. iThe imatter iwith i3D iwatermarking iis ithat ia igreat ideal iof iattacks iis 

ipossible 

Fig.1.1: i iProperty  triangle of  3D  watermarking 
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Figure i1.1 iillustrates ithe irelation iamong ithe i3 ifactors: irobustness, icapacity iand 

idistortion iwith ithe isecurity itaken iinto iconsideration. iAttempting ito ienhance iany ione ipart 

imight ilimit ithe ieffectiveness iof ithe iothers, ias ian iexample, iwe imight iacquire ia ibetter 

irobustness iif iwe irelax ithe inecessity iof ithe idistortion iand iembed ifewer ibits; ihowever ithe 

itrade-off iis ithat ithe iobject iis ialso iterribly idistorted ifrom ithe ifirst ione. iIncreasing ithe 

icapacity iimplies ithat ione ibit iof imessage iwill ibe icarried iby ifewer ivertexes. iThus, ithis imight 

iscale iback ithe irobustness iof ithe iwatermarking ialgorithm. iSecurity isuggests ithat ihow imuch 

iis ithe ichance ithat ithe iembedded imessage iwill ibe irecovered iand iremoved iby imalicious 

iusers. iIt's irelatively inot ias ivital ias ithe iother i3 ifactors iin iwatermarking imethods ihowever iit 

ican't ibe ineglected. iHow ito ifind ia icorrect ibalance iamong ithese iaspects iis ithe imost idifficult 

iissue iin ithe ianalysis iof i3D iwatermarking ialgorithms. 

1.3.  Embedding idomain i 

The ifirst istep itowards ithe idefinition iof iwatermarking ialgorithms iconsists iin ithe 

iselection iof ithe ihost ifeatures, ii.e. ithe ichoice iof ia igroup iof iproperties iof ithe icover i3D imodel 

ithat imay ibear ithe iwatermark iinfo. iOf icourse, iseveral ipossibilities iexist ihere, ihowever, iin 

ithis ithesis; iwe itend ito ifocus isolely ion igeometric iand itopological ifeatures. 

1.3.1. Geometric iFeatures. 

 iThe imain igeometric ifeatures iof ia imesh iare iits ivertices. iOne ipotential iway ito iinsert ithe 

iwatermark iis ito ichange ithe iposition ior ithe inormals iof ivertices i(vertex inormals iare 

iassociated iwith ithe icurvature iof ithe imesh). iboth ithese ientities iare ialtered iby iperturbing ithe 

icoordinates iof imesh ivertices. 

1.3.2. Topological iFeatures. i 

These ifeatures iare iassociated iwith ithe iconnectivity iof ithe imesh ivertices. iUsually, ia 

icollection iof iconnected ivertices iis ichosen iby iusing igeometric ifeatures. iThen, ithe itopology 

iof ithose ivertices iis iredefined ito iencode ione ior iadditional ibits. iIn ithe iproposed iapproach 

iwe've idecided ito iuse ias iembedding ifeatures, ithe ivertices iposition ibecause ivertices icontain 

imost iof ithe idata iof ithe imesh. i 
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1.4.  Applications  of  3D Watermarking 

There iare iseveral ipotential iapplications iof i3D iwatermarking idue ito i2 ireasons. iFirstly, 

iany iinfo imay ibe iembedded iinto ithe iobject. iSecondly, ithe iwatermarked imodels ican ibe iused 

ias ioriginal iones, ibecause iwatermarking imethods iaim ito iinsert ithe imessage iwhile inot 

imodifying ithe iappearance iof ithe i3D imodel. iThe icontent iof ithe iembedded iinfo ican ibe 

iemployed iin inumerous iways iin iwhich, ithe ieasiest iapplication iis ito ishield ithe i3D iobject. 

iCopyright iinfo, ilike iauthor ior icreation idate ietc, ican ibe iembedded iso ias ito ishield ithe 

iintellectual iproperty iof ithe i3D imodel. iIn ia ivirtual i3D iobject imarket, ian iartist icreates isome 

iextraordinary i3D imodels. iThen ihe ican isave ithe idata isuch ias iweb isite, iprice, ieven ibarcode 

ito ithe iobject. iOnce ithe iauthor ifinds isome iunauthorized icopy iover ithe iweb, ihe ican iclaim ihis 

icopyright iby iretrieving ihis iown iwatermark icode ifrom ithe i3D imodel. iFragile iwatermarking 

ican ibe iused ias ian iauthentication ior itampering idetection itools. iThe iwatermark iwill 

idisappear ionce ia iwatermarked iobject iis ichanged iand iideally ithe idetected iinfo ican itell 

iwhere iand ihow ithe imesh iis ichanged. iIn ia i3D idatabase, iwe iare iable ito iincorporate ithe idata 

ilike, idatabase iindex, imesh idescription, icategory ietc, iinto ithe imesh. iIt'd ibe iterribly 

icumbersome ito icopy ia i3D iscene iif iit icontains ithousands iof iobjects iof ivaried ivarieties iand 

isizes. iHowever iif ieach iobject iis iembedded iwith ia imessage idescribing iits ilocation iwithin 

ithe iscene, iit'd icreate ithe irendering isort iof ia ipuzzle igame. iThis iwill isave iample ispace ifor 

istoring iand irendering itime. 
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CHAPTER 2 BACKGROUND 

 

Watermarking itechniques iinsert iinvisible idata iinto ithe imultimedia icontent. iThe icovertly 

iembedded idata iis itermed ithe iwatermark iand imay iaccommodates ia iusers iunique iID, 

icryptographic ikeys, icopyright iownership imessages, iaccess iconditions iof ithe icontent, 

ilogos, iimage, ibiometrics, ior icontent-based iinfo. iThe iwatermark iembedding iand iretrieval 

imethod iis iassisted iby ia isecret ikey, iwithin iwhich ilies iinfo ion iwhere iand ito iwhat iextent ihas 

ithe iinitial icontent ibeen ichanged iso ias ito iaccommodate ithe iwatermark. iImperceptibility iis ia 

istrong idemand iof ievery iwatermarking ischeme, ibecause ithe iwatermark imustn't idistort ithe 

ioriginal imedia ior iinterfere iwith iits iintended iuse ior ifunction. iRobustness iis iimportant ito 

iassure ithat icommon isignal iprocessing, igeometric ioperations iand imalicious imodifications 

idon't iimpact ithe idetection ior iretrieval iof ithe iwatermark. iThe imotive iis ito ifacilitate icontent 

iowners ito iprove itheir ipossession iby iretrieving ithe iwatermark ifrom ia ipirated imedia iso 

ilitigate iagainst ithe ioffender. i 

Features iare iextracted iin ithe ispatial idomain. iThe ispatial idomain iwatermarking ischemes 

iare iusually iless irobust ito iattacks ilike icompression iand inoise iaddition. iThey ihowever 

isurvive icropping iattack iand iare iless icomplex. iThey iinsert iwatermark iin ispatial idomain iby 

ieither imodifying ivertex ipositions ior imodifying ithe iconnectivity iof ithe ivertices. 

2.1. Terminology 

Before iwe ienter iinto ithe idetails, iit iis inecessary ito iunderstand ithe ispecific iterminology 

iused ithroughout ithis ithesis. i 

Cover imedium 

An ioriginal idigital imedium i(3D iobject) iwithout ibeing iwatermarked ior iprocessed iis 

icalled icover imedium i(or icover iobject). 

Stego imedium 

 iWhen ithe icover imedium iis iwatermarked iby isome iwatermarking ialgorithms, 

iwatermarked imedium iobject iis ithen ireferred ito ias istego imedium. i 
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Watermark 

Watermark iis ithe imessage ibeing iembedded ito ithe icover iobject. iWe iuse iw ito irepresent 

ithe imessage ito ibe iembedded, iwhile iwˆ idenotes ithe iretrieved imessage ifrom ithe iobject ithat 

iis iwatermarked ior iattacked. i 

Watermark iembedding 

It iis ithe iprocess iof iembedding ithe iwatermark iinto ithe icover iobject. i 

Watermark idetection 

It iis ithe iprocess iof iextracting ithe iembedded imessage. i 

Robustness 

We imeasure ithe irobustness iof ia iwatermarking ialgorithm iusing ithe iBit iError iRate, ii.e. 

ithe iratio ibetween ithe icorrectly idetected ibits iand ithe itotal inumber iof iembedded ibits. i 

Distortion i 

It imeans ithe isimilarity ibetween ithe iwatermarked iobject iand ithe ioriginal ione. 

 

 

 

 

 

 

 

 

 

Fig.2.1: i iA i3D imesh imodel 
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2.2. A i3D iMesh 

A i3D imesh iconsists iof i3 icombinative ientities: ivertices, ifaces, iand ialso ithe iedges 

iconnecting ithe ivertices. iA ivertex ilist iprovides ithe icoordinates iin i3D ispace iof ieach iand 

ievery ivertex iwithin ithe imodel iand ia iface ilist ithat idescribes ihow ithe ivertices iare iconnected 

ito ieach iother. iAn iedge ilist imay ibe iderived iby itraversing ithe iface iand ivertex ilist. iFigure i1 iis 

ian iexample iof ia iwireframe imesh. 

 iFrom ianother iviewpoint, ia imesh ican ieven ibe ifully irepresented iby i2 itypes iof iinfo: ithe 

igeometry iinformation idescribes ithe i3D ipositions i(coordinates) iof iall iits ivertices, iwhile ithe 

iconnectivity iinfo iprovides ithe iadjacency irelations ibetween ithe idifferent icomponents. 

iMathematically, ia i3D ipolygonal imesh icontaining iM ivertices iand iN iedges ican ibe imodeled 

ias ia isignal iZ i= i{G, iC}, iwhere 

V i= i{vi}i=1,2,...,M i, ivi i= i(xi i, iyi i, iz ii) i i i i i i i i i i i i i i i i i i i i 

C i= i{(vk1 i, ivk2 i)} i, i1 i≤ ik1 i≤ iM, i1 i≤ ik2 i≤ iM, ik1≠ ik2 i i i i i i i i i i i i 

Each ivertex ielement ivi iin iV iis inumbered iby ian iindex ii iand iis idescribed iby iits ithree-

dimensional icoordinates i(xi i, iyi i, iz ii); iC ihas iN ielements iand ieach ielement istands ifor ian iedge 

iconnecting itwo idifferent ivertices iindexed iby ik1 iand ik2, irespectively. 

The idegree iof ia ifacet iis ithe inumber iof iits icomponent iedges, iand ithe ivalence iof ia ivertex 

iis idefined ias ithe inumber iof iits iincident iedges. 

With ithe iincreasing icapability iof icapturing, iprocessing iand ivisualizing i3D idata, ithe 

iintellectual iproperty iprotection iof i3D imeshes ihas igarnered ilots iof iattention. iNaturally, ias ia 

ipromising itechnique, iwatermarking iseems ito ibe ia igood icandidate ifor isolving ithis 

iincreasing iproblem. iFragile iwatermarks imay ialso ibe iused ito iauthenticate ithe iorigin iand 

iintegrity iof ithe ireceived i3D imesh idata iat ithe iuser iend. iAttacks ion iwatermarked imeshes 

iplay ia ivital irole iin ithe idesign iof iappropriate iwatermarking ialgorithms ias ithey're iway imore 

iintractable ithan itheir icounterparts ion iimages. 

(1) 

(2) 
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2.3. Vertex iSmoothness iMeasure i 

Curved isurface icomprise iof ia inumber iof ismaller itriangles ito igive ithe iperception iof 

ismooth isurface. iNormal ivariation iusually ioffers ia igood iindication iof ithe isurface icurvature. 

iGaussian iand imean icurvatures iare ithe imost icommonly iused imeasures ifor ifinding ithe 

icurvature iof ia isurface. iHowever, ithese icurvature imeasures icapture ithe iglobal 

icharacteristics iof ia isurface. iIn ithis iwork iwe itend ito iuse iangle ivariation ibetween isurface 

inormals iand ithe iaverage inormal icorresponding ito ia ivertex ito idetermine ithe ivertex 

ismoothness imeasure. iSuch icomputed imeasure iis itakes iinto iaccount ithe ilocal igeometry iof 

ithe isurface. iThis imeasure iis ithen iused ito idetermine ithe iquantity iof iwatermark ito ibe iadded. 

iThe ifeature ivector iis ia iset iof iangles iderived iby icomputing ithe iorientation iof ithe isurface 

inormal’s ito ithe iaverage inormal iof ithe itriangular ifaces ithat iform ia i1-ring ineighborhood ifor 

ia ivertex. iThis ifeature ivector irepresents ithe icurvature iof ithe i1-ring ivertex ineighborhood. 

iThe ilength iof ithe ifeature ivector iis iequal ito ithe ivalence iof ithe ivertex, iwhich iis ithe icount iof 

ihow imany iother ivertices ithe ivertex iis iconnected ito iwithin ithe i3D imodel. 
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CHAPTER 3 LITERATURE iSURVEY 

 

Since ithree-D imesh iwatermarking itechniques iwere iintroduced iin i[4], ithere iare imany 

iattempts ito iboost ithe iperformance iin iterms iof itransparency iand irobustness. iOhbuchi iet ial. 

i[4] iproposed i3 iwatermarking ischemes: itriangle isimilarity iquadruple, itetrahedral ivolume 

iratio i(TVR), iand ia ivisible imesh iwatermarking itechnique. iThese ischemes ican ibe 

iconsidered ioblivious i(or iblind) itechniques ithat ican iextract ithe iwatermark iwithout 

ireference ito ia icover imesh imodel; ihowever ithey're inot isufficiently irobust iagainst inumerous 

iattacks. iFor iinstance, iTVR iis iextremely isusceptible ito iremeshing, isimplification, iand 

irearrangement iattacks. iBeneden i[5] iproposed ia iwatermark iembedding itechnique ithat 

imodifies ithe ilocal idistribution iof ivertex idirections ifrom ithe icenter ipoint iof imodel. iThe 

imethod iis irobust iagainst isimplification iattack ibecause ithe ilocal idistribution iisn't isensitive 

ito isuch ioperations. iAn iextended ischeme iwas iadditionally iintroduced iin i[6] ito iovercome ia 

iweakness ito icropping iattack. iHowever, ithe imethod istill ineeds ipreprocessing ifor 

ireorientation ithroughout ithe iprocess iof iwatermark idetection, ibecause ithe ilocal idistribution 

ibasically ivaries iwith ithe idegree iof irotation. iYu iet ial. i[7] iproposed ia ivertex inorm 

imodification itechnique ithat iperturbs ithe idistance ibetween ithe ivertices ito ithe icenter iof 

imodel iaccording ito ithe iwatermark ibit ito ibe iembedded. iIt iemploys, ibefore ithe 

imodification, iscrambling iof ivertices ifor ithe iaim iof ipreserving ithe ivisual iquality. iNote ithat 

iit's inot ian ioblivious itechnique iand iadditionally ineeds ipreprocessing ilike iregistration iand 

iresampling. iSome imulti-resolution ibased imethods ihave iadditionally ibeen iintroduced i[8]–

[10]. iKanai iet ial. i[10] iproposed ia iwatermarking ialgorithm ibased ion iwavelet itransform. 

iSimilar iapproaches, iusing iBurt–Adelson istyle ipyramid iand imesh ispectral ianalysis, iwere 

iadditionally ipublished iin i[9] iand i[10], irespectively. iThe imulti-resolution itechniques imight 

iaccomplish ia ihigh itransparency iof iwatermark ihowever ihaven't ibeen iused ias ian ioblivious 

ischeme isince ithe iconnectivity iinfo iof ivertices ishould ibe iprecisely ibest-known ifor imulti-

resolution ianalysis iin ithe iwatermark iextraction imethod. iRecently, ithere iare isome itrials ithat 

iapply ithe ispectral ianalysis ibased itechniques ion ito ipoint-sampled igeometry ithat's 

iindependent iof ivertex iconnectivity iinfo i[11], i[12]. iHowever, ithey're inot ioblivious 

ischemes. iAlthough iit's ibeen inoted ithat ioblivious ischemes iare iless irobust ithan inon 



13 

 

ioblivious iones, ithey're imore ihelpful ifor inumerous iapplications iwherever ia ihost isignal iisn't 

iaccessible iin ithe iwatermark idetection iprocedure. iFor iinstance, iowner iidentification iand 

icopy icontrol isystems icannot irefer ito ioriginal iinformation i[13]–[14]. imoreover, ithe 

iutilization iof inon ioblivious iwatermarking iwill icause ione ito iconfuse ithe iproof iof iownership 

iif ian iunlawful iuser iasserts ithat ihe's ithe icopyright iholder iwith ia icorrupt iwatermarked 

iinformation ias ihis ioriginal i[15], i[16]. iIn ithis ithesis, iour iinterests ifocus ion ideveloping ian 

ioblivious iwatermarking. i 

Three-dimensional ipolygonal imesh imodels ihave iserious idifficulties ifor iwatermark 

iembedding. iWhere iimage iinformation iare irepresented iby ibrightness i(or iamplitudes iof 

iRGB ielements iin ithe icase iof icolor iimages) iof ipixels isampled iover ia iregular igrid iin i2 

idimension, ithree-D ipolygonal imodels idon't ihave iany idistinctive irepresentation, ii.e., ino 

iimplicit iorder iand iconnectivity iof ivertices i[7]. iThis icreates isynchronization iproblem 

ithroughout ithe iwatermark iextraction ithat imakes iit itough ito idevelop irobust iwatermarking 

itechniques. iFor ithis ireason, imost itechniques ideveloped ifor iother ikinds iof itransmission 

iaren't ieffective ifor ithree-D imeshes. iFurthermore, ia irange iof icomplicated igeometrical iand 

itopological ioperations imight idisturb ithe iwatermark iextraction ifor iassertion iof iownership. 

The igeometrical iattacks iinclude iadding inoise, ismoothing, iand iso ion. iVertex 

irearrangement, isimplification, iand ire-meshing iconstitute ithe iclass iof itopological iattacks. 

iThese iattacks iare ioften ireclassified iinto i2 icategories: idistortion iand idistortion-less iattacks 

i[19]. iDistortion iattacks iinclude iadding inoise, isimplification, ismoothing, ire-meshing, 

iclipping, iand iso ion, iwhich ican icause ivisual ideformation iof ithe istego imesh imodel. iMost 

itypical iwatermarking itechniques iof ithree-D ipolygonal imesh imodels iare ideveloped ito ibe 

irobust iprimarily iagainst ithe idistortion iattacks i[5], i[6], i[8]–[10], i[18]. iOn ithe iopposite 

ihand, idistortion-less iattacks iinclude isimilarity itransforms iand ivertex irearrangement. iThese 

iattacks iare isuccessfully iovercome iby isome inon-oblivious iwatermarking istrategies i[17], 

i[9], i[18]. iHowever, ithey imight ibe imore iserious iattacks ito ioblivious iwatermarking ias ithey 

icould ifatally idestroy ithe ihidden iwatermark iwithout iany iperceptual ichanges iof istego imesh 

imodel. iClearly, iit's irequired ito idevelop ian ioblivious iwatermarking itechnique ithat's irobust 

iagainst idistortion-less ias iwell ias idistortion iattacks. 

The irecent ialgorithms ion i3D iwatermarking iare iclassified ito i2 itypes: ispatial-domain 

itechniques iand ifrequency-domain itechniques i[20]. iThe ifirst ikind iinserts ithe iwatermark iby 
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idirectly ichanging ithe imesh igeometry ior iconnectivity, iwhereas ithe isecond ikind iinserts ithe 

iwatermark iby ichanging ithe ifrequency idomain icoefficients iafter imesh itransformation. iThe 

iinsertion imethod iin ithe ifirst ikind iis iusually ieasier iand iquicker ithan iin ithe isecond ikind, ithe 

iinserted iwatermark iis iless iimpalpable iand irobust ifor ithe ioperations iof i3D imeshes. 

iHowever, ithe iwatermarking imethod iin ithe isecond isort iis igreater icomplicated iand islower 

ithan ithe ifirst ikind ibecause iof ithe ineed ito itransform iand ireverse itransform. i 

According ito ithe iextraction ioperation, iwatermarking iapproaches iare iclassified iinto 

iblind iand inon-blind iextraction. iA iblind iextraction iwatermark ineeds isolely ithe isecret ikey iin 

ithe iextraction istage iand idoesn't ineed ithe ioriginal imodel, ihowever inon iblind iextraction 

iwatermark ineeds ithe isecret ikey iand ioriginal imodel iin ithe iextraction istage i[21,22]. 

This ithesis ifocuses ion iinserting ibig iquantity iof ihidden iinformation iinto ithe ioriginal 

imodels iby idividing ivertices iinto iseveral ibins ibased ion itheir ifeature ivector iwhile inot 

ioccasioning ivisible ideformation iand iadditionally iit's idifficult ifor ithe iattacker ito ispeculate 

ilocations iof ithe iwatermark iinsertion. i 

The imethod iproposed iin ithis ithesis itakes iinspiration ifrom i[1,2,3,24] iby iseparating 

ivertices iinto ibins iand iusing iinfo iabout inormals ito ifaces. iThis ican ibe iperformed iby 

ipresenting ithe ialgorithm ithat iutilizes ithe iunsupervised imechanism. iin ithis iwork, ibinning iis 

iused ito icategorize imesh ivertices iinto isuitable iand iunsuitable iselections ifor ibeing 

iwatermark icarrier ibased ion ithe ifeature ivector. iThen iwatermark iis iembedded iin ithe isuitable 

ivertices ithat icome iafter ibinning ibased ion ivertex inorm, i 

We iadditionally iapply ia istatistical iapproach ithat imodifies ithe idistribution iof ivertex 

inorms ito ihide iwatermark iinfo iinto ihost ithree-D imeshes ias iin i[1]. iIn icontrast iwith i[5], iwe 

itend ito imodify ithe idistribution iof ivertex inorms irather ithan inormal idistribution ito ihide 

iwatermark iinfo isimilar ito i[5], iwe itend ito isplit ithe idistribution iinto idistinct isets ireferred ito 

ias ibins iand iinsert ione ibit iper ibin. iThe idistribution iof ivertex inorms iis ichanged iby ishifting 

ithe imean ivalue iof ithe idistribution iaccording ito ithe iwater imark ibit ito ibe iembedded. iAn 

iidentical iapproach ihas ibeen iused ito ishift ithe imean ivalue iin i[29], iwhere ia iconstant iis iadded 

ito ivertex inorms. iIn iparticular, ihistogram imapping ifunctions iare iused ifor ithe iaim iof 

ielaborate imodification. iSince ithe istatistical ifeatures iare iinvariant ito idistortion-less iattacks 

iand iless isensitive ito inumerous idistortion iones iwith ilocal igeometric ialterations, irobustness 
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iof iwatermark iis isimply iachieved. iIn iaddition, ithe iproposed imethods iuse ian ioblivious 

iwatermark idetection ischeme 

Gaussian iand imean icurvatures iare ithe imost icommonly iused imeasures ifor idetermining 

ithe icurvature iof ia isurface. iA ivariety iof icurvature icomputing itechniques iare imentioned iin 

i[23]. iHowever, ithese icurvature imeasures icapture ithe iglobal icharacteristics iof ia isurface. iIn 

ithis ithesis ilocal icurvature ivariation iis iestimated ito ipick iareas ifor iwatermark iinsertion. iThe 

icomputed icurvature iestimate iis ilocal iand irelative ito ithe igeometry iof ithe isurface. iA 

ipositive iGaussian icurvature ivalue isuggests ithat ithe isurface iis ilocally ieither ia ipeak ior ia 

ivalley. iA inegative ivalue isuggests ithat ithe isurface ilocally ihas isaddle ipoints. iA izero ivalue 

isuggests ithat ithe isurface iis iflat iin ia iminimum iof ione idirection i(i.e., iboth ia iplane iand ia 

icylinder ihave izero iGaussian icurvature). iSince ithe icalculation iof ilow iand ihigh icurvature iis 

irelative ito ithe imodel, ithe ivalue iof ithe icurvature iestimate iisn't isignificant. iHowever, ithe 

ivariation iin icurvature iis icritical ibecause iit's iused ifor ichoice iof iregions ifor iembedding ithe 

iwatermark. iSuch iregions iare ibetter iqualified icandidates ifor iinsertion iof ian iimperceptible 

iwatermark ias iopposed ito imaking ichoice ibased ion iglobally icomputed iGaussian iand imean 

icurvature iestimates. 
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CHAPTER 4 PROPOSED iMETHOD 

 

4.1. Watermark iInsertion 

4.1.1. Preprocessing 

Normalization iof i3D imodels ias ia ipre-processing istep ibefore iinsertion iof ia iwatermark 

imakes ithe iwatermark iresilient ito imodifications iwithin ithe i3D imodel ibecause iof iaffine iand 

iscaling itransformations. iThe icenter iof imass iof ithe i3D imodel iis ishifted ito ithe iorigin iand ithe 

imodel iis iscaled ito ifit iin ia iunit icube 

4.1.2. Local iGeometry iRepresentation 

It iis inecessary ithat ia igood iwatermarking ialgorithm imustn't iuse iconnectivity iinformation 

isince imesh ivertex ireorder iwould isimply idestroy isuch ia iwatermark. iThere's ia irequirement 

ito ioutline ia ifeature ivector ito irepresent ithe ilocal igeometry iof ithe imesh ito iinsert ithe 

iwatermark. iThese ifeature ivectors iwould ibe ithen idetermined iover ia isurface iwhich 

irepresent ithe ilocal igeometry. iIn ithis iproject, i1-ring ihas ibeen ichosen ito irepresent ithe ilocal 

igeometry iof ia i3D imodel. iIn ifuture iwork, iother ilocal igeometric istructures ilike iVoronoi 

irings, ifixed iradius i3D iballs, iand ivoxels imay ibe iused ito irepresent ilocal igeometry iand 

ifeature ivectors iderived ibased ion ithese igeometric istructures imay ibe iexploited ito iclassify 

ithe ivertices ifor iselection iof iinsertion iof iwatermark iand ioptimize ithe iquantity iof iwatermark 

ito ibe iinserted. iThe i1-ring ineighborhood iof ia ivertex iV iis idefined ias ithe isurfaces iformed iby 

ithat ivertex iV iwith iits ineighbors ias ishown iin iFigure. i4.1 

 

 

 

 

 

 

 

Fig..4.1:  Vertices with degree-6  and degree-5 in 1-ring structure 
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3D itriangular imesh imodels iare irepresented iby ia iset iof ivertices iand ia ilist iof itriangular 

ifaces iformed iby ithe ivertices. iA ivertex ivi iis ia ineighbor iof ianother ivertex ivj iif ian iedge iexists 

ithat iconnects ivi iand ivj. i iThe iset iof iall ithe ineighbors iof ia ivertex ivi iis icalled i1-ring iof ithe 

ivertex. i 

4.1.3. Feature iExtraction i 

The ibasis iof ithe iuse iof ithese ibio-inspired ialgorithms iis ibased ion ithe igrounds iof itwo ikey 

iobservations imentioned ibelow. 

The iperception iof idistortion icaused iby iinserting iwatermark iis iinfluenced iby ithe 

isurrounding igeometry iof ithe ivertices, ifor iinstance, iperturbation iof ian iisolated ivertex iin i3D 

iwouldn't icause ithe ieye ito iperceive iany imodification iin ilocation iof ithe ivertex. iHowever, iif 

ithe iisolated ivertex iis iwithin ithe ibackdrop iof ia iflat isurface, ithe imodification iis imore ivisible. 

iIf ithe isame ivertex iis ion ia irough isurface, ithe imodification iis iimpalpable. iThus, ithe iabsolute 

ilocation iof ithe ivertex iisn't inecessary ifor iwatermarking; ihowever iits ilocation irelative ito ithe 

ilocal igeometry idetermines iwhether ior inot ithe ivertex iis ia ismart ior ibad icandidate ifor 

iwatermark iinsertion. iIf iinfo iis iinserted iin ia ispecific ivertex, iit's igoing ito ibe iperceivable ias 

idistortion, iwhereas iif iinfo iis iinserted iwithin ithe ineighbourhood iof ithe ivertices ialong iwith 

ithe ivertex iunder iconsideration, ithe idistortion imay ibe icloaked iby ithe isupporting igeometry. 

iThe ineighbourhood iof ithe ivertices iought ito ialso ibe iconsidered iin ithe iselection iprocess ito 

idetermine itheir isuitability ior i”fitness” ifor iselection. 

Therefore, ibased ion ithe iabove ikey iobservations, ifeature ivectors iare idefined iwhich 

iquantitatively imodel ithese iobservations. iBased ion ithe ikind iof ilocal isurface igeometry, itwo 

ifeatures iare idefined. i 

Curvature iis ithe iamount iby iwhich ia igeometrical isurface ideviates ifrom ibeing iflat. icurved 

isurface icontains ia inumber iof ismaller itriangles ito iconvey ithe iperception iof ismooth isurface 

ias icompared ito iwhat's irequired ifor ia iflat isurface. iNormal ivariation iusually iprovides ia 

idecent iindication iof ithe isurface icurvature. ifor iinstance, iif ithe isurface iis iflat, iall ithe isurface 

inormals iare iparallel ito ievery iother iand ithere's izero ideviation iof ithe iaverage inormal ifrom 

ieach iof ithe isurface inormals. iIf ithe isurface iis ismooth, ithe ideviation iof ithe isurface inormal 

ifrom ithe iaverage inormal iis iin iline iwith ithe ideviation iof ithe iother isurface inormals ifrom ithe 
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iaverage inormal. iIf ithe isurface ihas iuneven icurvature, ithe ideviation iof ithe isurface inormals 

ifrom ithe iaverage inormal imay iwell ibe ierratic. i 

Bumpiness iin ithe iwavelet idomain iis icalculated iby idividing ithe iscalar icoefficient iof ia 

ilow iresolution imodel iwith ithe ilength iof ivector ibetween iits iadjacent iscalar icoefficients. 

Selection iand idetermination iof iset iof ivertices ias iwatermark icarrier iis iconsidered ithe 

iinitial istep iin ithe iproposed ialgorithm. iIt ican ibe iperformed iby ibinning i3D imesh ivertices 

iinto isuitable iand iunsuitable iwatermark icarrier ibased ion ithe ifeature ivector. iFeature ivector 

iis ia igroup iof iangles icalculated ibetween ithe inormals iand ithe iaverage inormal iof ithe 

ipolygonal ifaces iwhich iconstitute ia i1-ring ifor ia ivertex. 

 

 

 

 

 

 

 

 

 

The iprocedure ifor idetermining ithe ifeature ivector ifor ivertices iis: 

Step i1 iCompute inormals inj ito iall iface ithat iis iconstituted iby iV iand iits iadjacent ivertices i 

Step i2 iDetermine ithe iaverage in-avr iof iall ithe iprevious inormals itransiting iover ithe ivertex 

iV iin iits ione iring ineighborhood. 

Step i3 iCompute ithe iangles ibetween ithe isurface inormal in ij iand iaverage inormal in iavr, i 

Fig. i4.2: i i iNormals i(n1; in2; i…; in6) iand iaverage inormal i(navr) 

ifor ia i1-ring ivertex iof idegree i6 
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Feature ivector iF i= i(                   ) 

         
       

          
  

In iorder ito iperform iclustering, ifeature ivector iis icalculated iof iall ivertices. iIt idetermines 

ithe itopical igeometry iof ian iarea. iIf ithe iarea iis ipeak, ithe imeasure iof iangles iwill ibe ihigh ibut 

iin iflat iareas ithe imeasure iof iangles iwill ibe ilow. iPeak iand iflat iareas iare iignored ito iachieve 

ihigh itransparency iand iconsider itheir ivertices ias iunsuitable iwatermark icarriers. iWe ionly 

itake iinto iaccount ithe ivertices iof imoderate ivalue ito ibe icarriers iof ithe iwatermark, iby 

iutilizing ibinning ito igroup iall imesh ivertices iinto i8 igroups iaccording ito ithe ivalues iof 

ivertices iranging ifrom ilow, ithen imoderate iup ito ihigh. iThe isequence iof icomputing ifeature 

ivector ifor i3D imesh imodel iis idepicted iin iFigure. i4.2 

 

 

 

 

 

 

 

 

4.1.4. Watermark iInsertion 

Once ithe ilocations iof isuitable iwatermark icarriers ithat iis ivertices iare idetermined iafter 

ibinning iprocess, ia irandom iwatermark isequence iw iis irequired ito ibe iembedded iin ithose 

ilocations, ithe iembedding iprocedure iis ibased ion iinserting iwatermark iinto ithe i3-D imesh 

imodel iby ichanging ithe idistribution iof ivertex inorms. iThe idistribution iis idivided iinto 

idistinct isections, icalled ias ibins, ieach iof iwhich iis iused ias ia iwatermark iembedding iunit ito 

Fig. i4.3: iBlock idiagram ito icalculate ifeature ivector ifor ia i3D imesh imodel 

(3) 

(4) 
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iinsert i1 ibit iof iwatermark. iThe iembedding iis iperformed iby imodifying ithe imean ivalue iof 

ivertex inorms igreater ior ismaller ithan ia ireference ivalue iaccording ito iwatermark ibit ithat iwe 

iwant ito iembed. iSuppose ithat ithe ivertex inorms iof icover imeshes iare imapped iinto ithe 

iinterval i[0,1] iand ihave ia iuniform idistribution iover ithe iinterval. iTo iinsert ia iwatermark ibit 

iof i+1, ithe idistribution iis imodified iso ithat iits imean ivalue iis igreater ithan ia ireference ivalue. 

iTo iembed i−1, ithe idistribution iis imodified iso ithat iit iis iconcentrated ion ithe ileft iside, iand ithe 

imean ivalue ibecomes ismaller ithan ia ireference ivalue. 

 

 

 

 

Firstly, iCartesian icoordinates iof ia ivertex ion ithe icover imesh imodel iare iconverted iinto 

ispherical icoordinates iusing- 

                           
–    

 
 

               
 

        
 

Fig. i4.4: i iWatermarking itechnique iby ishifting ithe imean iof ithe 

idistribution. 

(5) 

(6) 
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–   

 
 

 

where iL iis ithe inumber iof ithe ivertex, iis ithe icenter iof igravity iof ithe imesh imodel, iand iis 

ithe ii-th ivertex inorm. iThe ivertex inorm iis idefined ias ithe idistance ibetween ieach ivertex iand 

ithe icenter iof igravity. iThe iproposed imethod iuses ionly ivertex inorms ifor iwatermarking iand 

ikeeps ithe iother itwo icomponents iuntouched. iSecondly, ivertex inorms iare idivided iinto iN 

idistinct ibins iwith iequal irange, iaccording ito itheir imagnitude. iEach ibin iis iused 

iindependently ito ihide isingle ibit iof iwatermark. iIf ievery ibin iis iutilized ifor iwatermark 

iembedding, iwe ican iembed iat imaximum iN ibits iof iwatermark. iTo icategorize ithe ivertex 

inorms iinto ibins, imaximum iand iminimum ivertex inorms iare icalculated ibeforehand. i 

 

The in-th iBn ibin iis idefined ias ifollows: 

              
         

 
            

 
         

 
        

                              

 

(7) 

 

(8) 
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Fig. i4.5: i iBlock idiagram iof iwatermark iinsertion iprocess iafter iselection iof ivertices 
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Where iMn iis ithe inumber iof ivertex inorms ibelonging ito ithe inth ibin iand ir(i,j) iis ithe ij-th 

ivertex inorm iof ithe inth ibin. iThirdly, ivertex inorms ibelonging ito ithe inth ibin iare imapped iinto 

ithe inormalized irange iof i[0,1] iby- 

      
               

      

          
                 

        

 

In iour imethod, ivertex inorms iin ieach ibin iare ichanged ito ishift ithe imean ivalue. iIt iis ivery 

inecessary ito iassure ithat ithe itransformed ivertex inorms ialso iexist iwithin ithe irange iof ieach 

ibin. iOr ielse, ivertex inorms ibelonging ito ia icertain ibin imay ishift iinto ineighbor ibins, iwhich 

icould ihave ia igrave iconsequence ion ithe iwatermark iextraction. iWe inow iuse ia ihistogram 

imapping ifunction ias iproposed iin i[1], iwhich ican itranslate ithe imean ito ithe idesired ilevel 

ithrough imodifying ithe ivalue iof ivertex inorms iwhile istaying iwithin ithe iproper irange. iThe 

iuse iof ia imapping ifunction iis iinspired ifrom ithe ihistogram iequalization itechniques ioften 

iused iin iimage ienhancement iprocessing. iFor ia igiven icontinuous irandom ivariable iX, ithe 

imapping ifunction iis idefined ias- 

        
                       

Fig. i4.6: i i iBlock iDiagram iof iWatermark iretrieval iprocess iafter iselection iof ivertices 

(9) 

 

(10) 
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where iY iis ithe itransformed ivariable iand ithe iparameter iis ia ireal ivalue ifor i0<k<∞ 

Fig. i4.5 ishows icurves iof ithe imapping ifunction iY ifor idifferent ivalues iof ik. iWhen ithe 

iparameter ik iis ichosen iin ithe irange i[1 i∞), iinput ivariables iare imapped iinto irelatively ismall 

ivalues. iTherefore, iincrease iin ik ileads ito idecrease iin ithe ivalue iof ithe itransformed ivariable. 

iIt imeans ithe ireduction iof imean ivalue. iOn ithe iother ihand, ithe imean ivalue iincreases ifor 

idecreasing ik iwhen ik ilies iin i(0 i1). iExpectation iof ioutput irandom ivariable iE[y] iis 

irepresented ias- 

                      
 

   

 

 
 

 

Fig. i4.7 ishows ithe iexpectation ivalue iof ithe ioutput iof ithe imapping ifunction iover ik. iThe 

iexpectation ivalue idecreases imonotonically iwith ithe iparameter ik. iTherefore, iwe ican ieasily 

imodify ithe imean ivalue iof ithe idistribution iby ichoosing ia iproper iparameter. iIn iparticular, 

ithe imapping ifunction inot ionly iassures ito itransform ithe ivariable iwithin ithe ilimited irange 

ibut ialso ipermits itranslation iof ithe imean ivalue ito ia idesired ilevel. i 

Fig. i4.7: iExpectation iof ithe ioutput irandom ivariable ivia ihistogram imapping ifunction 

(11) 
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The ifourth istep iof ithe iproposed iwatermark iembedding iis ito itranslate ithe imean ivalue iof 

ieach ibin iusing ivertex inorms ivia ithe ihistogram imapping ifunction. iTo iinsert ia iwatermark ibit 

imean iof ieach ibin iis imodifies ias- 

     

 

 
               

 

 
               

  

  

where iα iis ithe istrength ifactor ithat ican icontrol ithe irobustness iand ithe itransparency iof 

iwatermark. iThe iexact iparameter iKn ican ibe ifound idirectly ifrom- 

    

    

    
           

    

    
           

  

The ireal ivertex inorm idistribution iin ieach ibin iis ineither icontinuous inor iuniform iso ik iis 

iexperimentally idetermined iparameter iconsidering ithe itradeoff ibetween ithe iprocessing 

itime iand ithe iprecision ierror. 

Fig. i4.8: i iExpectation iof ithe ioutput irandom ivariable ivia ihistogram imapping ifunction iwith idifferent ivalues iof ik, 

iassuming ithat ithe iinput irandom ivariable iis iuniformly idistributed iover iunit irange i[0,1]. 

(12) 

 

(13) 
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The ififth istep iis iinverse icomputation iof ithe ithird istep. iModified ivertex inorms iof ieach 

ibin iare imapped ionto ithe ioriginal irange iusing- 

           
        

       

          
       

        

In ithe iend, ithe iwatermark iinsertion iprocess iis icompleted iby icombining iall ithe ibins iand 

iconverting ithe ispherical icoordinates iback ito iCartesian icoordinates. 

A istego imesh imodel iconsisting iof ivertices irepresented iin iCartesian icoordinate iis 

iobtained iusing ithe- 

              
         

 i                     

                

4.2. Watermark iExtraction 

Similar ito iinsertion iprocess, ithe istego imesh imodel iis ifirst iconverted ito ispherical 

icoordinates. iAfter ifinding ithe imaximum iand iminimum ivertex inorms, ithe ivertex inorms iare 

icategorised iinto ibins iand imapped ionto ithe inormalized irange iof i[0,1]. iThen, ithe imean iof 

ieach ibin iis icomputed iand icompared ito ithe ireference ivalue iof i1/2. iThe iwatermark ihidden iin 

ithe inth ibin iis iretrieved iusing-                      
  

 
 
 

 
           

   
 

              
    

 
 

  

The iwatermark iextraction iprocess idoes inot ineed ithe ioriginal imesh, isince iit iis ia iblind 

imethod. 

 

 

 

 

(14) 

 

(15) 

 
(16) 

 
(17) 

 

(18) 
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CHAPTER 5 EXPERIMENTAL iRESULTS iAND iANALYSIS 

 

The experiments were realized on Intel(R) Core(TM) i3-3217U and the proposed 

algorithm is executed in MATLAB R2017a and has been executed on several 3D mesh models 

sourced from The Stanford 3D Scanning Repository hosted by the Stanford University and 

Large Geometric Models Archive hosted by the Georgia Institute of Technology as shown in 

Fig 5.1 

(a)  i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i i 

 

 

 

 

 

 

 i i i i i i i i i i i i i i i i i i i i i(b)  i i i i i i i i i i i i i i i i i i i i i i i(c) 

 

 

 

 

 

 

 i i i i i i i i i i i i i i i i i i i i i i i i(d)  (e) 

 

To iassess ithe iviability iof iproposed iwatermarking ischeme, isequences iof iexperiments iare 

iexecuted ito ianalyze ithe irobustness iand iimperceptibility iof iwatermarking imethod. iIn iour 

iwatermark iinsertion iprocesses, ithe istep isize ifor iparameter iwas iused ias iΔk=0.001 i. iThe 

istep isize iwas iexperimentally iselected iconsidering ithe itradeoff ibetween iexecution itime iof 

iembedding iprocess iand iimperceptibility iof ithe iwatermarked imodel. iTherefore, ilower ithe 

Fig. i5.1: i iOriginal i3D imodels i(a) ibunny, i(b) icar, i(c) ielephant, i(d) iface, iand i(e) itwisted 
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iΔk iused(close ito i0) i,lower iis ithe idistortion iproduced iand ihigher iis ithe iexecution itime iand 

ivice iversa ifor ilarge iΔk ii.e. iclose ito i1. 

Descriptions iof ithem iare idemonstrated iin iTable i5.1: i 

Table 5.1  Characteristics of 3d mesh models 

Models No. iof ivertices No. iof iFaces 

Bunny 35947 69451 

Elephant 24955 49918 

Car 988 1763 

Face 299 562 

Twisted 800 1600 

 

Optimum ilength iof iwatermark ifor iany imodel ito iavoid idistortion iand imaintain 

irobustness ias iwell iis iexperimentally ifound iout ito ibe iin ithe irange iless ithan iequal ito 

iapproximately ione iby ihundredth itimes iof ithe inumber iof ivertices ipresent iin ithe imodel. 

 iTable i5.2 ishows ithe iembedding iwatermark istrength ifactor iα iused iin iour iexperiment. 

iThe iproposed ialgorithm iis icompared iwith ithe ialgorithm iof iCho iet ial. i[1]. 

Table 5.2  Watermark strength applied 

 I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I 

I I  I I I I I I  

Models 

 

Strength iFactor 

Bunny 0.11 

Elephant 0.12 

Car 0.28 

Face 0.15 

Twisted 0.07 
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5.1. Evaluation iof iImperceptibility 

The ifirst isought-after irequirement iof ia iwatermarking imethod iis ithe iimperceptibility iof 

ithe iwatermark. iTherefore, iafter iembedding ithe iwatermark ibits iin ithe ioriginal imodels, iwe 

ineed ito ievaluate ithe iimperceptibility iof ithe iwatermarking imethod. iThe iquality iof ithe 

iwatermarked imodels iis imeasured iby iVertex iSignal-to-Noise iRatio i(VSNR) iwhich ifinds 

ithe ivisual idifference ibetween ithe ioriginal iand ithe iwatermarked imodels. iVSNR ican ibe 

icalculated iusing: 

    
    

    
    

   
   

        
  

 
       

  
 
       

  
 
  

   

 

Where iN iis ithe inumber iof ivertices iin ithe i1-ring ineighborhood iof ithe icentre ivertex 

iincluding ithe icentre ivertex, i(Xi, iYi, iZi) iand i(Xi’,Yi’, iZi’ i) iare ithe iCartesian icoordinates iof 

ithe ivertex iVi ibefore iand iafter ithe iwatermark iinserting, irespectively. i 

V-SNR=20log10(SNR) 

The iother imeasure iis ithe itechnique iproposed iby iCignoni iet ial. iin iRef. i[32] ireferred ito ias 

iRoot iMean isquare ierror i(RMSE) iwhich ibased ion ia icorrespondence ibetween ieach ipair iof 

ivertices iof ithe imodels ito icompare; itherefore iit's irestricted ito ithe icomparison ibetween itwo 

imeshes isharing iidentical iconnectivity. iThe iroot imean isquare ierror iis ievaluated ias: 

            
  

 
 
   

 
 

 iThe ivalues iof iVSNR iand iRMSE ifor ithe iexamined imodels iafter iembedding ithe 

iwatermark iin ithe ivertices ithat icome iout ifrom iutilizing iproposed itechnique iare ishown iin 

iTable i5.3. iIt ishows ithat ithe iproposed imethod igives ithe igreater ivalue iof iVSNR iand ithe 

ilowest ivalue iof iRMSE icompared ito iproposed imethod iI. i 

In ithe isimulations, iwe iinserted iwatermark iinto ia imesh imodel iconsidering ithe itradeoff 

ibetween ithe irobustness iand ithe itransparency iof iwatermark. iThen, ivertex inorms iwere 

idivided iinto ibins iand ione ibit iof iwatermark iwas ihidden iin ieach ibin. i 

(19) 

(20) 

(21) 
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Table 5.3 Performance of watermarked meshes under no attack 

Models Cho iApproach[1] Proposed iApproach 

 

RMSE i(x i10
-3

) VSNR RMSE i(x i10
-3

) VSNR 

Car 0.633 137.71 0.134 181.90 

Face 0.269 173.14 0.077 238.27 

Twisted 0.172 162.38 0.086 217.41 

Elephant 0.491 142.70 0.067 217.16 

Bunny 2.678 108.33 1.950 167.32 

 

The itable ishows ithat ithe istatistical iapproach iused iin ithe iCho iapproach icannot iinsert ia 

iwatermark ibit iinto ievery ibin iin ithe icase iof iextremely ismall isize imodels ilike iface. iThis iis 

iprimarily icaused iby ithe ivery ifact ithat isome iof ithe ibins iare iempty ior idon't icontain ienough 

ivertices. iFor ithis ireason, ithe iCho iproposed imethods iaren't irecommended ito ibe iapplied ito 

isuch ismall isize imodels i(approximately ihaving ifewer ithan i2000 ivertices). iAnd iadditionally 

ithe ihidden iwatermark ican ibe iextracted iabsolutely ifrom iall istego imodels iapart ifrom ithe 

ismallest isize imodel. iThis isuggests ithe iCho iproposed imethods iguarantee ito ihide ia 

iwatermark ibit iinto ieach ibin ifor imodels iwith ia iadequate irange iof ivertices. iSome iartifacts 

iappear iin ismooth iregions ilike iin ithe irump iof ithe ibunny. iIn iparticular, ithe iartifacts iare 

iconspicuous iin ithe iflat iregions, ieven iwhen ismall istrength ifactor iis iapplied. iThis iis 

iprimarily ibecause iof ithe ivery ifact ithat ieach ivertex iis imodified iwhile inot iconsidering ilocal 

icurvature iof ithe imodels. iIt’s ialso icaused iby idiscontinuities iin ithe iboundaries iof ineighbor 

ibins ionce ithe idistribution iis ichanged. iAs iresults, ithe iCho imethods iaren't iapplicable ito 

iCAD imodels iwith ia iflat iregion. 

From ithe iviewpoint iof iwatermark itransparency, iproposed imethod imaintains ibetter 

ivisual iquality ithan iCho iproposed imethod. iProposed imethod ihas ialso itaken icare iof ithe 

ilocal icurvature iof ithe imodels iby icalculating ifeature ivector iof i1-ring ineighborhood iand 

ithereby inot iselecting itoo iflat iregions ifor iwatermark. 

The iproposed ialgorithm ican icompletely iresist irotation, itranslation, iuniform iscaling iand 

ivertex ireordering iattacks. iIt iis inoticed ithat iour iapproach ihas ibetter icorrelation ivalue ithan 

ithose iof iCho iin ia iseries iof iattacks. iIn iaddition, ibecause iof ithe iincreased iwatermark 



31 

 

istrength, ithe irobustness ifor imild inoise iand ismoothing iattacks iis iquite istrong iso ithat ithe 

icorrelation ivalue ibetween ithe iextracting iwatermark iand ithe ioriginal iwatermark iis i1. iThe 

igreater ithe iattack iintensity iis, ithe ilarger ithe idistortion iof i3D imodels iis. i 

 

5.2. Attack-Centric iInvestigation 

The iattacks imake iup ia isignificant ifactor iwhen idesigning i3D imesh iwatermarking 

ialgorithms. iIn ithis isection, iwe icarefully idiscuss ithree itypes iof iattacks iand iintroduce ithe 

ipresented isolutions iin ithe iliterature- 

Geometric iAttacks i 

These itypes iof iattacks ionly imodify ithe igeometric ipart iof ithe iwatermarked imesh. iNo 

imatter iwhat iis ithe inature iof ithe igeometric ichange, ithe iattack iis ireflected iby ia ichange iin 

ivertices iposition. 

5.2.1. Similarity iTransformations. i 

Similarity itransformation iis iconsidered ito ibe ia icommon ioperation iinstead iof ian iattack, 

iagainst iwhich ieven ia ifragile iwatermark iought ito ibe iready ito iwithstand. iIt iincludes 

itranslation, irotation, iuniform iscaling, iand ithe icombination iof ithe iabove ithree ioperations. 

iGenerally ispeaking, ithere iare ithree idifferent imethods ito imake ia iwatermark ithat's iresistant 

ito ithis iattack. iThe iprimary isolution iis ito iuse isome iprimitives ithat iare iinvariant ito isimilarity 

itransformations. iPractically, ithese iprimitives iare iall isome irelative imeasures ibetween 

iseveral iabsolute iand iindividual iones, iand ithey iembody ithe isimilarity ibetween idifferent 

imeshes. iThe isimilarity itransformation, ilike iits iname, iwill iinvariably ikeep ithese irelative 

imeasures iunchanged. iFortuitously, inot ionly ithe iwatermarking iprimitives iare ikept 

iunchanged, ibut ialso imost isynchronization ischemes iare iinsensible ito ithis ikind iof iattack. 

iThe isolution iis ito iwatermark iin ian iinvariant ispace. iOne isuch ispace imay ibe iobtained iby 

idoing ithe isubsequent isteps. i 

1. iTranslate ithe iorigin iof ithe icoordinate isystem ito ithe imesh igravity icentre. i 
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2. iCalculate ithe iprincipal iaxes iof ithe imesh iand irotate ithe iobject iso ithey icoincide iwith 

iaxes iof ithe iframe iof ireference. i 

3. iDo ia iuniform iscaling iso ithe ientire imesh iis ibounded iin ia iunit isphere/cube. iThen ithe 

iwatermark iis iinserted iin ithis inew ispace. 

However ithe icausality iproblem iarises ias ia iresult iof ithe ivariables iutilized iin iprecedent 

isteps, ilike ithe igravity icentre iand iprinciple iaxes iorientations iare imost ilikely imodified iafter 

iwatermark iinsertion. iThus ithere'll iprobably iexist isome iextent iof ierrors ionce ireconstructing 

ithis ispace iat ithe iextraction. i 

 iTo ievaluate ithe irobustness iof iour imethods iagainst idistortion-less iattacks, ivertex 

irearrangement iand isimilarity itransforms iwere icarried iout. iVertex irearrangement iattack 

iwas iperformed iiteratively ia ihundred itimes, ialso ichanging ithe iseed iof irandom irange 

igenerator ifor ieach iiteration. iSimilarity itransforms iwere iapplied iwith iseveral icombos iof 

irotation, iuniform iscaling, iand itranslation ifactors. iIt’s inot inecessary ito itabulate iwatermark 

idetection iperformance ibecause iboth imethods iabsolutely iextracted ithe ihidden iwatermark 

iinfo. iThe iimplementation iis itotally iinvariant ito iuniform iscaling iand iaffine iattacks. iThe 

imodification iin ithese iparameters idoesn't ihave ian ieffect ion ithe irelative iorientation iof ithe 

inormals iat ithe ivertices iand itherefore ithe ilocal ismoothness imeasure ifor ievery ivertex 

iremains iunchanged. iMoreover ibecause ithe irotation iand itranslation itransformations isolely 

ichange ithe iplacement iof ithe imodel inot ithe iactual icontents, ithe iwatermarked imodel iis isafe 

ithus iour ialgorithm iprovides ihigh icorrelation ibetween ioriginal iand iextracted iwatermarks. 

iAs iintended, ithe iproposed iwatermarking imethods iare iabsolutely irobust iagainst idistortion-

less iattacks. 

5.2.2. Signal iProcessing iAttacks 

 iA imesh ican ibe iconsidered ias ia isignal iin ia ithree idimensional ispace. iThere iare 

icounterparts iof ithe itraditional ione-dimensional isignal iprocessing itechniques ifor i3D 

imeshes, isuch ias irandom iadditional inoise, ismoothing, ienhancement, iand ilossless 

icompression i(usually irealized iby iquantization). iAlthough ithese ioperations imay ibe ivery 

iharmful ito iinserted iwatermarks, ithey iare ireally icommon imanipulations iin ianimation iand 
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ispecial ieffects iapplications. iRandom inoise, ismoothing, iand ienhancement ican ibe imodeled 

iin ithe ispectral idomain iby ia imodification iof ithe ihigh-frequency ipart. i 

 i i i i i i i i i i i i i i i i i(a) i i i i i i i i i i i i i i i i i(b)  i i i i i i i i i i i i i i i i i i(c) 

Robustness iof ithe i3D imesh imodel iis ievaluated iby idetermining icorrelation ibetween ithe 

ioriginal iwatermark iand ithe idetected iwatermark iusing: 

     
    

                   
   

     
                      

     
   
   

 

Where     and     i
 i iare iwatermarking ibits iin ithe icover imesh imodel iand ithe istego imodel iof 

iN inumber iof ivertices. 

To ievaluate ithe irobustness iof ithe iwatermark, ivarious iattacks iwere iperformed ion ithe 

iwatermarked imesh imodel. iEach iattack iwas iapplied iwith ivarying iattack istrengths. 

iDistortion iattacks iincluding iadditive ibinary irandom inoise, ismoothing, iand isimplification 

iwere icarried iout. iAs ifor iinstance, iwatermarked ibunny imodels ideformed iby ivarious 

idistortion iattacks iare ishown iin iFigure. i5.2. iNoise iwas iadded ito ieach ivertex iof 

iwatermarked imodel iwith ithree idifferent ierror irates: i0.1%, i0.3%, iand i0.5%. iHere, ithe ierror 

irate irepresents ithe inoise iamplitude ias ia ifraction iof ithe imaximum ivertex inorm iof ithe 

iobject. iWe iperform ieach inoise iattack ifive itimes iusing idifferent irandom iseeds iand ireport 

ithe imean ias ishown iin iTable  5.4. 

 

 

 

(22) 

Fig. i5.2 i i(a)Original Bunny imodel iwatermarked iby iproposed imethodiand iattacked iby i(b) iadding ibinary inoise 

iwith ierror iratio iof i0.5%, iand(c) ismoothing iwith iiteration iof i50 iand irelaxation iof i0.1 
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Table 5.4: Robustness evaluation against additive noise attacks 

 

It iis iobserved ithat iour iapproach ihas ibetter icorrelation ivalue ithan ithose iof iCho iin ia iseries 

iof iattacks. iIn iaddition, ibecause iof iour iimprovised iand iincreased iwatermark istrength ifactor, 

ithe irobustness iagainst imild inoise iand ismoothing iattacks iis iquite istrong iso ithat ithe 

icorrelation ivalue ibetween ithe iextracting iwatermark iand ithe ioriginal iwatermark iis ibetter 

ithan iCho’s imethod. iAlong iwith ithe iincrease iof ithe iattack istrength, ithe iaccuracy iof ithe 

iextracted iwatermark ihas ithe idifferent idegree iof ireduction iunder ithe icondition iof icommon 

iattacks. 

Models Error iRate 

Correlation 

Cho 

iApproach[1] 

Proposed 

iApproach 

Car 

0.10% 0.447 0.877 

0.30% 0.308 0.635 

0.50% 0.208 0.583 

Face 

0.10% 0.745 1 

0.30% 0.316 0.747 

0.50% 0.2 0.616 

Twisted 

0.10% 0.577 0.945 

0.30% 0.408 0.747 

0.50% 0.356 0.656 

Elephant 

0.10% 0.897 1 

0.30% 0.336 0.739 

0.50% 0.222 0.529 

Bunny 

0.10% 0.869 1 

0.30% 0.613 1 

0.50% 0.469 0.743 
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Our imethod iis ireasonably iresistant ito ithe inoise iattacks iunder ian ierror irate iof i0.3, ibut 

igood iwatermark idetection ican’t ibe iexpected ifor ihigher ierror irates. iThis iis idue ito ithe ifact 

ithat ithe iadditive inoise iessentially imodifies ithe idistribution iof ivertex inorms iin ithe idivided 

ibins. iIn iaddition ito ithis, imore ivertex inorms iexceed ithe irange iof ieach ibin ias ithe inoise ierror 

irate iincreases. iSimilar itendency iwas iobserved iin ismoothing iattacks. iDue ito ithese ireasons, 

ithe irobustness ican’t ibe iimproved ibeyond ia icertain ilevel ieven iwhen ithe istrength ifactor 

iincreases. iThe irobustness ican ialso ibe iimproved iby iincreasing ithe isize iof ithe ibin, ibut ithe 

itransparency iof iwatermark iand ithe inumber iof ibits ito ibe iinserted i(i.e. icapacity iof 

iembedding iwatermark) ishould ibe ikept iin imind. i 

 iTable i5.5 ishows ithe iperformance iof ithe iwatermarking ischemes iafter ismoothing iattacks. 

iThree idifferent ipairs iof iiteration iand irelaxation iwere iapplied. iAn iexample iof ithis iattack 

ican ialso ibe iseen iin iFigure i5.2 iwhere ithe ieffect ican ibe iseen iin ithe iwatermarked ibunny 

imodel. iThe irobustness idepends ion ithe ismoothness iof ithe ioriginal imeshes. i 

Laplacian ismoothing iis iapplied ito ithe iwatermarked imodel iwhich ismoothes ithe isharp 

iedges iin ithe imodel iby iapplying ia ilow ipass igradient ifilter ito ithe ivertices. 

5.2.3. Local iDeformation iAttacks. i 

A ilocal ideformation iis isometimes iimperceptible, ibut iif iwe ido inot ipossess ithe ioriginal 

imesh ifor icomparison, iit ican iacutely idisturb ithe iwatermark, iespecially ithe isynchronization 

iprocess. iOne iinnate isolution iis ito idivide ithe imesh iinto iseveral ipatches iand irepeat ithe 

iwatermark iembedding iprocess iin ieach ipatch. iThis idivision ican ibe ibased ion icurvature ior 

isemantic ianalysis. iAs imentioned ibefore, idivision iinto ipatches ican ialso idecrease ithe 

iinsertion itime ifor isome ispectral itechniques. 

5.2.4. Connectivity iAttacks 

This icategory iof iattacks iincludes icropping, ire-meshing, isubdivision iand isimplification. 

iIn igeneral, ithey're iquite itough ito ihandle. iCropping iis ia ispecial iattack iand ia ifew iresearchers 

iopt ito iregard iit ias ia igeometrical iattack ibecause iits iconsequence iis ikind iof ithe isame ias ithe 

ione icaused iby ilocal ideformation. iWatermark irepetition iin iseveral ipatches ilooks ithe imost 

ieconomical iway ito iresist icropping. iAs ifar ias ithe iother iattacks ithe ialgorithms ithat itake ithe 
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iaverage inormal idirection iof ia igroup iof ifacets ior ithe idistances iof ia igroup iof ivertices ito ithe 

imesh icentre ias iprimitives, iappear iless ismart. 

Table 5.5: Robustness evaluation under smoothing attack 

Models 
(# iof iiterations, 

irelaxation) 

Correlation 

Cho 

iApproach[1] 

Proposed 

Approach 

Car 

(10, i0.1) 0.997 1 

(30, i0.1) 0.737 1 

(50, i0.1) 0.672 1 

Face 

(10, i0.1) 0.891 1 

(30, i0.1) 0.632 0.867 

(50, i0.1) 0.216 0.516 

Twisted 

(10, i0.1) 0.317 0.816 

(30, i0.1) 0.267 0.767 

(50, i0.1) 0.067 0.352 

Elephant 

(10, i0.1) 1 1 

(30, i0.1) 0.691 0.910 

(50, i0.1) 0.554 0.882 

Bunny 

(10, i0.1) 1 0.969 

(30, i0.1) 0.654 0.819 

(50, i0.1) 0.528 0.739 

 

 iTheir iprimitives iare iapproximately iconserved iafter iconnectivity imodification. iOther 

ispatial itechniques iare iless irobust iby ireasons iof iboth ithe igeometric imodification iof ithe 

iprimitives iand ithe ide-synchronization iproblem. iThe ibasis ifunction iconstruction iand ithe 

ifrequency icoefficients icalculation iin idirect ispectral ianalysis iare ieither idependent ito 

ivertices iorder ior ito imesh iconnectivity. iThe iexisting imulti-resolution ianalysis itools ioften 

ihave iconnectivity irestrictions, iand ialso ithe ire-meshing istep iisn't irobust ienough ito 

iconnectivity imodification. iSo, ito iachieve ia iadequate irobustness ifor ithese imethods, ithe 
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iauthors iusually isuggest idoing ia ipre-processing istep iof iconnectivity irestoration ibefore 

iextraction. iThis irestoration iprocedure ican ibe ithought iof ias ia ire-sampling iof ithe iextraction 

iinput imesh i(objective imesh) iso ias ito iacquire ithe isame iconnectivity iconfiguration ias ithe 

icover imesh ior ithe inon-attacked istego-mesh i(reference imesh). iThe itask iis ito iseek iout, ifor 

ievery ivertex iwithin ithe ireference imesh, ia icorresponding ipoint ion ithe isurface iof ithe 

targeting ito ireduce ia iobjective imesh. iThis icorrespondence ican ibe iestablished iby ithe 

inearest ineighbor icriterion, iray iintersection i, ior iiterations iiparticular icost ifunction. i2 iother 

ipossibilities ito ihandle iconnectivity iattacks iare ito ifind ia irobust itransformation ior 

iparameterization idomain ithat's iindependent ito iconnectivity, iand ito iwatermark isome irobust 

imesh ishape idescriptors. 

 

 

 

 

 

 

 

Correlation 

VSNR 

 

 

(a) 
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Considering ithe itradeoff ibetween ithe irobustness iand ithe itransparency iof iwatermark, iwe 

idefined istrength ifactor iα ias ithe imaximum ideviation iof imean iacross iall ibins ifrom i0.5 ifor ia 

iparticular imodel. iHigh ivalue iof iα ion ione ihand iincreases irobustness ibut ideteriorates ithe 

iimperceptibility irequirement iof iwatermarked imodel, iwhereas ilow ivalue iof iα iretains 

iimperceptibility ibut idecreases irobustness itowards isome icommon iattacks ias ishown iin iFig. 

i5.3(a). iNumber iof ibins iselected ifor iinsertion itoo ihas ian iimpact ion ithe irobustness ias iwell ias 

iimperceptibility iof ithe iwatermarking iprocess ias ishown iin iFig. i5.3(b). iIf iwe iincrease ithe 

inumber iof ibins, icorrelation ibetween iinserted iwatermark iand ithe iretrieved ione igets ipoorer 

ibecause ibinning iprocess ibecomes iineffective iwhen inumber iof ibins iincreases. iHowever 

iincrease iin inumber iof ibins ihas ia islight iimprovement iin iVSNR imaking iwatermark iless 

iperceptible. 

(b) 

Fig. i5.3 iRelationship i(a) ibetween ithe istrength ifactor iand ithe icorrelation iand i(b) ibetween ithe ino. iof ibins 

iand ithe icorrelation. iA inoise iattack iwith i0.3% inoise iamplitude iis iused ias ian iexample 

Correlation 

VSNR 
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CHAPTER 6 CONCLUSION 

 

Three-dimensional imesh iwatermarking iseems ias ia inoteworthy iand ipromising iresearch 

iarea. iWe ican iimagine iseveral ipotential ipractical iapplications iof i3D imodel/graphics 

iwatermarking. ias ian iexample, ian iautomobile iconstructor imay iinsert iwatermarks iwithin ithe 

iautomotive ielements iit ihas idesigned ito iguard iits iintellectual iproperties; ia idoctor imay ihide 

ia ipatient’s ipersonal idata iwithin ithe i3D imesh imodel iobtained iafter ia iscan, iwhile inot 

iimpacting ihis idiagnosis, ito iavoid imismatching ipatient’s ipersonal idata iand ihis iscan iresult; 

ia imesh idata ireceiver icould icertify ithe iintegrity iand ioriginality iof ithe imesh imodel ihe/she 

ihas ibought ior iobtained; ieven ithe itexture iof ia imesh imodel, ior ithe imotion iparameter iof ia 

imesh isequence ican ibe iinserted iwithin ithe imesh idescription ifile ivia iwatermarking, isimilar 

ito iconcealing ithe iaudio isignal iof ia ivideo iinside ithe ivisual ia ipart iof ithe ivideo istream. 

iHowever, ibecause iof iseveral idifficulties iexpressed iin ireview ilike ithe iirregularity iof ithe 

imesh idescription iand ialso ithe iquality iof ithe ipotential iattacks, ithe ianalysis iwork ion i3D 

imesh iwatermarking icontinues ito ibe iin iits iinfancy, ieven iafter i10 iyears iof istudies iby iseveral 

icontributors. iFor ifragile itechniques iof iarbitrary imeshes, iconstructing ian ialgorithm icapable 

iof iaccurately ilocating ithe iendured iattacks iand icapable iof isurviving isimilarity 

itransformations iand ivertex irearrangement icould ibe ia itough itask. iFor irobust itechniques, ithe 

icausality iproblem, ithe ide-synchronization iproblem iand ialso ithe iattacks i(especially ithe 

iconnectivity iattacks) iare inot ireally ieasy ito ihandle. iWe've iprovided isome iworking 

idirections ito imaking irobust iand iblind ialgorithms. iNearly iall iof ithem irely ion ia isupposed 

iefficient ianalysis ior idescription itool iof i3D imeshes. iThey iinclude iglobal ior ilocal imesh 

ishape idescriptors, irobust imesh itransformations, iand ire-meshing ialgorithms iinsensitive ito 

ivaried iattacks. iThus, iin iour iopinion, ithe imost inecessary, ialso ithe itoughest ipart iof ia i3D 

imesh iwatermarking isystem iis ithat ithe ichoice iof ian iappropriate ifeature ispace, iwithin iwhich 

ithe iwatermark isignal iis iinserted. iThus ito iattain ithis itarget, ithe iwatermarkers imost ilikely 

iought ito iwork iclosely iwith icomputer igraphics iand igeometry iprocessing iexperts. 

In ithis ithesis, iwe itend ito ipropose ia iblind iand irobust i3D iwatermarking ialgorithm ibased 

ion ivertex ismoothness imeasure iand ipiecewise imapping ifunction ito ienhance ithe irobustness 
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iwhereas iguaranteeing ia igood iperformance iin ithe itransparency. iOn ithe ione ihand, ithe 

ialgorithm ireasonably idivides ichosen ivertices iinto icorresponding ibins ito ireinforce ithe 

irobustness iof ithe iwatermark iin ithe imarginal ibins iby ifeature ivector icalculation iand itheir 

ibinning iinto ieight ibins. iOn ithe iother ihand, ithe ialgorithm iadjusts ithe imean iof inorm iof 

ichosen ivertices ito iinsert ithe iwatermark iby ithe ipiecewise imapping ifunction, ithat iensures 

ithe ilow idistortion iof ithe imodel. iThe iexperiment iresults idemonstrate ithat ithe iproposed 

imethod iis imore irobust iagainst icommon iattacks ilike isimilarity itransformation iand irandom 

inoise iattacks icompared iwith ithe iCho’s imethodology. iHowever, ithere iare isome idrawbacks. 

iOur iproposed imethodology iis iextremely iprone ito icropping iand iclipping iattacks ithat icause 

isevere ialteration ito ithe icenter iof igravity iof ithe imodel iand ithrough isimulations iwe itend ito 

irealized ithe iperformance iof iour iproposed imethodology iin isuch iattacks ito ibe iless ithan ior 

iequal ito iCho imethodology. iNonetheless, ithe isimulation iresults idemonstrate ia ipossible, 

ioblivious istatistical iwatermarking imethod ibased ion ivertex ismoothness imeasure ifor i3-D 

ipolygonal imesh imodel. 

In future work we propose to use an adaptive approach to divide the bins based on 

feature vector considering number of vertices and their 1-ring neighbourhood . 
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