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Chapter: 1 Introduction 

1.1 The problem of spam 

Internet has opened new channels of communication; enabling an e-mail to be sent to a relative 

thousands of kilometers away. This medium of communication opens doors for virtually free 

mass e-mailing, reaching out to hundred of thousands users within seconds. However, this 

freedom of communication can be misused. In the last couple of years spam has become a 

phenomenon that threatens the viability of communication via e-mail. 

 

It is difficult to develop an accurate and useful definition of spam, although every e-mail user 

will quickly recognize spam messages. Merriam-Webster Online Dictionary
1
 defines spam as 

“unsolicited usually commercial e-mail sent to a large number of addresses”. Some other than 

commercial purposes of spam are to express political or religious opinions, deceive the target 

audience with promises of fortune, spread meaningless chain letters and infect the receivers’ 

computer with viruses. Even though one can argue that what is spam for one person can be an 

interesting mail message for another, most people agree that spam is a public frustration. 

 

Spam has become a serious problem because in the short term it is usually economically 

beneficial to the sender. The low cost of e-mail as a communication medium virtually 

guaranties profits. Even if a very small percentage of people respond to the spam advertising 

message by buying the product, this can be worth the money and the time spent for sending 

bulk e-mails. Commercial spammers are often represented by people or companies that have 

no reputation to lose. Because of technological obstacles with e-mail infrastructure, it is 

difficult and time-consuming to trace the individual or the group responsible for sending spam. 
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Spammers make it even more difficult by hiding or forging the origin of their messages. Even 

if they are traced, the decentralized architecture of the Internet with no central authority makes 

it hard to take legal actions against spammers. 

 

Spam has increased steadily over the last years, according to Brightmail
2
. At present, March 

2004, 62% of all emails on the internet are spam compared to 45% a year ago. The major 

problem concerning spam is that it is the receiver who is paying for the spam in terms of their 

time, bandwidth and disk space. This can be very costly even for a small company with only 

20 employees who each receive 20 spam e-mails a day. If it takes 5 seconds to classify and 

remove a spam, then the company will spend about half an hour every day to separate spam 

from legitimate e-mail. The statistics shows that 20 spam messages per day is a very low 

number for a company that is susceptible to spam. There are other problems associated with 

spam. Messages can have content that is offensive to people and might cause general 

psychological annoyance, a large amount of spam messages can crash unprotected mail 

servers, legitimate personal e-mails can be easily lost and more. 

 

There is an immediate need to control the steadily growing spam flood. A great deal of on-

going research is trying to resolve the problem. However, e-mail users are impatient and 

therefore there is a growing need for rapidly available anti-spam solutions to protect them. 

 

1.2 Research objectives 

There are many different approaches available at present attempting to solve the spam issue. 

One of the most promising methods for filtering spam with regards to performance and ease of 

implementation is that of statistical filters. These filters learn to distinguish (or classify) 

between spam and legitimate e-mail messages as they are being used. In addition, they 

automatically adapt as the content of spam messages changes. 

 

The objective of this thesis is to explore the statistical filter called Naive Bayesian classifier 

and to investigate the possibilities for improving its performance. After dissecting the 

segments of its operation, this work focuses on three specific areas described below. 
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• Before a message can be classified as either spam or legitimate it is first split into 

tokens; this process is called tokenizing. As this text is being read, tokenizing into 

tokens (words) is actually taking place as space is being used as a delimiter. Similarly 

an e-mail message can be split into tokens using space or any other character as 

delimiter. The first objective of this work is to examine how the selection of delimiters 

affects the classifier’s performance and to offer recommendations for choosing 

delimiters. 

 

• The classification of some e-mail messages as spam is based upon the knowledge 

gathered from the statistics about tokens appearing in previous e-mail messages. When 

a message is to be classified; each token is looked up in the training data. For example, 

the token ‘Viagra’ may have appeared 5 times in previous spams and 0 times in 

previous legitimate e-mails. These are the frequencies of a token in the training data. 

From these frequencies it is possible to estimate the probability that a token is found in 

a spam or legitimate e-mail. The most straight forward technique is to divide the 

frequency by the total number of tokens previously seen. Higher frequencies give better 

probability estimates. But whenever a token is either not present in any of the previous 

messages or it has a low frequency, there are better ways of estimating its probability. 

Our second objective is to examine how different probability estimators affect the spam 

classification performance. 

 

• A feature is a characteristic of an object. For example in image recognition a feature 

could be a color and in the case of classifying e-mails it is a token or a word. E-mail 

messages are written using natural languages which contain thousands of distinct 

words. The number of words is the dimensionality of the message. The primary purpose 

of feature selection is to reduce the dimensionality in order to increase the speed of the 

computation. Our third objective was to conduct comparative analyses between three 

commonly used feature selection methods. 
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Chaptera :a 2a Method 

Thea methodologya useda throughouta thea thesisa consisteda ofa aa theoreticala studya requiringa aa 

literaturea surveya anda practicala worka involvinga severala experiments. 

 

2.1 Literaturea Survey 

Articlesa founda ona thea Interneta area thea mosta commonlya useda researcha materiala fora thisa work.a 

Googlea anda Citeseer
3

a werea frequentlya useda toa finda articlesa ofa interest.a Thea spama 

phenomenona isa stilla ina itsa infancya anda ita wasa thereforea naturala toa usea thea Interneta asa thea 

maina sourcea ofa information.a Thea theorya behinda statisticala filtersa isa wella establisheda anda aa 

numbera ofa booksa ona statisticsa serveda asa primarya literaturea ina thisa area.a Booksa ona Formala 

Languages,a Artificiala Intelligencea anda Discretea Mathematicsa werea oftena consulteda 

throughouta thea worka ona thisa thesis. 

 

2.2 Experimentala work 

Thea experimentala worka isa supporteda bya somea theoreticala background.a Thea empiricala resultsa 

obtaineda werea verifieda witha thea theoreticala onesa whenevera theya werea available.a Toa carrya outa 

thea experimentsa aa testa environmenta ina Pythona wasa built.a Ina ordera toa avoida rebuildinga thea 

environmenta fora differenta tests,a experimentsa werea defineda ina ana XMLa filea thata isa reada ata 

run-time.a Fora example,a thea corpusa toa use,a probabilitya estimatora anda featurea selectiona 

methoda area defineda ina thea XMLa file. 
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Chaptera :a 3a Techniquesa toa eliminatea spam 

Therea area severala approachesa whicha deala witha spam.a Thisa sectiona brieflya summarizesa somea 

commona methodsa toa avoida spama anda brieflya describesa thea spama filteringa techniquesa useda ata 

present. 

 

3.1 Hidinga thea e-maila address 

Thea simplesta approacha toa avoida spama isa toa keepa thea e-maila addressa hiddena froma spammers.a 

Thea e-maila addressa cana bea revealeda onlya toa trusteda parties.a Fora communicationa witha lessa 

trusteda partiesa aa temporarya e-maila accounta cana bea used.a Ifa thea e-maila addressa isa publisheda 

ona aa weba pagea ita cana bea disguiseda fora e-maila spiders
4

a bya insertinga aa taga thata isa requesteda toa 

bea removeda beforea replying.a Robotsa willa collecta thea e-maila addressa witha thea tag,a whilea 

humansa willa understanda thata thea taga hasa toa bea removeda ina ordera toa retrievea thea correcta e-

maila address.a Fora mosta usersa thisa methoda isa insufficient.a Firstly,a ita isa timea consuminga toa 

implementa techniquesa thata willa keepa thea e-maila addressa safe,a anda secondly,a thea disguiseda 

addressa coulda nota onlya misleada robots,a buta alsoa thea inattentivea human.a Oncea thea e-maila 

addressa isa exposed,a therea isa noa furthera protectiona againsta spam. 

 

3.2 Patterna matching,a white-listsa anda blacklists 

Thisa isa aa content-baseda patterna matchinga approacha wherea thea incominga e-maila isa matcheda 

againsta somea patternsa anda classifieda asa eithera spama ora legitimate.a Manya e-maila programsa 

havea thisa featurea whicha isa oftena referreda toa asa “messagea rules”a ora “messagea filters”.a Thisa 

techniquea mostlya consistsa ofa aa plaina stringa matching.a Whitelistsa anda blacklists,a whicha 

basicallya area listsa ofa friendsa anda foes,a falla intoa thisa category.a Whenevera ana incominga e-maila 

isa matcheda againsta ana entrya ina thea whitelist,a thea rulea isa toa allowa thata e-maila through.a 

Howevera whenevera ana e-maila hasa aa matcha againsta thea blacklist,a ita isa classifieda asa aa spam.a 

Thisa methoda cana reducea spama upa toa aa certaina levela anda requiresa constanta updatinga asa spama 

evolves.a Ita isa timea consuminga toa determinea whata rulesa toa usea anda ita isa harda toa obtaina gooda 

resultsa witha thisa technique.a Ina Mertza D.a 2002a somea simplea rulesa area presented.a Thea authora 

claimsa thata hea wasa capablea ofa catchinga abouta 80%a ofa alla spama hea received.a However,a hea 

alsoa stateda thata thea rulesa useda had,a unfortunately,a relativelya higha falsea positivea rates.a 
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Basically,a thisa techniquea isa aa simplera versiona ofa thea morea sophisticateda “rulea baseda filters”a 

whicha area discusseda below. 

3.3 Rulea baseda filters 

Thisa isa aa populara content-baseda methoda deployeda bya spama filteringa softwarea sucha asa 

SpamAssassin
5
.a Rule-baseda filtersa applya aa seta ofa rulesa toa everya incominga email.a Ifa therea isa 

aa match,a thea e-maila isa assigneda aa scorea thata indicatesa spaminessa ora non-spaminess.a Ifa thea 

totala scorea exceedsa aa thresholda thea e-maila isa classifieda asa spam.a Thea rulesa area generallya 

builta upa bya regulara expressionsa anda theya comea witha thea software.a Thea rulea seta musta bea 

updateda regularlya asa spama changes,a ina ordera fora thea filteringa ofa spama toa bea successful.a 

Updatesa area retrieveda viaa thea Internet.a Thea testsa resultsa froma thea comparisona ofa anti-spama 

programsa presenteda ina Holdena 2003a showa thata SpamAssasina findsa abouta 80%a ofa alla spam,a 

whilea statisticala filtersa (discusseda later)a finda closea toa 99%a ofa alla spam. 

 

Thea advantagea ofa rule-baseda filtersa isa thata theya requirea noa traininga toa performa reasonablya 

well.a Rulesa area implementeda bya humansa anda theya cana bea verya complex.a Beforea aa newlya 

writtena rulea isa readya fora use,a ita requiresa extensivea testinga toa makea surea ita onlya classifiesa 

spama asa spama anda nota legitimatea messagesa asa spam.a Anothera disadvantagea ofa thisa techniquea 

isa thea needa fora frequenta updatesa ofa thea rules.a Oncea thea spammera findsa thea waya toa deceivea 

thea filter,a thea spama messagesa willa geta througha alla filtersa witha thea samea seta ofa rules. 

 

3.4 Statisticala filters 

Ina Sahamia eta al.a 1998,a ita isa showna thata ita isa possiblea toa achievea remarkablea resultsa bya usinga 

aa statisticala spama classifier.a Sincea thena manya statisticala filtersa havea appeared.a Thea reasona 

fora thisa isa simple;a theya area easya toa implement,a havea aa verya gooda performancea anda requirea aa 

littlea maintenance.a Statisticala filtersa requirea traininga ona botha spama anda non-spama messagesa 

anda willa graduallya becomea morea efficient.a Theya area traineda personallya ona thea legitimatea anda 

spama e-mailsa ofa thea user.a Hencea ita isa verya harda fora aa spammera toa deceivea thea filter.a Aa morea 

in-deptha discussiona ona statisticala filtersa willa followa ina thea nexta chapter. 

 

3.5 E-maila verification 
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E-maila verificationa isa aa challenge–responsea systema thata automaticallya sendsa outa aa one-timea 

verificationa e-maila toa thea sender.a Thea onlya waya fora ana e-maila toa passa througha thea filtera isa ifa 

thea sendera successfullya respondsa toa thea challenge.a Thea challengea ina thea verificationa e-maila 

isa oftena aa hyperlinka fora thea sendera toa click.a Whena thisa linka isa clicked,a alla e-mailsa froma thata 

sendera area alloweda through.a Bluebottle
6

a anda ChoiceMail
7

a area twoa sucha systems.a Thea 

advantagea ofa thisa methoda isa ablea toa filtera almosta 100%a ofa thea spam.a However,a therea area 

twoa drawbacksa associateda witha thisa method.a Thea sendera isa requireda toa responda toa thea 

challengea whicha necessitatesa extraa care.a Ifa thisa challengea isa nota recognizeda thea e-maila willa 

bea lost.a Verificationsa cana alsoa bea losta duea toa technicala obstaclesa sucha asa firewallsa anda othera 

e-maila responsea systems.a Ita cana alsoa causea problemsa fora automateda e-maila responsesa sucha 

asa onlinea ordersa anda newsletters.a Thea verificationa e-maila alsoa generatesa morea traffic. 

 

3.6 Distributeda blacklistsa ofa spama sources 

Thesea filtersa usea aa distributeda blacklista toa determinea whethera ora nota ana incominga e-maila isa 

spam.a Thea distributeda blacklista residesa ona thea Interneta anda isa frequentlya beinga updateda bya 

thea usersa ofa thea filter.a Ifa aa spama passesa througha aa filter,a thea usera reportsa thea e-maila toa thea 

blacklist.a Thea blacklista isa updateda anda willa nowa protecta othera usersa froma thea sendera ofa thata 

specifica e-mail.a Thisa classa ofa blacklistsa keepsa aa recorda ofa knowna spama sources,a sucha asa IPa 

numbersa thata allowa SMTPa relaying.a Thea problema involveda ina usinga aa filtera entirelya relyinga 

ona thesea blacklistsa isa thata ita willa generallya classifya manya legitimatea e-mailsa asa spama (falsea 

positive).a Anothera downsidea isa thea timea takena fora thea networkeda baseda lookup.a Thesea 

solutionsa maya bea usefula fora companiesa assuminga thata alla theira e-maila communicationsa area 

witha othera seriousa non-listeda businesses.a Companiesa offeringa thisa servicea includea MAPS
8
,a 

ORDB
9

a anda Spamcop
10

. 

 

3.7 Distributeda blacklista ofa spama signatures 

Thesea blacklistsa worka ina aa samea mannera toa thata describeda ina 3.6.a Thea differencea isa thata 

thesea blacklistsa consista ofa spama messagea signaturesa insteada ofa spama sources.a Whena aa usera 

receivesa aa spam,a thata usera cana reporta thea messagea signaturea (typicallya aa hasha codea ofa thea e-

mail)a toa thea blacklist.a Ina thisa way,a onea usera willa bea ablea toa warna alla othera usersa thata aa 

certaina messagea isa spam.a Toa avoida non-spama beinga addeda toa aa distributeda blacklist,a manya 
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differenta usersa musta havea reporteda thea samea signature.a Spammersa havea founda ana easya waya 

toa foola thesea filters;a theya simplya adda aa randoma stringa toa everya spam.a Thisa willa preventa thea 

e-maila froma beinga detecteda ina thea blacklist.a Howevera spama fightersa attempta toa overcomea 

thisa problema bya adaptinga theira signaturea algorithmsa toa allowa somea randoma noise.a Thea 

advantagea beinga thata thesea kindsa ofa filtersa rarelya classifya legitimatea messagesa asa spam.a Thea 

greatesta disadvantagea isa theya area nota ablea toa recalla mucha ofa thea spam.a Vipul’sa Razor
11

a usesa 

sucha aa blacklista anda statesa thata ita catchesa 60%-90%a ofa alla incominga spam.a Anothera 

disadvantagea isa thea timea takena fora thea networka lookup. 

 

3.8 Moneya e-maila stamps 

Thea ideaa ofa e-maila stampsa isa nota new,a havinga beena discusseda sincea 1992,a buta ita isa nota untila 

recentlya thata majora companiesa havea considereda usinga ita toa combata spam.a Thea sendera woulda 

havea toa paya aa smalla feea fora thea stamp.a Thisa feea coulda bea minora fora legitimatea e-maila 

senders,a whilea ita coulda destroya businessa fora spammersa thata senda millionsa ofa e-mailsa daily.a 

Therea area twoa stampa types;a moneya stampsa anda proof-of-worka stampsa (discusseda later).a 

GoodmailSystems
12

a isa developinga aa systema fora moneya stamps.a Thea basica ideaa isa toa inserta aa 

uniquea encrypteda ida toa thea headera ofa eacha senta e-mail.a Ifa thea recipienta ISPa isa alsoa 

participatinga ina thea system,a thea ida isa senta toa Goodmaila wherea ita isa decrypted.a Goodmaila willa 

nowa bea ablea toa identifya anda chargea thea sendera ofa thea e-mail.a Todaya therea area manya issuesa 

requiringa solutionsa beforea sucha aa systema cana bea deployed.a Whoa receivesa thea money?a Wherea 

isa taxa paid?a Whoa area alloweda toa sella stamps?a Sincea thisa isa aa centralizeda solution,a whata 

abouta scalability?a Ita woulda alsoa bea thea enda ofa manya legitimatea newsletters. 

 

3.9 Proof-of-worka e-maila stamps 

Ata thea beginninga ofa 2004,a Billa Gates,a Microsoft’sa chairman,a suggesteda thata thea spama 

problema coulda bea solveda withina twoa yearsa bya addinga aa proof-of-worka stampa toa eacha e-mail.a 

Camram
13

a isa aa systema thata usesa proof-of-worka stamps.a Insteada ofa takinga aa microa feea froma 

thea sender,a aa cheat-proofa mathematicala puzzlea isa sent.a Thea puzzlea requiresa aa certaina amounta 

ofa computationala powera toa bea solveda (mattera ofa seconds).a Whena aa solutiona isa found,a ita isa 

senta backa toa thea receivera anda thea e-maila isa alloweda toa passa toa thea receiver.a Thea puzzlea 

Camrama isa usinga isa calleda Hashcash
14

. 
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Whethera ita isa moneya ora proof-of-worka e-maila stamps,a manya opposea thea idea,a nota onlya 

becausea e-mailinga shoulda bea free,a buta alsoa becausea ita willa nota solvea thea spama problem.a Toa 

makea thisa approacha effective,a mosta ISP’sa woulda havea toa joina thea stampa program.a Asa longa 

asa therea area ISP’sa thata area nota integrateda intoa thea stampa system,a spammersa coulda usea theira 

serversa fora massa e-mailing.a Ita coulda thena stilla bea possiblea fora thea legitimatea e-mailersa toa paya 

toa senda e-mails,a whilea spama isa stilla floodinga intoa thea inboxesa ofa users.a Manya non-profita 

legitimatea massa e-mailersa willa probablya havea toa abandona theira newslettersa duea toa thea 

sendinga cost.a Historically,a spammersa havea beena ablea toa deceivea mosta ofa thea othera antia spama 

filtersa anda thisa coulda alsoa bea thea casea witha thea stampa system. 

 

3.10a a Legala measures 

Ina recenta yearsa manya nationsa havea introduceda anti-spama laws,a ina Decembera 2003,a presidenta 

Georgea W.a Busha signeda thea CAN-SPAM
15

a act,a thea Controllinga thea Assaulta ofa Non-Soliciteda 

Pornographya anda Marketinga Act.a Thea lawa prohibitsa thea usea ofa forgeda headera informationa ina 

bulka commerciala e-mail.a Ita alsoa requiresa spama toa includea opt-outa instructions.a Violationsa 

cana resulta ina finesa ofa $250a pera e-mail,a cappeda ata $6a million.a Ina Aprila 2004a thea firsta foura 

spammersa werea chargeda undera thea CAN-SPAMa law.a Thea triala isa stilla on,a buta ifa thea courta 

managesa toa senda outa aa stronga message,a thisa coulda detera somea spammers.a Thea Europeana 

Uniona introduceda ana anti-spama lawa ona thea 31sta ofa Octobera 2003a calleda “Thea Directivea ona 

Privacya anda Electronica Communications”.a Thisa newa lawa requiresa thata companiesa gaina 

consenta beforea theya senda outa commerciala e-mails.a Manya arguea thata thisa lawa isa toothlessa 

sincea mosta ofa thea spama comesa froma thea outsidea ofa EU.a Ina thea long-runa legislationa cana bea 

useda toa slowdowna thea spama flooda toa somea extent,a buta ita willa requirea ana internationala 

movement.a Legislationa willa nota bea ablea toa solvea thea spama problema bya itself,a ata leasta nota ina 

thea neara future. 

 

3.11a a Conclusion 

Thea mosta commonlya useda methodsa fora eliminatinga spama werea describeda ina thisa chapter.a 

Perhapsa legislationa isa thea besta optiona ina thea longa run.a However,a ita requiresa aa worlda widea 

efforta anda thisa processa coulda bea slow.a Presentlya usersa needa toa protecta themselvesa anda fora 
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thea momenta statisticala filtersa area thea mosta promisinga methoda fora thisa purpose.a Theya havea 

superiora performance,a cana adapta automaticallya asa spama changesa anda ina manya casesa area 

computationallya efficient. 

 

Chaptera :a 4a Statisticala Classifiers 

Aa classifier’sa taska isa toa assigna aa patterna toa itsa class.a Thea patterna cana bea aa speecha signal,a ana 

imagea ora simplya aa texta document.a Fora examplea ina spama classification,a thea classifiera woulda 

assigna aa messagea asa eithera spama ora legitimatea class. 

 

Historically,a rule-baseda classifiersa werea mainlya useda untila thea enda ofa thea 1980s.a Rule-baseda 

classifiersa area simplea buta requirea classificationa rulesa toa bea written.a Writinga rulesa fora higha 

accuracya isa difficulta anda timea consuming.a Bya thea enda ofa 1980s,a whena computersa werea 

becominga morea efficient,a statisticala classifiersa starteda toa emerge.a Statisticala classifiersa usea 

machinea learninga toa builda itsa classifiera froma previouslya labeleda (thea classa isa known)a 

traininga data.a Fora example,a aa statisticala spama classifiera isa traineda ona labeleda legitimatea anda 

spama messagesa anda aa speecha recognitiona classifiera isa traineda ona differenta labeleda voices.a 

Thea classifiera usesa characteristicsa ofa thea patterna toa classifya ita intoa onea ofa severala predefineda 

classes.a Anya characteristica cana bea referreda asa aa feature. 

 

4.1 Featuresa anda classes 

Aa featurea isa anya characteristic,a aspect,a qualitya ora attributea ofa ana object.a Fora example,a thea 

eyea colora ofa aa persona ora thea wordsa ina aa texta documentsa area features.a Aa gooda featurea isa onea 

thata isa distinctivea fora thea classa ofa thea object.a Fora example,a thea worda ‘Viagra’a isa founda ina 

manya spama messagesa buta nota ina manya legitimate,a hencea ita isa aa gooda feature.a Ina mosta casesa 

manya featuresa makesa thea classificationa morea accurate.a Thea combinationa ofa na featuresa cana 

bea representeda asa ana na -dimensionala vector,a calleda aa featurea vector.a Thea featurea vectora isa 

defineda asa Fa =a {a f1a ,a fa 2a ,...,a fa na }a :a 1a ≤a ia ≤a na wherea fa ia isa aa feature.a Thea na -dimensionalitya 

ofa thea featurea vectora isa calleda thea featurea space.a Bya examininga aa featurea vectora thea 

classifier’sa taska isa toa determinea itsa class.a Ifa ma isa thea numbera ofa classes,a thena thea classa 
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vectora isa defineda asa Ca =a {c1a ,a c2a ,...,a cma }a ,a wherea cka ,a 1a ≤a ka ≤a ma ,a isa aa uniquea class. 

 

4.2 Texta categorization 

 

Texta categorizationa isa thea problema involveda ina classifyinga texta documentsa toa aa categorya ora 

class.a Texta categorizationa isa becominga morea populara asa thea amounta ofa digitala textuala 

informationa grows.a Thea problema ofa classifyinga ana e-maila messagea asa spama ora legitimatea 

messagea cana bea considereda asa aa texta categorizationa problem.a Anothera populara areaa ofa usea isa 

Weba pagea categorizationa toa hierarchicala catalogues. 

 

Statisticala texta classifiersa cana bea divideda intoa twoa categories,a generativea anda discriminative.a 

Thea generativea approacha usesa ana intermediatea stepa toa estimatea parametersa whilea thea 

discriminativea modelsa thea probabilitya ofa aa documenta belonginga toa aa classa directly.a Therea 

area argumentsa fora usinga discriminativea methodsa insteada ofa involvinga thea intermediatea stepa 

ofa generativea approaches.a Recenta studiesa (Nga anda Jordana 2002)a havea showna thata thea 

performancesa ofa generativea anda discriminativea approachesa area highlya dependenta ona thea 

corpusa traininga dataa size. 

 

Therea area manya statisticala filtersa ina thea literature.a Ana extensivea studya (Yanga Y.a anda Liua X,a 

1998)a compareda severala filtersa includinga Supporteda Vectora Machinesa (SVM),a k-Nearest-

Neighbora (kNN),a Neurala Networksa (NNet)a anda Naivea Bayesiana (NB).a NBa isa thea onlya 

generativea algorithma froma thesea four.a Aa briefa introductiona toa thesea classifiersa follows. 

 

SVMa (Vapnika 1995)a separatesa twoa classesa witha vectorsa thata passa througha traininga dataa 

points.a Thea separationa isa measureda asa thea distancea betweena thea supporta vectorsa anda isa 

calleda thea margin.a Thea timea involveda ina findinga supporta vectorsa thata maximizea thea margina 

is,a ina thea worst-casea scenario,a aa quadratic.a SVMa havea showna promisinga resultsa concerninga 

texta categorizationa problemsa ina severala studiesa (Yanga Y.a &a Liua X,a 1998).a Aa recenta studya 

(Androutsopoulosa 2004)a demonstrateda thata itsa performancea wasa gooda witha referencea toa thea 
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spama domain. 

 

Anothera classifier,a k-Nearesta Neighbora (kNN),a mapsa aa documenta toa featuresa anda measuresa 

thea similaritya toa thea k-nearesta traininga documents.a Scoresa area createda fora eacha ofa thea classesa 

ofa thea k-nearesta documentsa baseda ona thea similarity.a Thea documenta isa thena classifieda asa thea 

classa witha thea greatesta similarity.a Thisa approacha hasa beena availablea fora overa foura decadesa 

anda hasa proveda toa bea thea top-performera ona Reutersa corpusa (topica classificationa ofa texta 

documents). 

 

Neurala Networksa (NNet)a isa commonlya useda ina patterna analysisa anda hasa beena applieda toa texta 

categorizationa bya Wienera eta al.a 1995a &a Yanga Y.a anda Liua X,a 1998.a Ina aa studya (Chena D.a eta 

al.)a thea NNeta wasa outperformeda bya NB.a NNetsa area expensivea toa traina anda memorya 

consuminga asa thea numbera ofa featuresa grow. 

 

Amonga thea describeda classifiersa thea NBa classifiera isa thea simplesta ina termsa ofa itsa easea ofa 

implementation.a Whena compareda toa thea others,a ita isa alsoa computationallya efficient.a Testsa 

carrieda outa bya Yanga Y.a anda Liua X,a 1998a showeda thata NBa underperformeda thea others.a 

Anothera studya (Androutsopoulosa 2000a)a showsa thata NBa outperformsa kNN.a Fora thisa worka 

NBa isa useda asa classifiera nota onlya fora itsa simplicitya anda computationala efficiency,a buta alsoa 

becausea ofa aa beliefa thata witha aa gooda probabilitya estimatora anda carefula featurea selectiona ita 

doesa nota necessarilya under-performa discriminativea methods. 

 

Ina thea resta ofa thisa sectiona thea basica elementsa ofa thea theorya relevanta toa NBa willa bea clarifieda 

bya usinga simplea examplesa froma everydaya life.a Thea detaileda descriptiona ofa NBa anda itsa 

elementsa willa followa ina thea nexta chapter. 

 

4.3 Basicsa abouta Probabilitya Theory 

Thea probabilitya thata ana eventa Xa occursa isa aa numbera thata cana bea obtaineda bya dividinga thea 

numbera ofa timesa Xa occursa bya thea totala numbera ofa events.a Thea probabilitya isa alwaysa 
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betweena 0a anda 1,a ora ita cana bea expresseda asa percentage.a Fora example,a thea probabilitya ofa aa 

sixa sideda diea showinga 6a isa P(6)a =a 
1

a 6a ora ita isa approximatelya equala to16.67%.a Twoa eventsa 

area independenta ifa theya doa nota affecta eacha other’sa probabilities.a Fora example,a thea eventsa 

“tossinga aa coin”a anda “rollinga aa die”a area independenta becausea thea probabilitya ofa thea coina 

landinga ona itsa heada isa nota affecteda bya thea probabilitya ofa rollinga aa sixa ona aa die. 



21 
 

Fora independenta events,a thea probabilitya ofa botha occurringa isa calleda aa jointa probabilitya anda ita 

isa calculateda asa aa producta ofa thea individuala probabilities.a Thea probabilitya fora eventa Xa isa P(a 

Xa )a anda fora eventa Ya isa P(Ya )a . 

 

Thea unconditionala (prior)a probabilitya ofa ana eventa Xa ,a P(a Xa )a ,a isa thea probabilitya ofa thea eventa 

beforea anya evidencea isa presented.a Thea evidencea isa thea perceptiona thata affectsa thea degreea ofa 

beliefa ina ana event.a Thea conditionala probabilitya ofa ana eventa isa thea probabilitya ofa thea eventa 

aftera thea evidencea isa presented. 

Fora example,a thea eventa thata aa persona hasa anti-virusa programa cana bea eventa Va anda thea eventa 

thata aa persona hasa aa spam-filtera eventa S.a Ifa therea isa evidencea thata 60%a ofa alla peoplea havea ana 

anti-virusa programa anda thata 20%a ofa alla peoplea havea aa spam-filtera anda ana anti-virusa program,a 

thena thea probabilitya ofa aa persona havinga aa spam-filtera givena thata he/shea hasa ana anti-virusa 

programa cana bea calculateda asa follows. 

 

4.4 Classicala vs.a Bayesiana statistics 

4.4.1 Usinga statistics 

Statisticsa isa useda toa drawa conclusionsa froma dataa anda toa predicta thea futurea ina ordera toa answera 

researcha questionsa sucha asa “Isa therea aa relationshipa betweena aa student’sa IQa anda height?”a Toa 

answera sucha questionsa students’a IQa anda heighta dataa musta bea collected.a Thisa cana bea 

achieveda bya performinga experiments.a Fora example,a ana IQ-testa isa givena anda thea heighta ofa 

eacha studenta isa recorded.a Aa plota isa madea ofa IQa va Heighta anda ita isa thena possiblea toa detecta 

whethera ora nota aa correlationa exists.a Statisticala testsa cana bea applieda toa answera researcha 

questions,a toa confirma ora rejecta certaina hypothesis.a Therea area twoa essentiala statisticala 

methods,a classicala (ora frequentists)a (Hintona R.a 2004)a anda Bayesiana (Bullarda F.a 2001a &a 

Heckermana D.a 1995a &a Leea P.a 2004). 

 

4.4.2 Usinga statistics 

Considera thea scoresa froma onea hundreda studentsa thata havea takena aa test.a Eacha testa isa markeda 

witha aa scorea betweena zeroa anda fifty.a Thea collecteda dataa isa somewhata uninformativea asa ita isa 
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merelya aa lista ofa numbers.a Toa improvea thea presentationa ita isa possiblea toa adda upa thea numbera 

ofa peoplea whoa achieveda thea samea mark.a Thisa isa calleda thea frequencya fora eacha mark.a Fora 

example,a 3a peoplea scoreda 13a points,a 10a scoreda 21a pointsa etc.a Thisa informationa cana nowa bea 

representeda asa aa histogram,a wherea thea marka isa assigneda toa thea x-axisa anda thea numbera ofa 

studentsa witha thata marka alonga thea y-axis.a Thisa presentationa isa calleda thea frequencya 

distribution.a Frequencya distributionsa area importanta ina statisticala analysisa asa theya providea ana 

informativea representationa ofa thea data.a Statisticala testsa cana bea applieda toa frequencya 

distributionsa toa answera researcha questions,a toa confirma ora rejecta certaina hypothesis. 

 

4.4.3 Objectivea anda subjectivea probabilities 

Ina classicala statisticsa alla attentiona isa devoteda toa thea observeda data,a thea frequenciesa whicha area 

generallya collecteda froma repeateda trials.a Fora example,a ina thea casea wherea thea researcha 

questiona consistsa ofa decidinga whethera aa particulara diea isa biaseda ora not,a multiplea rollsa area 

requireda toa obtaina sufficienta data.a Thea dataa isa thena useda asa evidencea toa determinea whethera 

thea observeda resultsa area significantlya differenta toa thea expecteda fora aa non-biaseda die.a Thisa 

cana bea useda asa evidencea thata aa diea isa biased. 

 

Nowa considera thea scenarioa wherea aa Casinoa employee,a whoa isa ana experta ona biaseda dice,a isa 

presenta anda claimsa thata therea isa aa 98%a certaintya thata aa particulara diea isa biased.a However,a 

thisa additionala informationa doesa nota benefita thea testa asa sucha subjectivea degreesa ofa beliefa area 

ignoreda ina classicala statistics. 

 

Asa opposeda toa classical,a Bayesiana statisticsa takesa aa subjectivea degreea ofa beliefa intoa account,a 

thea priora data.a Ita allowsa usa toa usea thea informationa offereda bya thea experta ina oura predictiona asa 

toa whethera ora nota thea diea isa biased.a Ina facta manya expertsa coulda bea consulteda anda askeda fora 

theira opinions.a Witha Bayesiana statisticsa ita isa possiblea toa takea subjectivea probabilitiesa 

togethera witha thea collecteda dataa toa obtaina thea probabilitya ofa thea diea beinga biased. 

 

4.4.4 Inferencea differences 
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Anothera differencea betweena classicala anda Bayesiana statisticsa isa howa theira inferencea isa 

performed.a Ina classicala statisticsa ana initiala assumptiona ora thea hypothesisa abouta thea researcha 

questiona isa firsta made.a Ita isa usuallya calleda aa nulla hypothesis.a Aa singlea ora severala alternativea 

hypothesesa cana alsoa bea defined.a Thena thea relevanta evidencea ora dataa area collected.a Thisa 

evidencea measuresa howa differenta thea observeda resultsa area froma thea expecteda ifa thea nulla 

hypothesisa wasa true.a Thea measurementa isa givena ina termsa ofa aa calculateda probabilitya calleda 

thea p-value.a Ita isa thea probabilitya ofa obtaininga thea observationa founda ina thea collecteda data,a ora 

othera observationsa whicha area evena morea extreme. 

 

Thea significancea levela isa thea degreea ofa certaintya thata isa requireda ina ordera toa rejecta thea nulla 

hypothesisa ina favora ofa thea alternative.a Aa typicala significancea levela ofa 5%a isa usuallya used.a 

Thea notationa isa α=0.05.a Fora thisa significancea level,a thea probabilitya ofa incorrectlya rejectinga 

thea nulla hypothesisa whena ita isa actuallya truea isa 0.05.a Ifa highera protectiona isa needed,a aa lowera 

αa cana bea selected.a Oncea thea significancea levela isa determineda anda thea p-valuea isa calculateda 

thea followinga conclusiona isa drawn.a Ifa thea probabilitya ofa observinga thea actuala dataa undera thea 

nulla hypothesisa isa smalla (p<a α)a thea nulla hypothesisa isa nota truea anda ita cana bea rejected.a Thisa 

meansa thata thea alternativea hypothesisa isa accepted.a Thea conversea isa nota true.a Ifa thea p-valuea isa 

biga (p>a α),a thena therea isa insufficienta evidencea toa rejecta thea nulla hypotheses. 

 

Fora example,a leta thea nulla hypothesis,a “thea diea isa unbiased”a bea assumeda toa bea true.a Ifa thea diea 

isa rolleda manya timesa anda 70%a ofa alla outcomesa area sixes,a thea statisticala testa willa calculatea 

thea probabilitya ofa obtaininga aa sixa ina 70%a ofa outcomesa ora highera (p-value).a Thea probabilitya 

distributiona fora thea outcomesa observeda usinga ana unbiaseda diea isa useda fora thisa calculation.a Ifa 

thea p-valuea isa lowera thana 0.05a thena accordinga toa classicala statisticsa thea nulla hypothesisa cana 

bea rejecteda anda thea diea willa bea considereda toa bea biased. 

 

Ina Bayesiana statistics,a however,a aa probabilitya isa reallya ana estimatea ofa aa beliefa ina aa particulara 

hypothesis.a Thea beliefa thata aa sixa occursa oncea ina everya sixa rollsa ofa thea diea comesa froma both,a 

priora considerationsa abouta faira diea anda thea empiricala resultsa thata havea beena observeda ina thea 

past.a Bayesiana statisticsa evaluatesa thea probabilitya ofa aa sixa bya takinga thea previousa dataa 

collecteda intoa consideration.a Fora manya researchersa thisa approacha isa morea intuitivea thana thea 
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inferencea ofa classicala statistics. 

 

4.4.5 Examplea ofa statisticala spama classification 

Ina ordera toa implementa eithera thea classicala ora thea Bayesiana statisticsa toa classifya ana e-maila 

massagea asa spam,a somea dataa musta bea available.a Thisa usuallya occursa asa aa collectiona ofa e-

maila messagesa labeleda asa spama ora non-spama anda area referreda asa aa corpusa (traininga data).a Ina 

addition,a thea informationa abouta thea frequencya distributiona ofa thea tokensa ina thea corpusa isa 

available.a Thisa meansa thata everya tokena isa accompanieda bya thea numbera ofa timesa ita hasa beena 

seena ina thea corpus. 

 

4.4.5.1a Classicala statistics 

Whena testinga aa newa e-maila messagea thea startinga pointa isa thea nulla hypothesisa stateda asa “thea 

messagea isa spam”.a Thea alternativea hypothesisa isa “thea messagea isa non-spam”.a Thea 

significancea levela isa chosena toa bea 5%a ora αa =0.05.a Toa classifya aa messagea asa spama aa 

frequencya distributiona ofa itsa tokensa isa createda anda compareda toa thea previousa traininga dataa 

(spama corpus)a witha ana appropriatea statisticala testa (a χa 
2

a testsa cana bea useda toa analyzea 

frequencya data).a Thea statisticala testa willa givea aa probabilitya (a pa -value)a anda ifa ita isa lowera thana 

thea significancea levela thea nulla hypothesisa isa rejecteda anda thea messagea isa concludeda nota toa bea 

spam.a Otherwisea thea nulla hypothesisa isa accepted. 

 

4.4.5.2a Bayesiana statistics 

Bayesiana probabilistica reasoninga hasa beena useda ina machinea learninga sincea thea 1960s,a 

especiallya ina medicala diagnosis.a Ita wasa nota untila 1998a thata Sahamia eta al.a 1998a applieda aa 

Bayesiana approacha toa classifya spam.a Witha Bayesiana statisticsa thea probabilitya ofa aa modela 

baseda ona thea dataa isa calculateda asa opposeda toa classicala statisticsa whicha calculatesa thea 

probabilitya ofa thea dataa givena aa hypothesisa (model).a Toa illustratea this,a considera thea previousa 

examplea wherea classicala statisticsa wasa useda toa verifya thea nulla hypothesisa (thea messagea beinga 

spam),a eithera thea messagea isa classifieda asa spama ora not.a Bayesiana statisticsa calculatesa thea 

probabilitya ofa aa messagea beinga spam.a Fora example,a Bayesiana statisticsa cana calculatea thata aa 

messagea hasa ana 82%a chancea ofa beinga aa spam. 
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Chaptera :a 5a Naivea Bayesiana Spama Filtering 

 

5.1 Thea model 

Aa generala Naivea Bayesiana spama filteringa cana bea conceptualizeda intoa thea modela presenteda ina 

Figurea 1.a Ita consistsa ofa foura majora modules,a eacha responsiblea fora foura differenta processes:a 

messagea tokenization,a probabilitya estimation,a featurea selectiona anda Naivea Bayesiana 

classification. 

 

Figurea 1.a Aa modela ofa Naivea Bayesiana spama filtering. 

Whena aa messagea arrives,a ita isa firstlya tokenizeda intoa aa seta ofa featuresa (tokens),a Fa .a Everya 

featurea isa assigneda ana estimateda probabilitya thata indicatesa itsa spaminess.a Toa reducea thea 

dimensionalitya ofa thea featurea vector,a aa featurea selectiona algorithma isa applieda toa outputa aa 

subseta ofa thea features,a Fa 
1

a ⊆a Fa . 
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Thea Naivea Bayesiana classifiera combinesa thea probabilitiesa ofa everya featurea ina Fa 
1

a ,a anda 

estimatesa thea probabilitya ofa thea messagea beinga spam. 

 

Ina thea followinga text,a thea processa ofa Naivea Bayesiana classificationa isa described,a followeda bya 

detailsa concerninga thea measuringa performance.a Thisa ordera ofa explanationa isa necessarya 

becausea thea sectionsa concerneda witha thea firsta threea modulesa requirea understandinga ofa thea 

classificationa processa anda thea parametersa useda toa evaluatea itsa improvement. 

5.2 Naivea Bayesiana Classifier 

 

Ina termsa ofa aa spama classifiera Bayesa theorema (4)a cana bea expresseda as 

 

P(Ca |a Fa )a 

= 

P(Fa |a C)P(C) 

(5) 

 

P(Fa ) 

 

   

 

wherea Fa =a {a f1a ,...,a fa na }a isa aa seta ofa featuresa anda Ca =a {gooda ,a spam}a area thea twoa classes.a 

Whena thea numbera ofa features,a n,a isa large,a computinga P(Fa |a Ca )a cana bea timea consuming.a 

Alternatively,a ita cana bea assumeda thata thea features,a whicha area usuallya wordsa appearinga ina thea 

e-maila message,a area independenta ofa eacha other. 

 

Thisa assumptiona is,a however,a nota true,a asa wordsa ina e-mailsa area nota independent.a Fora 

examplea ana e-maila witha thea worda ‘Viagra’a isa likelya toa co-occura witha ‘purchase’.a Howevera 

evena thougha thea independencea assumptiona isa nota truea thea classifiera worksa well,a ata leasta ona 

thea spama domain.a Onea argumenta (Domingosa &a Pazzania 1996)a isa thata witha thea independencea 

assumptiona thea classifiera woulda producea poora probabilities,a buta thea ratioa betweena thema 

woulda bea approximatelya thea samea asa woulda occura usinga conditionala probabilities.a Usinga thea 

somewhata ‘Naive’a independencea assumptiona gavea birtha toa itsa namea Naivea Bayesiana 

classifier. 
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Usinga thea assumptiona fora independence,a accordinga toa (1),a thea jointa probabilitya fora alla na 

featuresa cana bea obtaineda asa aa producta ofa thea totala individuala probabilities 

 

N  

P(Fa |a Ca )a =a ∏a P(a fa ia a |a C)a . (6) 

ia =1 

 

Insertinga (6)a intoa (5)a yields 

 

 n    

 P(Ca )∏a P(a fa i |a C) 

(7) 

 

P(Ca |a Fa )a 

= 

ia =1 

  

 

. 

 

P(Fa ) 

  

    

 

Thea denominatora P(Fa )a isa thea probabilitya ofa observinga thea featuresa ina anya messagea anda cana 

bea expresseda as 

 

m n  

P(Fa )=P(Cka )a ⋅ a ∏a P(a fa ia a |a Cka )a . (8) 

ka =1 ia =1  
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Insertinga (8)a intoa (7)a thea formulaa useda bya thea Naivea Bayesiana Classifiera isa obtained 

n 

P(Ca )∏a P(a fa ia a |a C) 

P(Ca |a Fa )a =a a m 

ia =1 

. (9) 

 

n  

 

P(Cka )a ⋅ a ∏a P(a fa ia a |a Cka ) 

 

ka =1 ia =1 

 

Thea formala representationa (9)a maya appeara toa bea complicated.a However,a ifa Ca =a spama thena 

(9)a cana basicallya bea reada as:a “Thea probabilitya ofa aa messagea beinga spama givena itsa featuresa 

equalsa thea probabilitya ofa anya messagea beinga spama multiplieda bya thea probabilitya ofa thea 

featuresa co-occurringa ina aa spama divideda bya thea probabilitya ofa observinga thea featuresa ina anya 

message”. 

 

Toa determinea whethera ora nota aa messagea isa spama thea probabilitya givena bya (9)a isa compareda 

toa a 

λ 

thresholda value,a a ta = .a If P(Ca =a spama |a Fa )a >a t thena thea messagea isa classifieda asa spam.a 

For 

 

1a +a λ 

 

example,a whena λa =a 9a thena ta =a 0.9a meaninga thata blockinga onea legitimatea messagea isa ofa thea 
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samea ordera asa allowinga 9a spama messagesa toa pass. 

 

5.3 Measuringa thea performance 

 

Thea meaninga ofa aa gooda classifiera cana varya dependinga ona thea domaina ina whicha ita isa used.a 

Fora example,a ina spama classificationa ita isa verya importanta nota toa classifya legitimatea messagesa 

asa spama asa ita cana leada toa e.g.a economica ora emotionala sufferinga fora thea user. 

 

5.3.1 Precisiona anda recall 

 

Aa wella employeda metrica fora performancea measurementa ina informationa retrievala isa precisiona 

anda recall.a Thesea measuresa havea beena diligentlya useda ina thea contexta ofa spama classificationa 

(Sahamia eta al.a 1998). 

 

Recalla isa thea proportiona ofa relevanta itemsa thata area retrieved,a whicha ina thisa casea isa thea 

proportiona ofa spama messagesa thata area actuallya recognized.a Fora examplea ifa 9a outa ofa 10a spama 

messagesa area correctlya identifieda asa spam,a thea recalla ratea isa 0.9. 

 

Precisiona isa defineda asa thea proportiona ofa itemsa retrieveda thata area relevant.a Ina thea spama 

classificationa context,a precisiona isa thea proportiona ofa thea spama messagesa classifieda asa spama 

overa thea totala numbera ofa messagesa classifieda asa spam.a Thusa ifa onlya spama messagesa area 

classifieda asa spama thena thea precisiona isa 1.a Asa soona asa aa gooda legitimatea messagea isa 

classifieda asa spam,a thea precisiona willa dropa belowa 1. 

 

Formally: 
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Leta ngga a bea thea numbera ofa gooda messagesa classifieda asa gooda (alsoa knowna asa falsea 

negatives). 

 

Leta ngsa a bea thea numbera ofa gooda messagesa classifieda asa spama (alsoa knowna asa falsea positives). 

 

Leta nssa a bea thea numbera ofa spama messagesa classifieda asa spama (alsoa knowna asa truea positives). 

 

Leta nsga a bea thea numbera ofa spama messagesa classifieda asa gooda (alsoa knowna asa truea negatives). 

 

Thea precisiona (a p)a anda recalla (r)a area defineda as         

pa = 

  
n
ss 

= 

 1  (10)  

 

n
ss +a ngs 

 

1a +a ngs /a nss 

 

     

ra = 

 
n
ss  

= 

 1  

(11) 

 

  

+a nsg 1a +a nsg 

  

 
n
ss  /a nss  

 

Thea precisiona calculatesa thea occurrencea ofa falsea positivesa whicha area gooda messagesa 

classifieda asa spam.a Whena thisa happensa pa dropsa belowa 1.a Sucha misclassificationa coulda bea aa 

disastera fora thea usera whereasa thea onlya impacta ofa aa lowa recalla ratea isa toa receivea spama 

messagesa ina thea inbox.a Hencea ita isa morea importanta fora thea precisiona toa bea ata aa higha levela 

thana thea recalla rate.a Thea precisiona anda recalla reveala littlea unlessa useda together.a Commerciala 

spama filtersa sometimesa claima thata theya havea ana incrediblya higha precisiona valuea ofa 0.9999%a 

withouta mentioninga thea relateda recalla rate.a Thisa cana appeara toa bea verya gooda toa thea untraineda 

eye.a Aa reasonablya gooda spama classifiera shoulda havea precisiona verya closea toa 1a anda aa recalla 

ratea >a 0.8. 
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Aa problema whena evaluatinga classifiersa isa toa finda aa gooda balancea betweena thea precisiona anda 

recalla rates.a Thereforea ita isa necessarya toa usea aa strategya toa obtaina aa combineda score.a Onea 

waya toa achievea thisa isa toa usea weighteda accuracy. 

 

5.3.2 Weighteda accuracy 

 

Toa reflecta thea differencea ina misclassifyinga aa gooda messagea anda aa spama messagea aa costa 

sensitivea evaluationa (Androutsopoulosa eta al.a 2004)a isa useda toa measurea thea performancea ofa 

thea classifier.a Thea weighteda accuracya ofa aa classifiera isa defineda as 

 

W
Acc = 

λa ⋅ a 

ngg +a nss 

. 

(12) 

 

   

λa ⋅ a 

ng +a ns 

  

     

 

wherea nga a a isa thea totala numbera ofa messagesa anda nsa a isa thea totala numbera ofa spama messages.a λa 

a isa the 

 

weighta ofa eacha gooda message.a Eacha misclassificationa ofa aa gooda messagea countsa asa λa 

misclassificationsa ofa spam.a Ata thea samea time,a onea correctlya classifieda messagea countsa asa λa 

successfula classifications.a Spama messagesa area treateda asa singlea messages.a Usinga weighteda 

accuracya givesa thea impressiona thata legitimatea messagesa area λa timesa morea importanta thana 

spam. 
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5.3.3 Crossa validation 

 

Therea area severala meansa ofa estimatinga howa wella thea classifiera worksa aftera training.a Thea 

easiesta anda mosta straightforwarda meansa isa bya splittinga thea corpusa intoa twoa partsa anda usinga 

onea parta fora traininga anda thea othera fora testing.a Thisa isa calleda thea holdouta method.a Thea 

disadvantagea isa thata thea evaluationa dependsa heavilya ona whicha samplesa enda upa ina whicha set.a 

Anothera methoda thata reducesa thea variancea ofa thea holdouta methoda isa ka -folda cross-validation. 

 

Ina a ka -folda cross-validationa (Kohavia 1995)a thea corpus,a Ma ,a isa splita intoa ka mutuallya exclusivea 

parts, 

 

M 1a ,a Ma 2a ,...Ma ka .a Thea inducera isa traineda ona Ma \a Ma ia anda testeda againsta Ma ia .a Thisa isa 

repeateda ka timesa witha differenta ia sucha thata ia ∈ {1,2,...,a k}.a Finallya thea performancea isa 

estimateda asa thea meana ofa thea totala numbera ofa tests.a Fora aa k-foldeda testa thea precisiona pa anda 

thea recalla ra area defineda as 

 

1 k 1 k 

(13a anda 14) 

 

pa = 

 

pia a a anda ra = 

 

r
i 

 

    

 
n

a ia =1 
n

a ia =1   

 

wherea a pia a anda ria a area thea precisiona (10)a anda recalla (11)a fora eacha ofa thea ka a tests. 
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Researcha hasa showna thata ka =a 10a isa aa satisfactorya totala (Breimana &a Spectora 1992)a anda 

(Kohavia 1995),a thereforea 10-folda crossa validationa wasa useda throughouta thea experimentsa ina 

thisa thesis. 

 

 

5.3.4 Benchmarka corpuses 

 

Onea problema whena attemptinga toa benchmarka aa classifiera arisesa becausea ofa thea differenta 

resultsa obtaineda dependinga ona thea testa corpus.a Ita isa easya toa optimizea parametersa fora aa 

classifiera toa favora aa givena corpusa toa achievea impressivea results.a Whena thisa classifiera isa 

applieda toa anothera corpusa ita maya performa poorly.a Thereforea ita isa importanta toa usea morea thana 

onea corpusa sourcea whena testinga aa particulara classifier.a Ita isa alsoa preferreda thata corpusesa area 

publiclya availablea ina casea anothera researchera wantsa toa comparea ora reproducea thea results. 

 

 

 

 

5.4 Messagea tokenization 

 

Messagea tokenizationa isa thea processa ofa tokenizinga ana e-maila messagea usinga carefullya 

selecteda delimiters.a Thea selectiona ofa delimitersa affectsa thea classificationa accuracy.a 

Traditionally,a selectiona isa performeda manuallya bya triala anda error.a Thisa thesisa examinesa thea 

possibilitya ofa automatica delimitera selection.a Thea problema ofa findinga higha performancea 

delimitersa isa calleda thea featurea subseta problem.a Ina thisa casea thea featuresa refera toa thea 

delimiters. 
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Therea havea beena fewa attemptsa madea toa automaticallya finda aa gooda delimitera subseta fora spama 

classification.a Ina fact,a thea authora isa onlya awarea ofa onea previousa attempta (Bevilacqua-Linna 

2003)a whicha attempteda toa usea twoa differenta searcha methods,a aa hill-climbera anda aa genetica 

algorithm.a Botha searcha methodsa proveda toa bea tooa time-consuminga ina accomplishinga theira 

taska anda thea experimenta wasa abandoned. 
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Sincea thea dimensionalitya tendsa toa bea astronomicallya large,a exhaustivea searcha isa nota 

plausible.a Ina thisa worka Sequentiala Forwarda Floatinga Selectiona (SFFS)a isa implementeda toa 

finda aa gooda delimitera subset.a Therea area twoa commona schemesa fora implementinga aa searcha 

algorithm,a calleda filtersa anda wrappera inductiona anda botha approachesa area examineda anda 

implementeda ina thisa thesis.a Fora eacha methoda aa fitnessa functiona isa introduced.a Thea fitnessa 

fora thea filtera approacha usesa thea discriminativea powera ofa thea tokenizeda data.a Thea wrappera 

fitnessa estimatesa thea delimitera performancea bya runninga thea inducera (measuresa thea 

performancea ofa thea delimitersa bya runninga thea classifiera ona testa data). 

 

Thisa sectiona beginsa bya presentinga somea definitionsa aftera whicha ita explainsa howa delimitersa 

interact.a Thisa explanationa isa necessarya toa decidea upona thea choicea ofa searcha algorithm.a 

Finallya filtersa anda wrappersa area presented. 

 

5.4.1 Definitions 

 

Thea alphabet 

Aa =a {a1a ,a a2a ,...,a ana 

} isa a aa finitea seta a ofa symbols.a Each symbola a isa aa character.a a For 

example,a thea Englisha alphabeta a Ea =a {a,a b,...,a z}a anda thea binarya alphabet Ba =a {0,1}a .a E-maila messages 

usea ASCIIa charactera code.a Thea alphabeta useda is 

A
ASC

II =a {char(0),a char(1),...,a A,a B,...,a (char255)}, 

wherea chr(i)a ,a 0a ≤a ia ≤255a isa thea charactera correspondinga toa integera i.  

Aa a stringa a a Xa 

A isa a aa a sequence ofa a symbols from thea a alphabet Aa .a a Thisa a isa a denoteda a by 

 

X Aa =<a s1a ,a s2a ,...,a sna >:a sia ∈ a Aa .a Fora example,a leta thea alphabeta Aa =a {a,a m,a p,a s}a thena aa 

stringa overa Aa coulda bea Xa Aa =a spama .a Everya e-maila messagea isa aa stringa overa thea alphabeta 

AASCII. 
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Thea cardinalitya ofa aa stringa Xa isa denoteda bya Xa =a na .a Fora example,a ifa Xa =a spama ,a thena Xa =a 4a 

.a Thea cardinalitya ofa thea alphabeta AASCIIa isa AASCIIa =a 256a . 

 

 

Aa delimitera set,a Da ,a fora aa stringa Xa overa thea alphabeta Aa isa aa subseta ofa Aa .a Fora example,a ifa 

thea stringa X=<Deara Frienda howa area you?>a thena thea delimitera seta fora Xa coulda asa ana examplea 

bea D={space,a question-mark}. 

 

Aa tokenizera Ta a isa aa functiona ofa aa stringa a X anda aa delimitera seta a Da a sucha thata Qa =a Ta (a Xa ,D)a 

.a Where 

 

the 

productiona a Qa =a {x1a ,a x2a ,...,a xna }a :a 

xi isa aa substringa betweena twoa delimitersa in Xa .a Fora example, 

the stringa a X=<Deara a Frienda a how area a you?>a a anda a thea a delimitera a subset D={space},a a then 

Ta (a Xa ,D)a ={Dear,a Friend,a how,a are,a you?}.  

Aa labela a seta a La =a {l1a ,...,a lma }a isa aa 

finite seta ofa labels,a li,a 1a ≤a ia ≤a m.a Thea labela seta useda fora e-mail 

messagesa hasa onlya twoa labels,a namelya La =a {gooda ,a spam}.  

 

Aa classifiera Ca a isa aa functiona thata mapsa aa messagea Xa a toa aa labela la .a Thisa isa defineda asa C(a Xa 

)a =a la a ∈ a La . 
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Leta Ma la =a {m1a ,ma 2a ,...,a mna }a :a C(mia )a =a la bea aa collectiona ofa previouslya labeleda messagesa 

whicha alla havea thea samea label. 

 

5.4.2 Delimitera Interaction 

 

Ana intuitivea modela ofa thea delimitera interactiona woulda bea toa thinka ofa ita asa aa diagrama wherea 

thea tokenizera productionsa area plotted.a Leta thea y-axisa bea thea probabilitya ofa spama (spaminess)a 

ofa eacha tokena (x-axis).a Thea spaminessa ofa aa tokena isa calculateda froma itsa frequenciesa ina thea 

traininga data.a (Thisa isa calleda thea probabilitya estimatora anda isa examineda ina thea nexta chapter.)a 

Ifa noa delimitersa area used,a alla tokensa area likelya toa occura ina thea middlea ofa thea diagram,a wherea 

theya havea aa 50%a probabilitya ofa beinga spama ora gooda related.a Asa newa delimitersa area 

introduceda thea tokensa willa starta toa separatea ina thea diagram,a asa ifa thea tokensa werea attracteda 

bya magnetsa pullinga thema towardsa eithera thea topa (higha spama probability)a ora bottoma (lowa 

spama probability)a ofa thea diagram.a Thea morea separationa ina botha directionsa oftena meansa aa 

bettera delimitera subset. 

 

Clearly,a usinga noa delimitersa ata alla allowsa fora aa verya higha precisiona anda aa verya lowa recall.a 

Asa newa delimitersa area addeda thea recalla ratea maya increasea toa aa particulara levela beforea thea 

precisiona startsa toa fall.a Thea aima isa toa choosea delimitersa thata maximizea thea recalla ratea whilea 

maintaininga aa higha precision.a Onea reasona fora thea precisiona falla isa relateda toa thea facta thata 

informationa isa removeda froma thea messagesa asa thea numbera ofa delimitersa increases.a Thisa isa 

calleda informationa loss.a Informationa lossa contributesa toa thea destructiona ofa patternsa thata 

characterizea onea classa froma another.a Fora example,a ina unigrama charactera tokenizationa everya 

charactera isa treateda asa aa token.a Thisa separationa ofa charactersa removesa alla patternsa anda thea 

informationa lossa isa high.a Thea resulta isa lowa classifiera performance. 

 

Thea interactiona betweena delimitersa fora aa messagea tokenizera isa highlya complex;a ita isa 

uncertaina asa toa whethera thea relationa betweena delimitersa isa transitivea anda alsoa suffersa froma 

non-monotonicity.a Toa demonstratea thea non-transitivitya anda non-monotonicitya propertiesa ofa 

delimitera interactiona thea followinga simplea examplea shoulda bea considered. 
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Leta thea alphabeta Aa =a {a,a b,a c,a d}a anda leta thea messagesa Xa =a abcda a anda Ya =a bcada . 

 

Leta thea labela ofa thea messagesa bea L(a Xa )a =a gooda anda L(Ya )a =a spama .a Leta thea delimitersa useda 

bya thea tokenizera Ta bea Da . 

 

Tablea 1a illustratesa thea productionsa Q1a =a Ta (a Xa ,a D)a anda Q2a =a Ta (Ya ,a D)a .a Clearlya aa 

tokenizera thata producesa differenta productionsa dependinga ona whethera thea messagea isa gooda ora 

spama isa morea beneficiala thana onea thata doesa not.a Thisa intuitiona cana bea useda toa demonstratea 

thea non-transitivea property.a Aa simplea criteriona (fitness)a functiona Ja (D)a =|a Q1a ∪ a Q2a |a −a |a Q1a 

∩a Q2a |a isa createda bya countinga thea numbera ofa differenta elementsa ina Q1a anda Q2a . 

 

Tablea 1.a Illustrationa ofa thea non-transitivea relationshipa betweena delimiters 

. 

 

 

 

 

 

 

 

 

D 

Q1 Q2 Ja (D) 

 

  

{a} {bcd} {bc,a d} 3  

{a,a b} {cd} {c,a d} 3  

{b,a c} {a,a d} {ad} 3  

[a,a c} {b,a d} {b,a d} 0  
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5.4.2.1a Non-transitivity 

 

Leta usa denotea aa beneficiala relationshipa betweena twoa featuresa witha →a .a Aa transitivea relationa 

coulda appeara asa aa →a ba ∧ a ba →a ca aa →a ca anda isa reada asa “thea delimitera ‘a’a isa ofa benefita toa thea 

classificationa togethera witha ‘b’,a ‘b’a isa ofa benefita togethera witha ’c’a thereforea ‘a’a isa ofa benefita 

witha ‘c’”. 

 

Asa showna thea delimitersa {a,a b}a anda {b,a c}a area beneficiala ina thea classificationa taska sincea thea 

productionsa ofa Ta area distinguishable.a Thea presencea ofa aa transitivea propertya woulda implya 

thata thea productiona ofa {a,a c}a isa alsoa beneficial,a buta thisa isa nota thea casea asa aa →a ba ∧ a ba →a ca 

¬aa →a ca .a Thisa illustratesa thea facta thata delimitera interactiona isa non-transitive. 

 

5.4.2.2a Non-monotonicity 

 

Monotonicitya isa thea propertya thata statesa thata whenevera aa newa featurea isa addeda thea criteriona 

functiona Ja (D)a showsa ana improvement.a Ina mathematicala notationa thea propertya isa expresseda 

as:a Givena two 

 

sets,a D1a anda D2a ,a D1a ⊂a D2a Ja (D1a )a <a Ja (D2a )a .a However,a thisa isa nota thea casea fora mosta 

criteriona functions.a Ifa thea previousa examplea isa considered,a thena {a}a ⊂a {a,a c}a /a Ja ({a})a <a Ja 

({a,a c})a .a Thea non-monotonicitya propertya fora delimitera interactiona hasa nowa beena showna fora 

thea simplea Ja (D)a . 

 

 

5.4.3 Dimensionalitya reductiona ina thea searcha fora aa gooda delimitera subset 

 

Thea ordera ofa delimitersa isa nota ofa importancea anda neithera area repetitions,a hencea thea 
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exhaustivea search 

n 

 

space fora aa delimitera subseta ofa sizea sa overa ana alphabeta witha cardinalitya na isa .a Thea s 

 

dimensionalitya fora alla subsetsa isa 2
n

a .a Thea growtha isa combinatoriala anda thereforea ana 

exhaustivea searcha woulda bea tooa slowa fora thisa purpose.a Anothera choicea isa thea brancha anda 

bounda searcha whicha isa mucha fastera thana ana exhaustivea search,a buta doesa requirea thea 

monotonicitya property.a Asa showna previouslya ina thisa chapter,a findinga aa delimitera subseta 

suffersa froma nonmonotonicitya whicha makesa thea usea ofa brancha anda bounda algorithmsa 

inappropriate.a Asa thea delimitera interactiona isa non-transitivea ita isa nota possiblea toa relya ona 

transitivea graphsa toa finda maximuma cliques.a Othera searcha spacea reductiona algorithmsa area 

genetica algorithmsa (Siedleckia &a Sklanskya 1988). 

 

Twoa othera simplea algorithmsa (Jaina &a Maoa 1999),a Sequentiala Forwarda Selectiona (SFS)a anda 

Sequentiala Backwarda Selectiona (SBS),a area verya fasta buta area sub-optimal.a SFSa beginsa witha 

noa featuresa anda repeatedlya addsa thea onea thata maximizesa thea fitnessa function.a Thisa algorithma 

onlya examinesa n(na +a 1)a /a 2a subsets.a SBSa worksa ina thea samea mannera asa SFSa buta ita startsa 

witha alla featuresa anda removesa thea featurea thata maximizesa thea fitnessa fora thea remainder. 

 

Ina ordera toa createa resultsa closera toa thea optimala solutiona (Pudila &a Kittlera 1994)a improveda 

SFSa anda SBSa werea required.a Sequentiala Forwarda Floatinga Selectiona (SFFS)a anda Sequentiala 

Backwarda Floatinga Selectiona (SBFS)a are,a respectively,a thea improveda algorithms.a SFFSa 

worksa ina aa similara mannera toa SFS,a buta fora everya newa subseta ita entersa aa backtrackinga loopa 

thata attemptsa toa finda aa bettera subseta thana thata ofa itsa predecessora bya removinga onea featurea ata 

aa time.a Thisa isa repeateda untila noa bettera subseta isa founda anda thea backtracka loopa isa thena 

exited.a Thesea algorithmsa gavea neara optimala resultsa in 
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somea experimentsa (Pudila &a Kittlera 1994,a Jaina &a Zongkera 1997,a Ferria &a Pudila 1994).a Thea 

originala SFFSa anda SBFSa hada onea defect;a ita coulda dismissa superiora subsetsa whena switchinga 

froma thea backtrackinga loop.a Ana adaptivea versiona ofa SFFSa (Somola eta al.1999)a wasa proposeda 

toa addressa thisa problem.a Thea solutiona wasa toa keepa aa recorda ofa alla thea besta subsets.a Aftera 

backtracking,a insteada ofa presuminga thata thea forwarda subsetsa area bettera thana thea previousa 

ones,a aa checka isa performeda againsta thea record.a Figurea 2a showsa thea pseudoa codea fora thea 

modifieda SFFS. 

 

Duea toa thea previousa impressivea resultsa thea adapteda versiona ofa SFFSa wasa implementeda toa 

finda aa gooda subseta ofa delimiters.a Therea isa aa smalla tradeoffa ina speeda ina comparisona witha 

SFS.a Thea runninga timea maya increasea bya aa factora ofa 2a toa 10. 

 

 

5.4.4 Filtersa anda wrappers 

 

Thea twoa mosta commona featurea selectiona methodsa area filtersa anda wrappera induction. 

 

Thea filtera approacha (Kohavia &a Johna 1996),a doesa nota usea thea inducera toa estimatea thea fitnessa 

ofa features,a ita onlya analysesa thea dataa distribution.a Hencea filtersa area relieveda froma biasa anda 

errorsa ina thea inducera anda maya bea ablea toa finda aa morea generala solution.a Filtera methodsa 

generallya runa fastera thana wrappers.a Twoa well-knowna filtersa area FOCUSa (Almuallima &a 

Diettericha 1991),a anda Reliefa (Kiraa &a Rendella 1992).a Figurea 3a illustratesa thea filtera procedure. 
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Wrappera inductiona (Kohavia &a Johna 1996,a Kushmericka 1997a &a 1999)a usesa thea inducera asa aa 

parta ofa thea fitnessa function.a Wrappera inductiona hasa successfullya beena useda fora informationa 

extractiona ofa Interneta resourcesa sucha asa thea stocka marketa anda producta catalogs.a Thisa isa 

closelya relateda toa thea purposea ofa thisa thesis.a Theira aima wasa toa finda delimitersa ina HTMLa 

codea fora bettera informationa retrieval,a whereasa thisa worka attemptsa toa finda messagea delimitersa 

fora bettera spama classification.a Figurea 4a illustratesa thea wrappera model.a Wrappersa oftena 

producea bettera resultsa thana filtersa buta theya maya bea lessa general. 

5.5 Probabilitya estimation 

 

Thea mosta straightforwarda approacha fora estimatinga thea probabilitya ofa ana itema isa toa dividea itsa 

counta bya thea totala counts.a Thisa estimatea approachesa thea theoreticala probabilitya asa thea samplea 

spacea increases.a Ifa thea entirea populationa isa availablea ana exacta probabilitya cana bea obtained,a 

buta fora mosta casesa whena thea samplea spacea isa finitea thea Maximuma Likelihooda Estimatea 

(MLE)a willa bea ina thea neighborhooda ofa thea probability. 

 

P
ML

E 

(a xia )a 

= 

|a xia a 

| (15)  

N 

  

    

 

wherea xia isa thea itema anda Na isa thea totala numbera ofa traininga instances.a Thea problema regardinga 

thisa estimatora isa thata ita estimatesa thea probabilitya ofa unseena itemsa toa beea zero.a Thisa isa 

sometimesa referreda toa asa thea zero-frequency-problem.a Ina thea casea ofa aa Naivea Bayesiana 

classifiera wherea estimatesa area combineda froma twoa corpusesa aa singlea zeroa estimatea ofa aa 

tokena coulda resulta ina ana overalla spama probabilitya ofa 0.a Thea samea problema remainsa fora rarea 

words,a thosea witha lowa frequencies.a Fora examplea aa probabilitya estimateda froma aa tokena 

occurringa oncea ina thea gooda corpusa anda tena timesa ina thea spama corpusa isa lessa reliablea thana aa 

tokena witha 10a occurrencesa ina thea gooda anda 100a ina thea spama corpus.a Evena thougha thea 
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combineda probabilitya isa thea samea thea lattera isa morea reliable. 

 

Schemesa doa exista toa solvea thea problemsa concerninga Maximuma Likelihooda Estimationa fora 

casesa witha sparsea data.a Ita isa usuallya saida thata thesea schemesa performa smoothing.a Smoothinga 

isa thea methoda ofa movinga probabilitya massa froma seena toa unseena items. 

 

Thea labelsa useda area givena below. 

 

N isa thea totala numbera ofa traininga instances. 

 

x ia a isa thea item. 

 

N ja isa thea frequencya ofa frequencya ofa itemsa seena ja times.a Fora example,a ifa therea exista exactlya 

threea tokensa whicha eacha havea beena seena fivea timesa thena Na 5a =a 3a . 

 

B isa thea numbera ofa binsa (distincta items). 

 

 

5.5.1 Absolutea Estimatea (a pabsa ) 

 

Thea absolutea estimatea (Naya eta al.a 1994),a subtractsa aa constanta froma thea frequencies 

 

PAbsa (a xia )a = |a xi |a −c (16)  
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N 

 

    

 

wherea ca isa thea constanta usuallya obtaineda froma thea frequencya ofa frequencya ofa itemsa seena 

oncea anda twice,a N1a anda Na 2a sucha that 

ca = 

N1 (17)  

   

N1a +a 2Na 2 

 

 

5.5.2 Laplacea Estimatea (a plapa ) 

 

Laplacea (ora add-one)a isa perhapsa thea simplesta smoothinga techniquea whicha assumesa thata 

everya eventa hasa beena seena oncea before. 

 

P
Lap 

(xia )a 

= 

|a xia a |a 

+1 (18)  

Na +a B  

  

    

 

Wherea Ba isa thea numbera ofa binsa (distincta items).a Thea problema witha thea Laplacea estimatora isa 

thata ita allocatesa tooa mucha probabilitya massa toa unseena objectsa (Galea &a Churcha 1994). 

 

5.5.3 Expecteda Likelihooda Estimatea (ELE)a (a pELEa ) 
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Thisa methoda assignsa lessa probabilitya massa toa unseena objectsa thana thea Laplacea estimatora 

bya addinga 0.5a insteada ofa 1a toa everya count. 

 

P
EL

E 

(xia )a 

= 

|a xia a |a 

+0.5 (19)  

Na +a 

0.5B 

  

    

 

Thisa estimatora isa alsoa referreda toa asa Jeffreys-Perksa law. 

 

 

5.5.4 Lidstonea Estimatea (a pLida ) 

 

Laplacea anda ELEa area botha speciala casesa ofa thea Lidstonea estimatora whicha addsa δa toa everya 

count 

 

P
Li

d 

(xia )a 

= 

|a xia a |a 

+δ (20)  

Na +a 

δB 

  

    

 

where,a usually,a 0a ≤a δa ≤a 1a .a Thisa estimatea worksa ina aa similara mannera asa thea Laplacea 

estimatea anda ELE.a Thea differencea isa thata insteada ofa usinga aa constanta toa movea thea 

probabilitya massa toa unseena items,a ita usesa ana adjustablea variable,a δa .a Buta itsa weaknessa liesa ina 



46 
 

findinga aa gooda δa . 

 

 

5.5.5 Wittena Bella smoothinga (a pWBa ) 

 

Wittena Bella smoothinga (Wittena &a Bella 1991)a wasa originallya developeda fora thea taska ofa 

texta compression.a Ita usesa itemsa seena oncea toa estimatea unseena items.a Thea probabilitya 

massa assigneda toa unseena itemsa is 

 

P(xi )a = 

N1 

fora |a xia a |=a 0 

(21)  

N1a a +a N 

  

     

 

wherea N1a isa thea numbera ofa itemsa thata havea beena seena once.a Thea massa isa takena froma highera 

frequencya itemsa sucha that 

 

p
wb 

(xia )a 

= 

|a xi | 
fora |a 

xi |>a 0 (22) 

 

   

  Na +a N1    

 

Thea probabilitya fora unseena itemsa isa determineda by 

 

p
wb 

(xia )a 

N1 fora |a xia a |=a 0 (23)  
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= 
Za (Na +a N1a 

) 

  

     

 

wherea Za a isa thea numbera ofa unseena itemsa whicha cana bea deriveda bya Za =a Ba −a N1a . 

 

 

5.5.6 Gooda Turinga Estimatea (a pSGTa ) 

 

Gooda Turinga estimatorsa (Gooda 1953)a usea thea followinga equationa toa calculatea thea probabilitya 

ofa eventsa thata havea beena observeda before 

 

P
GT 

(xia )a 

= 

ra 

* 

where (24) 

 

  

  N   

 

r*a =a (ra +a 

1)a ⋅  

E(Na ra +1a ) 

(25) 

 

E(Na ra ) 

 

  

   

 

wherea E(n)a isa thea expectationa ofa thea variablea na .a Ita estimatesa howa manya differenta wordsa 

werea seena na times,a ra isa thea frequencya ofa thea item,a Na ra isa thea frequencya ofa thata frequencya 

anda ra *a isa thea newa estimateda frequency.a Therea area manya differenta Gooda Turinga estimatorsa 

dependinga ona howa thea Ea functiona isa selected.a Fora thea experimenta aa version
16

a calleda Simplea 
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Good-Turinga (Galea 1995),a denoteda asa pSGTa wasa used. 

 

 

5.5.7 Bayesiana smoothinga (a pRoba ) 

 

Finallya ana approacha thata smoothesa (Robinsona 2003)a thea maximuma likelihooda estimatea bya 

assuminga aa betaa distributiona fora thea priora wasa examined.a Thisa estimatea wasa firsta adapteda toa 

smootha spama probabilitiesa bya Garya Robinson.a Sincea thena ita hasa beena implementeda ina aa 

numbera ofa spama filters
17

a anda hasa showna verya promisinga results. 

 

P
Rob 

(xia )a 

= 

sa ⋅ a p0a a +a na ⋅ a pMLEa 

(xia ) (26)  

sa +a n 

  

    

 

wherea p0a isa thea expecteda probabilitya whena therea isa noa data,a na isa thea numbera ofa dataa points,a 

sa isa thea strengtha ofa thea smoother. 

 

Diagrama 1a illustratesa howa thisa techniquea smoothesa pMLEa (xia )a =a 0.8a fora twoa differenta 

strengthsa sa =a 1.0a anda sa =a 0.5a asa thea numbera ofa dataa pointsa increase.a Asa seena ina thea table,a 

whena therea area noa dataa pointsa aa probabilitya ofa 0.5a isa assigneda toa thea dataa (a p0a =a 0.5a ). 

5.6 Featurea Selection 

 

Thea primarya purposea ofa featurea selectiona isa toa reducea thea dimensionalitya toa decreasea thea 

computationa time.a Thisa isa particularlya importanta concerninga texta categorizationa wherea thea 

higha dimensionalitya ofa thea featurea spacea isa aa problem.a Ina manya casesa thea numbera ofa 
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featuresa isa ina thea tensa ofa thousands.a Thena ita isa highlya desirablea toa reducea thisa number,a 

preferablya withouta anya lossa ina accuracy.a Severala featurea selectiona methodsa havea beena 

proposed.a Thea χa 
2

a statistics,a Informationa Gain,a Mutuala Information,a Terma Strength,a 

Documenta Frequency,a Probabilitya Ratioa anda Oddsa Ratioa area somea ofa them.a Aa numbera ofa 

studiesa havea beena conducteda toa comparea theira performance.a Aa comparativea studya (Yanga &a 

Pedersena 1997)a showeda thata Informationa Gain,a χa 
2

a anda Documenta Frequencya hada excellenta 

performancea ona Reutersa corpusa usinga aa k-Nearesta Neighbora classifier.a Anothera studya 

(Mladenica &a Grobelnika 1999)a showeda thata Odds-Ratioa outperformeda Informationa Gaina 

usinga aa Naivea Bayesiana classifiera duea toa thea differenta domainsa anda classifier.a (Formana 

2003)a strengthensa thea resultsa ofa (Yanga &a Pedersena 1997)a anda introduceda aa newa featurea 

selectiona method,a BNSa whicha showeda promisinga results.a Anothera purposea ofa featurea 

selectiona isa toa improvea performancea whena usinga alla features.a Thisa isa rarelya thea case,a buta ita 

isa possible.a Fora example,a (Formana 2003)a showeda thata bi-normala separationa (BNS)a dida 

improvea thea resultsa whena usinga alla features. 

 

However,a whena dealinga witha spam,a ita isa oftena aa mattera ofa severala hundreda ora perhapsa 

thousandsa ofa featuresa asa opposeda toa hundredsa ofa thousandsa ina othera areasa ofa texta 

categorization.a Ina comparisona toa othera classifiersa sucha asa neurala networks,a thea computationsa 

ina aa Naivea Bayesiana classifiera area rapid.a Thisa worka willa alsoa investigatea whethera therea isa aa 

needa fora featurea selectiona whena aa Naivea Bayesiana spama classifiera isa useda fora spama 

detection. 

 

Threea commona featurea selectiona methodsa willa bea investigated,a Informationa Gain,a χa 
2

a anda 

thea Probabilitya Ratio.a Oddsa Ratioa anda Probabilitya Ratioa area closelya related.a Thea reasona fora 

usinga thesea threea featurea selectiona methodsa ina thisa studya isa thata theya area commonlya useda ina 

spama classificationa anda havea alla showna gooda performance.a Aa briefa descriptiona abouta eacha 

featurea selectiona methoda isa givena ina thea followinga subsections. 

 

Informationa Gain 
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Informationa gaina measuresa thea decreasea ina entropy,a ora thea numbera ofa bitsa gaineda knowinga 

aa featurea isa presenta ora absent.a Thea informationa gain,a IGa ,a fora aa terma ta isa defineda (Yanga &a 

Pedersena 1997)a as 

 

 

 

 
P(a Xa ,Ya 

) 

   

IG(t)a = 

P(a Xa ,Ya )a 

log  (27) 

 

  

      

 

Xa ∈ {ta ,ta 

}a Y∈ {cia 

}  

P(a Xa )a ⋅ a 

P(Ya )   

 

wherea {cia }i
m

=1a denotea thea seta ofa classes,a ina oura case,a gooda anda spam. 

 

5.6.1 χa 
2

a a statistics 

 

Thea χa 
2

a testa ofa independencea comparesa patternsa ofa observeda witha expecteda frequenciesa toa 

determinea whethera ora nota theya differa significantlya froma eacha other.a Asa thea χa 
2

a distributiona isa 

continuousa anda thea observeda frequenciesa area discretea thea χa 
2

a testa isa nota reliablea fora smalla 

cella values.a Recommendationsa area toa keepa frequenciesa largera thana five. 

 

Thea chia squarea statisticsa isa defineda as 

 

  

(Oij 

−a Eija 

) 

2    

χa 2 =   , (28)  
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E
ij 

     

 ia ,a j       

 

Wherea Oa isa thea observeda anda Ea isa thea expecteda frequencya calculateda froma thea jointa corpus.a 

Thea degreesa ofa freedoma area defineda froma thea sizea ofa thea contingencya tablea asa dfa =a (Ia −a 1)(Ja 

−a 1)a .a Herea isa aa twoa waya contingencya tablea fora aa terma t 

 

   

t 

            

   t   

               

 

ca =a good Aa =a freq(t,a c) 

      

,a c) 

  

 

Ca =a 

freq(t   

             

 

ca ≠a good 

Ba =a 

freq(t, 

 

) 

       

, 

 

) 

  

  
Da =a 

freq(t 

  

 c c   

Wea cana calculatea thea χa 
2

a a valuea from                

 
χa 

2
a a 

= 

 

Na ⋅ a (a ADa −a 

CB)
2
  

. 

      

(29) 

 

             

 

( Aa +a C)a ⋅ a (Ba +a D)a ⋅ a (a Aa +a B)a ⋅ a (Ca +a D) 
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wherea Na =a Aa +a Ba +a Ca +a Da .a Thea degreea ofa freedoma isa 1a =a (2a −a 1)a ⋅ a (2a −a 1)a .a Thea χa 
2

a 

valuea isa zeroa ifa ta isa completelya independenta ofa ca .a Followinga ona froma thea worka ofa (Yanga &a 

Pedersena 1997)a thisa implementationa usesa thea maximuma χa 
2

a valuea betweena thea featurea anda 

classa asa thea weight. 

 

 

 

2 

m 

2 

 

(30) 

 

=a arga 

max{χ (t,cia )} 

 

χ
ma

x    

i 

 

 

5.6.2 Probabilitya Ratio 

 

Probabilitya ratioa encouragesa extremea probabilitiesa anda isa highlya dependenta ona thea estimator.a 

Thea featurea weighta isa calculateda by 

 

  

p(ta |a gooda ) 

    

PR(t)a = log  . (31) 

 

  

 p(ta |a spam)     

 

Ina ana anti-spama contexta thea Probabilitya Ratioa hasa previouslya beena useda ina (Grahama 2002),a 
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buta thea probabilitya ratioa wasa measureda as 

 

PRGraa (ta )a = p(spama |a t)a −a 0.5 . (32) 

 

Sincea Grahama 2002a wasa published,a Probabilitya Ratioa hasa becomea verya populara ina thea 

implementationa ofa spama filtersa duea toa itsa promisinga performancea anda simplicity.a Thisa worka 

examinesa howa wella Probabilitya Ratioa comparesa toa thea morea sophisticateda Informationa Gaina 

anda χa 
2

a featurea selectiona methods. 

Chapter 6: Experimentala Results 

 

Algorithm: 

Witha aa multinomiala eventa model,a samplesa (featurea vectors)a representa thea frequenciesa 

witha whicha certaina eventsa havea beena generateda bya aa multinomaial(p1,......,pn)a wherea 

isa thea probabilitya thata eventa ia occursa (ora Ka sucha multinomialsa ina thea multiclassa case).a 

Aa featurea vectora (x1,....xn)a isa thena aa histogram,witha xia countinga thea numbera ofa timesa 

eventa ia wasa observeda ina aa particulara instance.a Thisa isa thea eventa modela typicallya useda 

fora documenta classification,a witha eventsa representinga thea occurrencea ofa aa worda ina aa 

singlea document.Thea likelihooda ofa observinga aa histograma xa isa givena by 

 

 

 

 

 

 

Thea multinomiala naivea Bayesa classifiera becomesa aa lineara classifierwhena expresseda ina 

log-space: 
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wherea b=logp(Ck)andwki=loga pki. 

 

Resulta graph: 
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Resulta comparison: 

 

S.no. Algorithm Accuracy 

1. Supporta vectora machine 97.84% 

2. Ka Nearesta Neighbour 93.30% 

3. Naivea Bayes 98.80% 

4. Decisiona Tree 96.05% 

5. Logistica Regression 95.33% 

6. Randoma Forest 97.96% 

 

 

6.1.6 Conclusion 

 

Ina thisa chaptera aa Naivea Bayesa wasa applieda toa finda aa subseta ofa delimitersa fora thea tokenizer.a 

Thena aa filtera anda aa wrappera algorithma werea proposeda toa determinea howa beneficiala aa groupa 

ofa delimitersa isa toa thea classificationa task.a Thea filtera approacha rana abouta tena timesa fastera thana 

thea wrapper,a buta dida nota producea significantlya bettera subsetsa thana thea base-lines.a Thea 

wrappera dida improvea thea performancea ona alla corpusesa bya findinga smalla subsetsa ofa 

delimiters.a Thisa suggesteda ana ideaa concerninga howa toa selecta delimitersa fora aa near-optimala 

solution,a namelya toa starta witha spacea anda thena adda aa fewa more.a Sincea thea wrappera generateda 

subsetsa hada nothinga ina commona aparta froma space,a thea recommendationa isa toa onlya usea spacea 

asa aa delimiter.a Thea wrappera wasa fara tooa slowa toa usea ina spama filtera software. 
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6.1.7 Futurea work 

 

Ina thisa worka ita wasa founda thata near-optimala solutionsa area likelya toa havea lowa cardinality.a 

Evena thougha thea wrappera wasa tooa slowa toa usea ata runa timea ina spama filtera software,a ita isa 

believeda thata aa near-optimala solutiona cana bea founda bya usinga SFSa fora smalla delimitera 

subsets.a Sucha ana algorithma coulda bea includeda witha thea spama filteringa softwarea anda executeda 

bya thea usera toa tunea thea delimitera subset.a Duringa testinga ana attempta wasa madea toa pluga λa =a 99a 

intoa Ja EWAcca whicha resulteda ina aa completely 

 

differenta delimitera subsetsa (withouta space)a yieldinga aa precisiona ofa 100%a anda recalla ofa 

approximatelya 60%a ona thea testa corpuses.a Ita woulda bea interestinga toa implementa thisa undera 

moreacontrolledaexperiments.a  
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