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ABSTRACT 

 

Over growing years, the changing trend of IT infrastructure has introduced the concept of new 

technologies to meet the customer/client requirements. The usage of information and 

communication techniqueshas been widely distributed. The internet evolution has revolutionized 

the system configurations, network usage and service availability criteria. This leads to the 

emergence of Cloud Computing era. Cloud Computing provides a means to enable the 

distributed system resources to collaborate togetherand provides certain services related to 

infrastructure and platform etc. It’s a pay per usage policy. Clientscould consume services as per 

its needs and enroll for payment accordingly. This technology brought certain factors/issues to be 

considered like security threats, data security issues etc. 

Cloud Security has become most challenging, crucial and important work in today’s Cloud 

Computing era. The information security has become the top most priority for the cloud service 

provider along withthe client as well. There have been various kinds of security threats imposed 

on system infrastructure.Certain surveys have been processed and a huge amount of research 

work is on progress to solve such potential threats through outsider attacks. 

 

In thesis work,Cloud Security based research work has been done significantly and various 

approachesto improvise security levels have been designed, implemented and evaluated 

accordingly. 
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QUESTIONS & ANSWERS 

Q1. Is your project a research work or is to be considered for patent work? 

Ans:This project is completely based on research work. Various researches based on cloud 

computing security have been studied and validated during this semester. Major security 

weaknesses have been shortlisted and dealt with. Certain security frameworks have been 

proposed and implemented in this thesis work presentation. In order to enhance the 

information security level in cloud computing environment, following approaches have been 

proposed:- 

� FILE INTEGRITY MAINTENANCE TOOL FOR SECURE INFORMATION 

STORAGE IN CLOUD. 

� A MODELFOR SECURE INFORMATION TRANSMISSION USING 

CRYPTOGRAPHIC ALGORITHMSIN CLOUD COMPUTING. 

 

Q2. Define usefulness of project work for the society/Industry? 

Ans:This project work is based on cloud computing information security issues. Nowadays, 

information security has become the topmost priority for organizations/corporate world. With 

the advancement in internet technologies, various online applications/web resources are 

accessed through internet users and most transactions happen online through client- server 

mechanisms. This brings the urgency for information security over internet. In Cloud 

Computing, there may occur various scenarios where client’s data has been stored on storage 

server and it needs to be protected against any outsider/thwart attacks. Loss of confidential 

information could lead to higher risks related to financial losses, legal issues among 

organizations and it deteriorates the trust level relationship between client and cloud service 

provider. This all could lead to business losses and in turn proves fatal to further developing 

technologies in the world. Hence, we have proposed security frameworks to enhance the 

information security level with in cloud computing,which should serve the society and 

industrial world as a whole. 
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Ans:This project work has been performed by myself (Ms.ShwetaSharma,RollNo-

2K12/CSE/20)under the guidance of my learned supervisor Mr. Manoj Kumar, Associate 
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          CHAPTER 1 
INTRODUCTION 
 

In today’s economic world,Cloud Computing has revolutionized the ways businesses are 

executed and cost advantages cannot be ignored anymore.The governments have come 

forward to provide latest technology in the market to ensure information technologies are 

accessed using larger scalable and efficient systems along with the cost benefits. The 

Organizations have started to adopt Cloud Computing technology to perform their regular 

processes such as Application Development/Testing,Messaging/Email Services, Data Storage, 

Collaboration Software,Application Hosting etc. 

The Cloud provides better scalability and improved computing flexibility. Cloud Security 

becomes a high priority when a cloud service provider is to be evaluated. Other risk factors 

may arise includes how and when encryption schemes are applied to the data under the 

infrastructures. Besides gaining cost and efficiency benefits, it becomes necessary for the 

industrialists to deal with cloud security associated risks and thwart attacks/threats as well. 

 

There exists various security concerns including Data protection, enforcement of security 

policies and information related losses. Data Protection is a relatively more risk associated 

factor of Cloud Computing. Organizations need to ensure their ‘big’ confidential data is 

secured within cloud. Their security policies should be in accordance with cloud service 

providers. Even data under public domain needs protection as well as it can be used in 

decision support systems and could affect the whole business deals and scenarios. There have 

been various functional models of Cloud. In case of private cloud, there exists confidential and 

sensitive information such as –credit cards, Intellectual property/trade secrets, Financial, 

Health, State/Government secrets, Proprietary/Sensitive and Personally Identifiable. Thus, 

Enhancing Information Security levels become the top most priority to support Cloud 

Computing for running businesses in IT trade. 

 

We have done research work to alleviate the security of stored information with in the cloud and 

also to protect it from any outside attack during information exchange between client and server. 
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1.1 GENERAL CONCEPTS 

According to the National Institute of Standards and Technology in the US Department of 

Commerce, cloud computing means:  

‘A model for enabling convenient, on-demand network access to a shared pool of 

configurable Computing resources (e.g. Networks, servers, storage applications etc.) that 

can be rapidly provisioned and released with minimal management effort or cloud provider 

(i.e., Internet Service Provider) interaction’ [1]. 

In order to utilize the facility of cloud, certain technical parameters are required to be 

considered. The software and hardware configurations of the cloud system must match with 

the client computerSystem. Both the systems must be synchronized before start of setup. 

Cloud Computing provides reliable pool of computing resources which includes configurable 

system and network resources [1]. 

In cloud computing, organizations outsource the computing resources from other cloud 

vendors. The companies may decide to transfer their business applications/tools/databases on 

Cloud platform. They are required to follow certain configurations and technical parameters 

related to their software and hardware needs before deciding to move to the cloud. 

According to [2], there have been various developed features of cloud computing, have been 

enforced and provided to the organizations if security and privacy risks are minimized. These 

features are as:- 

� Limitless Flexibility:The various software applications/databases can easily be 

accessed through cloud computing platform. This provides better scalability. 

� Reliability &Security: Both these features are imparted to the clients dealing with 

cloudPlatform. These requirements serve the purpose of quality improvements in 

terms of service delivery to the users. 

� Collaboration of application units:Various software applications/UIs/Executable 

gets collaborated together on same platform to perform desirable computing 

functions. Thus benefits the user’s adaptability. 

� Portability:Remote servers’stores and access client’s data based on constraints. The 

client may avail its stored data and applications as per his/her requirements. 
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� Simpler Devices:Devices such as PDAs, cellphones, video recorders etc may be used 

to interface with cloud platform and thus becomes easily accessible. The true benefits 

of cloud computing can be utilized if real time privacy and security issues can be 

addressed to protect information part of the cloud platforms. 

 

1.2 MOTIVATION 

In order to consolidate cloud computing to become robust and feasible multi-purpose 

solution, Security is a key requirement. According to academia researchers, organizations 

and various distinct groups, it has been agreed upon that cloud security is a crucial concern 

and an obstacle in order to make an effective and efficient system[3]. 

There are various security concerns as confidentiality, serviceavailability and information 

security.Cloud computing security types [4] - 

 

� Network Security:It emphasizes problems associated with configuration settings and 

networkcommunications. Under cloud infrastructure, remote servers gets connected to 

form internalnetworks which may lead to various network related issues, which 

becomes a challenge for the researchers to be worked upon. It includes transfer 

security, firewalls and security configurations.   

 

� Interfaces:APIs (Application programming interfaces) are utilized to access IaaS/PaaS 

services. It may cause security issues when user interfaces are also accessed to reach 

virtualized servers and their resources. In fact, authentication mechanism may also lead 

to certain securityissues within cloud. 

 

� DataSecurity:Thequality standards of data need to be maintained. CIA 

(Confidentiality, Integrity and Authentication) criteria should be fulfilled in cloud .The 

secure storagefacility must be provided through integrity maintenance. Cryptographic 

Techniques are used to solve such issues and may be implemented to any security 

based domain where certain level of security is desired. Data loss must be avoided and 

redundancy must be detected and controlled. 

 



Shweta Sharma ; Dept of Computer Engineering ; DTU 

 

15 

� Virtualization: The virtual machines (VMs) share same hardware and software 

resources. There may occur crossVM conflicts, data leakage or any form of data 

exploitation while using virtualization technique in cloud setup. 

� Governance:Governance related issues include service control, data control 

mechanismswherein SLAs (Service Level Agreements) are followed as per customer 

services with cloud.Loss of government information may cause serious security threats 

to the country reputation. 

� Compliance:Service level compliance is compulsory for customer dealings. Service 

Outages must be performed on time regularly to avoid any kind of service conflicts. 

Customer audits may also be done in timely fashion to check security and protection 

policies as well. Andso; SLAs must be followed religiously to maintain running cloud 

businesses. 

� Legal Issues:Law enforcement measures are applied to client data stored on a 

geographicallocation .It must be as per judiciary laws of a given country. Potential 

security attacks/threats are possible from insiders of cloud platform. 

 

1.3 RELATED WORK 

As per [3][5],the Cloud Security includes around 9% data security issues which further 

categorizes into data redundancy ,data loss ,data availability  related issues [3].Data 

security becomes the top priority concern for the researchers as  it may affect the whole 

cloud computing business. The highly secured applications/soft wares require the access of 

confidential information of clientand may also require secure cloud storage services 

through cloud platform. 

Cloud computing demands certain security models which could enhance the quality 

standards of secure information transmission between cloud server and client. There have 

been certain amounts of research work conducted in this direction. Certain security 

frameworks have been proposed and implemented [6] to contribute the Confidentiality, 

Integrity and Authentication (CIA) criteria. 

Various IEEE based researches have been performed recently for file based integrity 

providence [8] [9].Secure and light weight approaches have been suggested for securing 

files in cloud environment. Various tools have already been implemented to sustain 

integrity of user’s confidential information [8] .Few are listed as shown in Table 1:- 
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TOOLS DEVELOPED CHARACTERISTICS          

VMFence[11] proposed   

by  Hai Jin et  al 

Monitors network flow and integrity in real time. 

Storage-basedIDS  

propose by Pennington  et  

al. [12] 

Allowsthe storage systems to watch for data modification. 

I3FS[13] Intercepts file system calls and injects its integrity checking 

operations in kernel mode. 

Xen FITs[14] Monitored system consists of breakpoints that intercept file system 

calls. E.g. open, close, write. 

Flogger[15] File centric logger for monitoring file access and transfers within 

cloud. 

Tripwire[16] A Host based IDS that alerts on macro changes to the files and 

folders. 

 

They monitor network flow through cloud infrastructure as various clients could connect to 

cloud server through virtual machines(VMs).Various network based attacks may occur 

on server. There is an immense requirement for light weight tools which could provide 

integrity checks over stored data. 

 

We analyzed that for cloudcomputing, there is a requirement for a light weight, efficient, 

low operational cost and secure optimized solution. In tools such as file integrity loggers, 

there exists an immense database availability which could be an overhead to the cloud 

server memory utilization functions. 

1.4 PROPOSED WORK 

The Cloud Security frameworks which we will present here includes:- 

� FILE INTEGRITY MAINTENANCE TOOL FOR SECURE INFORMATION 

STORAGE IN CLOUD. 

� A MODEL FOR HIGH LEVEL INFORMATION SECURITY IN CLOUD 

COMPUTING USING CRYPTOGRAPHIC ALGORITHMS. 

The above mentioned techniques provide certain benefits for cloud computing as:- 

� First scheme provides optimized information integrity check functionality with 

minimum memory requirements (w/o any database support on remote server) 
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and confirms trust based relationship between client and server (while includes 

client involvement during the entire process). 

� Another scheme represents the extension of first scheme in order to enhance 

security level during information transmission between client and cloud server. 

For confidential information to be transferred, cloud server may implement 

such models to avoid data loss and other substantial outsider/thwart attacks as 

well. 

1.5 THESIS STATEMENT & OUTLINE 

The remainder part of the thesis is organized in the following sections: 

Chapter 2:It represents research background based on cloud computing & its characteristics, 

along with Cloud Security and corresponding possible attacks. This section elaborates 

frameworks for information transmission and other tools related to storage based security 

under cloud. 

Chapter 3:This section describes the research methodologies (proposed cloud security 

frameworks) to improve the quality standards for stored/ transmitted information in cloud 

computing. It includes the description of all modules and techniques applied to develop 

integrity tool. 

Chapter4:This section consists of research analysis and represents implementation details of 

integrity tools. 

Chapter 5:In this section,conclusion and future work of the thesis is given. 

APPENDIX: It includes snapshotsof source code for both File Integrity based projects. 

 

 

 

 

 

CHAPTER 2  

 
CLOUD COMPUTING INFRASTRUCTURE 

 
The Cloud Computing infrastructure includes storage based remote servers, network and      

configurationally resources,applications/software/executable & virtual machines (VMs) 
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availability to the clients.The organizations access cloud facility to ensure cost effective 

profitable business returns.The services(applications, software’s) are deployed to the cloud 

servers before running their businesses.They are being tested as per network resource 

availability. 

 

2.1 CLOUD COMPUTING& ITS CHARACTERISTICS 

Cloud Computing signifies a collaboration of distributed systems with configurationally 

network Resources to perform distinctive tasks. As per our research study [17], following 

table describes the features provided by Cloud Computing to its users: 

 

 

Figure 1:Cloud Architecture 
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2.1.1 VARIOUS CLOUD MODELS CATEGORIZATION BASED ON USAGE 

 

S.NO. TYPES OF CLOUD MODELS SPECIFICATION & USAGE 

1. IaaS (Infrastructure as a Service) Availability of virtual servers to 

clients for configuration and 

management. 

2. PaaS (Platform as a Service) Supply of servers to customers for 

development related purposes. 

3. SaaS (Software as a Service) Software/Application based services 

are provided 

4. SaaS (Security as a Service) Facility of security solutions. 

 

5. IDaaS (Identity as a Service) Management of identities in the 

cloud. 

 

6. CaaS (Communication as a Service) The consumer can utilize Enterprise 

level VoIP, VPNs in economic 

scales. 

7. MaaS (Monitoring as a Service) Application /server status are to be 

checked through monitoring tools 

during downtime. 

 
 

2.1.2 FEATURES OF CLOUD COMPUTING 

A. PUBLIC CLOUD 

In Public cloud, the infrastructural resources are shared in public mode to all 

available clients. A public cloud is governed through the cloud service 

provider and is outside f user’s organizations. There are enhanced security 

associated risks in such clouds as available information can be retrieved by 

any entity through outsider attacks. This cloud possesses multitenancy as 

stored data may belong to more than one organization. 

 

B. PRIVATE CLOUD 
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In Private cloud (also known as internal cloud); the infrastructural resources 

are exclusive for particular company/organization. The private cloud is 

specific to provide services to limited number of users only. They may be 

maintained through particular organizations or third party vendors’ .The 

private cloud is generally owned by large organizations for their operational 

functions and stores confidential information related to them. 

 

C. HYBRID CLOUD 

The Hybrid cloud constitutes both public and private clouds and provides 

services to users in terms of interoperability. It represents that private cloud 

services can be extensible to public cloud services by cloud service 

provider.Both functionalities have been collaborated to prepare hybrid cloud. 

 

 

 
 

Figure 2:Cloud Computing Types 

 

D. COMMUNITY CLOUD 

The Community cloud is beneficial for same community/government 

agencies. The government agencies can provide its services to another 

government agency of the same kind. And this way, cooperation and trust 

mechanism gets established among organizations. 

 

2.2 SECURITY ISSUES PRESENT IN CLOUD COMPUTING 



Shweta Sharma ; Dept of Computer Engineering ; DTU 

 

21 

Following table [3] shortlists the prevalent security related concerns in Cloud Computing 

[18][19]: 

 

S.NO SECURITY ISSUES IN CLOUD DEFINITION 

1. Data Privacy & Confidentiality Safeguard of sensitive information between 

clients and cloud service providers. 

2. Backup Maintenance of originality of data through  

data replication over cloud server. 

3. Authentication Identification of client/server as trusted 

entitiesamong themselves. 

4. Integrity Preservance of intact original information. 

 

5. Interception of Data Data modifications may occur on cloud server 

through security breaches. 

6. Intermediary Intermediate parties legal rights must be 

protected to ensure proper transactions among 

third parties involved in cloud system. 

7. Data Storage Location Customer ensures the data storage location 

withincloud and liabilities in case of data 

exposuremust bedecided beforehand. 

8. Governing Laws and Jurisdiction Legal procedures to be followed while 

performingtransactions among different 

companies with distinctcountries involved. 

9. Vendor Contracts Organizations providing cloud services may not 

warrantysecurity constraints to users. 

10. Willingness to Cloud Weak internet facility does not lead to data 

migrationon cloud. 

11. Standardization Clash of policies over cloud computing 

agreements among organizations.  

 

 

2.3 SIGNIFICANT SECURITY ATTACKS ON CLOUD 

           The belowTable [4] represents and defines the collection of cloud securityattacks  
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[20][21]- 

 

S.NO TYPES OF AVAILABLE CLOUD 

SECURITY ATTACKS 

CHARACTERISTICS 

1. Distributed Denial of Service 

Attack(DDoS) 

Indefinite suspension of services of 

clients connected through internet. 

Leads to loss of personal information 

of users in specified conditions. 

2. Masquerading Attacker impersonates another person. 

3. Replaying Attacker obtains an original copy of 

message from sender and tries to 

reitaliate later. 

4. Repudiation Message sender/receiver may deny 

being the same for a given exchanged 

message. 

5. Insider Threats Superuser privileges may get misused 

through cloud service provider’s 

database administrators. 

6. Software & Security Management Risks Dormant virtual machine aggravates 

the possibility of worms, viruses& 

malwares in cloud. 

7. Side Channel Attacks Inherent cache monitoring techniques 

to check for information flow among 

clients and cloud service providers. 

8. Cloud Dependency Stack Impact on security levels of business 

domains due to issues present in lower 

levels of cloud stack such as SaaS. 

9. Geographical Implications The mobilization of virtual instances 

leads to loss of company’s sensitive 

information through government 

agencies. 

10. Phishing Act of acquiring confidential 

information from user by pretending as 
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a trusted entity in cloud. 

 

 

 

Figure 3: Data Security Issues in Cloud Computing [3] 

The above marked portion has been studied and an approach has been proposed to resolve such 

issues. 

 

Figure 4: Pie Chart for Security Concerns [3] 
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2.4 DIFFERENTFRAMEWORKS FOR CLOUD SECURITY AND DATA STORAGE 

2.4.1 SECURITY FRAMEWORK FOR DATA SECURITY IN CLOUD 

COMPUTING USING CRYPTOGRAPHY [6] 

�  Information security is a crucial issue in cloud computing environments. Clouds have 

unlimited boundaries and the data may exist at any physical location. The cloud 

computing requires proper authentication schemes, data integrity and confidentiality. 

� In this research paper, as  it is proposed to implement a enhanced novel secure 

security   algorithm   in   order  to  optimize   the   information security  ensuring  CIA  

– Confidentiality, Integrity and Authentication while storing and accessing the data 

from and to data centers and also in peer interactions. 

� In this paper, a simple security framework using cryptographic algorithm the data 

protection is optimized by incorporating both public and private key cryptosystems 

for various   cloud    applications. We    have    examined   the performance and have 

verified the test cases of our models in a simple cloud setup. We have achieved 

enhanced data security using AES, RSA and SHA algorithm with the minimal cost 

and effort. 

 

 

Figure 5: Security Framework [6] 
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2.4.1.1 DEDUCED DRAWBACK OF THE ABOVE FRAMEWORK 

� No valid Client-Server Authentication scheme has been implemented. 

� Server storage security criteria has not been included while client-server 

interaction scenario. 

� Less secure framework   and weak(as concatenations can be more vulnerable for 

brute force attacks). 

� Various other randomness related security factors have not been included. 

� Can’t be preferred for confidential data related to banking applications and other 

brokerage activities. 

 

 

 

 

2.4.2 A LIGHT WEIGHT CENTRALIZED FILE MONITORING APPROACH  

FOR SECURING FILES IN CLOUD ENVIRONMENT [8] 

� This suggestsdevelopment of  a lightweight  platform  with  low  cost  file 

monitoring  approach  and  tool for securing  important files from modifications  

in Cloud environment. 

� The tool resolves the tampering problems with important files from VM users. 

� It does not need any support for file signature which requires hash databases for 

storage of file integrity. 

� It can be applied to any environment with minimum changes and support. 

� This tool is a centralized utility in cloud and runs on a privileged   entity (VM) in 

cloud environment. 

� The tool uses cryptographic checksum for appending the integrity of files to them 

and for their verification. 

� The task of integrity establishment and checking for a file is periodic in nature. 

� It does not require any database support to protect the integrity of the stored files. 

 

2.4.2.1SEQUENCE OF EVENTS DURING CLIENT SERVER INTERACTION  
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� It can run on privileged VM of a Cloud and is hence a centralized utility that can be 

accessed by administrator of privileged domain.  

� The integrity establishment is one time (until the file has no authorized modifications  

or unwanted subversions) while monitoring is periodic in nature. 

� Monitoring  the file integrity includes again calculating  the  encrypted  cryptographic 

checksum  of the  original  contents  of  the  file and  comparing  it with the checksum   

extracted from the  file between the predefined tags. 

� Integrity Establishment module adds the integrity which is currently calculated encrypted 

hash value of the contents of the file in between well-defined tags in the file itself. This 

operation is performed over all the files in the folders that are configured for integrity 

establishment. 

� Integrity Monitoring Module checks for Integrity of the files in the folder. For each file 

the  encrypted  hash is  recalculated  and  checked  for  equality  with  values stored  in  

them  inside  predefined  tags. Server checks for the file integrity (by recalculating the 

hash value for the file and matches with originally stored hash value). 

� If values match, it signifies that file is intact otherwise has been modified by any outside 

intruder. 

� After establishment of integrity, the file is decrypted by server and encrypted using model 

of symmetric and asymmetric algorithms for secure and confidential transfer of data from 

server to client. 

� The generation of session key takes place and is shared through server for every new 

created session b/w server and client. 
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Figure 6:Broad View of CFMT(Cloud File Monitoring Tool) [8]. 

 

2.4.3 I3FS:AN INTRUSION DETECTION FILE SYSTEM WITH IN-KERNEL 

INTEGRITY CHECKER[13] 

� It’s an in- kernel approach to detect file modifications and any intruders. After 

performing integrity checks, denies file access in case of any found modifications.I3FS 

has been implemented inside kernel module of OS.It uses cryptographic checksums to 

calculate integrity and also stores security policies and checksums in different kernel 

Berkeley databases. 

� Security policies are created by administrator and managed and stored in relevant 

databases. 

� Berkeley DB is a scalable, highlevel performance, transaction-protectionbased 

management of data which efficiently and persistently stores hash keys, value pairs 

using hash tables, B+ trees, or queues.   

� FS stores four databases in the B+ tree format, so that we benefit from locality. 

� Various get policy and cache policies have been framed and followed during 

computations to ensure secure access to files. 

� The file is checked against I3FS permissions, and then is computed against cached 

policy and results and after that checksum is computed for file information and is 

stored back to the respective databases. 
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� This model ensures secure file integrity checks but its biggest disadvantage is the 

requirement of , large databases on the server & which ,in turn, requires large memory 

availability and leads to an overhead for the cloud service provider to meet such 

memory expectations. 

 

 

. 
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Figure 7: I3FS Architecture [13]. 
 

 

 

  Table 5: I3FS Database Schemas [13]. 
 

 
S.NO DATABASE VALUE KEY 

1 policy dB Policy bits,freq# Inode# 

2 data dB Checksum value Inode#,page# 

3 metadb Checksum value Inode# 

4 access dB Counter value# Inode# 

 
 

 
Figure 8:Flowchart for I3FS Permission Checks[13] 
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2.4.4 FLOGGER: A FILE CENTRIC LOGGER TO MONITOR FILE ACCESS 

AND TRANSFERS IN CLOUD COMPUTING ENVIRONMENT [15] 

� Flogger is a centralized tool to compute file access logs using virtual and physical 

subnets. 

� It has been implemented in Linux kernel and uses both VMs and PMs for logs based 

information. 

� It intercepts every file access using windows/Linux floggers. It stores information based 

on various attributes such as- VM file access date/time, VM IP address, MAC address, 

ID & GID of various file owners of accessed files etc. 

� The implementation includes various components such as windows Flogger, Linux 

Flogger, File Sender Client Program, File Sender Daemon, File Sender Server Program, 

Database Loader Daemons. 

� Windows Flogger: A device driver which runs on PM and intercepts file operations and 

writes logs. 

� Linux Flogger: A Linux based kernel module which intercepts network and file 

operations and writes events as PM logs. 

� File Sender Client Program: It runs on VM and transfers VM logs from VM to PM 

through a communication channel. 

� File Sender Daemon: It runs File Sender Client Program. 

� File Sender Server Program: It runs on PMs and works on VM file logs, sent by File 

Sender Client program. 

� Database Loader Daemons: It runs on PM. It transfers VM/PM based file logs to remote 

Database servers. 
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� File logger processes file centric based VM/PM logs &computes 

authorized/unauthorized file accesses by the owners. And separate remote database 

servers are required for close observation and storage of logs (includes archival based 

information as well).It proves to be a limiting factor for File Logger in real time 

scenarios where memory requirements becomes a huge constraint. 

 

 

 

                       CHAPTER 3 
PROPOSED SECURITY FRAMEWORKS 

 

3.1PROPOSED FRAMEWORK FOR SECURE INFORMATION TRANSMISSION 

USING CRYPTOGRAPHIC ALGORITHMS IN CLOUD COMPUTING 

In cloud computing, whenever server wants to transfer the client data to the respective 

client ,there arises a requirement for secure transmission of data (avoiding any kind of 

leakage).Following are the proposed steps to be executed in the given scenario of cloud 

computing during server- client interaction for data:- 
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Figure 9: Proposed Security Framework Diagram 
 

 

 

 

 

 

 

3.1.1 ALGORITHM STEPS FOR ABOVE PROPOSED SECURITY 

FRAMEWORK 

A. Initialize server process SP and client process CP respectively.  

B. The server process listens to client port and establishes connection. 

C. SP generates a shared session key SS and server public key (e, n) and sends to client. 

D. CP generates its public and private key pair and transfers public key CK to SP. 

E. Server Encryption process { 

F. Apply AES-256 bit (Advanced Encryption Standard) Encryption on given message M   

G. Apply CFB (cipher feedback mode) on above. 

H. Apply RSA Digital Signature Scheme using server’s private key d. 

I. Encrypt using CK. 
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J. Encrypt the final output using SS to produce X (final encrypted data). 

K. X is sent to CP.} 

L. Client Decryption process { 

M. Decrypt using SS on X. 

N. Decrypt using client’s private key. 

O. Apply RSA Digital Signature Scheme verifying process using server’s public key (e, 

n). 

P. Apply Cipher feedback mode decryption process on intermediate result. 

Q. Decrypt using AES-256(Advanced Encryption Standard) bits decryption process. 

R. Output received is M. 

S. Exit} 

 

3.1.2 FEATURES OF PROPOSED SECURITY FRAMEWORK 

� It ensures secure transmission of information from server to client. 

� It provides authentication and data integrity by using RSA digital Signature scheme. 

� AES-256 bit encryption scheme (for confidentiality purpose). 

� SHA-1/HMAC in order to generate digest (alleviates security and integrity). 

� ZIP algorithm (compression algorithm) in order to reduce traffic flow between client 

and server (optional). 

� Double encryption and cyclic codes were used to increase randomness in the cipher text. 

� Shared Session Key provides an extra layer of security. 

� Timestamp may be considered to be incorporated in the model. 

� The model satisfies the standard requirements for data security (includes confidentiality, 

Data Integrity, Authentication). 

� This framework increases the level of security which can be achieved for data 

transmission. 

 

3.1.3 CRYPTOGRAPHIC TECHNIQUES USED IN ABOVE FRAMEWORK 

In above framework, following techniques have been utilized for secure transmission of 

message- 
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� AES-256 bit (Advanced Encryption Standard) Algorithm:It’s a symmetric key 

cryptographic algorithm and uses 256 bit key size and 14 rounds to perform encryption. 

It can be applied to 128 bit input block. 

 

Figure 10: General design for AES Encryption Algorithm 

 

� Cipher Feedback Mode (CBC) Algorithm: This algorithmic process produces 

randomness within cipher text produced using AES-256 bit. It decreases the chances 

ofdetectionof information through any outsider attack.

 

Figure 11: Cipher Feedback Mode K- bit version 
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� RSA Digital Signature Scheme:This scheme provides integrity of data and 

authentication of client as well. It uses RSA (asymmetric key cryptography) 

scheme.The server applies signing process on M using its private key d and produces 

signature S. During verifying process (at client side), it applies server’s public key (e, 

n) to produce M’.If M’ equals M then client is verified and message integrity is 

considered  

to be intact. 

.  

Figure 12: RSA Digital Signature Scheme 

3.2 NEW FILE INTEGRITY MAINTENANCE TOOL FOR SECURE INFORMATION 

STORAGE IN CLOUD 

In a server- client environment, there occurs substantial data exchange between both   entities. 

Client may require information storage in certain shared files/folders at remote server location 

for easy access and information retrieval. In those scenarios, the file data integrity becomes the 

topmost priority for the server. Certain schemes have been suggested with its regards 

[13[14].Here, we would like to propose a new design to protect information integrity among 

client –server process exchanges. 
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Figure 13: File Integrity Maintenance Tool Architecture. 
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Figure 14: Proposed Model for File Integrity Maintenance Tool for Secure Information 

Storage under Cloud. 

 

The above diagram represents the principle idea for proposed design scheme. Through the 

proposed design, we can achieve following functionalities:- 

 

� Integrity Maintenance- It leads to establishment of information integrity within a given 

file. 

� Detection of Modified Data-If attacked through outside intruders, it will be identified 

through proposed design scheme. 

� Replacement through Backup replica- Modified data will be replaced through original 

copy of information (stored at server end in case of emergency). 

� Client Verification Process-Valid client verification would happen using proposed 

design. 

� Alleviated Trust level Mechanism-This scheme involves both client and server in order 

to finalize the contents to be stored within the file as final output of proposed 

cryptography design. This feature greatly enhances the quality of design .Here, no entity 

can be the intruder in worst case scenario and thus, certain level of quality trust 

establishes between both entities in a cloud computing environment. 

DECRYPTION USING 

SECRET KEY 

ENCRYPTION USING 

SECRET KEY 

ADD NONCE N ADD NONCE N’ 

CLIENT 
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3.2.1 SEQUENCE OF EVENTS FORFILE INTEGRITY MAINTENANCE TOOL 

 

� During client–server interaction, to establish and monitor integrity of the stored client 

data. We have designed this model. 

� Initially, the client stores its data in server specified directory. 

� For integrity establishment, server accesses the file and applies a hash algorithm (sha-2) 

to generate message digest (MD). 

� It appends (already shared random numbers called as Nonce N and N’) N along with MD 

and encrypts using client- server shared secret key. 

� The encrypted data gets transferred to client. 

� Client receives the file and decrypts it using secret key and appends another nonce N’ to 

the data and applies hash algorithm (sha2) to generate H(X). 

� The Client implements RSA digital Signature Scheme to encode and transfers the final 

string to server for storage. 

� At the same time, server may also verify the H(X) using client’s public key. 

� This way, client’s involvement in integrity establishment gets achieved and server may 

also verify the client’s authenticity using Digital Signature verification process. 

� It enhances the trust level among server and client as they act as peers in determining 

integrity of stored data. 

� And thus, more secure designed model for storage and maintenance of server data at 

server location. 

3.2.2 ALGORITHM STEPS FOR NEW FILE INTEGRITY MAINTENANCE 

TOOL 

A. Initialize server process SP and client process CP respectively. 

B. The server process listens to client port and establishes connection. 

C. Initialize the input file F’s location on server hard disk. 

D. Integrity Establishment function 

E. { 

F. The Server process SP applies SHA-2 algorithm on F. 

G. Add Nonce N and apply AES (Advanced Encryption Standard) algorithm to 

produce intermediate result. 
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H. The intermediate result stream is sent to client process. 

I. The client process CP applies AES decryption algorithm. 

J. Adds Nonce N’. 

K. Apply SHA-2 on intermediate result to produce H(X). 

L. Apply RSA digital Signature scheme (signing process). 

M. CP transfers output stream to server process. 

N. The Server process SP stores the final output X in <secure> tags within F. 

O. } 

P. Integrity monitoring function (Invoked by SP/CP) 

Q.              { 

R. Call Integrity Establishment function to produce output X’. 

S. Compare X and X’. 

T. If (X equals X’) then print- File intact. Monitoring Completed. 

U. Else Replace F’ with originally stored F. 

V. Call Integrity Establishment function 

W. } 

X. Client Verification Process 

Y. { 

Z. Initialize SP and CP. 

AA. SP applies RSA Digital Signature scheme (verifying process) on X. 

BB. Output is stored as Y. 

CC. If (Y equals H(X)), then Client verified. 

DD. Exit } 
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CHAPTER 4 

IMPLEMENTATION WORK 

This model has been implemented in windows7 platform using Linux based Oracle VM 

virtualbox.This tool provides the facility of client- server environment on existing machine only. 

There have been various processes including client and server processes. The server process 

executes and establishes connection with client process using specified socket address structures. 

There are two types of processes which gets generated i.e. client and server processes. 

4.1 IMPLEMENTATION OF FORMER LIGHT WEIGHT FILE INTEGRITY 

MODEL [8][9] 

Thisfile integrity based model had been implemented using C programming in Linux 

platform.It provides certain functionalities (@International Conference for Internet 

Technology and Secured Transactions (ICITST-2012))- 

� The client stores a particular file at server location and asks server process for integrity 

establishment. The server computes cryptographic checksum of the information stored 

inside given file. 
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� It applies DES encryption algorithm and then apply SHA-2 algorithm to generate final 

checksum and stores it inside file using secure tags. 

� The server is required to monitor the stored checksum on a regular basis by recompilation 

of the checksum for the file and compares it with originally stored checksum. 

� In this way, the file information gets protected from any outsider/thwart attacks on the 

server location. 

 

But, there are certain drawbacks associated with this approach. We have analyzed and 

shortlisted them as below:- 

� There is no client involvement in the integrity establishment process. 

� Client-server trust based relationship doesn’t exist in this scenario. 

� Attacker could be in form of server as only server is the active entity for processing 

computations. 

� This model seems weak in terms of transparency and trust relationship between client and 

server. Thus, there is a scope of improvement here to enhance its quality. 

4.1.1 OUTPUTS OF TOOL 
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Figure 15: Screenshot of Server Process during Initialization mode. 
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Figure 16: Screenshot of Client Process during Initialization mode. 
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Figure 17: Screenshot of Client Process during Integrity Establishment. 
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Figure 18: Screenshot of Client Process during completion of Integrity Establishment. 
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Figure 19: Screenshot of Client Process during Integrity Monitoring. 
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4.2IMPLEMENTATION OFNEWLY PROPOSED FILE INTEGRITY 

MAINTENANCE TOOL FOR SECURE INFORMATION STORAGE UNDER 

CLOUD 

This model has also been implemented in windows7 platform using Linux based Oracle VM 

virtual box.This tool provides the facility of client- server environment on existing machine 

only. There have been various processes including client and server processes. The server 

process executes and establishes connection with client process using specified socket 

address structures. There are two types of processes which gets generated i.e. client and 

server processes.Firstly, the server process executes and allows the client process to perform 

following functionalities- 

� Integrity Calculation-This functionality calculates the final checksum value for the 

original filecontent and stores it in safe tags within the original file only.  

� Integrity Maintenance -This function may be scheduled to perform integrity checks 

regularly for stored confidential client files (already stored by client on the server). 

 

4.2.1 OUTPUTS OF NEW FILE INTEGRITY MAINTENANCE TOOL 

 

Figure 20: Screenshot for Server Process Initialization Mode. 
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Figure21:Screenshot for Client Process Initialization Mode 
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Figure 22:Screenshot for serverprocess during Integrity Establishment Process for file. 

 

 

 

 
 

Figure 23:Screenshot for server Process during Integrity Monitoring for Files. 
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Figure 24:Screenshot of Performance Analysis (Time consumed during Integrity 

Calculation) for a given File. 
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Figure 25:Screenshot of Performance Analysis (Time consumed during Integrity 

Maintenance) for a given file. 
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Figure 26: Screenshot of file restoration functionality on any kind of client information 

modification within server. 
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Figure 27:Screenshot of Original client’s data stored on server. 
 

 

 

 

 
 

 

 

 

Figure 28:Screenshot of Original Client’s data stored after Integrity Calculation (stored 

within shown tags). 
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4.3 COMPARISON BASED ON PERFORMANCE AMONG VARIOUS DISCUSSED 

FILE INTEGRITY MODELS 

The following table 6 represents distinction among various file integrity models and newly 

presented file integrity model- 

S.NO PARAMETER  

CRITERIA  

FILE 

MONITORING 

MODEL FOR 

SECURING 

FILES[8][9] 

INTRUSION 

DETECTION&IN-

KERNEL 

INTEGRITY 

CHECKER 

[12][13] 

FLOGGER:AN 

INTRUSION 

DETECTION 

&FILE 

CENTRIC [15] 

NEWLY 

PRESENTED  

FILE 

INTEGRITY 

MAINTENANCE 

TOOL 

1. CostEffective 

Solution 

Yes No No Yes 

2. LowMemory 

Requirements 

Yes No No Yes 

3. Low/No 

Database 

Requirement 

Yes No No Yes 

4. Time Efficient  Yes No No Yes 

 

5. Client-Server 

Trust-Level 

Relationship 

No No No Yes 

6. LowServer 

Overhead 

Yes No No Yes 

7. Client 

Involvement 

during 

Integrity 

Checks 

 

No No No Yes 

8. File 

Restoration 

capability after 

outsider/thwart 

attacks 

Yes No No Yes 

9.  No Security & 

Cachepolicy 

Requirement 

Yes No No Yes 

10. No Physical & 

Virtual 

Machines Log 

based 

information 

requirements 

Yes Yes No Yes 
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          CHAPTER 5 

CONCLUSION & FUTURE WORK 

For confidential client data, an enhanced security model is required which can provide high level 

security during information storage under cloud platform. This model has been proposed which 

can be set-up in a cloud computing environment and is very cost effective and highly secure for 

client’s data. It ensures trust mechanism between both entities during interaction (which is a 

desirable advantage to promote cloud businesses).This tool can work in form of 

scheduler/executable to be run on cloud server at customized time/day sequences. It benefits 

using regular integrity checks and thus supervises the intact integrity of the client’s information 

over the cloud with better client –server communications .Thus, it can be observed that this tool 

proves to be quite time efficient and cost effective as it performs integrity calculation in around 

1000 microseconds  for a given 500 byte file which is a very limited requirement as compared to 

the long delays(in minutes/hours) required for server to perform integrity checks on client’s file. 

Andalso, there is no memory constraint in this tool. This tool works without any database 

requirement on the server. Thus, satisfies the light weight and secure storage tool criteria for 

cloud computing environment. In this project, we have proposed two frameworks:- 

� A Light weight Storage security based concept has been incorporated which includes data 

Integrity Calculation, Maintenance& Client- Server trust relationship & involvement. 

� Another framework has been proposed for highly confidential data in Cloud computing 

which meets the desired security characteristics, required for secure information 

transmission over the cloud computing network. 

 

With reference to future work in cloud security, various different security issues already 

discussed may be addressed and efficient approaches may be suggested to improve the overall 

cloud computing scenario and enable it to become a better platform for business purposes. 
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APPENDIX 
 

A. SNAPSHOTS OF SOURCE CODE OF FORMER LIGHT WEIGHT FILE 

INTEGRITY TOOL- 

This model has been implemented in windows7 platform using Linux based Oracle VM 

virtualbox.This tool provides the facility of client- server environment on existing machine only. 

The following snapshots have been produced using Net Beans IDE during compilation of code. 

There have been various headers and client/server source code files included in this project as 

shown below: 

 

Figure 29: Screenshot of server header source file 
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Figure 30: Screenshot of server source file 
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Figure 31: Screenshot of client source file 
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Figure 32: Screenshot of common source file 
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Figure 33: Screenshot of Makefile source file 
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Figure 34: Screenshot of des source file 
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Figure 35: Screenshot of  des header source file 
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B. SNAPSHOTS OF SOURCE CODE OF NEWLY PROPOSED LIGHT WEIGHT 

FILE INTEGRITY TOOL 
 

This model also has been implemented in windows7 platform using Linux based Oracle VM 

virtualbox.There are two types of processes which gets generated i.e. client and server processes. 

The following snapshots have been produced using Net Beans IDE during compilation of 

code.This also contains the client/server functionalities in source code files along with header 

files included in this project.These are shown as below: 

 

 

 

Figure 36:Screenshot of server.c source code file. 
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Figure 37:Screenshot of server header source code file. 
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Figure 38:Screenshot of client source code file. 
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Figure 39: Screenshot of common source code file. 
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Figure 40:Screenshot of des source code file. 
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Figure 41:Screenshot of des header source code file. 
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Figure 42: Screenshot of Makefile source code file. 
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Figure 43:Screenshot of RSA header source code file. 
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Figure 44:Screenshot of SHA2 header source code file. 
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