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ABSTRACT

It is not always in the best interests to have a single person in control of the data or any
sensitive information. This has led to the need for secret sharing schemes. A secret sharing
scheme is a method of distributing a secret among a group of users, requiring a cooperative
effort to determine the key. This thesis presents a hybrid approach for verifiable secret
sharing. Our algorithm shares secret among shareholders where shareholders are also divided
into different levels. Thus proposed work includes multi-level secret sharing. Secrets can be
recovered within the level or inter level secret sharing is also possible. Shareholders of higher
level can contribute their shares in lower levels for secret recovery. To make the scheme
verifiable we have used hashing because other schemes depends on hard to solve number
theoretic problems or uses any additional information which in turn increases overhead of the
protocol. It stands against dishonest dealer and dishonest shareholders. Here we have used
one way hash function so that shareholders can verify the shares obtained from the dealer and
dealer can also verify shares before accepting it from shareholders before secret
reconstruction. There exist many dishonest strategies. VSS is a way to deal with one of the
existing dishonest strategy. In VSS schemes neither dealer nor any participant will be able to

distribute/submit invalid shares.
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Chapter 1
INTRODUCTION

In secret sharing (SS) schemes, dealer splits his secret into N parts where N is the number of
participants involved in the scheme. After splitting, each shareholder (participant) receives his
share of the secret. These participants when combine their shares can recover the secret. This
concept was first proposed by Shamir [1] and Blakely [2] in 1979. SS Scheme is referred as
thresholding scheme if, t out of N shares are combined, then secret can be recovered. Fewer
than t shares give no information about the secret. Verifiable secret sharing (VSS) is an
extension of traditional secret sharing. It stands against dishonest dealer and dishonest
shareholders. It allows verifying and validating shares. Among many dishonest strategies, VSS is
a way to deal with one of the existing dishonest strategy. In VSS schemes, neither dealer nor any
participant will be able to distribute/submit invalid shares. To reveal another dishonest strategy
of leaking secret information in valid shares, concept of dealer leakage resilience (DLR) was

introduced.

1.1 MOTIVATION

Existing approaches for secret sharing using Chinese Remainder Theorem are unconditionally
secure but are not verifiable, which is utmost problem in case of dishonest dealer or dishonest
shareholder. Our work includes verifiability in multi-level secret sharing. Instead of using
traditional approach for verifiability we have used hashing which makes the scheme more secure
as well as efficient. Traditional schemes uses modulo exponentiation (where security depends on
hardness of solving discrete logarithmic problem) which is costly operation as compare to
hashing.

1.2 GOAL OF MASTER THESIS

This thesis presents a hybrid approach for verifiable secret sharing using Chinese Remainder
Theorem which includes multi- level secret sharing scheme that is verifiable. Participants are

1



divided into different levels and secret is splitted into N parts where n is equal to the total
number of participants in all the levels. All the n participants will get a piece of every secret.
Share distributed among the participants is verified using hashing. Hashing is used to make
scheme more secure and reliable. All the participants from authorised set submit their shares for
reconstruction of secrets. Shares submitted by the shareholders are also verified using hashing.
This ensures neither dealer nor the participants will be able to submit invalid shares.

1.3 ORGANISATION OF THE THESIS

Chapter 2 includes literature review of secret sharing schemes. Basic definition of secret sharing
is presented and is followed by threshold secret sharing. This chapter also includes different
schemes of threshold SS. After this different types of SS schemes are discussed, like weighted
secret sharing, multi-level SS, VSS and at the end multiple SS is also reviewed.

Chapter 3 focuses on additional capabilities of SS schemes like dealer leakage resilience VSS,

Salted hashing and some real world applications of SS schemes.

Chapter 4 contains notations used in the scheme and describes proposed approach for Verifiable
secret sharing. A toy example and diagrammatic representation of the scheme is also included to

make it more explanative.
In Chapter 5 Security of the proposed algorithm is analysed and experimental results are also
presented. It also includes a section that compares our scheme with other schemes on the basis of

various parameters

Conclusion and future directions are presented in Chapter 6.



Chapter 2
BACKGROUND WORK

Secret sharing schemes plays an important role in cryptography. In secret sharing
schemes, there are two phases, one is share generation and other one is secret reconstruction. The

secret may be recovered only by certain predetermined groups or authorised groups. Usually
such schemes are executed by a dealer and there are N participants or the shareholders who
receive shares of the secret by the dealer. N shares (S,,S,.....S, ) of a secret S are created by the

dealer and are distributed among shareholders. Different types of secret sharing schemes are

shown in the Figure 2.1.

Secret
Sharing

Weighted
SS

FIGURE 2.1 Types of Secret Sharing



2.1 SIMPLE SECRET SHARING

In this scheme there is a dealer and N participants. Dealer possesses a secret which is to be
distributed among N participants. Dealer creates N shares of his secret and distributes them
among the participants. Now secret can be reconstructed only when all the N participants
combines their piece of share. If one or more participants are not present, then no information
about the secret is leaked and secret cannot be recovered. Digital data is very sensitive and is
more prone to attacks, eavesdrop and manipulation. To prevent such attacks or threats we must
keep several copies of the data. But if we keep several copies of the data, there are more chances
of secret leakage. Many cryptographic schemes are designed to handle such contradictive
situation, secret sharing is one of them. Secret sharing schemes are very powerful tool in the

domain of cryptography.

2.2 THRESHOLD SECRET SHARING

This term is an extension of secret sharing. In this instead of all the shares only t shares

belonging to an authorised subset are required for secret recovery. This is termed as (t,n)

threshold secret sharing scheme (shown in Figure 2.2) where t shares are mandatory for secret
reconstruction. Less than t shares will not reveal the secret and also individual share will not

leak any information about the secret to any player.

DEFINITION: A (t,n)-threshold SS scheme is a secret sharing scheme that can split a secret

seF intoshares {S, S, ..., S,} €F suchthat t < n and:

1. Given any set of t or more shares, secret can be recovered.

2. Even t—1 shares gives no information about the secret.
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Unauthorized Subset Cannot
Recover

Share n Secret

Figure 2.2 Threshold Secret Sharing

2.2.1 Schemes of Threshold Secret Sharing

There are two assumptions in every SS scheme. First it assumes that the dealer is honest and
always distributes valid share to every participant of the protocol and the second is, every
shareholder submits valid share for secret reconstruction. There is no procedure to deal with fake
shares and there is no way to find the validity of the share. Some of the threshold secret sharing

schemes are summarised as follows:
I.  Shamir’s (t,n) Threshold Secret Sharing Scheme

This scheme was proposed by Adi Shamir [1] in 1979.Shamir’s scheme is based on Lagrange’s
polynomial interpolation and his scheme satisfies the basic requirements of secret sharing.
Shareholders can unlock the secret if t or more shares are known. Shareholders cannot unlock

the secret if less than t shares are known. Shamir’s scheme is divided into two algorithms

e Share Generation
In this dealer selects a polynomial f (x) of degree t—1 whose coefficients are randomly

chosen from a finite field by the dealer

f(X)=a,+a,*X+a,X*+......8, X"

m-1
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Dealer computes a set of n shares {f(l),f(z)....f(n)} and distributes them among the

participants through the private channels.

e Secret Reconstruction

The secret cannot be reconstructed till t parties are involved. Just as minimum two points are
required for finding the equation of a line, three points are required for formulating a quadratic

equation, four 00points for finding the equation of a curve similarly t shares are required to

reconstruct equation of degree t—1.Shamir’s scheme uses Lagrange’s polynomial interpolation

for polynomial reconstruction

fO9=3 1) [T (x-1)/ G-
ER (2.1)

Il. Blakley’s (t,n) Threshold Secret Sharing Scheme

As two non-parallel lines lying in the same plane intersects at exactly one point. Similarly two

non-parallel planes in a space intersect at one point. This concept can be generalised to N

dimensions. N non parallel hyper planes of N—1 dimensions will also intersect at a point whose
coordinates can be the secrets. This is the main concept behind Blakley’s scheme [2] and rest is

same as Shamir’s polynomial system.

I11. Secret Sharing Schemes Based On Chinese Remainder Theorem

These technigues are based on Chinese remainder theorem [17] and not on any interpolation

method.

A) Mignotte’s Scheme:

This scheme [8] is different from the schemes described above. Its uses Chinese Remainder

Theorem (CRT) and a sequence of pairwise co-prime integers (1,,1,....1 ) such that
L <<l ..<I

This sequence is termed as mignotte’s sequence. This Sequence has a special property



Ih-te2%nh < ¥ %

Following steps are involved in this algorithm:

1. Secret S is chosen between

2. All the participants calculates their piece of share (Ss,Sz,...S,) as Smod li (i varies from 1
to n).

3. Secret is recovered using CRT. If t is the threshold then system of congruence is formed.

S=S mod I,

(2.1)
S=S, mod I, 2.2)
S=S, mod I 2.3)

Value of S is obtained using equation 2.1,2,2 and 2.3

SZi(N /1i)*xi*Simod N

i=1

And (N/li)*x mod li=1
B) Asmuth and Bloom’s Scheme

Another algorithm [4] that uses CRT for secret sharing. This also uses a special sequence of

integers lo, l1< l2... < In which has the special property such that
lo* In-t+2*...hh < I1* 2%k

In this secret S belongs to the set Z, . Dealer selects a random value ¢ and forms, S+0*lo this

value should lie between product of smallest t integers and product of any t-1 integers. This



condition brings consistency in the system that is it ensures minimum t shares are required to

recover or unlock the secret. Thus shares of the secret in this scheme are calculated as:
Si=S+0*l0 mod mod li

here i varies from 1to N . This system of congruence is solved using CRT.

S’=S mad |, (2.5)
S’=S,mod I, (2.6)
S’=§ mod I, (2.7)

Value of S' is obtained using Equation 2.5,2.6 and 2.7 .Secret is obtained by applying mod

operation

S=S"mod lo

2.3 WEIGHTED SECRET SHARING

In such secret sharing schemes [16], a positive weight is assigned to each participant. Secret
reconstruction takes place when sum of weights of authorised subset is equal to the threshold.
One of the applications of weighted secret sharing can be an organisation where there is a CEQO,
Manager and 3 software developers. CEO is given 3 shares of secret, Manager is given 2 and
each developer is given a single share. Consider 3 as threshold for secret recovery. Now if CEO
wants to recover secret, he alone will be able to unlock secret or Manager along with one of the
software developers or 3 software developers will recover the secret. The main Concept of such
schemes is to give more shares to important members or participants. This scheme was first

proposed by Shamir.



24 MULTI LEVEL SECRET SHARING

In hierarchical or multilevel secret sharing schemes [21], participants are divided into M

different levels (L, Lz...Lm). A threshold ti is associated with each level Li . Number of
participants can differ from level to level. Ni denotes number of participants at each level.

Assume L1 is the highest level and Ln is lowest level. Secret recovery at any level is possible if
number of participants or shareholders at this level or at higher level in an authorised set is equal

to or greater than threshold.

2.5 VERIFIABLE SECRET SHARING AND ITS SCHEMES

In traditional SS schemes, it is assumed that the dealer and shareholders are honest and reliable
but in reality dealer doesn’t trust the players completely, and therefore it is reasonable to expect
that the players do not trust the dealer either. A dishonest dealer may distribute inconsistent
shares to the participants and dishonest players may submit fake shares during secret
reconstruction. To prevent such cheatings we need a SS scheme which is verifiable. VSS is an
extension of secret sharing. A cryptographic SS scheme is verifiable if some auxiliary
information is added that helps the shareholders to verify their respective shares. Shareholders
will not accept the share if it is inconsistent or invalid. With the help of these schemes it is
possible for shareholders to verify their shares without having access to the secrets and even

without revealing their shares.

VSS schemes can be interactive and non-interactive. Initially interactive schemes were proposed
in which dealer and players communicate in order to check the validity of the shares which
increases overhead of the dealer because it has to communicate with N players. Later non-
interactive schemes were introduced which reduced dealer’s overhead. No communication is

required between dealer and players in such schemes.

A (n,t)- VSS (where N is total number of players and t is threshold of secret reconstruction) is a

2-phase protocol(sharing and reconstruction) , N be the set of players N NN, NN



D be the Dealer and S be the secret to be shared and S € F ,where F denotes finite field must

satisfy the following properties:

e Secrecy: if D is honest, no player should get information before reconstruction phase.

e Commitment: if D is dishonest, joint view of honest parties output S* € F at the end of

reconstruction phase.

e Correctness: Every party should get access to the Secret only at the end of reconstruction

phase.

2.5.1 Feldman’s VSS

Feldman’s scheme [7] is non-interactive VSS which is based on Shamir’s SS scheme and uses

some commitment coefficients in order to verify the shares.

e Secret Verification

Dealer choses 2 prime numbers P and Q such that P—1 dividesQ. A cyclic group G of order

P is chosen. g be the generator of the group. Dealers forms a random polynomial in Z*q_ Here

he used shamir’s scheme to create shares of a secret. To make scheme verifiable dealer publishes

commitments to the coefficients of polynomial. The commitment coefficients in this scheme are

given as

C =9 (2.8)
C=9" (2.9)
C.=g" (2.10)
C.=g" (2.11)

After these values are published, every shareholder will verify their shares using from Equation

28t02.11

10



il

t-1
o" =]1C
j=0

where S is the share of i" shareholder. Secret reconstruction is same as shamir’s scheme.

Feldman’s scheme is not secure as Co may leak some information about S.

2.5.2 Pedersen’s (n,t,n) VSS

To make scheme more secure, Pedersen changed the commitment function in his scheme. Here 2

(say gandh) elements from the group G are chosen. Dealer selects 2 polynomials f (x) and
g(x). Coefficients of f(x)are S,a,a,....a, All the coefficients except the secret are randomly

chosen by dealer. Similarly g(x) is a polynomial with coefficients b;,b,b, ..b_ randomly chosen

by dealer. I'is another variable chosen by him. Here committed values are

C,=g*h

0 (2.11)
C=g"rh (2.12)
C,=g"*h” (2.13)
Co=gm*h (2.14)

Each participant verifies his share using Equation 2.11 to 2.14

il
i

g poto ZﬁCj

j=0
2.5.3 VSS Based on Hashing

Instead of using costly operations to achieve verifiability in the scheme, we can also use hashing
which is computationally light as compare to other ways of achieving verifiability In such
schemes [3], dealer before distributing shares publishes the hash code of the shares so that
shareholders before receiving their shares verifies whether the share is valid or not through the

11



hash code. If hash code of the share received does not match with the hash code published by
the dealer, shareholder will not accept the share and similarly during reconstruction dealer
matches the hash code of share with the one he published. If both the hash code does not matches

share is considered as invalid. Thus verifiability is achieved in the scheme.

2.6 PUBLICALLY VERIFIABLE SECRET SHARING

Some VSS schemes possesses a special property, that anyone can verify that the distributed
shares are valid or not. This special property is referred as Public verifiability and the scheme is
Publically VSS scheme. In these schemes validity of the shares can be verified by everyone, not

only by the shareholders.

2.7 MULTI SECRET SHARING

There are many applications where sharing a single secret is not sufficient. For such applications
notion of multi secret sharing was proposed. Dealer can share multiple secrets using these
schemes. Each secret may have different access structure. Access structure is referred to the

authorised subset that can unlock the secret.

12



Chapter 3
ADDITIONAL CAPABILITIES AND APPLICATIONS

In this chapter, we will discuss additional capabilities of SS schemes and we will also review
possible applications of such schemes.

31 DEALER LEAKAGE RESILIENT VSS

VSS captures the one type of dishonest behaviour of the dealer. There exist many other dishonest
strategies that can be adopted by the dealer for cheating. Consider the case when dealer tries to
subliminally leak information in valid shares. Thus this leads to genuine behaviour of the dealer
to every player but gives information about the secret to the attacker. Dealer’s malicious
behaviour does not get revealed. To overcome such threats DLR-VSS was introduced. DLR-VSS
holds the property of verifiability and DLR as well. One of the ways to achieve this property is
not to allow the dealer to employ randomness, due to which dealer will not be able to leak any
information through valid shares. Communication between Dealer and shareholders outside
setting of the protocol is not allowed. If dealer tries to do so, he will be discarded and assumed as

faulty dealer.

VSS ensures security in presence of trusted dealer whereas DLR-VSS ensures secrecy even in
presence of faulty dealer. Our algorithm holds this property by allowing the shareholders to
choose coefficients of polynomial instead of giving this power to dealer. Due to which dealer

will not be able to hide secret information in his messages.

3.2 HASHING

In order to ensure verifiability in the algorithm, dealer uses extra information such as check
vectors or some sort of encryption mechanism. This increases overhead on the dealer, he needs
to compute extra information and distribute the same among shareholders. Other possible ways

to achieve verifiability can be modular exponentiation or depends on solving discrete logarithmic

13



problem. This increases complexity of the algorithm. To overcome such issues, hashing is used

to achieve verifiability.

One way hash functions (HF) are used that converts variable length input into fixed length

output. Fixed length output obtained by hashing are called hash values or message digest.
A hash function is said to be secure if it holds the following properties:

e One wayness: For any input k, its hash values will be
k'=HF(k)
Forany K" it is hard to find k.
e Hash value collision: No two inputs yield same message digest. For any inputs K1 , it is

difficult to find another input K2 which has
HF (k1) = HF (k2)

Using hash functions for the sake of verifiability makes the algorithm computationally

light as compare to other methods that are used in VSS schemes.

3.3 SALTED HASHING

In hashing each input is hashed the same way, if two inputs are same they will have same hash
codes. This property makes hashing prone to attacks like dictionary attack, brute force attack,
look ups and reverse lookups. We can overcome such drawbacks by randomising the hash
function. Randomization is introduced in hashing by adding a random number called salt to the
input, so that even same input yields different hash codes. Thus adding salt to the hashing makes

it more secure.

3.4 APPLICATIONS OF SECRET SHARING SCHEMES

SS schemes have wide application scope. It can be adopted for many real world applications,

Some of them are listed below:

14



3.4.1 Securing Cryptographic Keys

Cryptographic keys play an important role in any cryptosystem. Securing or handling keys are of
major concern. One person cannot be trusted for managing keys. Secret sharing schemes are used
to handle such situations. Here key is considered as a secret. In such cases, key is splitted into
different parts. Each part is termed as share of the key and these shares are distributed to all the
participants who will pool their shares for key construction. Individual share does not give
information about the key. They are of no use on their own. Threshold of the protocol is set for
key reconstruction. Minimum numbers of participants equal to the threshold are required for key
reconstruction. Thus securing cryptographic keys is one of the application areas of secret sharing

schemes.

3.4.2 E-Voting

Electronic voting also termed as E-voting uses electronic systems for casting and counting votes.
In E-voting votes are digitized Confidentiality of the voter is threatened if his vote is decrypted,
by the election authorities who are counting the votes. No single authority can be trusted to hand
over entire vote of a candidate completely because it can be possible that authority is corrupted
and can manipulate the vote. To overcome this issue, Secret sharing schemes can be adopted.
Each vote can be treated as a secret and shares of the vote are distributed among the authorities
who are counting the votes. Now only t authority can access the vote and it cannot be
manipulated by any t—1 authorities. Using SS scheme adds security and reliability to the E-
Voting system.

3.4.3 E-Auction

E-Auction is a mechanism in which participants bid for the items and item allocation is done
based on their bidding prices. E-Auction protocol consists of an auction server, auctioneer,
bidders and a bulletin board. In sealed bid auction, each bidder hand over his bid to the
auctioneer and after getting all the bids, auctioneer decides the winner based on the bids
submitted. It is assumed that auctioneer is an honest member of the system. To make system
transparent and reliable an improved E-Auction system can be used where any secret sharing

scheme can be adopted. In this, there will be multiple auctioneers and each bid acts as a secret

15



whose shares are distributed among n auctioneers. t out of n auctioneers will decide winning
bid.

3.4.4 Distributed Signatures

A signature is a mathematical way to authenticate a message. It is generally hash code of the
message encrypted with a secret key. Sender puts his signature in order to authenticate that
message. If there are multiple co-signers, each of them will sign the message one by one
according to the priority. But this is not an efficient way because any co-signer can repudiate.
Secret sharing schemes can be adopted in such scenario. Signing key will act as secret which will
be shares among all the co-signers. Each share is given to each co-signer. No one will have
complete control over the secret. No single co-signer knows the signing key. Minimum t co-
signers need to pool their shares for signing key construction. Thus the scheme is secure and

repudiation is not possible now.

3.4.5 Threshold Scheme for Multiple Servers

In secret sharing schemes a secret is divided into multiple shares. Consider the case when all the
multiple shares are stored on different servers. Each server possesses a secret share but a
individual share is of no use. Individual share does not leak any information about the secret.
Even t—1 share does not give any information about the secret where t is threshold. Minimum t
shares are required to unlock the secret. This scheme is helpful even if one or two servers meet
any kind of failure in that case also secret can be recovered. Another possible advantage of using
secret sharing scheme is if any adversary cracks or breaks down one or two server then also
adversary will not have access to the secret. Minimum t servers need to be broken for accessing

secret.
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Chapter 4

PROPOSED WORK

41 NOTATIONS USED IN PROPOSED ALGORITHM

Notations which are used in our proposed algorithm are represented in Table 4.1 below

TABLE 4.1 Notations used in proposed algorithm

Notations Meaning

D Dealer

Z Number of levels

L 2" level

N, Number of shareholders at z" level

t Threshold

p A big prime

I L L Sequence of N, pairwise co prime numbers
| ati" level

5 Random number selected by dealer at i™ level

S’y Share of N;" shareholder at i"" level

4.2 PROPOSED ALGORITHM

In our proposed algorithm, we have divided the shareholders into z levels (L,L,...L) where L,
is highest level of subset and L, is lowest level. Number of shareholders may vary from level to

level. Each Level will have N, shareholders. For example if N, =4 it implies that there are 4

17



shareholders in level 3. There is a dealer D who wants to share secret among all the

shareholders and let t be the threshold of the protocol. Whole protocol is divided into 2 phases,

share generation and secret reconstruction. There are two important conditions which are

necessary to meet for successful secret reconstruction:

Q) Secret can be reconstructed if there are t or more valid shares available.

(i) Even combination of t—1shareholders will not be able to recover secret.

Each shareholder will keep a share which will be used to reconstruct secret. The whole algorithm

is summarised below:

Share Generation: Assume there is a secret S which is shared among shareholders and

Se z", where [ isa big prime.

Case 1: Intra Level Secret Sharing

(i)

(i)

D Selects an integer |,,. For each level, D will select a sequence of pairwise co-prime

positive integers which are made public. Integers in each level will be equal to number of

shareholders in that level (1°,1',.....1", ) and I <I'y<...<Il'y where i=12..zand

ged of 1, with every other selected integer should be 1.

Dealer forms S+6'#1, where &' is a value selected by the dealer for every level i
S+6' *1, should lie between
I iNi—t+2 * I iNi—t+3'“'| iNi <S +5i * Io < il* I i2* ----- I it
This is the threshold range for every level and secrets should lie in this range otherwise

algorithm would be inconsistent, i.e. reconstruction can be possible by combing less than t

shares. The value which will be shared is:

S'y, = S+6 *1, mod ', (4.1)

Where i denotes level and o denotes shareholder of it level.
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(iii)  Before distributing S‘Ni, D computes its hash values and these values are made public so

that everyone can access it. Shareholders accept the share if and only if its hash value
matches with the hash value published by the dealer otherwise discards it. This
mechanism checks the dishonesty of the dealer and makes the scheme verifiable. Thus

dealer will not be able to distribute invalid shares.

Case2: Inter Level Secret Sharing

For inter level secret sharing, D needs to select another parameter I‘Ni (InN,, N isthe

number of shareholder in i" level). N, Contributing his share in j" level for secret

reconstruction) such that
o< 1<

Nj—t+2

Then the dealer computes AS',, ; .In N; , N is the number of shareholder at i level

contributing share in j" level.
AS', =S+68' 1o - S'|
In inter level secret sharing, share of the shareholder will be S', +AS'| |

e Secret Reconstruction: A system of equations is formed based on distributed shares. D

Accepts shares only if share is valid which is verified using the hash value published by the

D before. Equation which is formed is:
Case 1: Intra Level Secret Sharing

S' mod I'n

Case2: Inter Level Secret Sharing
S'y, +AS'y, ;mod I'y
Using the standard Chinese Remainder Theorem (CRT) [17] a unique solution for
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X=S+0"* '0. S Can be reconstructed by

S=xmod I,

Thus the authorized set of shareholders will reconstruct the secret. The whole scheme is
demonstrated through Figure 4.1 which shows there are 3 levels and 3 shareholders at each level.
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LEVEL1

g SH1
s’ SH2
DEALER (D) g
) SH3
LEVEL 2
D will select I, and sequence of
pairwise co prime positive s SH1
integers for each level
shares of the secret is formed as 5%,
SH2
Sy =S+ *I, modIl',
s?,
D generates hash code for
. SH3
verification and distributes S"\,‘N’
LEVEL 3
, SH1
s
ok SH2
Y.%
i
SH=shareholder SH3
SH verifies before accepting

Ii
& random number selected by D~ Niis N, co-prime numbers for each level where N, is total

shareholders at level i.

Figure 4.1 Proposed Algorithm
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43 TOY EXAMPLE

To explain the proposed scheme, we are using a toy example:

Example: we divided the players into 3 levels (Z=3). L1, L2 and Ls are the 3 levels and
number of players in these levels be 3, 4 and 7 that is N, =3, N, =4, N, =7.Threshold of the

protocol is t=3 (Authorized set used for secret reconstruction comprises 3 players).and prime
P used is 563. S secret which is to be shared is 128.

Q) Dealer selects 1,=863 and sequence of pairwise co-prime integers selected for each

level are

e Forlevel 1:
I, =137, 1, =139,1, =250
And threshold range for this level is (34750,4760750)

e For level 2:
I,=293 1,=307,1,=313, 1, =319
And threshold range for this level is (99847,28154663)

e For level 3:
I, =229, 1,=233,1,=239, |,=241 |, =277,1,=281, |, =283
And threshold range for this level is (79523,12752323)

o value for each level which are shown in Table 4.2.
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TABLE 4.2 %1 values selected by the dealer

Levels 5

Level 1 550
Level 2 9864
Level 3 10946

Therefore shares of the shareholder at level 1will be calculated as

128+550*863 mod 137 =73

128+550*863 mod 139 =93
128+550*863 mod 250 = 28

Similarly, all the shares of all the shareholders are calculated which are shown in
Table 4.3.

TABLE 4.3 shares of the shareholders

Shareholders Shares
1* shareholder of level 1 73
2" shareholder of level 1 93
3" shareholder of level 1 28

1* shareholder of level 2 231
2" shareholder of level 2 | 264
3" shareholder of level 2 99

4™ shareholder of level 2 | 245

1* shareholder of level 3 86
2" shareholder of level 3 22
3" shareholder of level 3 86
4™ shareholder of level 3 86

5™ shareholder of level 3 218
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6™ shareholder of level 3 31
7" shareholder of level 3 94

Case 1: Intra Level Secret Sharing

When we want to recover secret from level 2, 3 out of 4 will need to contribute their shares to
reconstruct the secret, say first 3 are taking part in the protocol for reconstruction. Following
system of equation needs to be solved using CRT:

X =231 mod 293
X =264 mod 307
X =99 mod 313

This will give S =X mod863=128 .

Case 2: Inter Level Secret Sharing

Consider 1% shareholder of 1% level and 1% shareholder of 2" level and 1 shareholder of 3"
level are contributing their shares in level 3 for reconstruction.

Dealer selects two values (because 2 shares belong to other levels) between 241 and 277 which
are co-prime to one another. Say the values are 253 and 263.following system of equations is
formed for secret recovery:

X =73+192 mod 253
X =231+124 mod 263
X =86 mod 229

Solving these equations using CRT we get, S =X mod 863=128 .
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Chapter 5

RESULTS AND SECURITY ANALYSIS

5.1 RESULTS

The algorithm proposed in chapter 4 has been implemented in C++ using NTL and GMP
libraries and tested on a 3-GHz, third generation system. Implementation results are presented
here with the help of snapshots here with help of a toy example in chapter 4. We have also
analysed various parameters used in the scheme and also made comparisons and with some

existing schemes in this chapter.

In this implementation results, we have taken 3 levels and there are 3, 4, and 7 shareholders at
their respective levels. Threshold of the scheme is 3. The results are as follows:
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FIGURE 5.1 Result 1

4> Applications Place

06 vaio@vaio-laptop: ~
File Edit View Terminal Help

nter the no of secrets to be shared

enter Coefficient:2
r Coefficient:1
r Coefficient:8

range for 1lst layer
4760750

range for 2nd layer
28154663

range for 3rd layer
12752323

share 1 of shareholder 1 :::90
HASH CODE OF THE SHARE IS5 : = OxB8613985ec49ehbBf757ae643%9e879bb2a

share 2 of shareholder 1 :::22
HASH CODE OF THE SHARE IS = Axbbd767d2TB8ed5d21a44bBe5886680cha

share 3 of shareholder 1 :::3
HASH CODE OF THE SHARE IS : = BxecchcB87ed4b5ce2fe28308fd9f2albaf3
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THE SHARE IS
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FIGURE 5.2 Result 2
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FIGURE 5.3 Result 3
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shareholder 6 ::

THE SHARE IS5
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FIGURE 5.4 Result 4
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FIGURE 5.10 Result 10

35



5.2 SECURITY ANALYSIS

Traceability: Algorithm is said to be traceable when it is possible to find out whether any

participant during reconstruction phase has submitted any invalid or fake share or not.

Proof: let f(i) be the original valid share and f'(i) is the fake or invalid share. If any
participant sends f ‘(i) to the dealer instead of f (i), then the dealer will not accept the share

because
H(f (i) = H(f (i)

Where H is any one way hash function and it’s very difficult to find 2 values that results the

same hash value. Thus the algorithm is traceable.

Robustness: Scheme is said to be robust if all the secrets can be recovered by pooling t or more

shares.

Use of above condition has ensured robustness in our scheme. Any t honest players can unlock

the shared secret.

Confidentiality: Scheme holds confidentiality if even t-1 players are not able to reveal the
secret. Assume t—1participants are available for secret recovery and product of their moduli is

X’ . These t—1shareholders use CRT to recover a secret. Suppose they obtained a value S’ . The

relation between original secret and recovered secret will be
S=8 +0* X’

Here S is the original secret. Guessing the correct value of 8 to reach original secret is very
difficult. Thus we can say that even with t-1 shares, scheme will not leak any information about

the secret.

Salted Hashing:
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A.

Salted hashing can be used in place of simple hashing. In salted hashing a random
number, referred as salt, is added to the share before using one way hash functions. Salted
hashing ensures that no two similar secrets yield similar hash codes. But in that case only
dealer will be able to verify shares submitted by shareholders. We need to make an
assumption that dealer is honest and he will not distribute invalid shares. Just by
randomizing the hashes, lookup tables, reverse lookup tables, and rainbow tables become
ineffective. An attacker won't know in advance what the salt will be, so they can't pre-

compute a lookup table or rainbow table.

B. Another possible method to use salted hashing and still verification is possible from both

5.3

ends i.e. shareholders can verify shares before accepting it from dealer and dealer also
can verify share before accepting it from shareholders prior to reconstruction phase this
can be achieved by treating salt (or random number) as one of the secrets. Constant term

of the polynomial will be the salt and degree of polynomial will becomet+K .

COMPARISION

Table 5.1 shows the Comparison of the schemes [18, 22, 10, 23,25,5 and 21] on the basis of
security property the algorithm holds. We have used acronyms R for robustness, C for

confidentiality, Ct for consistency, T for traceability and V for verifiability.

TABLE 5.1 Comparisons on the Basis of Security Property

Scheme | Robustness(R) | Confidentiality(C) | Consistency | Traceability(T) | Verifiability(V)
No. (Ct)

[18] Yes Yes No Yes Yes

[22] Yes Yes No Yes Yes

[10] Yes Yes Yes Yes Yes

[23] Yes Yes No Yes Yes

[25] Yes Yes No Yes No

[5] Yes Yes Yes Yes Yes

[21] Yes Yes No Yes No
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Proposed Yes Yes No Yes Yes

Table 5.1 shows that our proposed approach satisfies all the properties(R, C, Ct,,V, T) of VSS,

therefore we can say that scheme is verifiable.

Table in 5.2 shows the comparison of our scheme with other schemes [21, 10, 5, 25 and 27] w.r.t
various parameters mentioned in the table. Some of them are whether dealer publishes the shares
or uses secure channel for distribution, how verifiability is achieved in the scheme using hashing
or modular exponentiation. Shareholder before accepting shares verifies whether provided shares
are valid or not, this way honesty of the dealer is checked and dealer before accepting shares
from shareholders for secret reconstruction verifies whether pooled shares are valid or fake, this

way honesty of the shareholders is checked.
Some of the properties are described below:

e Scheme is multi-use if shares of participants are different for different secrets.

e Algorithm can resist conspiracy attack if t-1 corrupt shareholders cannot unlock the
secret. A Conspiracy resistant scheme ensures that reconstruction of recovered secret
does not give information about uncovered secrets.

e SETUP (Secretly Embedded Trapdoor with Universal Protection) is a technique
where attacker breaks the security of the system, secret information is leaked but
other parties of the protocol are not able to detect this malicious behaviour. All VSS
schemes are not SETUP resilient.

e Scheme is unconditionally secure if its security does not depend on any mathematical
construct. It is said to be secure even if adversary has unbounded computational

power.

TABLE 5.2 Comparison on the Basis of various parameters
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Property

[21]

[10]

[5]

[25]

[27]

ours

Dealer
Publishes the
Share

No

No

Yes

Yes

No

No

Use of Hash
For
Verifiability

No

Yes

No

Yes

Yes

Use of Modular
Exponentiation
Or DLP

No

No

Yes

No

NO

No

Can verify
Dealer’s
honesty

No

Yes

Yes

No

No

Yes

Can verify
Shareholder’s
honesty

No

Yes

Yes

Yes

No

Yes

Has
unconditional
security

Yes

No

No

No

Yes

No

Conspiracy
Attack
Resistance

Yes

Yes

Yes

Yes

Yes

Yes




Chapter 6
CONCLUSION AND FUTURE WORK

Secret sharing is an important domain of cryptography and is attracting many of the researchers
these days. They are taking keen interest in developing efficient schemes which are secured that
can be deployed practically. In this thesis we have proposed approach for VSS which focuses on
verifiable multi-level secret sharing. Our algorithm holds all properties of VSS except
Consistency. In our proposed algorithm, we have divided shareholders into multiple levels, each
level may have different shareholders and shares of secret are distributed to the shareholders
present in all the levels. Any piece of secret of higher level can be used in lower levels for secret
recovery. Secret can only be recovered if authorised subset of participants combining their piece
of secret is equal to or greater than predefined threshold value. Verifiability in the scheme is
achieved using one way hash functions. Due to which dealer will not be able to distribute invalid
shares and shareholders will not be able to submit any fake share during reconstruction phase.

Thus the scheme is verifiable and secure.

Some promising future work directions are as follows:

e Finding other method in which each level or layer can have different thresholds instead of
a global threshold.

e Find a way to extend single secret sharing scheme to multiple secrets sharing scheme.

e Leaking information in valid shares by the dealer is always a challenge so this should be
handled.
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