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ABSTRACT

With the fast development of network technologies, increasing number of services are provided
through internet instead of traditional ways. Owing to the openness of the internet, method of

guarding valuable resources from unauthorized access is as essential the data/services itself.

To facilitate a legal user, to access a distant server in distributed environment for utilizing
various information resources and services available on the multi-server network, we propose “A

Remote Authentication Methodology for Secure Communication in Distributed Network”.

This scheme is based on one-way hash function, XOR function and Diffie-Hellman. It provide
more security, reduce the computational and communication cost and is less complex. It uses an
authentication center, that consists of multiple servers registered on it and allow the remote users
to securely and efficiently get authenticated and generate session key with the desired server.
The User registers only once with the authentication center and can obtain the services from

multiple servers without repeating registration process on every individual server.

The proposed scheme has many advantages such as no encryption, signature, verification tables,
timestamps and public keys directory are needed to be maintained. Also the proposed scheme is
invulnerable to the security attacks such as insider attack, man-in-the-middle attack, forward
security, impersonation attack, replay attack and safe guard from many possible attacks

effectively.
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