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Spam, officially called unsolicited bulk email (UBE) or unsolicited commercial email (UCE), has long become a social problem and even brought serious threat to the Cyber Security. The statistics has shown that 10.4 million spam emails are sent every minute worldwide, and the spam has at least quadrupled in the past two years. These annoying mails not only waste the end users’ time to deal with them, but also consume large amount of bandwidth as well as enormous volume of server storage.
Many approaches have been investigated to tackle spam problem, but the most important methods for detecting and removing spam are based on: source address filtering, keyword filtering (pattern matching, content based filters). Keyword filtering seems to be the most powerful among mentioned methods, but using it causes the risk of classifying a legitimate e-mail as spam. Moreover, content filtering methods needs to be developed and upgraded constantly in order to achieve a high spam detection rate. So it will be highly beneficial and efficient to integrate different techniques.

I am proposing an approach to detect e-mail spam which may contain image attachment also. Since there is no standard Bayesian spam filters that everyone should use. Bayesian filtering works on the principle that the probability of an event occurring in the future can be inferred from the previous occurrences of that event. They achieve high spam filtering accuracy by inspecting the contents of mails to be classified. This spam filter is divided into three parts which comprise: the Tokenization, Training, Threshold selection and Classification phase. I have used open source software which convert image into grayscale so that it can easily convert into text form. After converting into text it will easy to tokenize the text.

I have tested this algorithm from public Enron spam corpus which has more than 6000 email collections. The results show that algorithm is highly efficient to detect spam.
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