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Abstract

I

will demonstrate, on a “Real-life” example, how a sound HDL technology can be used in conjunction with modern synthesis and simulation tool.
The cipher Rijndael is one of the five finalists of the Advanced Encryption Standard. The algorithm has been designed by Joan Daemen and Vincent Rijmen and its specification is given in [1]. It is a block cipher. The length of the block and the length of the key can be specified to be 128, 192, 256 bits. In this project I’ll present the hardware implementation with 128-bit blocks and 128-bit keys, using FPGA (Field Programmable Gate Arrays). In this variant the cipher consists of 10 rounds.
Rijndael is a block cipher that encrypts and decrypts 128, 192, and 256 bit blocks, using 128, 192, and 256 byte keys in any combination. The block is considered to be structured as 4, 6, or 8 columns of 4 bytes, depending on block size.

The basic operations applied to the block are:

1. KeyAddittion: XORing each byte with a round key (done before the first round for “whitening,” and again at the end of each round).

2. Substitution: Applying an S-box (substituting each byte with another, based on an equation in GF(2^8)).

3. ShiftRow: Shifting the rows in a circular way, the amount of shift (0, 1, 2, 3, or 4 bytes) depending on the position from the top and on the block size, and
4. MixColumn: Mixing the 4, 6, or 8 columns vertically by taking invertible linear combinations (in GF(2^8) of the elements in each column. In terms of the above operations, the top level structure of Rijndael is:

KeyAddition

Substitution

ShiftRow

MixColumn

KeyAddition

Substitution

ShiftRow

MixColumn

KeyAddition

.

.

.

Substitution

ShiftRow

MixColumn

KeyAddition

Substitution

ShiftRow

KeyAddition
The number of rounds depends on the block and key sizes. For Block and Key sizes both of 128 bits, there are 10 rounds, nine regular rounds, and one short round at the end without MixColumn. If either the Block or Key size is 192, but not 256, bits, there are 12 rounds. If either the Block or Key is 256 bits, there are 14 rounds. The reason there is no MixColumn in the last round is to make the structure, when starting at the bottom and working up, similar the structure going down. This makes it possible the use the same code or circuitry, with relatively minor changes, for both encryption and decryption.


AES 
vs 
Triple-DES
Key size 
128, 192, 256
--
112 or 168
Speed 
High 
--
Low
Crack time (years)
149 X 1012  
--
4.6 X 109 

Resrc Consumption 
Low
--
Medium

So AES’s benefits are:

· More elegant mathematical formulas.
· One pass to encrypt data.
· Fast.
· Unbreakable and above all...
· Superior performance and better use of resources
Chapter 1

INTRODUCTION


C

ryptography has a long and fascinating history. It is used as a tool to protect national secrets and strategies. The most striking development in the history of cryptography came in 1976 when Diffie and Hellman published ‘new Directions in cryptography’. This paper introduced the revolutionary concept of public key cryptography and also provided a new and indigenous method for key exchange. Although the authors had no practical realization of a public key encryption scheme at that time, the idea was clear and it generated extensive interest and activity in the cryptographic community. In 1978 Rivest, Shamir and Adleman discovered the first practical public key encryption called RSA algorithm. Another class of powerful and practical schemes is found by EIGamal in 1985.

1.1 Information security and cryptography

The requirements of information security within an organization have undergone two major changes in the last several decades. Before the wide spread use of data processing equipment, the security of information felt to be valuable to an organization.

With the introduction of computer, the need for automated tools for protecting files and other information stored on the computer became evident. This is especially the case for a shared system, such as a time-sharing system and the need is even more acute for systems that can be accessed over a public telephone network, data network or the Internet. The generic name for the collection of tools designed to protect data and to thwart hackers is computer security.

The second major change that affected security is the introduction of distributed systems and the use of networks and communication facilities for carrying data between terminal user and computer and between computer and computer.

Certain objectives associated with the information security must be met and some of them are listed in table 1.1. Over the centuries, an elaborate set of protocols and mechanism has been created to deal with information security issues when the information is conveyed by physical documents. Often the objectives of information security cannot be solely be achieved through mathematical algorithm’s and protocols alone, but required procedural techniques.    

	Privacy or confidentiality


	Keeping information secret from all but those who are authorized

to see it.



	Data integrity 


	Ensuring information has not been altered by unauthorized or

unknown means.


	Entity authentication

Or identification


	Corroboration of the identity of an entity (e.g., a person, a

computer terminal, a credit card, etc.).

	Message authentication


	Corroborating the source of information; also known as data

origin authentication.



	Signature 


	A means to bind information to an entity.



	Authorization 


	Conveyance, to another entity, of official sanction to do or be

Something.


	Validation 


	A means to provide timeliness of authorization to use or manipulate

Information or resources.



	Access control 


	Restricting access to resources to privileged entities.



	Non-repudiation


	Preventing the denial of previous commitments or actions.


Table 1.1: Some information security objectives.
Definition

‘Cryptography’ is the study of mathematical techniques related to aspects of information security such as confidentiality, data integrity, entity authentication etc.

Cryptographic Goals

Of all the information security objectives listed in table 1.1 the following four forms a framework upon which the other will be derived.

1) Privacy or Confidentiality

2) Data Integrity

3) Authentication

4) Non-repudiation

Confidentiality is a service used to keep the content of information secret from all but those not from those who are authorized to have it. Secrecy is a term synonymous with Confidentiality and Privacy.

Data Integrity is a secure service, which addresses the unauthorized alteration of data. To assure data integrity, one must have the ability to detect data manipulation by unauthorized parties.

Authentication is a service related to identification. This function applies to both entities and information itself. Two parties entering into communication should identify each other. Information delivered over a channel should be authenticated, so from this reason this aspect of cryptography is usually subdivided into two major classes:

(a) Entity Authentication

(b) Data Authentication

Non-repudiation is a service, which prevents an entity from denying previous commitments or actions. When disputes arise due to an entity denying that certain actions were taken, a mean to resolve the situation is necessary. For example, one entity may authorize the purchase of property by another entity and later deny such authorization war granted.  

There are numbers of cryptographic tools are available, which are used to provide information security. Examples of primitives include encryption schemes, hash functions and digital signatures. Fig 1.1 provides a schematic listing of the primitives.

These primitives should be evaluated with respect to various criteria such as:

(a) Level of security

(b) Functionality

(c) Methods of operation

(d) Performance

(e) Ease of implementation

1.2 Network Security Model

A message is to be transferred from one party to another across some sort of internet. The two parties, who are the principals in this transaction, must cooperate for the exchange to take place. A logical information channel is established by defining a route through the internet from source to destination and by the cooperative use of communication protocols by the two principals.
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Fig 1.1: Taxonomy of Cryptographic primitives
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Fig1.2: Model for Network Security

Security aspects come into play when it is necessary or desirable to protect the information transmission from an opponent who may present a threat to confidentiality, authenticity, and so on. All the techniques for providing security have two components:

· A security-related transformation on the information to be sent. Examples include the encryption of the message, which scrambles the message so that it is unreadable by the opponent, and the addition of a code based on the contents of the message, which can be used to verify the identity of the sender.

· Some secret information shared by the two principals and, it is hoped, unknown to the opponent. An example is an encryption key used in conjunction with the transformation to scramble the message before transmission and unscramble it on reception.

A trusted third party may be needed to achieve secure transmission. For example, a third party may be responsible for distributing the secret information to the two principals while keeping it from any opponent.

This general model shows that there are four basic tasks in designing a particular security service:

1. Design an algorithm for performing the security related transformation.

2. Generate the secret information to be used with the algorithm.

3. Develop methods for the distribution and sharing of the secret information.

1.3 Security Attacks

Over the years, many different types of attacks on cryptographic primitives and protocols have been identified. Attacks is divided in two categories:

1. A passive attack is one where the adversary only monitors the communication channel. A passive attacker only threatens confidentiality of data.

2. An active attack is one where the adversary attempts to delete, add, or in some other way alter the transmission on the channel. An active attacker threatens data integrity and authentication as well as confidentiality.

Examples 

Two types of passive attacks are release of message contents and traffic analysis. The release of message contents is easily understood. A telephone conversation, an electronic mail message, and a transferred file may contain sensitive or confidential information. We would like to prevent the opponent from learning the contents of these transmissions. The second type of passive attack, traffic analysis, is subtler. Suppose that we had a way of masking the contents of messages or other information traffic so that opponents, even if they captured the message, could not extract the information from the message. Passive attacks are very difficult detect because do not involve any alteration of data. 

Active attacks involve some modification of the data stream or the creation of a false stream and can be subdivided into four categories: masquerade, replay, modification of messages, and denial of service.

1.4 Classical Encryption Techniques

In conventional encryption methods, the encryption key and the decryption key are the same and must be kept secret. Conventional encryption methods are divided into two categories:

(a) Character-Level Encryption

(b) Bit-Level Encryption

In character-level encryption, encryption is done at the character level. It is again divided I two categories:

(a) Substitutional

(b) Transpositional

The simplest form of character level encryption is substitutional ciphering.

Different types of algorithms are available:

(a) Monoalphabetic Cipher Algorithm (Caesar Cipher)

(b) Polyalphabetic Cipher Algorithm (Vigenere Cipher) 

Another type of Character-Level encryption is transpositional encryption, in which the characters retain their plaintext form but change their positions to create the cipher text. All of these algorithms are studied in detail in the later portion of the report.
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Fig 1.3: Simplified Model Of Conventional Encryption

In Bit-Level encryption, data that may be in the form of text, image, audio, video etc. are first divided in to block of bits, then altered by encoding/decoding, permutation, substitution, XOR, rotation and so on. DES is a common and widely used example of it and IBM designed it.

CHAPTER 2

SUBSTITUTION TECHNIQUES

A

 substitution technique is one in which the letters of plain text are replaced by other letters or by numbers or symbols. If the plain text is viewed as a sequence of bits, then substitution involves replacing plain text bit patterns with cipher text bit patterns.

2.1 Monoalphabetic Ciphers (Caesar Cipher)

The earliest known use of a substitution cipher, and the simplest, was by Julius Caesar. The Caesar cipher involves replacing each letter of the alphabet with the letter standing three places further down the alphabet. For example

	                  Plain:              meet me after the party

	                  Cipher:            PHHW PH DIWHU WKH WRJD SDUWB




 
Note that the alphabet is wrapped around, so that the letter following Z is A. We can define the transformation by listing all possibilities, as follows:

	  Plain:            a  b  c  d  e  f  g  h  I  j  k  l  m  n  o  p  q  r  s  t  u  v  w  x  y  z 

	  Cipher:          D E  F  G  H  I  J  K  L  M  N  O  P  Q  R  S  T  U  V  W  X  Y  Z   A   B  C





Let us assign a numeric equivalent to each letter:

	a
	b
	c
	d
	e
	f
	g
	h
	i
	j
	k
	l
	m

	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12


	n
	o
	p
	q
	r
	s
	t
	u
	v
	w
	x
	y
	z

	13
	14
	15
	16
	17
	18
	19
	20
	21
	22
	23
	24
	25


Then the algorithm can be expressed as follows.

C = E(p) = (p+3) mod 26

A shift may be of any amount, so that the general Caesar algorithm is

C = E(p) = (p+K) mod 26

Where k takes on a value in the range 1 to 25. The decryption algorithm is simply 

P = D(C) = (C-k) mod 26

If it is known that a given cipher text is a Caesar cipher, then a brute-force cryptanalysis is easily performed: Simply trying all the 25 possible keys. 

With only 25 possible keys, it is far from secure. A dramatic increase in the key space can be achieved by allowing an arbitrary substitution. Such an approach is referred to as a monoalphabetic substitution cipher. Its substitution is very simple, but the code can be broken very easily. The reason is that the method cannot hide the natural frequencies of characters in the language being used. The relative frequencies of the letters in the cipher text (in percentages) are as follows:

	P     13.33

Z     11.67

S     8.33

U     8.33

O     7.50

M     6.67
	H     5.83

D     5.00

E     5.00

V     4.17

X     4.17
	F      3.33

W     3.33

Q      2.50

T       2.50

A       1.67
	B     1.67

G     1.67

Y     1.67

I       0.83

J       0.83
	C      0.00

K      0.00

L       0.00

N      0.00

R       0.00


Comparing this breakdown with fig 2.1, it seems likely that cipher letters P and Z are the equivalents of plain letters e and t, but it is not certain which is which. The letters S, U, O, M, and H are all of relatively high frequency and probably correspond to plain letters from the set {a, h, I, n, o, r, s}. The letters with the lowest frequencies (namely, A, B, G, Y, I, J) are likely included in the set {b, j, k, q, v, x, z}.
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Fig 2.1: Relative Frequency of Letters in English Text

2.2 Polyalphabetic Ciphers (Vigenere Cipher)

In Polyalphabetic substitution, each occurrence of a character can have the different substitute. The best-known algorithm is Vigenere cipher. In this scheme, the set of related monoalphabetic substitutions rules consists of the 26 Caesar ciphers, with shift of 0 through 25. A key letter denotes each cipher, which is the cipher text letter that substitutes for the plain text letter.

The process of encryption is simple: Given a key letter x and a plain letter y, the cipher text letter is at the intersection of the row labeled x and the column labeled y; in this case the cipher text is V.

To encrypt a message, a key is needed that is as long as the message. Usually, the key is a repeating keyword. For example, if the keyword is deceptive, the message “we are discovered save yourself” is encrypted as follows:

	Key
	deceptive deceptive deceptive

	Plain text
	Wearediscoveredsaveyourself

	Cipher text
	                   ZICVTWQNGRZGVTWAVZHCQYGLMGJ


Decryption is equally simple. The key letter again identifies the row. The position of the cipher text letter in that row determines the column and the plain text letter is at the top of that column.


The ultimate defense against its security is to choose a keyword that is as long as the plain text and has no statistical relationship to it. Such a system was introduced by an AT&T engineer named Gilbert Vernam. His system works on binary data rather than letters. The system can be expressed as follows:

Ci = Pi XOR Ki
Where,

Ci = ith  binary digit of the cipher text.

Pi = ith  binary digit of the plain text.
Ki= ith  binary digit of the key.

Thus, the cipher text is generated by performing the bitwise XOR of the plain text and the key. Because of the properties of XOR, decryption simple involves the same bitwise operation.  

Pi = Ci XOR Ki
	
	a
	b
	c
	d
	E
	f
	g
	h
	i
	j
	k
	l
	m
	n
	o
	p
	q
	r
	s
	t
	u
	v
	w
	x
	y
	z

	a
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	b
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A

	c
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B

	d
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C

	e
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D

	f
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E

	g
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F

	h
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G

	i
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H

	j
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I

	k
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J

	l
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K

	m
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L

	n
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M

	o
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N

	p
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O

	q
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P

	r
	R
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q

	s
	S
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R

	t
	T
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S

	u
	U
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T

	v
	V
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U

	w
	W
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V

	x
	X
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W

	y
	Y
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X

	z
	Z
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y


Table 2.1: The Modern Vigenere Table

2.3 Sample Program

This program is based on the concept of substitution technique, rather 

than based on any algorithm. It consists of two files:

· Encrypt.c

· Decrypt.c

As we know that in substitution technique the decryption algorithm is exactly opposite to encryption algorithm. Here, the working of decryption is also exactly opposite to that of encryption. The encryption program offers two options to us:

· Offset Cipher Encryption

· Substitution Cipher Encryption

In offset cipher encryption, we just shift the plain text letter by a certain amount. For example, in plain text letter is ‘C’, then the cipher text letter must be ‘C’+amount_of_shift. But, in substitution cipher encryption, we generate 63 random numbers. Out of all these 63, 26 are for capital letters, 26 for small letters, 10 for numeric digits and one is a special character which will be used to substitute the exclusive characters which does not comes under the above category.  

a) Encrypt.c

#include <stdio.h>

#include <stdlib.h>

main()

{


FILE *fp,*ft;


int i, j, x, value, num[63] ;


char c, d, str[31], argv1[12], fname[12], opt;


clrscr();


printf ("\nEnter the name of the source filename : ");


scanf("%s",&argv1) ;


fp=fopen(argv1,"r") ;


if (fp==NULL)


{



printf ("\n\aThis file does not exist ! Please check its name ...\n");



getch();



exit(0) ;


}


printf("\n") ;


while (1)


{



printf ("\rEnter 1 for Offset Cipher encryption or 2 for Substitution Cipher encryption: ") ;



opt=getch() ;



if ((opt!='1') && (opt!='2'))



{




printf ("\r\a illegal entry! Valid choices are either 1 or 2 ! Press any key to continue...  ") ;




getch() ;



}



else break;


}


if (opt=='1')


{



printf("\n\nEnter the value by which the shifting of characters is to be made : ") ;



scanf("%d", &value) ;



if ((value<0) || (value>128))



{




printf ("\n\aPlease enter any integer between 0 to 128 otherwise the risk of data corruption/loss looms large !\n") ;




getch();




exit (0) ;



}


}


fflush(stdin) ;

          printf ("\n\nEnter the name of the target file to store the encrypted data - ") ;


scanf("%s",fname);


ft=fopen (fname, "w") ;


if (ft==NULL)


{



printf ("\n\aThe file to store the decoded contents can't be created !\n") ;



getch();



exit (0) ;


}


if (opt=='1')



fputc (1, ft) ;


else



fputc (2, ft) ;


if (opt=='2')


{



for (i=0; i<63; i++)



{




while (1)




{





num[i] = random (250) ;





for (j=0, x=0; j<i; j++)





{






if (num[i]==num[j])






{







x=1;







break;






}





}





if (x==0)






break ;




}



}



for (i=0; i<63; i++)



{




c=num[i] ;




fputc(c, ft) ;



}


}


else



fputc(value,ft);


if (opt=='2')


{



while (!feof(fp))



{




c=fgetc (fp) ;




i=65 ;




if ((c>=65) && (c<=90))




{





d=num[c-i] ;





fputc(d,ft) ;





continue ;




}




i=71;




if ((c>=97) && (c<=122))




{





d=num[c-i] ;





fputc(d, ft) ;





continue;




}




i=4;




if ( (c>=48) && (c<=57))




{





d=num[c+i] ;





fputc(d, ft) ;





continue ;




}




d=num[62];




fputc(d, ft);




fputc(c, ft) ;



}


}


else


{



while (!feof(fp))



{




c=fgetc(fp) ;




d=c+value ;




fputc(d, ft) ;



}


}

fclose(fp) ;

fclose(ft) ;

printf ("/n") ;

}

b) Decrypt.c

#include <stdio.h>

#define NO 1

#define YES 0

main (int argc, char *argv[])

{


FILE *fp, *ft ;


int i, j, filter=0, value, num[63] ;


char c, d, opt, argv1[30], str[31],dest[30] ;


printf ("\nEnter the source filename : ") ;


scanf ("%s", argv1) ;


fflush(stdin) ;


fp=fopen(argv1,"r") ;


if (fp==NULL)


{



printf ("\n\aThis file does not exist ! Please check its name ...\n") ;



getch();



exit () ;


}


printf("\nEnter Destination : ");


scanf("%s",dest);


ft=fopen (dest,"w") ;


if (ft==NULL)


{



printf ("\nThe temporary file so as to hold the interconversion data can't be created !") ;



getch();



exit() ;


}


opt=fgetc(fp) ;


if (opt==1)


{



value=fgetc(fp);


}


else


{



for (i=0; i<63; i++)



{




c=fgetc(fp) ;




num[i]=c ;



}


}


if (opt==1)


{



while (!feof(fp))



{




c = fgetc (fp) ;




d=c-value ;




fputc(d, ft) ;



}


}


else


{



while (!feof(fp))



{




c=fgetc(fp) ;




j=0 ;




if (filter==NO)




{





fputc (c, ft) ;





filter=YES ;





continue ;




}




for (i=0; i<26; i++)




{





if (c==num[i])





{






d=i+65 ;






fputc(d, ft) ;






j=1; break ;





}




}




if (j==1)





continue ;




for (i=26; i<52; i++)




{





if (c==num[i])





{






d=i+71;






fputc(d, ft);






j=1;






break ;





}




}




if (j==1)





continue ;




for (i=52; i<62; i++)




{





if (c==num[i])





{






d=i-4; fputc(d, ft); j=1; break ;





}




}




if (j==1)





continue ;





if (c==num[62])






filter=NO ;



}


}


fclose (fp) ;


fclose (ft) ;

}

CHAPTER 3

TRANSPOSITION TECHNIQUES

A

substitution technique involves the substitution of a cipher text symbol for a plain text symbol. A very different kind of mapping is achieved by performing some sort of permutation on the plain text letters. This technique is referred to as a transposition cipher.

The simplest such cipher is the rail fence technique, in which the plain text is written down as a sequence of diagonals and then read off as a sequence of rows. For example, to encipher the message “ meet me after the toga party” with a rail fence of depth 2, we write the following:

	M
	
	E
	
	M
	
	A
	
	T
	
	R
	
	H
	
	T
	
	G
	
	P
	
	R
	
	Y

	
	E
	
	T
	
	E
	
	F
	
	E
	
	T
	
	E
	
	O
	
	A
	
	A
	
	T
	


So, the cipher text is

MEMATRHTGPMRYETEFETEOAAT   

A more complex scheme is to write the message in a rectangle, row by row, and read the message off, column by column. The order of the column becomes key to the algorithm.

	4
	3
	1
	2
	5
	6
	7

	a
	t
	t
	a
	c
	k
	p

	o
	s
	t
	p
	o
	n
	e

	d
	u
	n
	t
	i
	l
	t

	w
	o
	a
	m
	x
	y
	z


Cipher text:- TTNAAPTMTSUOAODWCOIXKNLYPETZ

A pure transposition cipher is easily recognized because it has the same letter frequencies as the original plain text. For the type of columnar transposition just shown, cryptanalysis is fairly straightforward and involves laying out the cipher text in a matrix and playing around with column positions.

The transposition cipher can be made significantly more secure by performing more than one stage of transposition. The result is a more complex permutation that is not easily reconstructed. Thus, if the foregoing message is re-encrypted using the same algorithm.

	4
	3
	1
	2
	5
	6
	7

	t
	t
	n
	a
	a
	p
	t

	m
	t
	s
	u
	o
	a
	o

	d
	w
	c
	o
	i
	x
	k

	n
	l
	y
	p
	e
	t
	z


Output: - NSCYAUOPTTWLTMDNAIOEPAXTTOKZ

This is much less structured permutation and is much difficult to crypt analyze.

Procedure For Rail Fence Technique

Void rail_fence(void)

{

           char msg[]="meet me after the toga party";


int arr[DEPTH][13];


int i=0,j=0;


clrscr();


printf("Original message is\n");


for(i=0;i<=27;i++)



printf("%c",msg[i]);


for(i=0;i<14;i++)


{



arr[0][i]=msg[i*2];



arr[1][i]=msg[(i*2)+1];


}


printf("\nCipher Text is\n");


for(i=0;i<14;i++)


{



printf("%c",arr[0][i]);


}


printf("\n");


for(i=0;i<14;i++)


{



printf("%c",arr[1][i]);


}


printf("\n\n%c",arr[1][0]);


getch();

}

CHAPTER 4
SYMMETRIC TECHNIQUES

T

he American National Institute of Standards and Technology (NIST) launched a competition in 1997 under the aegis of an Advanced Encryption Standard (AES) with the goal of creating a new national standard for encryption with a symmetric algorithm. The new standard should establish an encryption algorithm that satisfies all of today’s security requirements and that in all of its design and implementation aspects will be freely available without cost throughout the world. Finally, it should replace the dated Data Encryption Standard.

From an original field of 15 candidates who entered the contest in 1998, by 1999 ten has been eliminated, a process with involvement of an international group of experts. There, then remained in competition the algorithms MARS, of IBM; RC6, of RSA Lab.; Rijndael, of Joan Daeman and Vincent Rijmen etc. Finally, in October 2000 the winner of the selection process was announced. The algorithm with the name “Rijndael” by Joan Daeman and Vincent Rijmen, of Belgium, was named as the future AES. The AES report of NIST gives the following basis for its decision.

· Security 

All the candidates fulfill the requirements of the AES with respect to security against all known attacks. In comparison to the other candidates, the implementation of Rijndael can at the least cost be protected against attacks that are based on measurement of the time behavior of the hardware.

· Speed  

Rijndael is among the candidates that can most rapidly encrypt and decrypt. Rijndael distinguishes itself by equally good performance across all platforms considered, such as 32-bit processors, 8-bit micro controllers, and smart cards.

· Memory Requirements

Rijndael makes use of very limited resources of RAM and ROM memory and is thus an excellent candidate for use in restricted resource environment.

4.1 AES-Rijndael Algorithm

The Rijndael proposal for AES defined a cipher in which block length , and the key length can be independently specified to be 128, 192, or 256 bits. The accepted key lengths correspond to the guidelines for AES, though the official block length is only 128 bits. Each block of the plain text is encrypted several times with a repeating sequence of various functions, in so-called rounds. The number of rounds is dependent on the block and key length.



	Block Length (bits)

	Key Length (bits)
	128
	192
	256

	128
	10
	12
	14

	192
	12
	12
	14

	256
	14
	14
	14


Rijndael is not a Feistel algorithm, whose essential characteristics is that blocks are divided in to left and right halves, and the result is XOR-ed with the other half, after which the two halves are exchanged, DES is the best-known block algorithm built along these lines. Rijndael, on the other hand, is built of several layers, which successfully apply various effects to an entire block. For the encryption of a block the following transformations are sequentially applied:

I. The first round key is XOR-ed with the block.

II. Lr-1 regular rounds are executed (Lr- number of rounds)

III. A terminal round is executed, in which the MixColumn transformation of the regular rounds is omitted.     

Each regular round of step II consist of 4 individual steps, which we shall now examine:

· Substitution


Each byte of a block is replaced by application of an S-box.

· Permutation


The byte of the block is permuted in a Shift Row transformation.

· Diffusion


The MixColumn transformation is executed.

· Round Key Addition


The current round key is XOR-ed with the block.

4.1.1 Substitute Bytes Transformation

In forward substitute byte transformation, called SubBytes, is a simple look-up table. AES defines a 16 by 16 matrix of byte values, called an S-box, which contains a permutation of all possible 256 8-bit values. Each individual byte of state is mapped in to a new byte in the following way: The leftmost 4-bits of the byte are used as a row value and the rightmost 4-bits are used as a column value. These row and column values serve 
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Fig 4.2: ByteSub
as indexes in to the S-box to select a unique 8-bit output value. The S-box is constructed in the following fashion:

Initialize the S-box with the byte values in ascending sequence row by row. Map each byte in the S-box to its multiplicative inverse in the finite field GF (28); the value {00} is mapped to itself. Consider that each byte in the S-box consists of 8-bits labeled (b7 to b0). Apply the following transformation to each bit of each byte in the S-box:

bi´ = bi XOR b(I+4)mod 8 XOR b(I+5)mod 8 XOR b(I+6)mod 8 XOR b(I+7)mod 8 XOR ci

	
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	A
	B
	C
	D
	E
	F

	0
	63
	7C
	77
	7B
	F2
	6B
	6F
	C5
	30
	01
	67
	2B
	FE
	D7
	AB
	76

	1
	CA
	82
	C9
	7D
	FA
	59
	47
	F0
	AD
	D4
	A2
	AF
	9C
	A4
	72
	C0

	2
	B7
	FD
	93
	26
	36
	3F
	F7
	CC
	32
	A5
	E5
	F1
	71
	D8
	31
	15

	3
	04
	C7
	23
	C3
	18
	96
	05
	9A
	07
	12
	80
	E2
	EB 
	27
	B2
	75

	4
	09
	83
	2C
	1A
	1B
	6E
	5A
	A0
	52
	3B
	D6
	B3
	29
	E3
	2F
	84

	5
	53
	D1
	00
	ED
	20
	FC
	B1
	5B
	6A
	CB
	BE
	39
	4A
	4C
	58
	CF

	6
	D0
	EF
	AA
	FB
	43
	4D
	33
	85
	45
	F9
	02
	7F
	50
	3C
	9F
	A8

	7
	51
	A3
	40
	8F
	92
	9D
	38
	F5
	BC
	B6
	DA
	21
	10
	FE
	F3
	D2

	8
	CD
	0C
	13
	EC
	5F
	97
	44
	17
	C4
	A7
	7E
	3D
	64
	5D
	19
	73

	9
	60
	81
	4F
	DC
	22
	2A
	90
	88
	46
	EE
	B8
	14
	DE
	5E
	0B
	DB

	A
	E0
	32
	3A
	0A
	49
	06
	24
	5C
	C2
	D3
	AC
	62
	91
	95
	E4
	79

	B
	E7
	C8
	37
	06
	8D
	D5
	4E
	A9
	6C
	56
	F4
	EA
	65
	7A
	AE
	08

	C
	BA
	78
	25
	2E
	1C
	A6
	B4
	C6
	E8
	DD
	74
	1F
	4B
	BD
	8B
	8A

	D
	70
	3E
	B5
	66
	48
	03
	F6
	0E
	61
	35
	57
	B9
	86
	C1
	1D
	9E

	E
	E1
	F8
	98
	11
	69
	D9
	BE
	94
	9B
	1E
	87
	E9
	CE
	55
	28
	DF

	F
	8C
	A1
	89
	0D
	BF
	E6
	42
	68
	41
	99
	2D
	OF
	B0
	54
	BB
	16


Fig 4.3: AES S-Box

The inverse substitute byte transformation, called InvSubBytes, makes use of the inverse S-Box shown below. The inverse S-box in constructed by applying the inverse of the SubBytes transformation followed by taking the multiplicative inverse in GF (28). The inverse transformation is:

bi´ = b(I+2)mod 8 XOR b(I+5)mod 8 XOR b(I+7)mod 8 XOR di

	
	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	A
	B
	C
	D
	E
	F

	0
	52
	09
	6A
	D5
	30
	36
	A5
	38
	BF
	40
	A3
	9E
	81
	F3
	D7
	FB

	1
	7C
	E3
	39
	82
	9B
	2F
	FF
	87
	34
	8E
	43
	44
	C4
	DE
	E9
	CB

	2
	54
	7B
	94
	32
	A6
	C2
	23
	3D
	EE
	4C
	95
	0B
	42
	FA
	C3
	4E

	3
	08
	2E
	A1
	66
	28
	D9
	24
	B2
	76
	5B
	A2
	49
	6D
	8B
	D1
	25

	4
	72
	F8
	F6
	64
	86
	68
	98
	16
	D4
	A4
	5C
	CC
	5D
	65
	B6
	92

	5
	6C
	70
	48
	50
	FD
	ED
	B9
	DA
	5E
	15
	46
	57
	A7
	8D
	9D
	84

	6
	90
	D8
	AB
	00
	8C
	BC
	D3
	0A
	F7
	E4
	58
	05
	B8
	B3
	45
	06

	7
	D0
	2C
	1E
	8F
	CA
	3F
	0F
	02
	C1
	AF
	BD
	03
	01
	13
	8A
	6B

	8
	3A
	91
	11
	41
	4F
	67
	DC
	EA
	97
	F2
	CF
	CE
	F0
	B4
	E6
	73

	9
	96
	AC
	74
	22
	E7
	AD
	35
	85
	E2
	F9
	37
	E8
	1C
	75
	DF
	6E

	A
	47
	F1
	1A
	71
	1D
	29
	C5
	89
	6F
	B7
	62
	0E
	AA
	18
	BE
	1B

	B
	FC
	56
	3E
	4B
	C6
	D2
	79
	20
	9A
	DB
	C0
	FE
	78
	CD
	5A
	F4

	C
	1F
	DD
	A8
	33
	88
	07
	C7
	31
	B1
	12
	10
	59
	27
	80
	EC
	5F

	D
	60
	51
	7F
	A9
	19
	B5
	4A
	0D
	2D
	E5
	7A
	9F
	93
	C9
	9C
	EF

	E
	A0
	E0
	3B
	4D
	AE
	2A
	F5
	B0
	C8
	EB
	BB
	3C
	83
	53
	99
	61

	F
	17
	2B
	04
	7E
	BA
	77
	D6
	26
	E1
	69
	14
	63
	55
	21
	0C
	7D


Fig 4.4: AES Inverse S-Box

4.1.2 Shift Row Transformation

The forward shift row transformation, called ShiftRows. The first row of state in not altered. For the second row, a 1-byte circular shift is performed. For the third row, a 2-byte circular left shift is performed. For the third row, a 3-byte circular left shift is performed. For example,

	87
	F2
	4D
	97
	>>>>
	87
	F2
	4D
	97

	EC
	6E
	4C
	90
	
	6E
	4C
	90
	EC

	4A
	C3
	46
	E7
	
	46
	E7
	48
	C3

	8C
	D8
	95
	A6
	
	A6
	8C
	D8
	95
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Fig 4.5: Shift Row

The inverse shift row transformation, called InvShiftRows, performs the circular shifts in the opposite direction for each of the last three rows.

4.1.3 Mix Column Transformation

The forward mix column transformation, called MixColumns, operates on each column individually. Each byte of a column is mapped into a new value that is a function of all four bytes in the column. The MixColumns transformation on a single column of state can be expressed as:
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Fig 4.6: Mix Column
s´0,j = (2●s0,j) XOR (3●s1,j) XOR s2,j XOR s3,j

s´1,j = s0,j XOR (2●s1,j) XOR (3●s2,j )XOR s3,j

s´2,j = s0,j XOR s1,j XOR (2●s2,j )XOR (3●s3,j )
s´3,j = (3●s0,j) XOR s1,j XOR s2,j XOR (2●s3,j)

The inverse mix column transformation, called InvMixColumns, is defined just the inverse of MixColumns.

4.1.4 Add Round Key Transformation 

In the forward add round key transformation, called AddRoundKey, the 128 bits of state are bitwise XORed with the 128 bits of the round key.

	S0,0
	S0,1
	S0,2
	S0,3
	XOR


	W I
	W i+1
	W i+2
	W i+3
	=
	S´0,0
	S´0,1
	S´0,2
	S´0,3

	S1,0
	S1,1
	S1,2
	S1,3
	
	
	
	
	
	
	S´1,0
	S´1,1
	S´1,2
	S´1,3

	S2,0
	S2,1
	S2,2
	S2,3
	
	
	
	
	
	
	S´2,0
	S´2,1
	S´2,2
	S´2,3

	S3,0
	S3,1
	S3,2
	S3,3
	
	
	
	
	
	
	S´3,0
	S´3,1
	S´3,2
	S´3,3


The operation is viewed as column wise operation between the 4 bytes of a State column and one word of the round key; it can also be viewed as a byte-level operation.

The inverse add round key transformation is identical to the forward add round key transformation, because the XOR operation is its own inverse.

4.1.5 Key Expansion

The AES key expansion algorithm takes as input a 4-word (16 byte) key and produces a linear array of 44 words (156 bytes). This is sufficient to provide a 4-word round key for the initial Add Round Key stage and each of the rounds of the cipher. The following pseudocode describes the expansion:

Key Expansion (byte key[16],word w[44])

{


word temp;


for(i=0i<4;i++)   w[i]= (key[4*i],key[4*i+1], key[4*i+2], key[4*i+3]);


for(i=4;i<44;i++)

{


temp=w[i-1];


if( i mod 4 =0)      temp=SubWord(RotWord(temp)) XOR Rcon[i/4];


w[i] = w[i-4] XOR temp

}

}

The key is copied into the first four words of the expanded key. The remainder of the expanded key is filled in four words at a time. Each added word w[i] depends on the immediately preceding word, w[i-1], and the word four positions back, w[i-4]. In three out of four cases, a simple XOR is used. For a word whose position in the w array is a multiple of 4, a more complex function is used. Fig 4.4 illustrates the generation of the first eight words of the expanded key, using the symbol g to represent that complex function. The function g consists of the following subfunctions:

· RotWord performs a one-byte circular left shift on a word. This means that an input word [b0, b1, b2, b3] is transformed into [b1, b2, b3, b0].

· SubWord performs a byte substitution on each byte of its input, using the S-box.

· The result of steps 1 and 2 is XORed with a round constant, Rcon [j].

	k0
	k4
	k8
	k12

	k1
	k5
	k9
	k13

	k2
	k6
	k10
	k14

	k3
	k7
	k11
	k15


	w0
	w1
	w2
	w3


	w4
	w5
	w6
	w7



4.2 Encryption of a Block as Complete Process

· Interpretation of variables

Nk


length Lk of the secret user key in 4-byte words.

Nb


block length Lb in 4-byte words

Nr


round number Lr 

· Interpretation of fields

CipherKey

secret user key

ExpandedKey

field of 4-byte words to hold the round key

Rcon


field of 4-byte words as constant

State
field for input and output of plain text and encrypted block.

RoundKey

round key, segment of ExpandedKey

· Interpretation of functions

KeyExpansion

generation of round key

RotByte

left rotation of a 4-byte word by 1 byte

ByteSub

S-box substitution

Round


regular round

FinalRound

last round without mixcolumn

ShiftRow

ShiftRow transformation

MixColumn

MixColumn transformation


AddRoundKey
addition of a round key

Key generation for Lk<8:

KeyExpansion (byte CipherKey,word ExpandedKey)

{


for( j=0;j<Nk;j++)



ExpandKey[j]=(CipherKey[4*j],CipherKey[4*j+1],CipherKey[4*j+2],



CipherKey[4*j+3]);


for(j=Nk;j<Nb*(Nr+1);j++)


{



temp=ExpandedKey[j-1];



if(j%Nk==0)




temp=ByteSub(RotByte(temp))^Rcon[j/Nk];



ExpandedKey[j]=ExpandedKey[j-Nk]^temp;

}

}

Key generation for Lk=8:

KeyExpansion (byte CipherKey,word ExpandedKey)

{


for( j=0;j<Nk;j++)



ExpandKey[j]=(CipherKey[4*j],CipherKey[4*j+1],CipherKey[4*j+2],



CipherKey[4*j+3]);


for(j=Nk;j<Nb*(Nr+1);j++)


{



temp=ExpandedKey[j-1];



if(j%Nk==0)




temp=ByteSub(RotByte(temp))^Rcon[j/Nk];



else if 

temp=ByteSub(temp);



ExpandedKey[j]=ExpandedKey[j-Nk]^temp;

}

}

Round Functions

Round(word State,word RoundKey)

{


ByteSub(State);


ShiftRow(State);


MixColumn(State);


AddRoundKey(State);

}

FinalRound(word State, word RoundKey)

{


ByteSub(State);


ShiftRow(State);


AddRoundKey(State);

}

Entire operation for encryption a block

Rijndael(byte State,Byte Cipher)

{


KeyExpansion(CipherKey,ExpandedKey);


AddRoundKey(State,ExpandedKey);


for(j=0;j<Nr;j++)



Round(State,ExpandedKey+Nb*j)


FinalRound(State,ExpandedKey+Nb*Nr)

}

4.3 Decryption

For Rijndael decryption one runs the encryption process in reverse order with the inverse transformations. We have already considered the inverse of the transformations ByteSub, ShiftRow, and MixColumn, which in the following are represented in pseudocode by the function  InvByteSub, InvShiftRow, and InvMixColumn. The inverse round functions are the following:

InvFinalRound(word State,word RoundKey)

{


AddRoundKey (State,RoundKey);


InvShiftRow (State);


InvByteSub(State);

}


InvRound (word State, word RoundKey)

{


AddRoundKey (State, RoundKey);


InvMixColumn (State);


InvShiftRow (State);


InvByteSub (State);

}


InvKeyExpansion (byte Cipher, word InvExpandedKey)

{


KeyExpansion (CipherKey, InvExpandedKey);


for (j=0;j<Nr;j++)



InvMixColumn (InvExpandedKey+Nb*j);

}

The entire operation for decryption of a block is as follows:

InvRijndael (byte State, byte Cipher)

{


InvKeyExpansion (CipherKey, InvExpandedKey);


InvFinalRound (State, ExpandedKey+Nb*Nr);


for(j=Nr-1;j>0;j--)



InvRound(State,ExpandedKey+Nb*j)


AddRoundKey(State,ExpandedKey);

}

4.4 AES Implementation Example

An example of the use of AES (Rijndael) for file encryption.  This code implements AES in CBC mode with cipher text stealing when the file length this greater than one block (16 bytes).  This code is an example of how to use AES and is not intended for real use since it does not provide any file integrity checking. The Command line is:

aesxam input_file_name output_file_name [D|E] hexadecimalkey

Where E gives encryption and D decryption of the input file into the output file using the given hexadecimal key string.  The later is a hexadecimal sequence of 32, 48 or 64 digits.  Examples to encrypt or decrypt aes.c into aes.enc are:

aesxam file.c file.enc E 0123456789abcdeffedcba9876543210

aesxam file.enc file2.c D 0123456789abcdeffedcba9876543210

Which should return a file 'file2.c' identical to 'file.c'

Cipher text stealing modifies the encryption of the last two CBC blocks. It can be applied invariably to the last two-plaintext blocks or only applied when the last block is a partial one. For a plaintext consisting of N blocks, with the last block possibly a partial one, cipher text stealing works as shown below (note the reversal of the last two cipher text blocks).  During decryption the part of the C: N-1 block that is not transmitted (x) can be recovered from the decryption of the last but one cipher text block since this is xored with the zero padding appended to the last plaintext block.


Fig 4.8 Cipher Text Stealing
aes.h

#include "limits.h"

#if UCHAR_MAX == 0xff     

  typedef unsigned char      aes_08t;

#else

#error Please define an unsigned 8 bit type in aes.h

#endif

#if UINT_MAX == 0xffffffff 

  typedef   unsigned int     aes_32t;

#elif ULONG_MAX == 0xffffffff

  typedef   unsigned long    aes_32t;

#else

#error Please define an unsigned 32 bit type in aes.h

#endif

#define BLOCK_SIZE  16

#if !defined(BLOCK_SIZE)

#define KS_LENGTH   128

#else

#define KS_LENGTH   4 * BLOCK_SIZE

#endif

#if defined(__cplusplus)

extern "C"

{

#endif

typedef unsigned int aes_fret;   

#define aes_bad      0           

#define aes_good     1           

#ifndef AES_DLL                  

#define aes_rval     aes_fret

#else

#define aes_rval     aes_fret __declspec(dllexport) _stdcall

#endif

typedef struct                     

{   aes_32t    k_sch[KS_LENGTH];   

    aes_32t    n_rnd;              

    aes_32t    n_blk;              

} aes_ctx;

#if !defined(BLOCK_SIZE)

aes_rval aes_blk_len(unsigned int blen, aes_ctx cx[1]);

#endif

aes_rval aes_enc_key(const unsigned char in_key[], unsigned int klen, aes_ctx cx[1]);

aes_rval aes_enc_blk(const unsigned char in_blk[], unsigned char out_blk[], const aes_ctx cx[1]);

aes_rval aes_dec_key(const unsigned char in_key[], unsigned int klen, aes_ctx cx[1]);

aes_rval aes_dec_blk(const unsigned char in_blk[], unsigned char out_blk[], const aes_ctx cx[1]);

#if defined(__cplusplus)

}

#endif

#endif

aesex.c

#include <stdio.h>

#include <stdlib.h>

#include <ctype.h>

#include <memory.h>

#include "aes.h"

#define BLOCK_LEN   16

#define READ_ERROR  -7

#define WRITE_ERROR -8

#define RAND(a,b) (((a = 36969 * (a & 65535) + (a >> 16)) << 16) + \

                    (b = 18000 * (b & 65535) + (b >> 16))  )

void fillrand(char *buf, const int len)

{   static unsigned long a[2], mt = 1, count = 4;

    static char r[4];

    int i;

    if(mt) 


{ 



mt = 0; 



cycles((unsigned __int64 *)a); 


}

    for(i = 0; i < len; ++i)

    {

        if(count == 4)

        {

            *(unsigned long*)r = RAND(a[0], a[1]);

            count = 0;

        }

        buf[i] = r[count++];

    }

}

int encfile(FILE *fin, FILE *fout, aes_ctx *ctx, const char* ifn, const char* ofn)

{ 


char buf[BLOCK_LEN], dbuf[2 * BLOCK_LEN];

    
fpos_t flen;

        unsigned long   i, len, rlen;


fillrand(dbuf, BLOCK_LEN);


fseek(fin, 0, SEEK_END);

        fgetpos(fin, &flen); 

        rlen = file_len(flen);

        fseek(fin, 0, SEEK_SET);

        if(rlen <= BLOCK_LEN)               

        
{ 

        
       len = (unsigned long) fread(dbuf + BLOCK_LEN, 1, BLOCK_LEN, fin);



       rlen -= len;        



       if(rlen > 0) 



            return READ_ERROR;



       for(i = len; i < BLOCK_LEN; ++i)



            dbuf[i + BLOCK_LEN] = 0;



       for(i = 0; i < BLOCK_LEN; ++i)



            dbuf[i + BLOCK_LEN] ^= dbuf[i];



       aes_enc_blk(dbuf + BLOCK_LEN, dbuf + len, ctx);



       len += BLOCK_LEN;



       if(fwrite(dbuf, 1, len, fout) != len)



            return WRITE_ERROR;



    }


else


        {  

        
       if(fwrite(dbuf, 1, BLOCK_LEN, fout) != BLOCK_LEN)

        

    return WRITE_ERROR;



        while(rlen > 0 && !feof(fin))



        {  



            len = (unsigned long)fread(buf, 1, BLOCK_LEN, fin);



            rlen -= len;




            if(len != BLOCK_LEN) 

                

return READ_ERROR;



            for(i = 0; i < BLOCK_LEN; ++i)



                buf[i] ^= dbuf[i];



            aes_enc_blk(buf, dbuf, ctx);



            if(rlen > 0 && rlen < BLOCK_LEN)




            {




                for(i = 0; i < BLOCK_LEN; ++i)




                dbuf[i + BLOCK_LEN] = dbuf[i];




                if(fread(dbuf, 1, rlen, fin) != rlen)




                    return READ_ERROR;




               for(i = 0; i < BLOCK_LEN - rlen; ++i)




                    dbuf[rlen + i] = 0;




                for(i = 0; i < BLOCK_LEN; ++i)




                    dbuf[i] ^= dbuf[i + BLOCK_LEN];




                aes_enc_blk(dbuf, dbuf, ctx);




                len = rlen + BLOCK_LEN; rlen = 0;




            }



            if(fwrite(dbuf, 1, len, fout) != len)

               


return WRITE_ERROR;



        }

    
         }

    return 0;

}

int decfile(FILE *fin, FILE *fout, aes_ctx *ctx, const char* ifn, const char* ofn)

{   char            buf1[BLOCK_LEN], buf2[BLOCK_LEN], dbuf[2 * BLOCK_LEN];

    char            *b1, *b2, *bt;

    fpos_t          flen;

    unsigned long   i, len, rlen;

    fseek(fin, 0, SEEK_END);

    fgetpos(fin, &flen); 

    rlen = file_len(flen);

    fseek(fin, 0, SEEK_SET);

    if(rlen <= 2 * BLOCK_LEN)

    {

        len = (unsigned long)fread(dbuf, 1, 2 * BLOCK_LEN, fin);

        rlen -= len;

        if(rlen > 0)

            return READ_ERROR;

        len -= BLOCK_LEN;

        aes_dec_blk(dbuf + len, dbuf + BLOCK_LEN, ctx);

        for(i = 0; i < len; ++i)

            dbuf[i] ^= dbuf[i + BLOCK_LEN];

        if(fwrite(dbuf, 1, len, fout) != len)

            return WRITE_ERROR; 

    }

    else

    {   

        rlen -= BLOCK_LEN; b1 = buf1; b2 = buf2;

        if(fread(b1, 1, BLOCK_LEN, fin) != BLOCK_LEN)

            return READ_ERROR;

        while(rlen > 0 && !feof(fin))

        {

            len = (unsigned long)fread(b2, 1, BLOCK_LEN, fin);

            rlen -= len;

            if(len != BLOCK_LEN)

                return READ_ERROR;

            aes_dec_blk(b2, dbuf, ctx);

            if(rlen > 0 && rlen < BLOCK_LEN)

            {

                if(fread(b2, 1, rlen, fin) != rlen)

                    return READ_ERROR;

                for(i = rlen; i < BLOCK_LEN; ++i)

                    b2[i] = dbuf[i];

                for(i = 0; i < rlen; ++i)

                    dbuf[i + BLOCK_LEN] = dbuf[i] ^ b2[i];

                aes_dec_blk(b2, dbuf, ctx);

                len = rlen + BLOCK_LEN; rlen = 0;

            }

            for(i = 0; i < BLOCK_LEN; ++i)

                dbuf[i] ^= b1[i];

            if(fwrite(dbuf, 1, len, fout) != len)

                return WRITE_ERROR;

            bt = b1, b1 = b2, b2 = bt;

        }

    }

    return 0;

}

int main(int argc, char *argv[])

{   FILE        *fin = 0, *fout = 0;

    char        *cp, ch, key[32];

    int         i, by, key_len, err = 0;

    aes_ctx     ctx[1];

    if(argc != 5 || toupper(*argv[3]) != 'D' && toupper(*argv[3]) != 'E')

    {

        printf("usage: aesxam in_filename out_filename [d/e] key_in_hex\n");

        err = -1; goto exit;

    }

    ctx->n_rnd = 0; 

    ctx->n_blk = 0;

    cp = argv[4];  

    i = 0;         

    while(i < 64 && *cp)        

    {                           

        ch = toupper(*cp++);    

        if(ch >= '0' && ch <= '9')

            by = (by << 4) + ch - '0';

        else if(ch >= 'A' && ch <= 'F')

            by = (by << 4) + ch - 'A' + 10;

        else

        {

            printf("key must be in hexadecimal notation\n");

            err = -2; goto exit;

        }

        if(i++ & 1)

            key[i / 2 - 1] = by & 0xff;

    }

    if(*cp)

    {

        printf("The key value is too long\n");

        err = -3; goto exit;

    }

    else if(i < 32 || (i & 15))

    {

        printf("The key length must be 32, 48 or 64 hexadecimal digits\n");

        err = -4; goto exit;

    }

    key_len = i / 2;

    if(!(fin = fopen(argv[1], "rb")))  

    {

        printf("The input file: %s could not be opened\n", argv[1]);

        err = -5; goto exit;

    }

    if(!(fout = fopen(argv[2], "wb")))  

    {

        printf("The input file: %s could not be opened\n", argv[1]);

        err = -6; goto exit;

    }

    if(toupper(*argv[3]) == 'E') 

    {

        aes_enc_key(key, key_len, ctx);

        err = encfile(fin, fout, ctx, argv[1], argv[2]);

    }

    else                       

    {

        aes_dec_key(key, key_len, ctx);

        err = decfile(fin, fout, ctx, argv[1], argv[2]);

    }

exit:

    if(err == READ_ERROR)

        printf("Error reading from input file: %s\n", argv[1]);

    if(err == WRITE_ERROR)

        printf("Error writing to output file: %s\n", argv[2]);

    if(fout)

        fclose(fout);

    if(fin)

        fclose(fin);

    return err;}

CHAPTER 5
INTRODUCTION TO PUBLIC KEY ENCRYPTION

T

he development of public-key cryptography is the greatest and perhaps the only true revolution in the entire history of cryptography. From its earliest beginning to modern times, virtually all-cryptographic systems have been based on the elementary tools of substitution and permutation.

Public-key cryptography provides a radical departure from all that has gone before. For one thing, public-key algorithms are based on mathematical functions rather than on substitution and permutation. More important public-key cryptography is asymmetric, involving the use of two separate keys. The use of two keys has profound consequences in the area of confidentiality, key distribution and authentication. 

5.1 Principles of Public-Key Cryptosystems

The concept of public-key cryptosystems evolved from an attempt to attack two of the most difficult problems associated with symmetric encryption. The first problem is of key distribution. Key distribution under symmetric encryption requires either:

· Those two communicants already share a key, which some how have been distributed to them.

· The use of key distribution center.

Whitfield, one of the discoverers of public-key encryption, reasoned that this second requirement negates the very essence of cryptography: the ability to maintain total secrecy over our communication.

The second problem that Whitfield pondered, and one that was apparently unrelated to the first was that of “Digital Signatures”. If the use of cryptography was to become widespread, not just in military situations, but for commercial and private purposes, then electronic messages and documents would need the equivalent of signatures used in paper documents.

Public-key algorithms rely on one key for encryption and a different but related key for decryption. These algorithms have the following important characteristic:

· It is computationally infeasible, to determine the decryption key given only knowledge of the cryptographic algorithm and the encryption key.   

In addition, some algorithms, such as RSA, also exhibit the following characteristic:

· Either of the two related keys can be used for encryption, with the other used for decryption.

A public-key encryption scheme has six ingredients:

· Plain text. 

· Encryption algorithm.

· Public and Private key.

· Cipher text.

· Decryption algorithm.

The essential steps are the following:

· Each user generates a pair of keys to be used for the encryption and decryption of messages.

· Each user places one of the two keys in the public register or other accessible file. This is the public-key. The companion key is kept private.

· If Dheeraj wishes to send a confidential message to Danish, Dheeraj encrypts the message using Danish’s public key.

· When Danish receives message, he then decrypts it by using it’s private key.


5.2   Symmetric-key vs. public-key cryptography

Symmetric-key and public-key encryption schemes have various advantages and disadvantages, some of which are common to both. This section highlights a number of these and summarizes features pointed out in previous sections.

(i) Advantages of symmetric-key cryptography

1. Symmetric-key ciphers can be designed to have high rates of data throughput. Some hardware implementations achieve encrypt rates of hundreds of megabytes per second, while software implementations may attain throughput rates in the megabytes per second range.

2. Keys for symmetric-key ciphers are relatively short.

3. Symmetric-key ciphers can be employed as primitives to construct various cryptographic mechanisms including pseudorandom number generators, hash functions, and computationally efficient digital signature schemes, to name just a few.

4. Symmetric-key ciphers can be composed to produce stronger ciphers. Simple transformations, which are easy to analyze, but on there own weak, can be used to construct strong product ciphers.

5. Symmetric-key encryption is perceived to have an extensive history, although it must be acknowledged that, not withstanding the invention of rotor machines earlier, much of the knowledge in this area has been acquired subsequent to the invention of the digital computer, and, in particular, the design of the Data Encryption Standard in the early 1970s.

(ii) Disadvantages of symmetric-key cryptography

1. In a two-party communication, the key must remain secret at both ends.

2. In a large network, there are many key pairs to be managed. Consequently, effective key management requires the use of an unconditionally trusted TTP.

3. In a two-party communication between entities A and B, sound cryptographic practice dictates that the key be changed frequently, and perhaps for each communication session.

4. Digital signature mechanisms arising from symmetric-key encryption typically require either large keys for the public verification function or the use of a TTP.

(iii) Advantages of public-key cryptography

1. Only the private key must be kept secret (authenticity of public keys must, however, be guaranteed).

2. The administration of keys on a network requires the presence of only a functionally trusted TTP as opposed to an unconditionally trusted TTP. Depending on the mode of usage, the TTP might only be required in an “off-line” manner, as opposed to in real time.

3. Depending on the mode of usage, a private key/public key pair may remain unchanged for considerable periods of time, e.g., many sessions (even several years).

4. Many public-key schemes yield relatively efficient digital signature mechanisms. The key used to describe the public verification function is typically much smaller than for the symmetric-key counterpart. 
5. In a large network, the number of keys necessary may be considerably smaller than in the symmetric-key scenario.

(iv) Disadvantages of public-key encryption

1. Throughput rates for the most popular public-key encryption methods are several orders of magnitude slower than the best-known symmetric-key schemes.

2. Key sizes are typically much larger than those required for symmetric-key encryption and the size of public-key signatures is larger than that of tags providing data origin authentication from symmetric-key techniques.

3. No public-key scheme has been proven to be secure (the same can be said for block ciphers). The most effective public-key encryption schemes found to date have their security based on the presumed difficulty of a small set of number-theoretic problems.

4. Public-key cryptography does not have as extensive a history as symmetric-key encryption, being discovered only in the mid 1970s.
Chapter 6

Implementation of Advance Encryption Standard (AES) Algorithm in Verilog

E

ncryption has been developed a long time ago. Encryption was mainly used by the army to code their information so that even if the enemy got the data they will not be able to understand it. There had been many standards for Encryption, the standard before:
AES (Advanced Encryption Standard) was DES (Data Encryption Standard). The DES was broken which lead to the development of a new standard to replace DES. Then the final winner was AES (Advance Encryption Standard). It was to encrypt 128 bits of data with 128 or192 or 256-bit key.

The AES uses Rijndael algorithm. It mainly has two sections 

i. Key Expansion.

ii. Data Encryption.

Key Expansion consists of s-box substitution followed by set of transformations which generates a new key for every iteration.

Data Encryption consists of four transformations which are

i. S-box substitution.

ii. Row shifting.

iii. Column mixing.

iv. Add round key.
The above algorithm has been implemented in Verilog. The key used in this project is of 128 bits which requires ten iterations.

Test strategy implemented to test the module is
i. Decryption module which decrypts the Encrypted data (Cipher text) and gives back the plain text in Verilog.
6.1   Features
i. The key used in this project is 128 bits.
ii. The number of iterations that will be done is 10.
iii. 32 pin for input,32 pin for  key and 128 pin for the output
iv. The total number of cycles required for the encryption is only 19.
v. The output is given in 32 bits in small-endian form.

vi. Timing Summary:

Speed Grade: -4

Minimum period: 12.403ns (Maximum Frequency: 80.626MHz)

Minimum input arrival time before clock: 6.526ns

Maximum output required time after clock: 20.372ns

Maximum combinational path delay: No path found

6.2   The basic flow of the AES algorithm

AES operates on 128(16 bytes) bits of data.

Key can be 128 or 192 or 256 bits. The data and the key arranged in the form of matrix can be shown as 
       
    DATA                                       KEY

A0   A4   A8    A12               B0   B4   B8   B12      B16       B20
A1   A5   A9    A13               B1   B5   B9   B13      B17       B21
A2   A6   A10  A14               B2   B6   B10 B14      B18       B22
A3   A7   A11  A13               B3   B7   B11 B15      B19       B23

128 BITS                                    128BITS            192BITS   256BITS 

The no of rounds to be performed during the execution of algorithm is dependent On the key size. If key size is 128 bits then nr=128/32=4.If nr=4 then nk=10 iterations are to be done. If the key is 192 the number of iteration is 12 and if 256 then the iteration number increases to 14.

The mathematical operations used here are modulo-2 addition and modulo-2 multiplication, which will be described later.
AES function uses a round function which is composed of four different byte oriented transformation and these are:

i. Byte substitution using s box table.

ii. Shifting rows of the state array using different offsets.

iii. Mixing the data within each column of the state array.
iv. Adding around key to the state.
NOTE : The key to be used for each iteration is different.

Brief idea of the operation performed is explained in a diagrammatic manner. It indicates the number of iterations to be performed along with the operations to be performed. Please refer the fig below.
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[image: image7.png]A sequence of four primitive functions are executed N-1
times, depending on the key length (N,=10,12, or 14)
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Fig 6.1 AES Overview
6.3   Overview of Implemented Module
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Fig 6.2 Implemented Module

	        Pin
	No. of Bits
	  Type of pin
	Operation

	Clk
	1
	Input
	This for the synchronization.

	Rst
	1
	Input
	This to initialize the blocks.

	Datain
	32
	Input
	This data, which is the data to be encrypted.

	Data  Encrypted      
	1
	Output
	This indicates hat the data is encrypted.

	Data out
	32
	Output
	It is the encrypted data.

	Keyin
	32
	Input
	To enter the key by which the data is encrypted


Control unit mainly consists of counters and state machines, which will generate signals to accept the data and to supply the correct sub-key. Both data block and the key expansion have their own control with the same clock and reset signals .  

Key Expansion is the unit that generates the sub keys for various iterations through set of operations.

Data Encryption is the unit, which operates on the data and modifies it by a set of transformations shown below which are described in detail later.

Input buffer is a block which acts as a register .It accepts the input and also registers the new set of data and key. 

Output block is enabled only during the last four clock cycles to give the Encrypted data. 
Sequence of the operations performed is

[image: image8.wmf] 


Fig 6.3 Sequence of operations performed in each round
The transformation is done on the basis of basic addition, modulo-2 multiplication and modulo-2 division. The Basic Mathematical operations are:
Addition:

Consider two numbers (53) h and (23) h

(0101 0011) xor (0010 0011)

Converting them to polynomial form 

(  x6+x4+x+1) ( ( x5+x+1)=x6+x5+x4

(0111 0000) 

(70) h

The addition operation can be implemented using bit-by-bit xor-ing. 

Multiplication: 

Consider 2 numbers to be multiplied

(57) h  ( (83) h

(0101 0111)((1000 0011)

Converting them into polynomial form we get

( x6+x4+x2+x +1)((x7+x+1)=x13+x11+x9+x8+x7 +x7 +x5+x3+x2+x+x6+x4+ x2+x+1
         = x13+x11+x9+x8 +x5+x3 +x6+x4 +1

As the polynomial is greater than one byte it is divided by the irreducible polynomial .An irreducible polynomial is the one, which is divisible by 1 and itself. The irreducible polynomial according to the AES standard is (x8+x4+x3+x+1)

(  x13+x11+x9+x8 +x6+x5 +x4+x3 +1)modulo (x8+x4+x3+x+1)= (x7+x6+1)

hence the product is (x7+x6+1).

                                           0010 1011 0111 1001

                                 (           10 0011 011 

                                               00 1000 0001 1001

                                      00 1000 0001 1001

                      (                  1000 1101 1


0000 1100 0001 i.e. =( x7+x6+1)

The implementations of both the basic blocks are shown below. We first start with the hardware implementation of the multiplication block, which will be followed by the modulo-2 division

The multiplication can be implemented by just shifting and xor-ing:
Consider a(x)(b(x) =( a7x7+a6x6+a5x5+a4x4+ a3x3+a2x2+a1x+a0 )(
                                       ( b7x7+b6x6+b5x5+b4x4+b3x3+b2x2 +b1x1+b0  )                                                                                       

                                                

                                           ( 0000)h             
               ( 00a(x))h                                 

                                          

                                              b0 

                                               

                                            ( 0000)h  

                                                 

                     

                                               b1

                                      ……….

                                   ………….

                                      ……….              

                                                                                                  C(x)

                                                

                                         ( 00 00)h             
                                                

                                          

                                              b6 

                                               

                                            ( 0000)h  

                                                 

                     

                                               b7

Fig 6.4 Modulo-2 multiplication

The output is fed to the division unit. This division unit is only enabled if the ored output of the upper byte is 1.The irreducible polynomial (x8+x4+x3+x+1 ) be p(x).

The hardware implementation of modulo-2 division:
                                                           Data (16 bits after the product)

                                                      D15

                                           
                                         (00 00)h                                 

    (p(x)0000000) b                                                                      xor

                                              

                                               0     d14  

                                                             

                                                   (0000) h 
                                                                                                          xor


                                                 

                                                        1 bit

                                                        right

                                    shifter  

                                         ……….

                                   ………….

                                      ……….      0     0      0      0      0     a10        

                                                                                                  

                                                                                              ( 0000)h             
                                                

                                                                                                                                                             xor

                                                        

                                                                             0     0       0     0      0     0      a9

                                                                                     ( 0000)h  

                                                                                                                                            (0000)h

                                                                                                                                                                                                  data

Fig 6.5 Modulo-2division

Specified transformations:
Encryption

i. Sub bytes transformation: Sub bytes transformation mainly consists of two sub steps

a. Multiplicative inverse of each and every byte over the irreducible polynomial.
b. Then apply affine transformation, which is defined by
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Fig 6.6 Sub Byte Transformation
This S-box can be implemented using a rom of size 256x8bits or a combinational logic design, which consists of a decoder followed by a t-box and encoder.



                                       …                   …     

          8bits                   256                   256                    8bits

             
                                      …                                    

Fig 6.7 S-box design
ii. Row shifting:
              The data is in the form                               

	A1
	A5
	A9
	A13

	A2
	A6
	A10
	A14

	A3
	A7
	A11
	A15

	A4
	A8
	A12
	A16


the data after shifting is shown below

	A1
	A5
	A9
	A13

	A6
	A10
	A14
	A2

	A11
	A15
	A3
	A7

	A16
	A4
	A8
	A12


The shifting of the rows can be done by barrel shifter
                                    1 byte     1 byte      1 byte   1 byte  


                                                                                          d4

                                                          d2

                                           D1

                                                           D3

                  I0   i1   i2 i3

         S0

           S1

                        d`1                       d`2                                  d`3                           d`4

Fig 6.8 Barrel Shifter

By using various combinations of s0 and s1 we can shift either 1 2 or 3 bytes of data

We will require 3 such barrel shifter whose s0 and s1 are fixed so that the speed is increased.

iii. Column mixing:
Here each column is multiplied by matrix of a 4 bit polynomial and during decryption the inverse of that matrix is used. The polynomial that will be use in the encryption process is

                                 03x3+01x2 +01x1+02     

Consider B0,B1,B2,B3 as one of the column. The product of the matrices is used for the next step. 


02    03    01     01            B0                    (02)((B0) xor (03)((B1) xor B2 xor B3

01     02   03     01            B1          =          (B0) xor (02)((B1) xor(03) (B2 xor B3

01     01   02     03            B2                   (B0) xor (B1) xor (02)(B2 xor(03)( B3 

03     01   01     02            B3                    (03)((B0) xor (B1) xor B2 xor(02)( B3 


iv. Key Expansion

The expansion key into the key schedule as shown 

a. Get the last word of the key.

b. Rotate by 1 byte.

c. Byte-Substitution.

d. The rotated word is xored with rcon[i] where rcon[i]=[(02)nk-100,00,00]h.

e. Every word w[i] is equal to xor of w[i-1] and the word nk word w[i-nk] earlier.


Fig 6.9 Key Expansion
6.4 Understanding the Code
Before going for the design flow and synthesis, let’s understand the code of the modules used in it. As I have already described the algorithm in detail and how the module is implemented, now we will see how they are actually implemented in Verilog. The various blocks in encryptor and decryptor used are:

6.4.1 Encryption Block

6.4.1.1 Data Segment

1. Data Segment Control

2. Data Control

3. Data Segment

4. Input Buffer

5. Data Block

6. SBox4

7. s_box

8. Colmix

9. Out Block

6.4.1.2 Key Segment

1. Key Segment Control

2. Input Buffer

3. keyexpansionmod

4. s_box

5. keycontrol
6.4.2 Decryption Block

6.4.2.1 Inverted Data Segment

1. Inv Data Segment Control

2. Inv Data Control

3. Inv Data Segment

4. Input Buffer

5. Inv Data Block

6. invSBox4

7. invs_box

8. invColmix

9. div

10. Out Block

6.4.2.2 Inverted Key Segment

1. Inv Key Segment Control

2. Input Buffer

3. invkeyexpansionmod
4. invs_box
Codes files used are:

Encryptor

aes123.v


Top Module of aes encryptor.

Data Segment

datasegmentcontrol.v


The data segment performs the number of functions. It is top module of data segment where data control and data segment is instantiated.

datacontrol.v


It’s a state machine which generate the control signals to take input and generate output in four-four clock pulses and 10 other states for 10 round of operations.

datasegment.v


It is top module for data segment where all three major functions are performed namely SubBytes, ShiftRows and MixColumns and AddRoundKey.
inputbuff.v


Module that takes input in 32 bits data and key at a time and after 4 clock pulses generates 128 bits data and key for datablock and keyblock.

datablock.v


Here two major functions are performed SubBytes and ShitRow and then data is passed to MixColumns.

outblock.v

Module that takes input in 128 bits data and key at a time and generates 32 bits data for 4 clock pulses and 128 bit key.

sbox4.v


Uses 32 bit S-box to generate 128 bit data.

s_box.v


The S-box transforms the input byte to the inverse byte in the sense of the arithmetic in the finite field GF(28) (the zero byte is transformed to the zero byte) and then it is subjected to the affine transformation. The inverse Sbox transforms first the input byte according to the inverse of this affine transformation and then the inversion in the field GF(28) is applied.

colmix.v


In the MixColumn (resp. InvMixColumn) transformation the 128 bit input block is divided into 16 bytes denoted Aij[7..0], where i,j ∈ {0,1,2,3}, and the output bytes are denoted Bij[7..0].
Key Segment

inputbuff.v


Explained above.

keyexpansionmod.v

· Takes as input 4-word (16-byte) key.

· Produces linear array of 44 words (176 bytes).

· Provides 4-word round key for 10 rounds of cipher + 1 additional Add round key

s_box.v


Explained above.

keycontrol.v


This is a state machine which generate the control signals to take input and generate 128 bit key in four-four clock pulses and 10 other states for 10 round of operations.

Decryptor

aes321.v


Top module of aes decryptor.

Inverted Data Segment

invdatasegmentcontrol.v


The data segment performs the number of functions. It is top module of inverted data segment where inverted data control and inverted data segment is instantiated.

invdatacontrol.v


It’s a state machine which generate the control signals to take input and generate output in four-four clock pulses and 10 other states for 10 round of operations.

invdatasegment.v


It is top module for data segment where all three major functions are performed namely SubBytes, ShiftRows and MixColumns and AddRoundKey.
inputbuff.v


Module that takes input in 32 bits data and key at a time and after 4 clock pulses generates 128 bits data and key for datablock and keyblock.

invdatablock.v


Here two major functions are performed InvSubBytes and InvShitRow and then data is passed to invMixColumns.

div.v


Divider block.

outblock.v

Module that takes input in 128 bits data and key at a time and generates 32 bits data for 4 clock pulses and 128 bit key.

invsbox4.v


Uses 32 bit S-box to generate 128 bit data.

invs_box.v


The S-box transforms the input byte to the inverse byte in the sense of the arithmetic in the finite field GF(28) (the zero byte is transformed to the zero byte) and then it is subjected to the affine transformation. The inverse Sbox transforms first the input byte according to the inverse of this affine transformation and then the inversion in the field GF(28) is applied.

colmix.v


In the MixColumn (resp. InvMixColumn) transformation the 128 bit input block is divided into 16 bytes denoted Aij[7..0], where i,j ∈ {0,1,2,3}, and the output bytes are denoted Bij[7..0].
Inverted Key Segment

inputbuff.v


Explained above.

invkeyexpansionmod.v

· Takes as input 4-word (16-byte) key.

· Produces linear array of 44 words (176 bytes).

· Provides 4-word round key for 10 rounds of cipher + 1 additional Add round key

invs_box.v


Explained above.

invkeycontrol.v


This is a state machine which generate the control signals to take input and generate 128 bit key in four-four clock pulses and 10 other states for 10 round of operations.

6.5 Output Waveforms
6.5.1 Encryptor Waveform
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6.5.2 Decryptor Waveform
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6.6 Design Flow

The original files were given in VHDL. The first Step is to synthesize your design. Syntax is checked here. Errors and violations of synthesis constraints occurring in the source code are reported. As we will see later, initially some mistakes had to be corrected and some improvements were needed. The next steps are summarized in the design flow chart below, using the Xilinx tools.

[image: image12.png]



Fig 6.10 Design Flow
6.7 Placement and Routing in FPGA
The FPGA Editor is a graphical application for displaying and configuring Field Programmable Gate Arrays (FPGAs). You can use this application to place and route critical components before running the automatic place and route tools on your design. You can also use the FPGA Editor to manually finish placement and routing if the routing program does not completely route your design. 

The FPGA Editor requires a Native Circuit Description (NCD) file. This file contains the logic of your design mapped to components (such as CLBs and IOBs). In addition, the FPGA Editor reads from and writes to a Physical Constraints File (PCF).

6.7.1 Encryptor

[image: image13.jpg]



6.7.2 Decryptor

[image: image14.jpg]



6.8 Floor Planner
The Floorplanner is a graphical placement tool that allows you to manually or automatically place logic from a mapped design (NCD file) into a floorplan of the selected FPGA.
6.8.1 Encryptor
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6.8.2 Decryptor
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Chapter 7

Conclusion

T

his project was very enriching, from the beginning to the end, right through the tests with the software’s and finally the work at the laboratory with sophisticated tools. Despite the tests couldn’t take place with the logic analyzer, this brought us some new knowledge with new professional and interesting tools such as Xilinx. We achieved an efficient design which is working in simulation mode. Any improvements in this project, which can be thought about, could be applied in future. This is implemented for 128 bit key and this project is designed so that it can be easily expanded for variable length key i.e. for 192 bit and 256 bit keys. Further this is synthesizable and can be programmed on FPGA but using better compiler and sophisticated tools it can be implemented using ASIC.
Appendices
A. Verilog Codes
Encryptor

aes123.v

module aes123(dataout,dataencrypted,datain,keyin,clk,rst);

output [31:0]dataout;

output dataencrypted;

input [31:0]datain,keyin;

input clk,rst;

wire [127:0]keyout;

wire dataencrypted;

datasegmentcontrol  test(.dataout(dataout),.done(dataencrypted),.clk(clk),.rst(rst),.dataip(datain),.keyip(keyout));

keysegmentcontrol    test1 (.keyout(keyout),.clk(clk),.rst(rst),.keyinput(keyin));

endmodule

Data Segment

datasegmentcontrol.v

module datasegmentcontrol(dataout,done,clk,rst,dataip,keyip);


input [127:0]keyip;


input [31:0]dataip;


input clk,rst;


output [31:0]dataout;


output done;

wire done;

wire[9:0]dcontrol;

assign done=dcontrol[0];

 datacontrol   test(.dcontrol(dcontrol),.clk(clk),.rst(rst));

 datasegment   test1(.dataout(dataout),.dcontrol(dcontrol),.clk(clk),.rst(rst),.dataip(dataip),.keyip(keyip));

endmodule

datacontrol.v

module datacontrol(dcontrol,clk,rst);


input clk,rst;


output [9:0]dcontrol;



reg [4:0] ps,ns;



reg [9:0]dcontrol;


parameter s1=5'd0, // there are 19 state






s2=5'd1,






s3=5'd2,






s4=5'd3,






s5=5'd4,






s6=5'd5,






s7=5'd6,






s8=5'd7,






s9=5'd8,






s10=5'd9,






s11=5'd10,






s12=5'd11,






s13=5'd12,






s14=5'd13,






s15=5'd14,






s16=5'd15,






s17=5'd16,






s18=5'd17,






s19=5'd18,






s20=5'd19;


always@(posedge clk or posedge rst)// memory part



begin




if(rst)





ps=s1;




else





ps=ns;



end


always@(ps)  //next stage decoder



begin




case (ps)





s1:ns=s2;





s2:ns=s3;





s3:ns=s4;





s4:ns=s5;





s5:ns=s6;





s6:ns=s7;





s7:ns=s8;





s8:ns=s9;





s9:ns=s10;





s10:ns=s20;





s20:ns=s11;





s11:ns=s12;





s12:ns=s13;





s13:ns=s14;





s14:ns=s15;





s15:ns=s16;





s16:ns=s17;





s17:ns=s18;





s18:ns=s19;





default:ns=s2;





endcase



end


always@(ps)



begin




case (ps)





s1:dcontrol=10'h0;//0





s2:dcontrol=10'h 40;//1





s3:dcontrol=10'h 20;//2





s4:dcontrol=10'h 10;//3





s5:dcontrol=10'h 8;//4





s6:dcontrol=10'h 0;//5





s7:dcontrol=10'h 280;//6





s8:dcontrol=10'h 80;//7





s9:dcontrol=10'h 80;//8





s10:dcontrol=10'h 80;//9





s11:dcontrol=10'h 80;//10





s12:dcontrol=10'h 80;//11





s13:dcontrol=10'h 80;//12





s14:dcontrol=10'h 80;//13





s20:dcontrol=10'h 80;





s15:dcontrol=10'h 180;//14





s16:dcontrol=10'h 1;//15





s17:dcontrol=10'h 3;//16





s18:dcontrol=10'h 5;//17





default:dcontrol=10'h 7;//18




endcase




end




endmodule

datasegment.v

module datasegment(dataout,dcontrol,clk,rst,dataip,keyip);


input [127:0]keyip;


input [31:0]dataip;


input clk,rst;


input [9:0]dcontrol;


output [31:0]dataout;


wire [31:0]ao,bo,co,do;


wire [31:0]dba,dbb,dbc,dbd;


wire [31:0]dai,dbi,dci,ddi;


wire [127:0]ipcas,mout;


reg [127:0]key1,key2;

 inputbuff ipmap (.ao(ao),.bo(bo),.co(co),.do(do),.clk(clk),.rst(rst),.ain(dba),.bin(dbb) ,.cin(dbc),.din(dbd),.ip(dataip),.ce1(dcontrol[6]),.ce2(dcontrol[5]),.ce3(dcontrol[4]),.ce4(dcontrol[3]),.ld(dcontrol[7]),.lip(dcontrol[7])) ;

//output[31:0] ao,bo,co,do;

//input [31:0]ain,bin,cin,din,ip;

//input    ce1,ce2,ce3,ce4,ld,lip,clk,rst;



assign ipcas={ao,bo,co,do};



assign mout= dcontrol[9] ? (ipcas ^ key1):ipcas;



always @(posedge clk or posedge rst)




begin





if(rst)






begin







key1<=128'd 0;







//key2<=128'd 0;






end





else






begin







key1<=keyip;







//key2<=keyip;






end




end



assign dai=mout[127:96];



assign dbi=mout[95:64];



assign dci=mout[63:32];



assign ddi=mout[31:0];

 datablock dbmap (.ao(dba),.bo(dbb),.co(dbc),.do(dbd),.dai(dai),.dbi(dbi),.dci(dci),.ddi(ddi),.keyip(keyip),.mcon(dcontrol[8]));

//
input [31:0] dai,dbi,dci,ddi;

//
input [127:0]keyip;

//
input mcon;

//
output [31:0]ao,bo,co,do;

 outblock otmap (.dataout(dataout),.a(dai),.b(dbi),.c(dci),.d(ddi),.con1(dcontrol[1]),.con2(dcontrol[2]),.done(dcontrol[0]));

//
input [31:0]a,b,c,d;

//
input con1,con2,done;

//
output [31:0]dataout;

endmodule

inputbuff.v

module inputbuff(ao,bo,co,do,clk,rst,ain,bin ,cin,din,ip,ce1,ce2,ce3,ce4,ld,lip) ;

output[31:0] ao,bo,co,do;

input [31:0]ain,bin,cin,din,ip;

input    ce1,ce2,ce3,ce4,ld,lip,clk,rst;

reg [31:0]ao,bo,co,do;

//reg [7:0]a[3:0];  //ip reg for ip and the iterations of 128 bits

//reg [7:0]b[3:0];

//reg [7:0]c[3:0];

//reg [7:0]d[3:0];

reg [31:0] i1,i2,i3,i4;

reg  l1,l2,l3,l4;

always @ (posedge  clk or posedge rst)// registers

  begin

      if (rst)

       begin

        ao=32'h0;

        bo=32'h0;

        co=32'h0;

        do=32'h0;

       end

     else 

       begin

          if (l1)

            ao=i1;

          if (l2)

    




bo=i2;




   if (l3)

    

   

 co=i3;

          if (l4)

    



  do=i4;

       end

 end

always @ (ld or lip or ip  or ain or bin or cin or din or ce1 or ce2 or ce3 or ce4)

  begin

   i1 =lip ?  ain : ip;

   i2 =lip ?  bin:ip;

   i3 =lip ?  cin:ip;

   i4 =lip ?  din:ip;

   l1 =ld ? 1'b1:ce1;

   l2 =ld ? 1'b1:ce2;

   l3 =ld ? 1'b1:ce3;

   l4 =ld ? 1'b1:ce4;

  end

endmodule 

datablock.v

module datablock(ao,bo,co,do,dai,dbi,dci,ddi,keyip,mcon);


input [31:0] dai,dbi,dci,ddi;


input [127:0]keyip;


input mcon;


output [31:0]ao,bo,co,do;


wire [31:0]fa,fb,fc,fd; // out put of the mux


// reg [31:0]sai,sbi,sci,sdi; // input to the s box

  wire [31:0]sao,sbo,sco,sdo; // out put of the s box


reg [31:0]rshift1,rshift2,rshift3,rshift4; // row shifted out put

   wire [31:0]cai,cbi,cci,cdi; // input to the column mixing block


wire [31:0]cao,cbo,cco,cdo; // out put of the column mixing block


reg [31:0]ao,bo,co,do;



sbox4 one (.datain(dai),.dataout(sao));


sbox4 two (.datain(dbi),.dataout(sbo));


sbox4 three(.datain(dci),.dataout(sco));


sbox4 four (.datain(ddi),.dataout(sdo));


always@(sao or sbo or sco or sdo)

// row shifting block



begin




rshift1<={sao[31:24],sbo[31:24],sco[31:24],sdo[31:24]};




rshift2<={sbo[23:16],sco[23:16],sdo[23:16],sao[23:16]};




rshift3<={sco[15:8],sdo[15:8],sao[15:8],sbo[15:8]};




rshift4<={sdo[7:0],sao[7:0],sbo[7:0],sco[7:0]};



end




assign cai={rshift1[31:24],rshift2[31:24],rshift3[31:24],rshift4[31:24]};




assign cbi={rshift1[23:16],rshift2[23:16],rshift3[23:16],rshift4[23:16]};




assign cci={rshift1[15:8],rshift2[15:8],rshift3[15:8],rshift4[15:8]};




assign cdi={rshift1[7:0],rshift2[7:0],rshift3[7:0],rshift4[7:0]};



columnmix cone(.ao(cao[31:24]),.bo(cao[23:16]),.co(cao[15:8]),.do(cao[7:0]),.ai(cai[31:24]),.bi(cai[23:16]),.ci(cai[15:8]),.di(cai[7:0]));



columnmix ctwo(.ao(cbo[31:24]),.bo(cbo[23:16]),.co(cbo[15:8]),.do(cbo[7:0]),.ai(cbi[31:24]),.bi(cbi[23:16]),.ci(cbi[15:8]),.di(cbi[7:0]));



columnmix cthree(.ao(cco[31:24]),.bo(cco[23:16]),.co(cco[15:8]),.do(cco[7:0]),.ai(cci[31:24]),.bi(cci[23:16]),.ci(cci[15:8]),.di(cci[7:0]));



columnmix cfour(.ao(cdo[31:24]),.bo(cdo[23:16]),.co(cdo[15:8]),.do(cdo[7:0]),.ai(cdi[31:24]),.bi(cdi[23:16]),.ci(cdi[15:8]),.di(cdi[7:0]));



assign fa=mcon? cai:cao;



assign fb=mcon? cbi:cbo;



assign fc=mcon? cci:cco;



assign fd=mcon? cdi:cdo;



always@(keyip or fa or fb or fc or fd)




begin





ao<=fa ^ keyip[127:96];





bo<=fb ^ keyip[95:64];





co<=fc ^ keyip[63:32];





do<=fd ^ keyip[31:0];




end

endmodule

outblock.v

module outblock(dataout,a,b,c,d,con1,con2,done);


input [31:0]a,b,c,d;


input con1,con2,done;


output [31:0]dataout;


wire [1:0]con;


reg [31:0]temp;


reg [31:0]dataout;


parameter one=32'h ffffffff,






zero=32'h 0;


assign con={con2,con1};


always@(con or a or b or c or d )



begin




case (con)





2'b00:temp=a;





2'b01:temp=b;





2'b10:temp=c;





default :temp=d;




endcase 



end


always @(one or zero or temp or done)



begin




if(done)





dataout=temp & one;




else





dataout=temp & zero;



end

endmodule

sbox4.v

module sbox4(datain,dataout);


input [31:0]datain;


output [31:0]dataout;


s_box one (.sel(datain[31:24]),.out(dataout[31:24]));


s_box two (.sel(datain[23:16]),.out(dataout[23:16]));


s_box three(.sel(datain[15:8]),.out(dataout[15:8]));


s_box four(.sel(datain[7:0]),.out(dataout[7:0]));

endmodule 

s_box.v

module s_box(out,sel);

   input  [7:0] sel;

   output [7:0] out;

   wire  [7:0]out;


reg [7:0]in[255:0];

   assign out=in[sel];

   always @(sel)


 begin 

    in[0]=8'h63;

    in[1]=8'h7c;

    in[2]=8'h77;

    in[3]=8'h7b;

    in[4]=8'hf2;

    in[5]=8'h6b;

    in[6]=8'h6f;

    in[7]=8'hc5;

    in[8]=8'h30;

    in[9]=8'h01;

    in[10]=8'h67;

    in[11]=8'h2b;

    in[12]=8'hfe;

    in[13]=8'hd7;

    in[14]=8'hab;

    in[15]=8'h76;

    in[16]=8'hca;

    in[17]=8'h82;

    in[18]=8'hc9;

    in[19]=8'h7d;

    in[20]=8'hfa;

    in[21]=8'h59;

    in[22]=8'h47;

    in[23]=8'hf0;

    in[24]=8'had;

    in[25]=8'hd4;

    in[26]=8'ha2;

    in[27]=8'haf;

    in[28]=8'h9c;

    in[29]=8'ha4;

    in[30]=8'h72;

    in[31]=8'hc0;

    in[32]=8'hb7;

    in[33]=8'hfd;

    in[34]=8'h93;

    in[35]=8'h26;

    in[36]=8'h36;

    in[37]=8'h3f;

    in[38]=8'hf7;

    in[39]=8'hcc;

    in[40]=8'h34;

    in[41]=8'ha5;

    in[42]=8'he5;

    in[43]=8'hf1;

    in[44]=8'h71;

    in[45]=8'hd8;

    in[46]=8'h31;

    in[47]=8'h15;

    in[48]=8'h04;

    in[49]=8'hc7;

    in[50]=8'h23;

    in[51]=8'hc3;

    in[52]=8'h18;

    in[53]=8'h96;

    in[54]=8'h05;

    in[55]=8'h9a;

    in[56]=8'h07;

    in[57]=8'h12;

    in[58]=8'h80;

    in[59]=8'he2;

    in[60]=8'heb;

    in[61]=8'h27;

    in[62]=8'hb2;

    in[63]=8'h75;

    in[64]=8'h09;

    in[65]=8'h83;

    in[66]=8'h2c;

    in[67]=8'h1a;

    in[68]=8'h1b;

    in[69]=8'h6e;

    in[70]=8'h5a;

    in[71]=8'ha0;

    in[72]=8'h52;

    in[73]=8'h3b;

    in[74]=8'hd6;

    in[75]=8'hb3;

    in[76]=8'h29;

    in[77]=8'he3;

    in[78]=8'h2f;

    in[79]=8'h84;

    in[80]=8'h53;

    in[81]=8'hd1;

    in[82]=8'h00;

    in[83]=8'hed;

    in[84]=8'h20;

    in[85]=8'hfc;

    in[86]=8'hb1;

    in[87]=8'h5b;

    in[88]=8'h6a;

    in[89]=8'hcb;

    in[90]=8'hbe;

    in[91]=8'h39;

    in[92]=8'h4a;

    in[93]=8'h4c;

    in[94]=8'h58;

    in[95]=8'hcf;

    in[96]=8'hd0;

    in[97]=8'hef;

    in[98]=8'haa;

    in[99]=8'hfb;

    in[100]=8'h43;

    in[101]=8'h4d;

    in[102]=8'h33;

    in[103]=8'h85;

    in[104]=8'h45;

    in[105]=8'hf9;

    in[106]=8'h02;

    in[107]=8'h7f;

    in[108]=8'h50;

    in[109]=8'h3c;

    in[110]=8'h9f;

    in[111]=8'ha8;

    in[112]=8'h51;

    in[113]=8'ha3;

    in[114]=8'h40;

    in[115]=8'h8f;

    in[116]=8'h92;

    in[117]=8'h9d;

    in[118]=8'h38;

    in[119]=8'hf5;

    in[120]=8'hbc;

    in[121]=8'hb6;

    in[122]=8'hda;

    in[123]=8'h21;

    in[124]=8'h10;

    in[125]=8'hff;

    in[126]=8'hf3;

    in[127]=8'hd2;

    in[128]=8'hcd;

    in[129]=8'h0c;

    in[130]=8'h13;

    in[131]=8'hec;

    in[132]=8'h5f;

    in[133]=8'h97;

    in[134]=8'h44;

    in[135]=8'h17;

    in[136]=8'hc4;

    in[137]=8'ha7;

    in[138]=8'h7e;

    in[139]=8'h3d;

    in[140]=8'h64;

    in[141]=8'h5d;

    in[142]=8'h19;

    in[143]=8'h73;

    in[144]=8'h60;

    in[145]=8'h81;

    in[146]=8'h4f;

    in[147]=8'hdc;

    in[148]=8'h22;

    in[149]=8'h2a;

    in[150]=8'h90;

    in[151]=8'h88;

    in[152]=8'h46;

    in[153]=8'hee;

    in[154]=8'hb8;

    in[155]=8'h14;

    in[156]=8'hde;

    in[157]=8'h5e;

    in[158]=8'h0b;

    in[159]=8'hdb;

    in[160]=8'he0;

    in[161]=8'h32;

    in[162]=8'h3a;

    in[163]=8'h0a;

    in[164]=8'h49;

    in[165]=8'h06;

    in[166]=8'h24;

    in[167]=8'h5c;

    in[168]=8'hc2;

    in[169]=8'hd3;

    in[170]=8'hac;

    in[171]=8'h62;

    in[172]=8'h91;

    in[173]=8'h95;

    in[174]=8'he4;

    in[175]=8'h79;

    in[176]=8'he7;

    in[177]=8'hc8;

    in[178]=8'h37;

    in[179]=8'h6d;

    in[180]=8'h8d;

    in[181]=8'hd5;

    in[182]=8'h4e;

    in[183]=8'ha9;

    in[184]=8'h6c;

    in[185]=8'h56;

    in[186]=8'hf4;

    in[187]=8'hea;

    in[188]=8'h65;

    in[189]=8'h7a;

    in[190]=8'hae;

    in[191]=8'h08 ;  

    in[192]=8'hba;

    in[193]=8'h78;

    in[194]=8'h25;

    in[195]=8'h2e;

    in[196]=8'h1c;

    in[197]=8'ha6 ;   

    in[198]=8'hb4;

    in[199]=8'hc6 ;

    in[200]=8'he8;

    in[201]=8'hdd;

    in[202]=8'h74;

    in[203]=8'h1f;   

    in[204]=8'h4b;

    in[205]=8'hbd;

    in[206]=8'h8b;

    in[207]=8'h8a ;  

    in[208]=8'h70;

    in[209]=8'h3e;

    in[210]=8'hb5;

    in[211]=8'h66;

    in[212]=8'h48;

    in[213]=8'h03;

    in[214]=8'hf6;

    in[215]=8'h0e;

    in[216]=8'h61;

    in[217]=8'h35;

    in[218]=8'h57;

    in[219]=8'hb9;

    in[220]=8'h86;

    in[221]=8'hc1;

    in[222]=8'h1d;

    in[223]=8'h9e;

    in[224]=8'he1;

    in[225]=8'hf8;

    in[226]=8'h98;

    in[227]=8'h11;

    in[228]=8'h69;

    in[229]=8'hd9;

    in[230]=8'h8e;

    in[231]=8'h94;

    in[232]=8'h9b;

    in[233]=8'h1e;

    in[234]=8'h87;

    in[235]=8'he9;

    in[236]=8'hce;

    in[237]=8'h55;

    in[238]=8'h28;

    in[239]=8'hdf;

    in[240]=8'h8c;

    in[241]=8'ha1;

    in[242]=8'h89;

    in[243]=8'h0d;

    in[244]=8'hbf;

    in[245]=8'he6;

    in[246]=8'h42;

    in[247]=8'h68;

    in[248]=8'h41;

    in[249]=8'h99;

    in[250]=8'h2d;

    in[251]=8'h0f;

    in[252]=8'hb0;

    in[253]=8'h54;

    in[254]=8'hbb;

    in[255]=8'h16;   

  end

endmodule 

colmix.v

module columnmix(ao,bo,co,do,ai,bi,ci,di);

// the inputs ai to di are the four element of an coloumn


input [7:0]ai,bi,ci,di;


output [7:0]ao,bo,co,do;


parameter poly = 9'b 100011011;

// irreducable ploynomial


reg [7:0]ao,bo,co,do;


reg [8:0]at,bt,ct,dt;

// the multiplecative matrix is 

// 02 03 01 01

// 01 02 03 01

// 01 01 02 03

// 03 01 01 02


always@(ai or bi or ci or di) // modulo 2 multiplecation block



begin




at=((({ai,1'b0} ^ ({1'b0,bi} ^ {bi,1'b0})) ^ {1'b0,ci}) ^ {1'b0,di});




bt={1'b0,ai} ^ {bi,1'b0} ^ ({1'b0,ci} ^ {ci,1'b0}) ^ {1'b0,di};




ct={1'b0,ai} ^ {1'b0,bi} ^ {ci,1'b0} ^ ({1'b0,di} ^ {di,1'b0});




dt=({1'b0,ai} ^ {ai,1'b0}) ^ {1'b0,bi} ^ {1'b0,ci} ^ {di,1'b0};



end


always @(at or bt or ct or dt ) // module 2 division block



begin




//ploy = 9'b 100011001;





if(at[8] == 1'b 0)





ao=at;




else





ao=at ^ poly;




if(bt[8] == 1'b 0)





bo=bt;




else





bo=bt ^ poly;




if(ct[8] == 1'b 0)





co=ct;




else





co=ct ^ poly;




if(dt[8] == 1'b 0)





do=dt;




else





do=dt ^ poly;



end

endmodule 

Key Segment

keyexpansionmod.v

module keyexpansionmod(keyout,keyin,tempin);


output [127:0]keyout;


input  [127:0]keyin;


input  [31:0]tempin;


reg  [31:0]keyout1,keyout2,keyout3,keyout4;


reg  [31:0]temp;


wire [31:0]atemp;


wire [7:0]aout,bout,cout,dout;



s_box t1(.out(aout),.sel(keyin[31:24]));



s_box t2(.out(bout),.sel(keyin[23:16]));



s_box t3(.out(cout),.sel(keyin[15:8]));



s_box t4(.out(dout),.sel(keyin[7:0]));



assign  atemp ={bout,cout,dout,aout};



always @ (keyin or tempin or temp or atemp or keyout  )

  


 begin

            temp<= tempin ^ atemp;

           keyout1= temp^keyin[127:96];

           keyout2=keyout1^keyin[95:64];

           keyout3= keyout2^keyin[63:32];

           keyout4= keyout3^keyin[31:0];

      

end



assign keyout={keyout1,keyout2,keyout3,keyout4};

endmodule

Decryptor

aes321.v

module aes321(dataout,datadecrypted,datain,keyin,clk,rst);

output [31:0]dataout;// encrpted data in 32 bits in little endian form

output datadecrypted;// indicate sthat the data is encrypted

input [31:0]datain,keyin;// input and key to be given thet is ro be encrypted

input clk,rst; //synchronisation signal

wire [127:0]keyout;

wire datadecrypted;

invdatasegmentcontrol  test(.dataout(dataout),.done(datadecrypted),.clk(clk),.rst(rst),.dataip(datain),.keyip(keyout));

invkeysegmentcontrol    test1 (.keyout(keyout),.clk(clk),.rst(rst),.keyinput(keyin));

endmodule

Inverted Data Segment

invdatasegmentcontrol.v

module invdatasegmentcontrol(dataout,done,clk,rst,dataip,keyip);


input [127:0]keyip;


input [31:0]dataip;


input clk,rst;


output [31:0]dataout;


output done;

wire done;

wire[9:0]dcontrol;

assign done=dcontrol[0];

 invdatacontrol   test(.dcontrol(dcontrol),.clk(clk),.rst(rst));

 invdatasegment   test1(.dataout(dataout),.dcontrol(dcontrol),.clk(clk),.rst(rst),.dataip(dataip),.keyip(keyip));

endmodule

invdatacontrol.v

module invdatacontrol(dcontrol,clk,rst);


input clk,rst;


output [9:0]dcontrol;



reg [4:0] ps,ns;



reg [9:0]dcontrol;


parameter s1=5'd0, // there are 19 state






s2=5'd1,






s3=5'd2,






s4=5'd3,






s5=5'd4,






s6=5'd5,






s7=5'd6,






s8=5'd7,






s9=5'd8,






s10=5'd9,






s11=5'd10,






s12=5'd11,






s13=5'd12,






s14=5'd13,






s15=5'd14,






s16=5'd15,






s17=5'd16,






s18=5'd17,






s19=5'd18,






s20=5'd19;


always@(posedge clk or posedge rst)// memory part



begin




if(rst)





ps=s1;




else





ps=ns;



end


always@(ps)  //next stage decoder



begin




case (ps)





s1:ns=s2;





s2:ns=s3;





s3:ns=s4;





s4:ns=s5;





s5:ns=s6;





s6:ns=s7;





s7:ns=s8;





s8:ns=s9;





s9:ns=s10;





s10:ns=s20;





s20:ns=s11;





s11:ns=s12;





s12:ns=s13;





s13:ns=s14;





s14:ns=s15;





s15:ns=s16;





s16:ns=s17;





s17:ns=s18;





s18:ns=s19;





default:ns=s2;





endcase



end


always@(ps)



begin




case (ps)





s1:dcontrol=10'h0;//0





s2:dcontrol=10'h 40;//1





s3:dcontrol=10'h 20;//2





s4:dcontrol=10'h 10;//3





s5:dcontrol=10'h 8;//4





s6:dcontrol=10'h 0;//5





s7:dcontrol=10'h 280;//6





s8:dcontrol=10'h 80;//7





s9:dcontrol=10'h 80;//8





s10:dcontrol=10'h 80;//9





s11:dcontrol=10'h 80;//10





s12:dcontrol=10'h 80;//11





s13:dcontrol=10'h 80;//12





s14:dcontrol=10'h 80;//13





s20:dcontrol=10'h 80;





s15:dcontrol=10'h 180;//14





s16:dcontrol=10'h 1;//15





s17:dcontrol=10'h 3;//16





s18:dcontrol=10'h 5;//17





default:dcontrol=10'h 7;//18




endcase




end




endmodule

invdatasegment.v

module invdatasegment(dataout,dcontrol,clk,rst,dataip,keyip);


input [127:0]keyip;


input [31:0]dataip;


input clk,rst;


input [9:0]dcontrol;


output [31:0]dataout;


wire [31:0]ao,bo,co,do;


wire [31:0]dba,dbb,dbc,dbd;


wire [31:0]dai,dbi,dci,ddi;


wire [127:0]ipcas,mout;


reg [127:0]key1,key2;

 inputbuff ipmap (.ao(ao),.bo(bo),.co(co),.do(do),.clk(clk),.rst(rst),.ain(dba),.bin(dbb) ,.cin(dbc),.din(dbd),.ip(dataip),.ce1(dcontrol[6]),.ce2(dcontrol[5]),.ce3(dcontrol[4]),.ce4(dcontrol[3]),.ld(dcontrol[7]),.lip(dcontrol[7])) ;

//output[31:0] ao,bo,co,do;

//input [31:0]ain,bin,cin,din,ip;

//input    ce1,ce2,ce3,ce4,ld,lip,clk,rst;



assign ipcas={ao,bo,co,do};



assign mout= dcontrol[9] ? (ipcas ^ key1):ipcas;



always @(posedge clk or posedge rst)




begin





if(rst)






begin







key1<=128'd 0;





//

key2<=128'd 0;






end





else






begin







key1<=keyip;




//


key2<=keyip;






end




end



assign dai=mout[127:96];



assign dbi=mout[95:64];



assign dci=mout[63:32];



assign ddi=mout[31:0];

 invdatablock dbmap (.ao(dba),.bo(dbb),.co(dbc),.do(dbd),.dai(dai),.dbi(dbi),.dci(dci),.ddi(ddi),.keyip(keyip),.mcon(dcontrol[8]));

//
input [31:0] dai,dbi,dci,ddi;

//
input [127:0]keyip;

//
input mcon;

//
output [31:0]ao,bo,co,do;

 outblock otmap (.dataout(dataout),.a(dai),.b(dbi),.c(dci),.d(ddi),.con1(dcontrol[1]),.con2(dcontrol[2]),.done(dcontrol[0]));

//
input [31:0]a,b,c,d;

//
input con1,con2,done;

//
output [31:0]dataout;

endmodule

inputbuff.v

module inputbuff(ao,bo,co,do,clk,rst,ain,bin ,cin,din,ip,ce1,ce2,ce3,ce4,ld,lip) ;

output[31:0] ao,bo,co,do;

input [31:0]ain,bin,cin,din,ip;

input    ce1,ce2,ce3,ce4,ld,lip,clk,rst;

reg [31:0]ao,bo,co,do;

//reg [7:0]a[3:0];  //ip reg for ip and the iterations of 128 bits

//reg [7:0]b[3:0];

//reg [7:0]c[3:0];

//reg [7:0]d[3:0];

reg [31:0] i1,i2,i3,i4;

reg  l1,l2,l3,l4;

always @ (posedge  clk or posedge rst)// registers

  begin

      if (rst)

       begin

        ao=32'h0;

        bo=32'h0;

        co=32'h0;

        do=32'h0;

       end

     else 

       begin

          if (l1)

            ao=i1;

          if (l2)

    




bo=i2;




   if (l3)

    

   

 co=i3;

          if (l4)

    



  do=i4;

       end

 end

always @ (ld or lip or ip  or ain or bin or cin or din or ce1 or ce2 or ce3 or ce4)

  begin

   i1 =lip ?  ain : ip;

   i2 =lip ?  bin:ip;

   i3 =lip ?  cin:ip;

   i4 =lip ?  din:ip;

   l1 =ld ? 1'b1:ce1;

   l2 =ld ? 1'b1:ce2;

   l3 =ld ? 1'b1:ce3;

   l4 =ld ? 1'b1:ce4;

  end

endmodule 

invdatablock.v

module invdatablock(ao,bo,co,do,dai,dbi,dci,ddi,keyip,mcon);


input [31:0] dai,dbi,dci,ddi;


input [127:0]keyip;


input mcon;


output [31:0]ao,bo,co,do;


wire [31:0]fa,fb,fc,fd; // out put of the mux


// reg [31:0]sai,sbi,sci,sdi; // input to the s box

  wire [31:0]sao,sbo,sco,sdo; // out put of the s box

//
reg 

wire[31:0]rshift1,rshift2,rshift3,rshift4; // row shifted out put

   wire [31:0]cai,cbi,cci,cdi; // input to the column mixing block


wire [31:0]cao,cbo,cco,cdo; // out put of the column mixing block

//
reg 

wire [31:0]ao,bo,co,do;


//
always@(sao or sbo or sco or sdo)

// row shifting block

//

begin

assign


rshift1={sao[31:24],sbo[31:24],sco[31:24],sdo[31:24]};

assign



rshift2={sdo[23:16],sao[23:16],sbo[23:16],sco[23:16]};

assign



rshift3={sco[15:8],sdo[15:8],sao[15:8],sbo[15:8]};

assign



rshift4={sbo[7:0],sco[7:0],sdo[7:0],sao[7:0]};

//

end




assign cai={rshift1[31:24],rshift2[31:24],rshift3[31:24],rshift4[31:24]};




assign cbi={rshift1[23:16],rshift2[23:16],rshift3[23:16],rshift4[23:16]};




assign cci={rshift1[15:8],rshift2[15:8],rshift3[15:8],rshift4[15:8]};




assign cdi={rshift1[7:0],rshift2[7:0],rshift3[7:0],rshift4[7:0]};


invsbox4 one (.datain(dai),.dataout(sao));


invsbox4 two (.datain(dbi),.dataout(sbo));


invsbox4 three(.datain(dci),.dataout(sco));


invsbox4 four (.datain(ddi),.dataout(sdo));


 
assign fa=cai^ keyip[127:96];


  assign fb=cbi^ keyip[95:64];


  assign fc=cci
^ keyip[63:32];

    
assign fd=cdi
 ^ keyip[31:0];



invcolumnmix cone(.ao(cao[31:24]),.bo(cao[23:16]),.co(cao[15:8]),.do(cao[7:0]),.ai(fa[31:24]),.bi(fa[23:16]),.ci(fa[15:8]),.di(fa[7:0]));



invcolumnmix ctwo(.ao(cbo[31:24]),.bo(cbo[23:16]),.co(cbo[15:8]),.do(cbo[7:0]),.ai(fb[31:24]),.bi(fb[23:16]),.ci(fb[15:8]),.di(fb[7:0]));



invcolumnmix cthree(.ao(cco[31:24]),.bo(cco[23:16]),.co(cco[15:8]),.do(cco[7:0]),.ai(fc[31:24]),.bi(fc[23:16]),.ci(fc[15:8]),.di(fc[7:0]));



invcolumnmix cfour(.ao(cdo[31:24]),.bo(cdo[23:16]),.co(cdo[15:8]),.do(cdo[7:0]),.ai(fd[31:24]),.bi(fd[23:16]),.ci(fd[15:8]),.di(fd[7:0]));



assign ao=mcon? fa:cao;



assign bo=mcon? fb:cbo;



assign co=mcon? fc:cco;



assign do=mcon? fd:cdo;

//



ao<=fa ^ keyip[127:96];

//



bo<=fb ^ keyip[95:64];

//



co<=fc ^ keyip[63:32];

//



do<=fd ^ keyip[31:0];

endmodule

div.v

module div(in,out);

input [11:0]in;

output [7:0]out;

parameter poly=9'b100011011;

reg [7:0]out;

reg [11:0]temp,temp1,temp2;

always @ 
(in or temp or temp1 or temp2 )


begin



if (in[11])

         temp={poly,3'b0}^in;  



else 





temp=in;

     if (temp[10])

          temp1={poly,2'b0}^temp;

     else

          temp1=temp;

     if (temp1[9])





temp2={poly,1'b0}^temp1;

    
else





temp2=temp1;



if (temp2[8])





out=poly^temp2;



else






out=temp2;


end

endmodule

module divtest;

wire [7:0]out;

reg [11:0]in;

div test (.out(out),.in(in));

always 


begin


#10
in=12'b111111111111;


#10in=12'b100110010000;


end

endmodule

outblock.v

module outblock(dataout,a,b,c,d,con1,con2,done);


input [31:0]a,b,c,d;


input con1,con2,done;


output [31:0]dataout;


wire [1:0]con;


reg [31:0]temp;


reg [31:0]dataout;


parameter one=32'h ffffffff,






zero=32'h 0;


assign con={con2,con1};


always@(con or a or b or c or d )



begin




case (con)





2'b00:temp=a;





2'b01:temp=b;





2'b10:temp=c;





default :temp=d;




endcase 



end


always @(one or zero or temp or done)



begin




if(done)





dataout=temp & one;




else





dataout=temp & zero;



end

endmodule

invsbox4.v

module invsbox4(datain,dataout);


input [31:0]datain;


output [31:0]dataout;


invs_box one (.sel(datain[31:24]),.out(dataout[31:24]));


invs_box two (.sel(datain[23:16]),.out(dataout[23:16]));


invs_box three(.sel(datain[15:8]),.out(dataout[15:8]));


invs_box four(.sel(datain[7:0]),.out(dataout[7:0]));

endmodule 

invs_box.v

module invs_box(out,sel);

   input  [7:0] sel;

   output [7:0] out;

   wire  [7:0]out;


reg [7:0]in[255:0];

   assign out=in[sel];

   always @(sel)


 begin 

    in[0]=8'h52;

    in[1]=8'h09;

    in[2]=8'h6a;

    in[3]=8'hd5;

    in[4]=8'h30;

    in[5]=8'h36;

    in[6]=8'ha5;

    in[7]=8'h38;

    in[8]=8'hbf;

    in[9]=8'h40;

    in[10]=8'ha3;

    in[11]=8'h9e;

    in[12]=8'h81;

    in[13]=8'hf3;

    in[14]=8'hd7;

    in[15]=8'hfb;

    in[16]=8'h7c;

    in[17]=8'he3;

    in[18]=8'h39;

    in[19]=8'h82;

    in[20]=8'h9b;

    in[21]=8'h2f;

    in[22]=8'hff;

    in[23]=8'h87;

    in[24]=8'h34;

    in[25]=8'h8e;

    in[26]=8'h43;

    in[27]=8'h44;

    in[28]=8'hc4;

    in[29]=8'hde;

    in[30]=8'he9;

    in[31]=8'hcb;

    in[32]=8'h54;

    in[33]=8'h7b;

    in[34]=8'h94;

    in[35]=8'h32;

    in[36]=8'ha6;

    in[37]=8'hc2;

    in[38]=8'h23;

    in[39]=8'h3d;

    in[40]=8'hee;

    in[41]=8'h4c;

    in[42]=8'h95;

    in[43]=8'h0b;

    in[44]=8'h42;

    in[45]=8'hfa;

    in[46]=8'hc3;

    in[47]=8'h4e;

  in[48]=8'h08;

    in[49]=8'h2e;

    in[50]=8'ha1;

    in[51]=8'h66;

    in[52]=8'h28;

    in[53]=8'hd9;

    in[54]=8'h24;

    in[55]=8'hb2;

    in[56]=8'h76;

    in[57]=8'h5b;

    in[58]=8'ha2;

    in[59]=8'h49;

    in[60]=8'h6d;

    in[61]=8'h8b;

    in[62]=8'hd1;

    in[63]=8'h25;

    in[64]=8'h72;

    in[65]=8'hf8;

    in[66]=8'hf6;

    in[67]=8'h64;

    in[68]=8'h86;

    in[69]=8'h68;

    in[70]=8'h98;

    in[71]=8'h16;

    in[72]=8'hd4;

    in[73]=8'ha4;

    in[74]=8'h5c;

    in[75]=8'hcc;

    in[76]=8'h5d;

    in[77]=8'h65;

    in[78]=8'hb6;

    in[79]=8'h92;

    in[80]=8'h6c;

    in[81]=8'h70;

    in[82]=8'h48;

    in[83]=8'h50;

    in[84]=8'hfd;

    in[85]=8'hed;

    in[86]=8'hb9;

    in[87]=8'hda;

    in[88]=8'h5e;

    in[89]=8'h15;

    in[90]=8'h46;

    in[91]=8'h57;

    in[92]=8'ha7;

    in[93]=8'h8d;

    in[94]=8'h9d;

    in[95]=8'h84;

    in[96]=8'h90;

    in[97]=8'hd8;

    in[98]=8'hab;

    in[99]=8'h00;

    in[100]=8'h8c;

    in[101]=8'hbc;

    in[102]=8'hd3;

    in[103]=8'h0a;

    in[104]=8'hf7;

    in[105]=8'he4;

    in[106]=8'h58;

    in[107]=8'h05;

    in[108]=8'hb8;

    in[109]=8'hb3;

    in[110]=8'h45;

    in[111]=8'h06;

    in[112]=8'hd0;

    in[113]=8'h2c;

    in[114]=8'h1e;

    in[115]=8'h8f;

    in[116]=8'hca;

    in[117]=8'h3f;

    in[118]=8'h0f;

    in[119]=8'h02;

    in[120]=8'hc1;

    in[121]=8'haf;

    in[122]=8'hbd;

    in[123]=8'h03;

    in[124]=8'h01;

    in[125]=8'h13;

    in[126]=8'h8a;

    in[127]=8'h6b;

    in[128]=8'h3a;

    in[129]=8'h91;

    in[130]=8'h11;

    in[131]=8'h41;

    in[132]=8'h4f;

    in[133]=8'h67;

    in[134]=8'hdc;

    in[135]=8'hea;

    in[136]=8'h97;

    in[137]=8'hf2;

    in[138]=8'hcf;

    in[139]=8'hce;

    in[140]=8'hf0;

    in[141]=8'hb4;

    in[142]=8'he6;

    in[143]=8'h73;

    in[144]=8'h96;

    in[145]=8'hac;

    in[146]=8'h74;

    in[147]=8'h22;

    in[148]=8'he7;

    in[149]=8'had;

    in[150]=8'h35;

    in[151]=8'h85;

    in[152]=8'he2;

    in[153]=8'hf9;

    in[154]=8'h37;

    in[155]=8'he8;

    in[156]=8'h1c;

    in[157]=8'h75;

    in[158]=8'hdf;

    in[159]=8'h6e;

    in[160]=8'h47;

    in[161]=8'hf1;

    in[162]=8'h1a;

    in[163]=8'h71;

    in[164]=8'h1d;

    in[165]=8'h29;

    in[166]=8'hc5;

    in[167]=8'h89;

    in[168]=8'h6f;

    in[169]=8'hb7;

    in[170]=8'h62;

    in[171]=8'h0e;

    in[172]=8'haa;

    in[173]=8'h18;

    in[174]=8'hbe;

    in[175]=8'h1b;

    in[176]=8'hfc;

    in[177]=8'h56;

    in[178]=8'h3e;

    in[179]=8'h4b;

    in[180]=8'hc6;

    in[181]=8'hd2;

    in[182]=8'h79;

    in[183]=8'h20;

    in[184]=8'h9a;

    in[185]=8'hdb;

    in[186]=8'hc0;

    in[187]=8'hfe;

    in[188]=8'h78;

    in[189]=8'hcd;

    in[190]=8'h5a;

    in[191]=8'hf4;

    in[192]=8'h1f;

    in[193]=8'hdd;

    in[194]=8'ha8;

    in[195]=8'h33;

    in[196]=8'h88;

    in[197]=8'h07;

    in[198]=8'hc7;

    in[199]=8'h31;

    in[200]=8'hb1;

    in[201]=8'h12;

    in[202]=8'h10;

    in[203]=8'h59;

    in[204]=8'h27;

    in[205]=8'h80;

    in[206]=8'hec;

    in[207]=8'h5f;

    in[208]=8'h60;

    in[209]=8'h51;

    in[210]=8'h7f;

    in[211]=8'ha9;

    in[212]=8'h19 ;   

    in[213]=8'hb5;

    in[214]=8'h4a ;

    in[215]=8'h0d;

    in[216]=8'h2d;

    in[217]=8'he5;

    in[218]=8'h7a;   

    in[219]=8'h9f;

    in[220]=8'h93;

    in[221]=8'hc9;

    in[222]=8'h9c;

    in[223]=8'hef;

    in[224]=8'ha0;

    in[225]=8'he0;

    in[226]=8'h3b;

    in[227]=8'h4d;

    in[228]=8'hae;

    in[229]=8'h2a;

    in[230]=8'hf5;

    in[231]=8'hb0;

    in[232]=8'hc8;

    in[233]=8'heb;

    in[234]=8'hbb;

    in[235]=8'h3c;

    in[236]=8'h83;

    in[237]=8'h53;

    in[238]=8'h99;

    in[239]=8'h61;

    in[240]=8'h17;

    in[241]=8'h2b;

    in[242]=8'h04;

    in[243]=8'h7e;

    in[244]=8'hba;

    in[245]=8'h77;

    in[246]=8'hd6;

    in[247]=8'h26;

    in[248]=8'he1;

    in[249]=8'h69;

    in[250]=8'h14;

    in[251]=8'h63;

    in[252]=8'h55;

    in[253]=8'h21;

    in[254]=8'h0c;

    in[255]=8'h7d;

end

endmodule 

invcolmix.v

module invcolumnmix(ao,bo,co,do,ai,bi,ci,di);

// the inputs ai to di are the four element of an coloumn


input [7:0]ai,bi,ci,di;


output [7:0]ao,bo,co,do;


parameter poly = 9'b 100011011;

// irreducable ploynomial


wire [7:0]ao,bo,co,do;


wire [11:0]at,bt,ct,dt,ata,atb,atc,atd,






bta,btb,btc,btd,cta,ctb,ctc,ctd,dta,dtb,dtc,dtd;

// the multiplicative matrix is 

// 0e 0b 0d 09

// 09 0e 0b 0d

// 0d 09 0e 0b

// 0b 0d 09 0e

assign     ata={ai,3'b0}^{ai,2'b0}^{ai,1'b0};

assign     atb={bi,3'b0}^{bi,1'h0}^bi;

assign     atc={ci,3'h0}^{ci,2'h0}^ci;

assign     atd={di,3'h0}^di;

assign     btb={bi,3'b000}^{bi,2'b0}^{bi,1'b0};

assign     btc={ci,3'b0}^{ci,1'h0}^ci;

assign     btd={di,3'h0}^{di,2'h0}^di;

assign     bta={ai,3'h0}^ai;

assign   
 ctc={ci,3'b000}^{ci,2'b0}^{ci,1'b0};

assign     ctd={di,3'b0}^{di,1'h0}^di;

assign     cta={ai,3'h0}^{ai,2'h0}^ai;

assign     ctb={bi,3'h0}^bi;

assign  
   dtd={di,3'b000}^{di,2'b0}^{di,1'b0};

assign      dta={ai,3'b0}^{ai,1'h0}^ai;

assign      dtb={bi,3'h0}^{bi,2'h0}^bi;

assign     dtc={ci,3'h0}^ci;

assign  


at=ata^atb^atc^atd;

assign  


bt=bta^btb^btc^btd;

assign  


ct=cta^ctb^ctc^ctd;

assign  


dt=dta^dtb^dtc^dtd;


//poly = 9'b 100011001;


div t1(.out(ao),.in(at));

div t2(.out(bo),.in(bt));

div t3(.out(co),.in(ct));

div t4(.out(do),.in(dt));

endmodule 

Inverted Key Segment

invkeyexpansionmod.v

module invkeyexpansionmod(keyout,keyin,tempin);


output [127:0]keyout;


input  [127:0]keyin;


input  [31:0]tempin;

//
reg

 wire [31:0]keyout1,keyout2,keyout3,keyout4;


wire  [31:0]temp;


wire [31:0]atemp;


wire [7:0]aout,bout,cout,dout;

//always @ (keyin or tempin or temp or atemp or keyout  )

  //


 begin

           assign  keyout[31:0]=keyin[31:0]^keyin[63:32];

           assign  keyout[63:32]=keyin[95:64]^keyin[63:32];

           assign  keyout[95:64]= keyin[95:64]^keyin[127:96];

//           inv

s_box t1(.out(aout),.sel(keyout[31:24]));

     //inv

s_box t2(.out(bout),.sel(keyout[23:16]));



//inv

s_box t3(.out(cout),.sel(keyout[15:8]));



//inv

s_box t4(.out(dout),.sel(keyout[7:0]));



assign  atemp ={bout,cout,dout,aout};

  assign temp=atemp^tempin;

   assign keyout[127:96]=temp^keyin[127:96];

    //  

end



assign keyout={keyout1,keyout2,keyout3,keyout4};

endmodule
B. AES Design Summary

Encryption (Using Xilinx ISE 7.1i)
Design Overview for aes

	Property
	Value

	Project Name:
	c:\aes

	Target Device:
	xc3s500e

	Report Generated:
	Monday 03/13/00 at 23:53

	Printable Summary (View as HTML)
	aes123_summary.html


Device Utilization Summary

	Logic Utilization
	Used
	Available
	Utilization
	Note(s)

	Number of Slice Flip Flops:
	529
	9,312
	5%
	 

	Number of 4 input LUTs:
	4,613
	9,312
	49%
	 

	Logic Distribution:
	 
	 
	 
	 

	Number of occupied Slices:
	2,521
	4,656
	54%
	 

	Number of Slices containing only related logic:
	2,521
	2,521
	100%
	 

	Number of Slices containing unrelated logic:
	0
	2,521
	0%
	 

	Total Number 4 input LUTs:
	4,619
	9,312
	49%
	 

	Number used as logic:
	4,613
	 
	 
	 

	Number used as a route-thru:
	6
	 
	 
	 

	Number of bonded IOBs:
	99
	190
	52%
	 

	Number of GCLKs:
	1
	24
	4%
	 


Performance Summary

	Property
	Value

	Number of Unrouted Signals:
	All signals are completely routed.

	Number of Failing Constraints:
	0


Failing Constraints

	Constraint(s)
	Requested
	Actual
	Logic Levels

	No Constraints Found
	 
	 
	 


Detailed Reports

	Report Name
	Status
	Last Date Modified

	Synthesis Report
	Current
	Monday 03/13/00 at 23:16

	Translation Report
	Current
	Monday 03/13/00 at 23:51

	Map Report
	Current
	Monday 03/13/00 at 23:52

	Pad Report
	Current
	Monday 03/13/00 at 23:53

	Place and Route Report
	Current
	Monday 03/13/00 at 23:53

	Post Place and Route Static Timing Report
	Current
	Monday 03/13/00 at 23:53


Decryption (Using Xilinx Foundation Series 2.1i)

===================

Chip ver1-Optimized

===================

Summary Information:

--------------------

Type: Optimized implementation

Source: ver1, up to date

Status: 0 errors, 0 warnings, 0 messages

Export: exported after last optimization

Target Information:

-------------------

Vendor: Xilinx

Family: VIRTEX

Device: V1000FG680

Speed: -6

Chip Parameters:

----------------

Optimize for: Speed

Optimization effort: Low

Frequency: 50 MHz

Is module: No

Keep io pads: No

Number of flip-flops: 394

Number of latches: 0

Chip Design Hierarchy:

----------------------

aes321: defined in c:\aesdec~1\aes_decr\aes321.v

Primitive reference count:

--------------------------

BUFGP         1

FDC         138

FDCE        256

IBUF         65

LUT       10514

MUXF5        32

OBUF_S_12    33

Clocks:

-------

                           Required  Estimated                       

Period   Rise     Fall     Freq      Freq       Signal               

(ns)     (ns)     (ns)     (MHz)     (MHz)                           

...............................................................

 20        0       10       50.00     -1.00     default              

 -1       -1       -1      -1000.00   15.99     clk_BUFGPed          

Timing Groups:

--------------

Name                 Description                              

............................................................

(I)                  Input ports                              

(O)                  Output ports                             

(RC,clk_BUFGPed)     Clocked by rising edge of clk_BUFGPed    

Timing Path Groups:

-------------------

                                          Required   Estimated  

                                          Delay      Delay      

From                 To                   (ns)       (ns)       

............................................................

(I)                  (RC,clk_BUFGPed)      20.00      11.68     

(RC,clk_BUFGPed)     (O)                   20.00      38.39     

(RC,clk_BUFGPed)     (RC,clk_BUFGPed)      20.00      62.53     

Input Port Timing:

------------------

                     Required   Estimated                       

Port                 Delay      Slack                           

Name                 (ns)       (ns)       To-Group             

............................................................

datain<31>            10.43      10.43     (RC,clk_BUFGPed)     

datain<30>            10.43      10.43     (RC,clk_BUFGPed)     

datain<29>            10.43      10.43     (RC,clk_BUFGPed)     

datain<28>            10.43      10.43     (RC,clk_BUFGPed)     

datain<27>            10.43      10.43     (RC,clk_BUFGPed)     

datain<26>             8.32       8.32     (RC,clk_BUFGPed)     

datain<25>             8.32       8.32     (RC,clk_BUFGPed)     

datain<24>             8.32       8.32     (RC,clk_BUFGPed)     

datain<23>            10.43      10.43     (RC,clk_BUFGPed)     

datain<22>            10.43      10.43     (RC,clk_BUFGPed)     

datain<21>            10.43      10.43     (RC,clk_BUFGPed)     

datain<20>            10.43      10.43     (RC,clk_BUFGPed)     

datain<19>            10.43      10.43     (RC,clk_BUFGPed)     

datain<18>            10.43      10.43     (RC,clk_BUFGPed)     

datain<17>            10.43      10.43     (RC,clk_BUFGPed)     

datain<16>            10.43      10.43     (RC,clk_BUFGPed)     

datain<15>            10.44      10.44     (RC,clk_BUFGPed)     

datain<14>            10.43      10.43     (RC,clk_BUFGPed)     

datain<13>            10.43      10.43     (RC,clk_BUFGPed)     

datain<12>            10.43      10.43     (RC,clk_BUFGPed)     

datain<11>            10.43      10.43     (RC,clk_BUFGPed)     

datain<10>            10.43      10.43     (RC,clk_BUFGPed)     

datain<9>             10.43      10.43     (RC,clk_BUFGPed)     

datain<8>              8.33       8.33     (RC,clk_BUFGPed)     

datain<7>             10.43      10.43     (RC,clk_BUFGPed)     

datain<6>             10.43      10.43     (RC,clk_BUFGPed)     

datain<5>             10.43      10.43     (RC,clk_BUFGPed)     

datain<4>             10.43      10.43     (RC,clk_BUFGPed)     

datain<3>             10.43      10.43     (RC,clk_BUFGPed)     

datain<2>             10.43      10.43     (RC,clk_BUFGPed)     

datain<1>             10.43      10.43     (RC,clk_BUFGPed)     

datain<0>             10.43      10.43     (RC,clk_BUFGPed)     

keyin<31>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<30>             10.43      10.43     (RC,clk_BUFGPed)     

keyin<29>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<28>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<27>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<26>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<25>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<24>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<23>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<22>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<21>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<20>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<19>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<18>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<17>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<16>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<15>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<14>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<13>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<12>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<11>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<10>             12.54      12.54     (RC,clk_BUFGPed)     

keyin<9>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<8>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<7>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<6>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<5>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<4>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<3>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<2>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<1>              12.54      12.54     (RC,clk_BUFGPed)     

keyin<0>              12.54      12.54     (RC,clk_BUFGPed)     

clk                    9.25       9.25     (RC,clk_BUFGPed)     

rst                     n/a        n/a     (RC,clk_BUFGPed)     

Output Port Timing:

-------------------

                     Required   Estimated                       

Port                 Delay      Slack                           

Name                 (ns)       (ns)       From-Group           

............................................................

dataout<31>           20.00     -18.39     (RC,clk_BUFGPed)     

dataout<30>           20.00     -16.45     (RC,clk_BUFGPed)     

dataout<29>           20.00     -16.21     (RC,clk_BUFGPed)     

dataout<28>           20.00     -15.48     (RC,clk_BUFGPed)     

dataout<27>           20.00     -18.39     (RC,clk_BUFGPed)     

dataout<26>           20.00     -15.97     (RC,clk_BUFGPed)     

dataout<25>           20.00     -15.97     (RC,clk_BUFGPed)     

dataout<24>           20.00     -16.21     (RC,clk_BUFGPed)     

dataout<23>           20.00     -18.39     (RC,clk_BUFGPed)     

dataout<22>           20.00     -18.39     (RC,clk_BUFGPed)     

dataout<21>           20.00     -18.39     (RC,clk_BUFGPed)     

dataout<20>           20.00     -14.68     (RC,clk_BUFGPed)     

dataout<19>           20.00     -14.68     (RC,clk_BUFGPed)     

dataout<18>           20.00     -16.21     (RC,clk_BUFGPed)     

dataout<17>           20.00     -16.45     (RC,clk_BUFGPed)     

dataout<16>           20.00     -14.68     (RC,clk_BUFGPed)     

dataout<15>           20.00     -18.39     (RC,clk_BUFGPed)     

dataout<14>           20.00     -18.39     (RC,clk_BUFGPed)     

dataout<13>           20.00     -18.39     (RC,clk_BUFGPed)     

dataout<12>           20.00     -14.68     (RC,clk_BUFGPed)     

dataout<11>           20.00     -14.68     (RC,clk_BUFGPed)     

dataout<10>           20.00     -15.72     (RC,clk_BUFGPed)     

dataout<9>            20.00     -15.72     (RC,clk_BUFGPed)     

dataout<8>            20.00     -14.68     (RC,clk_BUFGPed)     

dataout<7>            20.00     -18.39     (RC,clk_BUFGPed)     

dataout<6>            20.00     -18.39     (RC,clk_BUFGPed)     

dataout<5>            20.00     -18.39     (RC,clk_BUFGPed)     

dataout<4>            20.00     -14.68     (RC,clk_BUFGPed)     

dataout<3>            20.00     -14.68     (RC,clk_BUFGPed)     

dataout<2>            20.00     -15.52     (RC,clk_BUFGPed)     

dataout<1>            20.00     -15.52     (RC,clk_BUFGPed)     

dataout<0>            20.00     -14.68     (RC,clk_BUFGPed)     

datadecrypted         20.00      -7.95     (RC,clk_BUFGPed)     

Critical Path Timing:

---------------------

           Arrival    Required                                

Cell       Time       Time       Fanout                       

Type       (ns)       (ns)       Count   Pin-Name             

.........................................................

FDCE        62.53      20.00     394     /ver1-Optimized/test/

FDCE        62.33      19.80       1     /ver1-Optimized/test/

LUT4        60.52      17.99       1     /ver1-Optimized/C7589

LUT4        60.22      17.69       1     /ver1-Optimized/C7589

LUT4        58.41      15.88       1     /ver1-Optimized/C7613

LUT4        58.11      15.58       1     /ver1-Optimized/C7613

LUT3        56.30      13.77       1     /ver1-Optimized/C7614

LUT3        56.00      13.47      16     /ver1-Optimized/C7614

LUT4        50.55       8.02      16     /ver1-Optimized/C7798

LUT4        50.25       7.72       7     /ver1-Optimized/C7798

LUT4        46.99       4.46       7     /ver1-Optimized/C8036

LUT4        46.69       4.16       1     /ver1-Optimized/C8036

LUT4        44.88       2.35       1     /ver1-Optimized/C8037

LUT4        44.58       2.05       1     /ver1-Optimized/C8037

LUT4        42.77       0.24       1     /ver1-Optimized/C8058

LUT4        42.47      -0.06       2     /ver1-Optimized/C8058

LUT4        40.42      -2.11       2     /ver1-Optimized/C8061

LUT4        40.12      -2.41       1     /ver1-Optimized/C8061

LUT4        38.31      -4.22       1     /ver1-Optimized/C8064

LUT4        38.01      -4.52       6     /ver1-Optimized/C8064

LUT2        34.99      -7.54       6     /ver1-Optimized/C8830

LUT2        34.69      -7.84      30     /ver1-Optimized/C8830

LUT3        25.85     -16.68      30     /ver1-Optimized/C8832

LUT3        25.55     -16.98      49     /ver1-Optimized/C8832

LUT4        16.71     -25.82      49     /ver1-Optimized/C1132

LUT4        16.41     -26.12     128     /ver1-Optimized/C1132

LUT2         7.57     -34.96     128     /ver1-Optimized/C1136

LUT2         7.27     -35.26      19     /ver1-Optimized/C1136

FDC          1.10     -41.43      19     /ver1-Optimized/test/

FDC          0.00     -42.53     394     /ver1-Optimized/test/
C. Glossary

· Asymmetric Encryption

A form of cryptosystem in which encryption and decryption are performed using two different keys, one of which is referred to as the public key and one of which is referred to as the private key. Also known as public key encryption.

· Authentication

A process used to verify the integrity of transmitted data, especially a message.

· Block Cipher

A symmetric encryption algorithm in which a large block of plain text bits is transformed as a whole into a cipher text block of the same length.

· Brute-Force Attack

In this kind of attack, the attacker tries every possible key on a piece of cipher text until an intelligible translation into plain text is obtained.

· Cipher

An algorithm for encryption and decryption. A cipher replaces a piece of information with another object, with the intent to conceal meaning. Typically, a secret key governs the replacement rule.

· Cipher Text

The output of an encryption algorithm; the encrypted form of a message or data.

· Conventional Encryption (Symmetric Encryption)

A form of cryptosystem in which encryption and decryption are performed using the same key.

· Cryptanalysis

The branch of cryptology dealing with the breaking of a cipher to recover information, or forging encrypted information that will be accepted as authenticated.

· Cryptography

The branch of cryptology dealing with the design of algorithms for encryption or decryption, intended to ensure the secrecy and/or authenticity of messages.

· Cryptology

The study of secure communications, which encompasses both cryptography and cryptanalysis.

· Decryption

The translation of encrypted text or data into original text or data. Also called deciphering.

· Digital Signatures

An authentication mechanism that enables the creator of a message to attach a code that acts as a signature. The signature guarantees the source and integrity of the message.

· Encryption

The conversion pf plain text or data into unintelligible form by means of a reversible translation, based on a translation table or algorithm. Also called enciphering.

· Plain Text

The input to an encryption function or the output of a decryption function.

· Private Key

One of the two keys used in an asymmetric encryption system. For secure communication, the private key should only be known to its creator.

· Public Key

One of the two keys used in an asymmetric encryption system. The public key is made public, to be used in conjunction with a corresponding private key.

· Secret Key

The key used in a symmetric encryption system. Both participants must share the same key, and this key must remain secret to protect the communication.

· Stream Cipher

A symmetric encryption algorithm in which cipher text output is produced bit-by-bit or byte-by-byte from a stream of plain text input.
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