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Abstract
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The visual cryptography is a process of splitting image in multiple shares or transparencies so that no one can identify the image from few shares. The image can be recovered only when the receiver has all the shares. When all the shares are stacked together the image is regenerated and can be identified by human eye. The visual cryptographic process can be used in applications where images are involved such as hiding other image information in the original image. 
Image embedding is the process of putting hidden image information in the original image. Image embedding using same size VC uses image size invariant VC [2] for generating multiple shares of images and the multiple shares contain the information of the hidden image. The hidden image information is embedded at every second pixel or forth pixel depending upon the assumption that two or four consecutive pixel contains the same value. 
Image embedding by assuming two consecutive pixels have same value contains the hidden image information at every alternate pixel position but the algorithm is designed to 25% pixel positions of multiple shares to store the hidden image information. Image embedding by assuming four consecutive pixels have same value also use the 25% pixel positions of multiple shares to store the hidden image information. Image embedding assuming 2 pixel and square arrangement assuming 4 pixel provides smooth edges than horizontal and vertical arrangement.
The original image and the hidden image can be recovered by using XOR operation and setting the pixel value according to XOR value.
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Chapter 1

INTRODUCTION
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This section provides introduction about cryptography, different methods of visual cryptography. It also discusses the applications of visual cryptography and problems of using visual cryptography.
1.1
Cryptography
          Cryptography is the phenomenon of hiding the data from unauthorized access. The cryptographic algorithm must be strong enough so that it can not be decoded by any other process or algorithm. Good cryptosystems makes hackers chances of decoding the encrypted data difficult.



Fig.1.1: Cryptographic Process
The basic cryptographic model accepts the plain text as the input and the plain text is converted into the cipher text. The cipher text is transmitted over the network and the receiver decrypts the cipher text to get the plain text. The basic cryptographic model is shown in fig.1.1. The cryptographic algorithms are designed with security, confidentiality and integrity in mind. A good cryptosystem is one in which all the security is inherent in the knowledge of the key and none is inherent in knowledge of algorithm. 
Secret Keys - Symmetric System
The first method uses a secret key, such as the DES and AES algorithms. Both sender and receiver use the same key to encrypt and decrypt. This is the fastest computation method, but getting the secret key to the recipient in the first place is a problem that is often handled by the second method.
Public Keys - Asymmetric System
The second method uses a two-part key, such as RSA and El Gamal. Each recipient has a private key that is kept secret and a public key that is published for everyone. The sender looks up or is sent the recipient's public key and uses it to encrypt the message. The recipient uses the private key to decrypt the message and never publishes or transmits the private key to anyone. Thus, the private key is never in transit and remains invulnerable.
1.2
Visual cryptography

Visual cryptography is a cryptographic technique which allows visual information (pictures, text, etc.) to be encrypted in such a way that the decryption can be performed by the human visual system, without the aid of computers.

Visual cryptography was pioneered by Moni Naor and Adi Shamir in 1994[1]. They demonstrated a visual secret sharing scheme, where an image was broken up into n shares so that only someone with all n shares could decrypt the image, while any n-1 shares revealed no information about the original image[1][4]. Each share was printed on a separate transparency, and decryption was performed by overlaying the shares. When all n shares were overlaid, the original image would appear.

[image: image6]
Fig.1.2: General visual cryptography.


In general visual cryptography the size of shares generated increases. Therefore the size of stacked images also increases. To overcome this problem the concept of image size invariant visual cryptography [2] comes. The multiple shares generated using image size invariant VC are of the same size that of the image. The stacked image generated from the multiple shares is darker in color than the original image [8]. Visual Cryptography possesses these characteristics:

· Good Security of image.

· Decryption can be done by human eye without the use of a computer.

· Less effect due to loss of bits during transfer of information on communication channel. 
There are three main drawbacks in visual cryptography:

· It results in resolution change. The decrypted image has resolution lesser than that of the original image.

· VC can be used for black and white images.

· The stacking of two shares is difficult if alignment symbol is not given.
Visual cryptography is important technique for securely transmission of images from sender to receiver. The person who has all the shares can only decrypt the image.
1.3
Application of visual Cryptography
A)
Computer generated Hologram
The hologram can be defined as the frequency pattern of an object. There are two ways of generating holograms, by using reference wave and object wave and other is computer generated hologram. The VC can be applicable on computer generated Hologram[3].The original concept of visual cryptography[1] is applicable for generating different shares of the hologram. The shares generated are shown in figure3.
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(b)                              (c)

Fig.1.3 :(a) Hologram (b) share1 (c) share2
After splitting the hologram into shares it can be used securely. The shares can be used for transporting of the hologram from one place to other so that untrusted person can not use the hologram.
B)
Secure Communication
In our day to day life we have to communicate with other person over untrusted network. During the transaction through credit cards , the personal information is open on the network. To hide these personal information we can use VC as the information shown on GUI device can be considered as image[11][12]. The credit card include private information about users, such as card number, validity date, identification etc. These information  can be hidden by dividing them in multiple shares as shown in figure4. The information passed through the unsecured network in the form of shares and this information is not used by the hackers. 
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(d)

Fig.1.4 :Hiding card number (a) secret image (b) share1 (c) share2 (d) decrypted image

The person using your credit card can not access your personal information as the graphical user interface shows the encrypted shares not the exact data. The symmetric cryptosystem is used for the ease of generating shares of image.
C)

Data Hiding

The data is present on the image which is encrypted and decrypted with the shares of the secret image. With the help of this application we can embed an image which contains data into other image. The height of the data image (W) is half of the height of the secret image(S). The encryption is done by hiding the information of data image in the alternative rows of the second share generated [5]. 
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Fig.1.5 :(a) Secret image (b) Data image (c) Share1 (d) Share2 (e) Decrypted secret image (f) Decrypted data image.

This application can be used for sending secret message so that the message cannot be identified by the non-authenticate person. The secret message is so efficiently embedded that after stacking the shares or transparencies the hidden message is not identified.

D)

Other Uses

The visual cryptography can be used in other applications in which images or printed media involved. Some other uses of VC as follows: 

· Key Distribution: The general cryptographic concept involves either public key or private key for encrypting or decrypting the message. The public key must be distributed in a secure way to all the authenticate user. The Visual cryptography can be used in sending key securely. The key may be put in an image or on a document and the we can generate multiple shares of that document using VC. The shares are send to the authenticate user and user can regenerate key by stacking all the shares.  

· Printed Document Transfer: The printed document or electronic document is also sent in the secure way using VC. The shares or transparencies are generated of the electronic document or printed document and they are transferred to the authenticate user either by post or fax.  

· Blue print Distribution: The blue print of any new designed machine or architectural plan can be send to the authorized person using VC. The blue print can be converted into multiple shares either by conventional VC or image size invariant VC. These shares are transferred over the unsecured network and authorized person get all the shares and stack them to generate the blue print.
1.4 Problem definition

The various updates are provided by the researchers to improve the visual cryptographic process. The problems of the visual cryptographic process are regarding size of the multiple shares, contrast of the recovered image, the alignment of the multiple shares generated and hiding other image information in the original image. The main problem which is tried to resolve in this thesis is to embed the hidden image 

information by using the minimum number of pixels of the multiple shares generated and also the size of the hidden image is equal to the size of original image. The image size invariant visual cryptography technique is used for generating multiple shares [2]. 
1.5
Proposed work
In this thesis, the work is proposed to optimize the data hiding using the same size visual cryptography. The previous research works provide the data hiding concept in which the hidden image is half of the size of the original image. The algorithm proposed in this thesis is used to embed the information of hidden image in the original image. The size of the hidden image is same as the size of the original image. The proposed algorithm stores the information of hidden image by using the 25 percent pixels of the shares. So, the stacked image is closer to the original image.
1.6
Organization of thesis

Chapter 1 deals with Introduction. It describes the basic idea about cryptography, visual cryptography, problem definition and proposed work.
     
Chapter 2 deals with the Literature survey about the techniques of visual cryptography and data hiding using visual cryptography.
     
Chapter 3 deals with the proposed algorithm to solve the image embedding problem.
     
Chapter 4 deals with implementation of the proposed algorithm using java.   
Chapter 5 deals with result and snapshot.
     
Chapter 6 describes the relevant conclusion drawn.

Chapter 2
LITERATURE REVIEW


The concept of visual cryptography was given by Naor and Shamir [1]. The VC is updated and modified various researchers so that it can be used in different applications. Therefore, literature review starts from visual cryptography than image size invariant VC and at last how it can be used for data hiding. 
2.1
Visual Cryptography
          In the visual cryptographic process the image is converted into multiple shares and image is recovered by stacking together all the shares. In VC[2,2] each pixel is converted into four sub-pixels. The blocks given in the figure are randomly selected for corresponding black and white pixel of image. In a black and white image with 1 value denoting the black and 0 value denoting the white of W×H size, each binary pixel x(i,j), where i=1,2,…,W and j=1,2,…,H is encrypted by using an encryption function f() into a b=(b1×b2) block of black and white subpixels in each of the n shares, with a  resolution of (b1*W×b2*H) pixels. Figure 2 shows the basic block used in encryption and decryption of an image using VC[2,2] i,e. 2-out-of-2 visual cryptography [1][4]. The encryption for 2-out-of-2 VC is defined as follows:
                        [sw1 sw2] for x(i,j) =0

F(x(i,j)) = 


             [sb1 sb2]    for x(i,j) =1

where sw1, sw2, sb1 and sb2 are the blocks containing subpixels. For a pixel at the position i,j in the image is represented by the block in the share having subpixels at the position (2i-1,2j-1), (2i-1,2j), (2i,2j-1), (2i,2j) [1][4][7] for a 2-out-of-2 VC. Since each pixel of image is represented by block of four subpixels ,therefore the size of each share is four times the size of the original image and hence the size of the decrypted image.

The figure2 shows the different arrangement of  the subpixels in a block of 2*2. The user can randomly select any of the arrangement  according to black and white pixel.
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Fig.2.1: 2-out-of-2 Visual Cryptography

           It is clear from the figure 2.1 that both the shares are same when image contains white pixel and both the shares are different when image contains a black pixel. The image decrypted using visual cryptography contains the following properties:

· Contrast:- The decrypted image is darker than the original image.

· Pixel Expansion- The decrypted image is four times in size than original image using VC [2,2]. 

2.2
Image Size Invariant Visual Cryptography
             Image size invariant visual cryptography is the extension of the visual cryptography concept. The size of the transparencies or share is larger than the size of original image in conventional visual cryptography. But in this scheme the size of the image remain same as the size of the original secret image. 

[image: image27]
Fig.2.2: Same Size Visual Cryptography. 
          Now, consider an image I which has pixel value p(i,j) at the position i and j. The size of the image is m*n where m is the height of the image and n is the width of the image. The two shares are generated by the following steps:
· If the pixel p(i,j) is white i,e. p(i,j) =0 then set same pixel value in both the share.

             If   p(i,j)=0 

             then
                               s1(i,j)=0 AND s2(i,j)=0 
                                              OR
                               s1(i,j)=1 AND s2(i,j)=1

· If the pixel p(i,j) is black i,e. p(i,j) =1 then set same pixel value in both the share.

             If   p(i,j)=1

             then
                               s1(i,j)=0 AND s2(i,j)=1 
                                              OR
                               s1(i,j)=1 AND s2(i,j)=0

· Now, XOR of the two shares provide the correct image.

          Where s1(i,j) is the pixel value of share1 at the position i and j and s2(i,j) is the pixel value of share2 at the position i and j. The decrypted image using the above method contains the following properties:
· Contrast-The XOR decrypted image has the same contrast that of the original image.

· Pixel Expansion- The decrypted image is equal to the size of the secret image.
· This method provides less security than the conventional visual cryptography. 
2.3 Data Hiding using Same Size VC
          Visual Cryptography can be used for authentication, authorization, key management and handling print data or images in a secure way[8][10][11]. VC can be used for embedding information present in the image into other image.

          Suppose the secret image I is an M×N halftone image and the hidden data W is an M×N/2 binary image. Obviously sizes of the two transparencies or share S1 and S2 are M×N. In this case 0 and 1 denote a black and a white pixel respectively, and (x, y) represents pixels coordinates [5]. The Fig.2.3 contains three steps and for embedding the information the order of steps is important.

First and second step is to set pixel of share2 and in the third step set the pixel of share1 [5]. The encryption and decryption process is given below. 


[image: image28]
Fig.2.3: Steps for data hiding.


A)
Encrypting Hidden Image

         
For encrypting one pixel of hidden image W, the two pixel of each share involved. The encrypting process consists of the following steps [5]:
· if Hidden image (W) pixel is white i,e w(i,j)=1 then

                   S2(i,j+1)= 1-S1(i,j)

      
Else

                   S2(i,j+1)= S1(i,j)

· if secret image (S) pixel is white i,e s(i,j)=1 then

                   S2(i,j+1)= S1(i,j)

      
Else

                   S2(i,j+1)= 1-S1(i,j)

· if secret image (S) pixel at the next level is white i,e s(i,j+1)=1 then

                   S1(i,j+1)= S2(i,j+1)

      
Else

                   S1(i,j+1)= 1-S2(i,j+1)

B)
Decrypting the Hidden Image

The secret image and the hidden data can be retrieved using simple exclusive-OR (XOR) operations, which are two independent processes [5].
· For decrypting the Hidden image
W(i,j) = XOR(S2(i,j+1) , S1(i,j))

· For decrypting Secret Image

S(i,j) = XOR(S1(i,j) , S2(i,j))

          Using the above XOR operations on the two shares we can easily get both secret and hidden image. The above method of encryption and decrypting is efficient and effective for securing the information present in the image. 
Chapter 3
PROPOSED TECHNIQUE

[image: image29]
Image Embedding is the concept of hiding one image into the other image. Image Embedding using same size Visual Cryptography uses the image size invariant visual cryptography for generating shares of image and the hidden image information is embedded in the shares. 

Now, consider containing image(I) and Hidden Image(H) of same size. The two shares generated are T1 and T2 having the size equal to the images as we are using same size visual cryptography. 


The proposed image embedding technique has assumption that either two or four consecutive pixels of image have same value.   
3.1 Image Embedding Assuming 2 pixel
The image embedding process generates the transparencies or shares of image (I) using the image size invariant visual cryptography [2] as the size of shares is same as the size of the image.  

[image: image30]
Fig.3.1 pixel mapping for image embedding assuming 2 pixel
The hidden image(H) information is embedded every alternate pixels. The algorithm works well when there is white-white, white-black, black-black combination of pixels. The information is lost only when there is black-white combination of pixels. The algorithm uses the pixel mapping given in fig.3.1. The assumption and algorithm is given below:       
Assumption:

The two consecutive pixels of image have the same value.

Algorithm:

A) For Image Embedding:

1. if I[i] = 0 AND H[i] = 0 then

T1[i] =T1[i+1] = 0 OR 1 (randomly taken)

T2[i] = T2[i+1] = T1[i]

endif

2.
if I[i] = 1 AND H[i] = 0 then

T1[i] = 0 OR 1 (randomly taken)

T2[i] = 1 – T1[i]

T1[i+1] =T2[i+1] = 0 OR 1 (randomly taken)

endif

3.
if I[i] = 0 AND H[i] = 1 then

T1[i] =T2[i] = 0 OR 1 (randomly taken)

T1[i+1] = T2[i+1] = 1 - T1[i]

endif

4.
if I[i] = 1 AND H[i] = 1 then

T1[i] =T1[i+1] = 0 OR 1 (randomly taken)

T2[i] = T2[i+1] = 1 - T1[i]

endif

B) Regenerating Image and Hidden Image
1.
if T1[i] = T2[i] then


   if (T1[i] XOR T2[i] = 0) AND (T1[i+1] XOR T2[i+1] = 0)


   then


         
I[i] = I[i+1] = 0


H[i] = H[i+1] = 0

   endif


endif

2.
if (T1[i] XOR T2[i] = 1) AND (T1[i+1] XOR T2[i+1] = 0)


then



I[i] = I[i+1] = 1



H[i] = H[i+1] = 0


 endif

3.
if T1[i] != T2[i] then


   if (T1[i] XOR T2[i] = 0) AND (T1[i+1] XOR T2[i+1] = 0)


   then


         
I[i] = I[i+1] = 0



H[i] = H[i+1] = 1


   endif


endif

4.
if (T1[i] XOR T2[i] = 1) AND (T1[i+1] XOR T2[i+1] = 1)
 
then
I[i] = I[i+1] = 1

H[i] = H[i+1] = 1




endif

3.2 Image Embedding Assuming 4 pixel
The image embedding process for assuming 4 pixel also uses the image size invariant visual cryptography [2] for generating multiple shares of the image (I). The hidden image information is embedded at every forth pixel location depending upon the arrangement. There are three different arrangements are proposed given below: 

· Horizontal arrangement
· Vertical arrangement

· Square arrangement

3.2.1 Horizontal arrangement:

The hidden image information stored at every forth pixel present in every row and all other pixels contains the information of the image shown in fig.3.2.


[image: image31]
Fig.3.2: Image Embedding Horizontal arrangement

Now, consider Image (I) and Hidden image (H) having the width w and height h. As the shares generated are of same size that of image therefore the size of shares is h * w. The assumption and proposed algorithm is shown below:
Assumption:

The four consecutive pixels in every row of image have the same value.
Algorithm:

A) For Image Embedding

for(i = 0 ; i < h ; i++)

begin


for(j = 0 ; j < w ; j++)


begin



temp = i * w + j


if(temp.MOD(4) = 0) then




if(H[temp] = 0) then




T1[temp] = T2[temp] = 0 OR 1 (randomly)




else




T1[temp] = 0 OR 1 (randomly)




T2[temp] = 1 – T1[temp]




elif



else




if(I[temp] = 0) then




T1[temp] = T2[temp] = 0 OR 1 (randomly)




else




T1[temp] = 0 OR 1 (randomly)




T2[temp] = 1 – T1[temp]




elif



elif


end

end
B) Regenerating Image and Hidden Image 

for(i = 0 ; i < h ; i++)

begin


for(j = 0 ; j < w ; j++)


begin



temp = i * w + j



if(temp.MOD(4) = 0) then



if(T1[temp] XOR T2[temp] =1) then





H[temp] = 1





H[temp + 1] = 1





H[temp + 2] = 1





H[temp + 3] = 1





I[temp] = I[temp-1]




else





H[temp] = 0





H[temp + 1] = 0





H[temp + 2] = 0





H[temp + 3] = 0





I[temp] = I[temp-1]




elif



else




if(T1[temp] XOR T2[temp] =1) then





I[temp] = 1




else





I[temp] = 0




elif



elif


end

end
3.2.2 Vertical arrangement:

The hidden image information stored at every forth pixel present in every column and all other pixels contains the information of the image shown in fig.3.3.


Consider Image (I) and Hidden image (H) having the width w and height h. As the shares generated are of same size that of image therefore the size of shares is h*w. The multiple shares are generated using the same size visual cryptography. The information lost using the image embedding process is 25 percent in general cases. The assumption and proposed algorithm is shown below:

Assumption:

The four consecutive pixels at each column of image have the same value.

[image: image32]
Fig.3.3: Image Embedding Vertical arrangement

Algorithm:

A)
For Image Embedding
for(i = 0 ; i < h ; i++)

begin


for(j = 0 ; j < w ; j++)


begin



temp = i * w + j



if(j.MOD(4) = 0) then




if(H[temp] = 0) then




T1[temp] = T2[temp] = 0 OR 1 (randomly)




else




T1[temp] = 0 OR 1 (randomly)




T2[temp] = 1 – T1[temp]




elif



else




if(I[temp] = 0) then




T1[temp] = T2[temp] = 0 OR 1 (randomly)




else




T1[temp] = 0 OR 1 (randomly)




T2[temp] = 1 – T1[temp]




elif



elif


end

end
B)
Regenerating Image and Hidden Image 

for(i = 0 ; i < h ; i++)

begin


for(j = 0 ; j < w ; j++)


begin



temp = i * w + j



if(j.MOD(4) = 0) then



if(T1[temp] XOR T2[temp] =1) then





H[temp] = 1





H[temp + w] = 1





H[temp + 2 * w] = 1





H[temp + 3 * w] = 1





I[temp] = I[temp - w]




else





H[temp] = 0





H[temp + w] = 0





H[temp + 2 * w] = 0





H[temp + 3 * w] = 0





I[temp] = I[temp - w]




elif



else




if(T1[temp] XOR T2[temp] =1) then





I[temp] = 1




else





I[temp] = 0




elif



elif


end

end

3.2.3 Square arrangement:

The multiple shares are generated using the same size visual cryptography. The hidden image information is present at Mod(2) positions for each row and column as shown in fig.3.4.

[image: image33]
Fig.3.3: Image Embedding Square arrangement

Consider Image (I) and Hidden image (H) having the width w and height h. As the shares generated are of same size that of image therefore the size of shares is h*w. The assumption and proposed algorithm is shown below:
Assumption:

The four consecutive pixels of image have the same value.
Algorithm:

A)
For Image Embedding
for(i = 0 ; i < h ; i++)

begin


for(j = 0 ; j < w ; j++)


begin



temp = i * w + j



if(i.MOD(2) = 0 AND j.MOD(2) = 0) then




if(H[temp] = 0) then




T1[temp] = T2[temp] = 0 OR 1 (randomly)




else




T1[temp] = 0 OR 1 (randomly)




T2[temp] = 1 – T1[temp]




elif



else




if(I[temp] = 0) then




T1[temp] = T2[temp] = 0 OR 1 (randomly)




else




T1[temp] = 0 OR 1 (randomly)




T2[temp] = 1 – T1[temp]




elif



elif


end

end
B)
Regenerating Image and Hidden Image 

for(i = 0 ; i < h ; i++)

begin


for(j = 0 ; j < w ; j++)


begin



temp = i * w + j



if(i.MOD(2) = 0 AND j.MOD(2) = 0) then



if(T1[temp] XOR T2[temp] =1) then





H[temp] = 1





H[temp + 1] = 1





H[temp + w] = 1





H[temp + w + 1] = 1





I[temp] = I[temp - 1]




else





H[temp] = 0





H[temp + 1] = 0





H[temp + w] = 0





H[temp + w + 1] = 0





I[temp] = I[temp - 1]




elif



else




if(T1[temp] XOR T2[temp] =1) then





I[temp] = 1




else





I[temp] = 0




elif



elif


end

end

Chapter 4
IMPLEMENTATION OF NEW ALGORITHM

[image: image34]

This chapter describes how the new algorithms are implemented, what are the software required. The implementation process starts from designing of graphical user interface and ends with the implementation of the proposed algorithm.
4.1 Requirement to implement new algorithm

The new algorithm was implemented using JDK1.4. The algorithm is implemented using java language that’s why it can run on any operating system which has java runtime environment. The user can interact with the tool using mouse. The images used for generating multiple shares are having .gif extension.  

4.2 Method of implementation
Firstly, The GUI is created by using javax.swing and java.awt packages of the java. The java.awt package provides basic GUI methods whereas javax.swing is the extension of the java.awt package. The menu driven programming is used for performing different functions. The Home window contains the radio buttons for different algorithms.
Secondly, The methods for reading the pixel value of the image, creating the image from pixel values are given in the java.awt.image package of jdk. The method for saving of image is given in javax.imageio package. The description of these packages is given in appendix.
The working on tool contains the following steps:
· Select the process from home window.

· Select the image whose shares are generated.

· Generate the transparencies.
· View regenerated images.
Chapter 5
RESULTS AND SNAPSHOTS
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5.1
General Visual Cryptography
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5.2
Image Size invariant Visual Cryptography
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5.3
Data Hiding using Same Size Visual Cryptography
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5.4
Image Embedding using same size VC(Assuming 2 pixel)
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5.5
Image Embedding using same size VC(Assuming 4 pixel)

a)
Horizontal Arrangement:
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b)
Vertical Arrangement:
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c)
Square Arrangement:
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5.6
Snapshots
Home Window: The first window appears is the Home window which has the three options. The fist option is for General visual cryptography or the conventional visual cryptography. The second option is for generating shares or transparencies that are equal in size of the input image. The third option is for data hiding in the secret image.
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Fig.5.1: Home Window.
General Visual Cryptography: The General visual cryptography window is used for generating shares using conventional VC. First we have to select the secret image after that generate transparencies and to view the reconstructed image stack the transparencies. 
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Fig.5.2: General Visual Cryptography
Open Dialog Box: The open dialog box is used to select the image for which transparencies or shares are generated.
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Fig.5.3: Open Dialog Box.
Image Size Invariant Visual Cryptography: This window is used for generating transparencies of the same size that of the secret image. The window shows the reconstructed image by stacking the transparencies as well as XOR of two transparencies.  
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Fig.5.4: Image Size Invariant Visual Cryptography
Data Hiding: The Data Hiding window generates the two transparencies from the secret image and the hidden image. The transparencies generated are of the same size that of the secret image. The hidden image is having height half of the height of the secret image. The window also shows the reconstructed secret image as well as hidden image.
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Fig.5.5: Data Hiding using Same Size VC
Image Embedding (Assuming 2 pixel): The image embedding assuming 2 pixel accept the images of same size and generates the shares of images. The window also shows the stacked image, xor stacked image and hidden image.
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Fig.5.6: Image Embedding Assuming 2 pixel.
Image Embedding (Assuming 4 pixel): Image Embedding assuming 4 pixel accept the images of same size and generates the shares of images. The window has three modes for operating differently. The window also shows the stacked image, xor stacked image and hidden image.
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Fig.5.7: Image Embedding Assuming 4 pixel.

Chapter 6

CONCLUSION AND FUTURE WORK
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           Image Embedding is the effective and efficient way for hiding extra information in the multiple shares or transparencies generated by using image size invariant visual cryptography. The data hiding concept [5] uses the 50% pixel values of each share for storing the information of image which is half in the size of the original image. The result shows that the proposed image embedding algorithms (both assuming 2 pixel and assuming 4 pixel) uses the 25% of pixel values for storing the information of hidden image which is of the same size that of original image. The image embedding assuming 2 pixels provide better regenerated images than image embedding assuming 4 pixels. The regenerated images using horizontal and vertical arrangement of image embedding assuming 4 pixel produce regenerated images with sharp edges. So, images having more edges should use image embedding assuming 2 pixel and square arrangement of image embedding assuming 4 pixels. If original image contains more black pixel and hidden image contains more white pixel than image embedding assuming 4 pixel is better than image embedding assuming 2 pixel. The original image and the hidden image can be regenerated by using XOR operation at the particular pixel location. The regenerated images are almost similar to the respective images with small distortion of the edges. The user can easily identify the original images from regenerated images.
           The Visual cryptographic technique works properly for the black and white images. The future research work related to VC can be done in the following areas:

· Improving the visual cryptographic technique so that it can be applicable for the colored images and 

· Improving the image embedding concept for colored images.
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Appendix 
Package java.awt.image
The java.awt.image package provides classes for creating and modifying images. Images are processed using a streaming framework that involves an image producer, optional image filters, and an image consumer. This framework makes it possible to progressively render an image while it is being fetched and generated. Moreover, the framework allows an application to discard the storage used by an image and to regenerate it at any time. This package provides a number of image producers, consumers, and filters that you can configure for your image processing needs.
Package javax.imageio 
This is main package of the Java Image I/O API. Many common image I/O operations may be performed using the static methods of the ImageIO class. This package contains the basic classes and interfaces for describing the contents of image files, including metadata and thumbnails (IIOImage); for controlling the image reading process (ImageReader, ImageReadParam, and ImageTypeSpecifier) and image writing process (ImageWriter and ImageWriteParam); for performing transcoding between formats (ImageTranscoder), and for reporting errors (IIOException).
Package java.awt 

This package contains all of the classes for creating user interfaces and for painting graphics and images. A user interface object such as a button or a scrollbar is called, in AWT terminology, a component. The Component class is the root of all AWT components. 

Some components fire events when a user interacts with the components. The AWTEvent class and its subclasses are used to represent the events that AWT components can fire. See AWTEvent for a description of the AWT event model. 

A container is a component that can contain components and other containers. A container can also have a layout manager that controls the visual placement of components in the container. The AWT package contains several layout manager classes and an interface for building your own layout manager. 
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