1. Introduction
1.1 Background

With the ever-increasing demands on management to “do more with less”, a growing number of businesses are evaluating alternatives to the procedural status quo. Inevitably, managers are adopting a technology strategy to increase productivity and efficiency with a strong ROI (Return on Investment). However, embracing technology alone is often not the panacea many hope for. Focusing on “cool” technological innovations can obscure the actual objective. It is not until technologies are aggregated into an intelligent solution that they become operationally and fiscally beneficial. Luckily, the paradigm is shifting towards the solution as the value proposition that will deliver the expectations of users.

Technology as a component of a solution must be driven by the requirements of the business. For a solution to be realized, it is important that there is a comprehensive understanding of the business needs prior to developing the solution to address them. However, that knowledge alone is not enough to ensure a successful deployment. By following a step-by-step process and keeping an eye on the objective, finding the right mobile solution can be achieved more efficiently and cost effectively. Knowing how to prepare for the deployment is critical for success.
1.2 Objective

Pocket PC is a third generation mobile which has many of the capabilities of modern desktop PCs. Pocket PC’s, PDA’s and other handheld electronics commonly have Wi-Fi ability built-in. This helps them to connect wirelessly to a Wi-Fi enabled network to transfer files, access data, or surf the Internet. To transfer information from mobile to computer we use either data cable or Bluetooth technology. The objective here is to connect Pocket PC (3G mobile) with the prescribed server (desktop computer/ laptop) from anywhere in the world wirelessly.
1.3 Problem Statement

To design an application for Pocket PC (3G mobile) that can provide wireless connectivity to the desktop computer/ laptop  which will act as server (having Live IP), so that any information from the Pocket PC (3G mobile) can be send to the server (desktop computer/laptop) from anywhere in the world..

1.4 The Approach

The application that is designed is based on Client-Server model, in which, client is Pocket PC (3G mobile) and server is desktop computer/laptop. The server is called ActiveSync server, since, it will sync all the contents of the client (Pocket PC (3G mobile)). The application is designed using eVC++ 4.0. The client part of the software will be loaded on the Pocket PC (3G mobile) and the server part will be loaded on desktop computer/ laptop which will act as server. This application will basically synchronize Pocket PC (3G mobile) with the desktop computer/laptop without using data cable or Bluetooth.

2. Pocket PC 




Figure 2.1
Pocket PC
A Pocket PC, abbreviated P/PC or PPC, is a specification for a handheld-sized computer (Personal Digital Assistant) that runs a specific version of the Windows CE operating system. It may have the capability to run an alternative operating system like NetBSD or Linux. 

Pocket PC is a 3G mobile. Currently, there are thousands of applications for handhelds adhering to the Microsoft Pocket PC specification, many of which are freeware. Some of these devices also include mobile phone features. Microsoft compliant Pocket PCs can also be used with many other add-ons like GPS receivers, barcode readers, RFID readers, and cameras.

2.1 History

The Pocket PC is an evolution from previous calculator-sized computers. Keystroke-programmable calculators which could do simple business and scientific applications were available by the 1970s. In 1982, Hewlett Packard's HP-75 incorporated a 1-line text display, an alphanumeric keyboard, BASIC language and some basic PDA capabilities. The HP 200Lx series packed a PC-compatible DOS computer with graphics display and QWERTY keyboard into a palmtop format. The Omnigo 100 used a pen and graphics interface on DOS, but was not widely accepted. The HP 300LX built a palmtop computer on the Windows CE operating system, but not until the form factor and features of the Palm platform were adapted did it become known as the "Pocket PC".

2.2 Definition
According to Microsoft, the Pocket PC is "a handheld device that enables users to store and retrieve e-mail, contacts, appointments, tasks, play multimedia files, games, exchange text messages with Windows Live Messenger (MSN Messenger), browse the Web, and more." 
From a technical standpoint, "Pocket PC" is a Microsoft specification that sets various hardware and software requirements for mobile devices bearing the "Pocket PC" label.

For instance, any device which is to be classified as a Pocket PC must:

· Run Microsoft's Windows Mobile, Pocket PC edition 

· Come bundled with a specific suite of applications in ROM 

Note: the name Windows Mobile includes both the Windows CE operating system and a suite of basic applications along with a specified user interface 

· Include a touch screen 

· Include a directional pad or touchpad 

· Include a set of hardware application buttons 

· Be based on an ARM version 4 compatible CPU, Intel X-Scale CPU, MIPS CPU or SH3 CPU. (As of the Pocket PC 2002 specification, ARM-based CPUs are required.) 

The first devices to ship with Windows Mobile 5.0 were the HTC Universal (Europe) and the UTStarcom PPC 6700 for Sprint (United States) [1].

2.3 OS Versions
2.3.1 Windows Mobile 6.1
Microsoft's current release is Windows Mobile 6.1, one of the major changes from WM6 is the introduction of Instant messaging-like texting.

2.3.2 Windows Mobile 6
Microsoft's Windows Mobile 6, internally code-named "Crossbow'". It was officially released by Microsoft on February 12, 2007.

2.3.3 Windows Mobile 5
Windows Mobile 5.0 marked the convergence of the Phone Edition and Professional Edition operating systems into one system that contains both phone and PDA capabilities. A 'Phone' application was included in the OS, and all PIM applications were updated to interface with it. Windows Mobile 5.0 was compatible with Microsoft's Smart Phone operating system and was capable of running Smart Phone applications.

Pocket PCs running previous versions of the operating system generally stored user-installed applications and data in RAM, which meant that if the battery was depleted the device would lose all of its data. Windows Mobile 5.0 solved this problem by storing all user data in persistent (flash) memory, leaving the RAM to be used only for running applications, as it would be on a desktop computer. As a result, Windows Mobile 5.0 Pocket PCs generally had a greater amount of flash memory, and a smaller amount of RAM, compared to earlier devices

2.3.4 Windows Mobile 2003
Windows Mobile 2003 consisted of the Windows CE.NET 4.2 operating system bundled with scaled-down versions of many popular desktop applications, including Microsoft Outlook, Internet Explorer, Word, Excel, Windows Media Player, and others.

Windows Mobile 2003 Second Edition added native landscape support as well as other fixes and changes to those features already present in the original release of Windows Mobile 2003.

2.3.5 Pocket PC 2000 and 2002
Pocket PC 2002 (launched October 2001) and Pocket PC 2000 (launched April 2000) both ran Windows CE 3.0 underneath.

3. Mobile Generations

3.1 0G (Mobile Radio Telephone)
Mobile Radio Telephone systems preceded modern cellular mobile telephony technology. Since they were the predecessors of the first generation of cellular telephones, these systems are sometimes retroactively referred to as pre cellular (or sometimes zero generation) systems. Technologies used in pre cellular systems included the Push to Talk (PTT or manual), Mobile Telephone System (MTS), Improved Mobile Telephone Service (IMTS), and Advanced Mobile Telephone System (AMTS) systems.

These early mobile telephone systems can be distinguished from earlier closed radiotelephone systems in that they were available as a commercial service that was part of the public switched telephone network, with their own telephone numbers, rather than part of a closed network such as a police radio or taxi dispatch system.

These mobile telephones were usually mounted in cars or trucks, though briefcase models were also made. Typically, the transceiver (transmitter-receiver) was mounted in the vehicle trunk and attached to the "head" (dial, display, and handset) mounted near the driver seat.

They were sold through WCCs (Wireline Common Carriers, AKA telephone companies), RCCs (Radio Common Carriers), and two-way radio dealers. The primary users were loggers, construction foremen, realtors, and celebrities.

Early examples for this technology:

· Motorola in conjunction with the Bell System operated the first commercial mobile telephone service MTS in the US in 1946, as a service of the wireline telephone company. 

· First automatic system was the Bell System's IMTS which became available in 1962, offering automatic dialing to and from the mobile. 

· The Televerket opened its first manual mobile telephone system in Norway in 1966. Norway was later the first country in Europe to get an automatic mobile telephone system. 

· The Autoradiopuhelin (ARP) launched in 1971 in Finland as the country's first public commercial mobile phone network 

· The B-Netz launched in 1972 in West Germany as the country's second public commercial mobile phone network (but the first one that did not require human operators to connect calls) 

3.2 1G (First Generation)
1G (or 1-G) is short for first-generation wireless telephone technology, cell phones. These are the analog cell phone standards that were introduced in the 1980s and continued until being replaced by 2G digital cell phones. The main difference between two succeeding mobile telephone systems, 1G and 2G, is that the radio signals that 1G networks use are analog, while 2G networks are digital.

Although, both systems use digital signaling to connect the radio towers (which listen to the handsets) to the rest of the telephone system, the voice itself during a call is encoded to digital signals in 2G whereas 1G is only modulated to higher frequency, typically 150MHz and up.

One such standard is NMT (Nordic Mobile Telephone), used in Nordic countries, Switzerland, Netherlands, Eastern Europe and Russia. Others include AMPS (Advanced Mobile Phone System) used in the United States and Australia, TACS (Total Access Communications System) in the United Kingdom, C-450 in West Germany, Portugal and South Africa, Radiocom 2000 in France, and RTMI in Italy. In Japan there were multiple systems. Three standards, TZ-801, TZ-802, and TZ-803 were developed by NTT, while a competing system operated by DDI used the JTACS (Japan Total Access Communications System) standard.

Antecedent to 1G technology is the mobile radio telephone, or 0G.

3.3 2G (Second Generation)
2G (or 2-G) is short for second-generation wireless telephone technology.

2G (Second generation) cellular telecoms networks were commercially launched on the GSM standard in Finland by Radiolinja (now part of Elisa) in 1991. 2G networks were fully digital while previous 1G network were analog. Three primary benefits of 2G networks over their predecessors were that phone conversations were digitally encrypted, while on analog systems it was possible for third parties to eaves-drop on calls; 2G systems were significantly more efficient on the spectrum allowing for far greater mobile phone penetration levels; and 2G introduced data services for mobile, starting with SMS text messages.

After 2G was launched, the previous mobile telephone systems were retrospectively dubbed 1G. While radio signals on 1G networks are analog, and on 2G networks are digital, both systems use digital signaling to connect the radio towers (which listen to the handsets) to the rest of the telephone system.
3.3.1 2G Technologies

2G technologies can be divided into TDMA-based and CDMA-based standards depending on the type of multiplexing used. The main 2G standards are:

· GSM (TDMA-based), originally from Europe but used in almost all countries on all six inhabited continents (Time Division Multiple Access). Today accounts for over 80% of all subscribers around the world. 

· IS-95 aka cdmaOne, (CDMA-based), used in the Americas and parts of Asia. Today accounts for about 17% of all subscribers globally. Over a dozen CDMA operators have migrated to GSM including operators in Mexico, India, Australia and South Korea. 

· PDC (TDMA-based), used exclusively in Japan 

· iDEN (TDMA-based), proprietary network used by Nextel in the United States and Telus Mobility in Canada 

· IS-136 aka D-AMPS, (TDMA-based), was once prevalent in the Americas but most have migrated to GSM. 

2.5G services enable high-speed data transfer over upgraded existing 2G networks. Beyond 2G, there's 3G, with higher data speeds, and even evolutions beyond 3G, often called 3.5G. Currently there is no commercial 4G but that is being standardized globally, with expected commercial 4G launches starting around 2012-2015.
3.3.2 Capacity
Using digital signals between the handsets and the towers increases system capacity in two key ways:

· Digital voice data can be compressed and multiplexed much more effectively than analog voice encodings through the use of various CODECs, allowing more calls to be packed into the same amount of radio bandwidth. 

· The digital systems were designed to emit less radio power from the handsets. This meant that cells could be smaller, so more cells could be placed in the same amount of space. This was also made possible by cell towers and related equipment getting less expensive. 

3.3.3 Advantages
Digital systems were embraced by consumers for several reasons.

· The lower powered radio signals require less battery power, so phones last much longer between charges, and batteries can be smaller. 

· The digital voice encoding allowed digital error checking which could increase sound quality by reducing dynamic and lowering the noise floor. 

· The lower power emissions helped address health concerns. 

· Going all-digital allowed for the introduction of digital data services, such as SMS and email. 

A key digital advantage not often mentioned is that digital cellular calls are much harder to eavesdrop on by use of radio scanners. While the security algorithms used have proved not to be as secure as initially advertised, 2G phones are immensely more private than 1G phones, which have no protection whatsoever against eavesdropping.

3.3.4 Disadvantages

The downsides of 2G systems, not often well publicized, are:

· In less populous areas, the weaker digital signal may not be sufficient to reach a cell tower. This tends to be a particular problem on 2G systems deployed on higher frequencies, but is mostly not a problem on 2G systems deployed on lower frequencies. National regulations differ greatly among countries which dictate where 2G can be deployed. 

· Analog has a smooth decay curve, digital a jagged steppe one. This can be both an advantage and a disadvantage. Under good conditions, digital will sound better. Under slightly worse conditions, analog will experience static, while digital has occasional dropouts. As conditions worsen, though, digital will start to completely fail, by dropping calls or being unintelligible, while analog slowly gets worse, generally holding a call longer and allowing at least a few words to get through. 

· With analog systems it was possible to have two or more "cloned" handsets that had the same phone number. This was widely abused for fraudulent purposes. It was, however, of great advantage in some legitimate situations. One could have a backup handset in case of damage or loss, a permanently installed handset in a car or remote workshop, and so on. With digital systems, this was initially not possible. Recently intelligent SIM (Subscriber Identity Module) card systems have been introduced which allow this functionality, but avoiding the fraud problems with cloned handsets of 1G systems. 

· While digital calls tend to be free of static and background noise, the lossy compression used by the CODECs takes a toll; the range of sound that they convey is reduced. You'll hear less of the tonality of someone's voice talking on a digital cell phone, but you will hear it more clearly. 

3.4 2.5 G (GPRS)
2.5G is a stepping stone between 2G and 3G cellular wireless technologies. The term "second and a half generation" is used to describe 2G-systems that have implemented a packet switched domain in addition to the circuit switched domain. It does not necessarily provide faster services because bundling of timeslots is used for circuit switched data services (HSCSD) as well.

While the terms "2G" and "3G" are officially defined, "2.5G" is not. It was invented for marketing purposes only.

2.5G provides some of the benefits of 3G (e.g. it is packet-switched) and can use some of the existing 2G infrastructure in GSM and CDMA networks. GPRS is a 2.5G technology used by GSM operators. Some protocols, such as EDGE for GSM and CDMA2000 1x-RTT for CDMA, can qualify as "3G" services (because they have a data rate of above 144 kbit/s), but are considered by most to be 2.5G services (or 2.75G which sounds even more sophisticated) because they are several times slower than "true" 3G services.

3.5 2.75 G

Enhanced Data rates for GSM Evolution (EDGE), Enhanced GPRS (EGPRS), or IMT Single Carrier (IMT-SC) is a digital mobile phone technology that allows increased data transmission rates and improved data transmission reliability. EDGE is generally classified as 2.75G, although it is part of ITU's 3G definition. EDGE has been introduced into GSM networks around the world since 2003, initially by Cingular (now AT&T) in the United States. 
EDGE can be used for any packet switched application, such as an Internet connection. High-speed data applications such as video services and other multimedia benefit from EGPRS' increased data capacity. EDGE Circuit Switched is a possible future development.

EDGE evolution continues in Release 7 of the 3GPP standard providing doubled performance e.g. to complement High-Speed Access Packet (HSPA).

3.6 3G (Third Generation)
3G refers to the collection of third generation mobile technologies that are designed to allow mobile operators to offer integrated data and voice services over mobile networks. 3G - or 3rd generation - technology supports the broadband, packet-based transmission of text, multimedia data - such as audio, video and digitized voice - at a high data rate. It will greatly enhance the next generation of mobile communication services, providing always-on connectivity to phones and other wireless communications, regardless of time and place. 3G has been endorsed by major standards bodies and manufacturers. W-CDMA is the leading 3G standard. It has been endorsed by all major OEMS and operators. 

3G is the third generation of mobile phone standards and technology, after 2G. It is based on the International Telecommunication Union (ITU) family of standards under the International Mobile Telecommunications programme, "IMT-2000". 3G technologies enable network operators to offer users a wider range of more advanced services while achieving greater network capacity through improved spectral efficiency. Services include wide-area wireless voice telephony and broadband wireless data, all in a mobile environment. 

Unlike IEEE 802.11 networks, 3G networks are wide area cellular telephone networks which evolved to incorporate high-speed internet access and video telephony. IEEE 802.11 networks are short range, high-bandwidth networks primarily developed for data. 

3.6.1 Features 

The most significant feature of 3G mobile technology is that it supports greater numbers of voice and data customers — especially in urban areas — and higher data rates at lower incremental cost than 2G. 

By using the radio spectrum in bands identified, which is provided by the ITU for Third Generation IMT-2000 mobile services, it subsequently licensed to operators. 3G uses .5 MHz channel carrier width to deliver significantly higher data rates and increased capacity compared to 2G networks. 

The .5 MHz channel carrier provides optimum use of radio resources for operators who have been granted large, contiguous blocks of spectrum. On the other hand, it also helps to reduce the cost to 3G networks while being capable of providing extremely high-speed data transmission to users. 

It also allows the transmission of 384 kbit/s for mobile systems and 2 Mb/s for stationary systems. 3G users are expected to have greater capacity and better spectrum efficiency, which allows them to access global roaming between different 3G networks. 
3.6.2 Implementation and History

The first pre-commercial 3G network was launched by NTT DoCoMo in Japan branded FOMA, in May of 2001 on a pre-release of W-CDMA technology. The first commercial launch of 3G was also by NTT DoCoMo in Japan on October 1, 2001. The second network to go commercially live was by SK Telecom in South Korea on the CDMA2000 1xEV-DO technology in January 2002. By May 2002 the second South Korean 3G network was launched by KTF on EV-DO and thus the Koreans were the first to see competition among 3G operators.

The first European pre-commercial network was at the Isle of Man by Manx Telecom, the operator owned by British Telecom, and the first commercial network in Europe was opened for business by Telenor in December 2001 with no commercial handsets and thus no paying customers. These were both on the W-CDMA technology.

The first commercial United States 3G network was by Monet, on CDMA2000 1x EV-DO technology, but this network provider later shut down operations. The first UMTS 3G network operator in the USA was Verizon in October 2003.

The "first pre-commercial demonstration network" in the southern hemisphere was built in Adelaide, South Australia by m.Net Corporation in February 2002 using UMTS on 2100 MHz. This was a demonstration network for the 2002 IT World Congress. The first "commercial" 3G network was launched by Hutchison Telecommunications branded as Three in April 2003. Australia's largest and fastest 3G UMTS/HSDPA network was launched by Telstra branded as "NextG(tm)" on the 850 MHz band in October 2006, intended as a replacement of their cdmaOne network Australia wide.

In December 2007, 190 3G networks were operating in 40 countries and 154 HSDPA networks were operating in 71 countries, according to the Global Mobile Suppliers Association. In Asia, Europe, Canada and the USA, telecommunication companies use W-CDMA technology with the support of around 100 terminal designs to operate 3G mobile networks.

In Europe, mass market commercial 3G services were introduced starting in March 2003 by 3 (Part of Hutchison Whampoa) in the UK and Italy. The European Union Council suggested that the 3G operators should cover 80% of the European national populations by the end of 2005.

Roll-out of 3G networks was delayed in some countries by the enormous costs of additional spectrum licensing fees. In many countries, 3G networks do not use the same radio frequencies as 2G, so mobile operators must build entirely new networks and license entirely new frequencies; an exception is the United States where carriers operate 3G service in the same frequencies as other services. The license fees in some European countries were particularly high, bolstered by government auctions of a limited number of licenses and sealed bid auctions, and initial excitement over 3G's potential. Other delays were due to the expenses of upgrading equipment for the new systems.

By June 2007, the 200 millionth 3G subscriber had been connected. Out of 3 billion mobile phone subscriptions worldwide this is only 6.7%. In the countries where 3G was launched first - Japan and South Korea - over half of all subscribers use 3G. In Europe, the leading country is Italy with a third of its subscribers migrated to 3G. Other leading countries by 3G migration include UK, Austria, Australia and Singapore at the 20% migration level. A confusing statistic is counting CDMA 2000 1x RTT customers as if they were 3G customers. If using this oft-disputed definition, then the total 3G subscriber base would be 475 million at June 2007 and 15.8% of all subscribers worldwide.

Still several major countries such as Turkey, China etc have not awarded 3G licenses and customers await 3G services. China has been delaying its decisions on 3G for many years, partly hoping to have the Chinese 3G standard, TD-SCDMA, to mature for commercial production.

The first African use of 3G technology was a 3G video call made in Johannesburg on the Vodacom network in November 2004. The first commercial launch of 3G in Africa was by EMTEL in Mauritius on the W-CDMA standard. In North African, Morocco in late March 2006, a 3G service was provided by the new company Wana.

Rogers Wireless began implementing 3G HSDPA [2] services in eastern Canada early 2007 in the form of Rogers Vision.
3.6.3 Phones and Networks
3G technologies enable network operators to offer users a wider range of more advanced services while achieving greater network capacity through improved spectral efficiency.

3.6.3.1 UMTS Terminals
The technical complexity of a 3G phone or handset depends on its need to roam onto legacy 2G networks. In the first countries, Japan and South Korea, there was no need to include roaming capabilities to older networks such as GSM, so 3G phones were small and lightweight. In Europe and America, the manufacturers and network operators wanted multi-mode 3G phones which would operate on 3G and 2G networks (e.g., W-CDMA and GSM), which added to the complexity, size, weight, and cost of the handset. As a result, early European W-CDMA phones were significantly larger and heavier than comparable Japanese W-CDMA phones.

Japan's Vodafone KK experienced a great deal of trouble with these differences when its UK-based parent, Vodafone, insisted the Japanese subsidiary use standard Vodafone handsets. Japanese customers who were accustomed to smaller handsets were suddenly required to switch to European handsets that were much bulkier and considered unfashionable by Japanese consumers. During this conversion, Vodafone KK lost 6 customers for every 4 that migrated to 3G. Soon thereafter, Vodafone sold the subsidiary (now known as SoftBank Mobile).

The general trend to smaller and smaller phones seems to have paused, perhaps even turned, with the capability of large-screen phones to provide more video, gaming and internet use on the 3G networks.

3.6.3.2 Speed
The ITU has not provided a clear definition of the speeds users can expect from 3G equipment or providers. Thus, users sold 3G service may not be able to point to a standard and say that the speeds it specifies are not being met. While stating in commentary that "it is expected that IMT-2000 will provide higher transmission rates: a minimum speed of 2Mbit/s for stationary or walking users, and 348 kbit/s in a moving vehicle," the ITU does not actually clearly specify minimum or average speeds or what modes of the interfaces qualify as 3G, so various speeds are sold as 3G intended to meet customers expectations of broadband speed. It is often suggested by industry sources that 3G can be expected to provide 384 kbit/s at or below pedestrian speeds, but only 128 kbit/s in a moving car. While EDGE is part of the 3G standard, some phones report EDGE and 3G network availability as separate things.

3.6.3.3 Network Standardization
The International Telecommunication Union (ITU) defined the demands for 3G mobile networks with the IMT-2000 standard. An organization called 3rd Generation Partnership Project (3GPP) has continued that work by defining a mobile system that fulfills the IMT-2000 standard. This system is called Universal Mobile Telecommunications System (UMTS).

3.6.3.3.1 IMT-2000 Standards and Radio Interfaces
International Telecommunications Union (ITU): IMT-2000 consists of six radio interfaces

· W-CDMA 

· CDMA2000 

· TD-CDMA / TD-SCDMA 

· UWC (often implemented with EDGE) 
· DECT

· Mobile WiMAX[6] 

3.6.3.3.2 Advantages of a Layered Network Architecture
Unlike GSM, UMTS is based on layered services. At the top is the services layer, which provides fast deployment of services and centralized location. In the middle is the control layer, which helps upgrading procedures and allows the capacity of the network to be dynamically allocated. At the bottom is the connectivity layer, where any transmission technology can be used and the voice traffic will transfer over ATM/AAL2 or IP/RTP.

3.6.3.4 3G Evolution (pre-4G)
The standardization of 3G evolution is working in both 3GPP and 3GPP2 [3][4]. The corresponding specifications of 3GPP and 3GPP2 evolutions are named as LTE and UMB, respectively. 3G evolution uses partly beyond 3G technologies to enhance the performance and to make a smooth migration path.

There are several different paths from 2G to 3G. In Europe, the main path starts from GSM when GPRS is added to a system. From this point, it is possible to go to the UMTS system. In North America, the system evolution will start from Time division multiple access (TDMA), change to Enhanced Data Rates for GSM Evolution (EDGE) and then to UMTS.

In Japan, two 3G standards are used: W-CDMA used by NTT DoCoMo (FOMA, compatible with UMTS) and SoftBank Mobile (UMTS), and CDMA2000, used by KDDI. Transition to 3G was completed in Japan in 2006.

3.6.4 Evolution from 2G to 3G
2G networks were built mainly for voice data and slow transmission. Due to rapid changes in user expectation, they do not meet today's wireless needs.

Cellular mobile telecommunications networks are being upgraded to use 3G technologies from 1999 to 2010. Japan was the first country to introduce 3G nationally, and in Japan the transition to 3G was largely completed in 2006. Korea, then adopted 3G Networks soon after and the transition was made as early as 2004.

3.6.4.1 From 2G to 2.5G (GPRS)
"2.5G" (and even 2.75G) are technologies such as i-mode data services, camera phones, high-speed circuit-switched data (HSCSD) and General Packet Radio Service (GPRS) were created to provide some functionality domains like 3G networks, but without the full transition to 3G networks. They were built to introduce the possibilities of wireless application technology to the end consumers, and so increase demand for 3G services.

When converting a GSM network to a UMTS network, the first new technology is General Packet Radio Service (GPRS). It is the trigger to 3G services. The network connection is always on, so the subscriber is online all the time. From the operator's point of view, it is important that GPRS investments are re-used when going to UMTS. Also, capitalizing on GPRS business experience is very important.

From GPRS, operators could change the network directly to UMTS, or invest in an EDGE system. One advantage of EDGE over UMTS is that it requires no new licenses. The frequencies are also re-used and no new antennas are needed.

3.6.4.2 Migrating from GPRS to UMTS
From GPRS network, the following network elements can be reused:

· Home Location Register (HLR) 

· Visitor Location Register (VLR) 

· Equipment Identity Register (EIR) 

· Mobile Switching Centre (MSC) (vendor dependent) 

· Authentication Centre (AUC) 

· Serving GPRS Support Node (SGSN) (vendor dependent) 

· Gateway GPRS Support Node (GGSN) 

From Global Service for Mobile (GSM) communication radio network, the following elements cannot be reused

· Base Station Controller (BSC) 

· Base Transceiver Station (BTS) 

They can remain in the network and be used in dual network operation where 2G and 3G networks co-exist while network migration and new 3G terminals become available for use in the network.

The UMTS network introduces new network elements that function as specified by 3GPP:

· Node B (base station) 

· Radio Network Controller (RNC) 

· Media Gateway (MGW) 

The functionality of MSC and SGSN changes when going to UMTS. In a GSM system, the MSC handles all the circuit switched operations like connecting A- and B-subscriber through the network. SGSN handles all the packet switched operations and transfers all the data in the network. In UMTS, the Media Gateway (MGW) take care of all data transfer in both circuit and packet switched networks. MSC and SGSN control MGW operations. The nodes are renamed to MSC-server and GSN-server.

3.6.5 Issues
Although 3G was successfully introduced to users across the World, some issues are debated by 3G providers and users:

· Expensive input fees for the 3G service licenses 

· Numerous differences in the licensing terms 

· Large amount of debt currently sustained by many telecommunication companies, which makes it a challenge to build the necessary infrastructure for 3G 

· Lack of member state support for financially troubled operators 

· Expense of 3G phones 

· Lack of buy-in by 2G mobile users for the new 3G wireless services 

· Lack of coverage, because it is still a new service 

· High prices of 3G mobile services in some countries, including Internet access. 

· Current lack of user need for 3G voice and data services in a hand-held device 

· High power usage 

4. Wireless

The term wireless is normally used to refer to any type of electrical or electronic operation which is accomplished without the use of a "hard wired" connection. Wireless communication is the transfer of information over a distance without the use of electrical conductors or "wires"[5]. The distances involved may be short (a few meters as in television remote control) or very long (thousands or even millions of kilometers for radio communications). When the context is clear the term is often simply shortened to "wireless". Wireless communications is generally considered to be a branch of telecommunications. 

4.1 Introduction 
The term wireless technology is generally used for mobile IT equipment. It encompasses cellular telephones, personal digital assistants (PDAs), and wireless networking. Other examples of wireless technology include GPS units, garage door openers and or garage doors, wireless computer mice and keyboards, satellite television and cordless telephones. 

Handheld wireless radios such as this Maritime VHF radio transceiver use electromagnetic waves to implement a form of wireless communications technology.

Wireless operations permits services, such as long range communications, that are impossible or impractical to implement with the use of wires. The term is commonly used in the telecommunications industry to refer to telecommunications systems (e.g., radio transmitters and receivers, remote controls, computer networks, network terminals, etc.) which use some form of energy (e.g. Radio Frequency (RF), infrared light, laser light, visible light, acoustic energy, etc.) to transfer information without the use of wires. Information is transferred in this manner over both short and long distances.

4.2 Wireless Communication

The term "wireless" has become a generic and all-encompassing word used to describe communications in which electromagnetic waves or RF (rather than some form of wire) carries a signal over part or the entire communication path. 
Common examples of wireless equipment in use today include:

· Professional LMR (Land Mobile Radio) and SMR (Specialized Mobile Radio) typically used by business, industrial and Public Safety entities 

· Consumer Two Way Radio including FRS (Family Radio Service), GMRS (General Mobile Radio Service) and Citizens band ("CB") radios 

· The Amateur Radio Service (Ham radio) 

· Consumer and professional Marine VHF radios 

· Cellular telephones and pagers: provide connectivity for portable and mobile applications, both personal and business. 

· Global Positioning System (GPS): allows drivers of cars and trucks, captains of boats and ships, and pilots of aircraft to ascertain their location anywhere on earth. 

· Cordless computer peripherals: the cordless mouse is a common example; keyboards and printers can also be linked to a computer via wireless. 

· Cordless telephone sets: these are limited-range devices, not to be confused with cell phones. 

· Satellite television: allows viewers in almost any location to select from hundreds of channels. 

Wireless networking (i.e. the various flavors of unlicensed 2.4 GHz Wi-Fi devices) is used to meet a variety of needs. Perhaps the most common use is to connect laptop users who travel from location to location. Another common use is for mobile networks that connect via satellite. A wireless transmission method is a logical choice to network a LAN segment that must frequently change locations.
 The following situations justify the use of wireless technology:

· To span a distance beyond the capabilities of typical cabling, 

· To avoid obstacles such as physical structures, EMI, or RFI, 

· To provide a backup communications link in case of normal network failure, 

· To link portable or temporary workstations, 

· To overcome situations where normal cabling is difficult or financially impractical, or 

· To remotely connect mobile users or networks. 

Wireless communication may be via:

· radio frequency communication, 

· microwave communication, for example long-range line-of-sight via highly directional antennas, or short-range communication, or 

· infrared (IR) short-range communication, for example from remote controls or via IRDA, 

Applications may involve point-to-point communication, point-to-multipoint communication, broadcasting, cellular networks and other wireless networks.

The term "wireless" should not be confused with the term "cordless", which is generally used to refer to powered electrical or electronic devices that are able to operate from a portable power source (e.g., a battery pack) without any cable or cord to limit the mobility of the cordless device through a connection to the mains power supply. Some cordless devices, such as cordless telephones, are also wireless in the sense that information is transferred from the cordless telephone to the telephone's base unit via some type of wireless communications link. This has caused some disparity in the usage of the term "cordless", for example in Digital Enhanced Cordless Telecommunications.

In the last 50 years, wireless communications industry experienced drastic changes driven by many technology innovations.

4.2.1 History
The term "Wireless" came into public use to refer to a radio receiver or transceiver (a dual purpose receiver and transmitter device), establishing its usage in the field of wireless telegraphy early on; now the term is used to describe modern wireless connections such as in cellular networks and wireless broadband Internet. It is also used in a general sense to refer to any type of operation that is implemented without the use of wires, such as "wireless remote control", "wireless energy transfer", etc. regardless of the specific technology (e.g., radio, infrared, ultrasonic, etc.) that is used to accomplish the operation.

4.2.1.1 Early Wireless Work
David E. Hughes, eight years before Hertz's experiments, induced electromagnetic waves in a signaling system. Hughes transmitted Morse code by an induction apparatus. In 1878, Hughes's induction transmission method utilized a "clockwork transmitter" to transmit signals. In 1885, T. A. Edison uses a vibrator magnet for induction transmission. In 1888, Edison deploys a system of signaling on the Lehigh Valley Railroad. In 1891, Edison attains the wireless patent for this method using inductance (U.S. Patent 465,971 ).

In the history of wireless technology, the demonstration of the theory of electromagnetic waves by Heinrich Rudolf Hertz in 1888 was important. The theory of electromagnetic waves were predicted from the research of James Clerk Maxwell and Michael Faraday. Hertz demonstrated that electromagnetic waves could be transmitted and caused to travel through space at straight lines and that they were able to be received by an experimental apparatus. The experiments were not followed up by Hertz and the practical applications of the wireless communication and remote control technology would be implemented by Nikola Tesla.

4.3 The Electromagnetic Spectrum
Light, colours, AM and FM radio and electronic devices make use of the electromagnetic spectrum. In the US the frequencies that are available for use for communication are treated as a public resource and are regulated by the Federal Communications Commission. This determines which frequency ranges can be used for what purpose and by whom. In the absence of such control or alternative arrangements such as a privatized electromagnetic spectrum, chaos might result if, for example, airlines didn't have specific frequencies to work under and an amateur radio operator was interfering with the pilot's ability to land an airplane. Wireless communication spans the spectrum from 9 kHz to 300 GHz. 

4.4 Applications of Wireless Technology
4.4.1 Security Systems
Wireless technology may supplement or replace hard wired implementations in security systems for homes or office buildings 

4.4.2 Television Remote Control
Modern televisions use wireless (generally infrared) remote control units. Now, we also use radio waves.

4.4.3 Cellular Telephony (Phones and Modems)
Perhaps the best known example of wireless technology is the cellular telephone and modems. These instruments use radio waves to enable the operator to make phone calls from many locations world-wide. They can be used anywhere that there is a cellular telephone site to house the equipment that is required to transmit and receive the signal that is used to transfer both voice and data to and from these instruments. 

4.4.4 Wi-Fi

Wi-Fi is the trade name for a popular wireless technology used in home networks, mobile phones, video games and more. Wi-Fi is supported by nearly every modern personal computer operating system and most advanced game consoles. More details about Wi-Fi are given in the next section.

5. Wi-Fi

Short for “wireless fidelity” and is meant to be used generically when referring of any type of 802.11 network, whether 802.11b, 802.11a, dual-band, etc. The term is promulgated by the Wi-Fi Alliance. 

Any products tested and approved as "Wi-Fi Certified" (a registered trademark) by the Wi-Fi Alliance are certified as interoperable with each other, even if they are from different manufacturers. A user with a "Wi-Fi Certified" product can use any brand of access point with any other brand of client hardware that also is certified. Typically, however, any Wi-Fi product using the same radio frequency (for example, 2.4GHz for 802.11b or 11g, 5GHz for 802.11a) will work with any other, even if not "Wi-Fi Certified." 

Formerly, the term "Wi-Fi" was used only in place of the 2.4GHz 802.11b standard, in the same way that "Ethernet" is used in place of IEEE 802.3. The Alliance expanded the generic use of the term in an attempt to stop confusion about wireless LAN interoperability.

Wi-Fi is a wireless technology brand owned by the Wi-Fi Alliance intended to improve the interoperability of wireless local area network products based on the IEEE 802.11 standards.

Common applications for Wi-Fi include Internet and VoIP phone access, gaming, and network connectivity for consumer electronics such as televisions, DVD players, and digital cameras.

5.1 Evolution of Wi-Fi Standards

The IEEE standard that governs Wi-Fi technology is IEEE 802.11; that standard has gone through several generations since its inception in 1997.

802.11. The original version of the standard, released in 1997, specifies two raw data rates of 1 and 2 megabits per second (Mbit/s) to be transmitted via infrared (IR) signals or by either frequency hopping or direct-sequence spread spectrum in the Industrial Scientific Medical frequency band at 2.4 GHz. IR remains a part of the standard but has no actual implementations[7].

802.11a. The 802.11a amendment to the original standard was ratified in 1999. The 802.11a standard uses the same core protocol as the original standard and yields realistic throughput in the mid-20 Mbit/s. Since the 2.4 GHz band is heavily used, using the 5 GHz band gives 802.11a the advantage of less interference. However, this high carrier frequency also brings disadvantages. It restricts the use of 802.11a to almost line of sight, necessitating the use of more access points [8].

802.11b. The 802.11b amendment to the original standard was ratified in 1999. 802.11b has a maximum raw data rate of 11 Mbit/s and uses the same CSMA/CA media access method defined in the original standard. The dramatic increase in throughput of 802.11b (compared to the original standard) along with substantial price reductions led to the rapid acceptance of 802.11b as the definitive wireless LAN technology [8] [9].

802.11g. In June 2003, a third standard was ratified: 802.11g. This works in the 2.4 GHz band (like 802.11b) but operates at a maximum raw data rate of 54 Mbit/s, or about 24.7 Mbit/s net throughputs (like 802.11a). Despite its major acceptance, 802.11g suffers from the same interference as 802.11b in the already crowded 2.4 GHz range. Devices operating in this range include microwave ovens, Bluetooth devices, and cordless telephones [10].
802.11n. 802.11n is build upon previous standards by adding MIMO (Multiple-Input Multiple-Output). MIMO uses multiple transmitter and receiver antennas to allow for increased data throughput through spatial multiplexing and increased range by exploiting the spatial diversity, through coding. On January 19, 2007, the IEEE 802.11 Working Group unanimously approved 802.11n to issue a new Draft 2.0 of the proposed standard.

5.2 Wi-Fi: How it Works

Wi-Fi networks use radio technologies called IEEE 802.11 to provide secure, reliable, fast wireless connectivity. A typical Wi-Fi setup contains one or more Access Points (APs) and one or more clients. An AP broadcasts its SSID (Service Set Identifier, "Network name") via packets that are called beacons, which are usually broadcast every 100 ms. The beacons are transmitted at 1 Mbit/s, and are of relatively short duration and therefore do not have a significant effect on performance. Since 1 Mbit/s is the lowest rate of Wi-Fi it assures that the client that receives the beacon can communicate at least 1 Mbit/s. Based on the settings (e.g. the SSID), the client may decide whether to connect to an AP. If two APs of the same SSID are in range of the client, the client firmware might use signal strength to decide with which of the two APs to make a connection.

The Wi-Fi standard leaves connection criteria and roaming totally open to the client. This is strength of Wi-Fi, but also means that one wireless adapter may perform substantially better than another. Since Wi-Fi transmits in the air, it has the same properties as a non-switched wired Ethernet network, and therefore collisions can occur. Unlike a wired Ethernet, and like most packet radios, Wi-Fi cannot do collision detection, and instead uses an acknowledgment packet for every data packet sent. If no acknowledgement is received within a certain time a retransmission occurs. Also, a medium reservation protocol can be used when excessive collisions are experienced or expected (RequestToSend/ClearToSend used for Collision Avoidance or CA) in an attempt to try to avoid collisions.

A Wi-Fi network can be used to connect computers to each other to the internet and to wired networks (which use IEEE 802.3 or Ethernet). Wi-Fi networks operate in the unlicensed 2.4 (802.11b/g) and 5 GHz (802.11a/h) radio bands, with an 11 Mbit/s (802.11b) or 54 Mbit/s (802.11a or g) data rate or with products that contain both bands (dual band). They can provide real world performance similar to the basic 10BaseT wired Ethernet networks.

5.3 Wi-Fi on various Operating Systems

There are two sides to Wi-Fi support under an operating system: Driver level support, and Configuration and Management support.

Driver support is usually provided by the manufacturer of the hardware or, in the case of UNIX clones such as Linux and FreeBSD, sometimes through open source projects.

Configuration and Management support consists of software to enumerate, join, and check the status of available Wi-Fi networks. This also includes support for various encryption methods. These systems are often provided by the operating system backed by a standard driver model. In most cases, drivers emulate an Ethernet device and use the configuration and management utilities built into the operating system. In cases where built in configuration and management support is non-existent or inadequate; hardware manufacturers may include their own software to handle the respective tasks.

5.3.1. Microsoft Windows

Microsoft Windows has comprehensive driver-level support for Wi-Fi, the quality of which depends on the hardware manufacturer. Hardware manufactures almost always ship Windows drivers with their products. Windows ships with very few Wi-Fi drivers and depends on the original equipment manufacturers (OEMs) and device manufacturers to make sure users get drivers. Configuration and management depend on the version of Windows.

· Earlier versions of Windows, such as 98, ME and 2000 do not have built-in configuration and management support and must depend on software provided by the manufacturer 

· Microsoft Windows XP has built-in configuration and management support. The original shipping version of Windows XP included rudimentary support which was dramatically improved in Service Pack 2. Support for WPA2 and some other security protocols require updates from Microsoft. There are still problems with XP support of Wi-Fi. (One simple interface problem is that if the user makes a mistake in the (case sensitive) pass phrase, XP keeps trying to connect but never tells the user that the pass phrase is wrong. A second problem is not allowing the user to see different BSSID's for the same ESSID; that is, it provides no way for the user to differentiate access points with the same name.) To make up for Windows’ inconsistent and sometimes inadequate configuration and management support, many hardware manufacturers include their own software and require the user to disable Windows’ built-in Wi-Fi support. 
· Microsoft Windows Vista has improved Wi-Fi support over Windows XP. The original betas automatically connected to unsecured networks without the user’s approval. The release candidate (RC1 or RC2) does not continue to display this behavior, requiring user permissions to connect to an unsecured network, as long as the user account is in the default configuration with regards to User Account Control. 

5.3.2 Apple Mac OS

Apple was an early adopter of Wi-Fi, introducing its AirPort product line, based on the 802.11b standard, in July 1999. Apple then introduced AirPort Extreme as an implementation of 802.11g. All Macs starting with the original iBook included AirPort slots for which an AirPort card can be used, connecting to the computer's internal antenna. All Intel-based Macs either come with built-in Airport Extreme or a slot for an AirPort card. In late 2006, Apple began shipping Macs with Broadcom Wi-Fi chips that also supported the Draft 802.11n standard which can be unlocked through buying a $2 driver released by Apple at the January 2007 Macworld Expo. The driver is also included for free with Apple's 802.11n AirPort Extreme.

Apple makes the Mac OS operating system, the computer hardware, the accompanying drivers, AirPort WiFi base stations, and configuration and management software, simplifying Wi-Fi integration. The built-in configuration and management is integrated throughout many of the operating system's applications and utilities. Mac OS X has Wi-Fi support, including WPA2, and ships with drivers for Apple’s Broadcom-based AirPort cards. Many third-party manufacturers make compatible hardware along with the appropriate drivers which work with Mac OS X’s built-in configuration and management software. Other manufacturers distribute their own software.

Apple's older Mac OS 9 does not have built in support for Wi-Fi configuration and management nor does it ship with Wi-Fi drivers, but Apple provides free drivers and configuration and management software for their AirPort cards for OS 9, as do a few other manufacturers. Versions of Mac OS before OS 9 predate Wi-Fi and do not have any Wi-Fi support, although some third-party hardware manufacturers have made drivers and connection software that allows earlier OSes to use Wi-Fi [11].
5.3.3 Open source Unix-like systems

Linux, FreeBSD and similar Unix-like clones have much coarser support for Wi-Fi. Due to the open source nature of these operating systems, many different standards have been developed for configuring and managing Wi-Fi devices. The open source nature also fosters open source drivers which have enabled many third party and proprietary devices to work under these operating systems. 

· Linux has patchy Wi-Fi support [12]. Native drivers for many Wi-Fi chipsets are available either commercially or at no cost [13], although some manufacturers don't produce a Linux driver, only a Windows one. Consequently, many popular chipsets either don't have a native Linux driver at all, or only have a half-finished one. For these, the freely available NdisWrapper and its commercial competitor DriverLoader[14] allow Windows x86 and 64 bit variants NDIS drivers to be used on x86-based Linux systems but not on other architectures. As well as the lack of native drivers, some Linux distributions do not offer a convenient user interface and configuring Wi-Fi on them can be a clumsy and complicated operation compared to configuring wired Ethernet drivers [15]. This is changing with Network Manager, a utility that allows users to automatically switch between networks without using the command line. 

· FreeBSD has Wi-Fi support similar to Linux. Support under FreeBSD is best in the 6.x versions, which introduced full support for WPA and WPA2, although in some cases this is driver dependent. FreeBSD comes with drivers for many wireless cards and chipsets, including those made by Atheros, Ralink, Cisco, D-link, Netgear, and many Centrino chipsets, and provides support for others through the ports collection. FreeBSD also has "Project Evil", which provides the ability to use Windows x86 NDIS drivers on x86-based FreeBSD systems as NdisWrapper does on Linux, and Windows amd64 NDIS drivers on amd64-based systems. 

· NetBSD, OpenBSD and DragonFly Wi-Fi support similar to FreeBSD. Code for some of the drivers, as well as the kernel framework to support them, is mostly shared among the 4 BSDs. 

5.4 Purpose
The purpose of Wi-Fi is to hide complexity by enabling wireless access to applications and data, media and streams.
 The main aims of Wi-Fi are:

· facilitate access to information,
· ensure compatibility and coexistence,
· eliminate cabling and wiring,
· eliminate switches, adapters, plugs and connectors. 

5.4.1 Uses
A Wi-Fi enabled device such as a PC, game console, cell phone, MP3 player or PDA can connect to the Internet when within range of a wireless network connected to the Internet. The coverage of one or more interconnected access points — called a hotspot — can comprise an area as small as a single room with wireless-opaque walls or as large as many square miles covered by overlapping access points. Wi-Fi technology has served to set up mesh networks, for example, in London. Both architectures can operate in community networks.

In addition to restricted use in homes and offices, Wi-Fi can make access publicly available at Wi-Fi hotspots provided either free of charge or to subscribers to various providers. Organizations and businesses such as airports, hotels and restaurants often provide free hotspots to attract or assist clients. Enthusiasts or authorities who wish to provide services or even to promote business in a given area sometimes provide free Wi-Fi access. Metropolitan-wide Wi-Fi (Muni-Fi) already has more than 300 projects in process. 
Wi-Fi also allows connectivity in peer-to-peer (wireless ad-hoc network) mode, which enables devices to connect directly with each other. This connectivity mode can prove useful in consumer electronics and gaming applications.

When wireless networking technology first entered the market many problems ensued for consumers who could not rely on products from different vendors working together. The Wi-Fi Alliance began as a community to solve this issue — aiming to address the needs of the end-user and to allow the technology to mature. The Alliance created the branding Wi-Fi CERTIFIED to reassure consumers that products will interoperate with other products displaying the same branding.

Many consumer devices use Wi-Fi. Amongst others, personal computers can network to each other and connect to the Internet, mobile computers can connect to the Internet from any Wi-Fi hotspot, and digital cameras can transfer images wirelessly.

Routers which incorporate a DSL-modem or a cable-modem and a Wi-Fi access point, often set up in homes and other premises, provide Internet-access and internetworking to all devices connected (wirelessly or by cable) to them. One can also connect Wi-Fi devices in ad-hoc mode for client-to-client connections without a router.

As of 2007, Wi-Fi technology had spread widely within business and industrial sites. In business environments, just like other environments, increasing the number of Wi-Fi access-points provides redundancy, support for fast roaming and increased overall network-capacity by using more channels or by defining smaller cells. Wi-Fi enables wireless voice-applications (VoWLAN or WVOIP). Over the years, Wi-Fi implementations have moved toward "thin" access-points, with more of the network intelligence housed in a centralized network appliance, relegating individual access-points to the role of mere "dumb" radios. Outdoor applications may utilize true mesh topologies. As of 2007, Wi-Fi installations can provide a secure computer networking gateway, firewall, DHCP server, intrusion detection system, and other functions.

5.4.2 Balancing effort, advantages and challenges



Figure 5.1      A Key Chain Size Wi-Fi Detector.

As in all aspects of life and technology arguing advantages and disadvantages is a question of views and aspects. The baseline must be to balance cost and benefit. There is no addressing of advantages without addressing the aspect and view on the subject first.

5.4.2.1 Operational advantages
Wi-Fi allows LANs (Local Area Networks) to be deployed without cabling for client devices, typically reducing the costs of network deployment and expansion. Spaces where cables cannot be run, such as outdoor areas and historical buildings, can host wireless LANs.

As of 2007, wireless network adapters are built into most modern laptops. The price of chipsets for Wi-Fi continues to drop, making it an economical networking option included in ever more devices. Wi-Fi has become widespread in corporate infrastructures.

Different competitive brands of access points and client network interfaces are inter-operable at a basic level of service. Products designated as "Wi-Fi Certified" by the Wi-Fi Alliance are backwards compatible. Wi-Fi is a global set of standards. Unlike mobile telephones, any standard Wi-Fi device will work anywhere in the world.

Wi-Fi is widely available in more than 220,000 public hotspots and tens of millions of homes and corporate and university campuses worldwide. WPA is not easily cracked if strong passwords are used and WPA2 encryption has no known weaknesses. New protocols for Quality of Service (WMM) make Wi-Fi more suitable for latency-sensitive applications (such as voice and video), and power saving mechanisms (WMM Power Save) improve battery operation.

5.4.2.2 Limitations
Spectrum assignments and operational limitations are not consistent worldwide. Most of Europe allows for an additional 2 channels beyond those permitted in the U.S. for the 2.4 GHz band. (1–13 vs. 1–11); Japan has one more on top of that (1–14). Europe, as of 2007, was essentially homogeneous in this respect. A very confusing aspect is the fact that a Wi-Fi signal actually occupies five channels in the 2.4 GHz band resulting in only three non-overlapped channels in the U.S.: 1, 6, 11, and three or four in Europe: 1, 5, 9, 13 can be used if all the equipment on a specific area can be granted not to use 802.11b at all, even as fallback or beacon. Equivalent isotropically radiated power (EIRP) in the EU is limited to 20 dBm (0.1 W).

5.4.2.3 Reach
Due to reach requirements for wireless LAN applications, power consumption is fairly high compared to some other low-bandwidth standards. Especially Zigbee and Bluetooth supporting wireless PAN applications refer to much lesser propagation range of <10m (ref. e.g. IEEE Std. 802.15.4 section 1.2 scope). Range is always making battery life a concern.

Wi-Fi networks have limited range. A typical Wi-Fi home router using 802.11b or 802.11g with a stock antenna might have a range of 32 m (120 ft) indoors and 95 m (300 ft) outdoors. Range also varies with frequency band. Wi-Fi in the 2.4 GHz frequency block has slightly better range than Wi-Fi in the 5 GHz frequency block. Outdoor range with improved (directional) antennas can be several kilometers or more with line-of-sight.

Wi-Fi performance decreases roughly quadratically as the range increases at constant radiation levels.

5.4.2.4 Threats to Security
The most common wireless encryption standard, Wired Equivalent Privacy or WEP, has been shown to be easily breakable even when correctly configured. Wi-Fi Protected Access (WPA and WPA2), which began shipping in 2003, aims to solve this problem and is now available on most products. Wi-Fi Access Points typically default to an "open" (encryption-free) mode. Novice users benefit from a zero-configuration device that works out of the box, but this default is without any wireless security enabled, providing open wireless access to their LAN. To turn security on requires the user to configure the device, usually via software Graphical User Interface (GUI). Wi-Fi networks that are open (unencrypted) can be monitored and used to read and copy data (including personal information) transmitted over the network, unless another security method is used to secure the data, such as a VPN or a secure web page. 

5.4.2.5 Population
Many 2.4 GHz 802.11b and 802.11g Access Points default to the same channel on initial startup, contributing to congestion on certain channels. To change the channel of operation for an access point requires the user to configure the device. Yet, this default use of channels 1, 6 and 11 gives better performance than "advanced" users choosing channels 2, 5, 7 and 9 as "unused, free".

5.4.2.6 Pollution
Standardization is a process driven by market forces. Interoperability issues between non-Wi-Fi brands or proprietary deviations from the standard can still disrupt connections or lower throughput speeds on all user's devices that are within range, to include the non-Wi-Fi or proprietary product. Moreover, the usage of the ISM band in the 2.45 GHz range is also common to Bluetooth, WPAN-CSS, ZigBee and any new system will take its share.

Wi-Fi pollution, or an excessive number of access points in the area, especially on the same or neighboring channel, can prevent access and interfere with the use of other access points by others, caused by overlapping channels in the 802.11g/b spectrum, as well as with decreased signal-to-noise ratio (SNR) between access points. This can be a problem in high-density areas, such as large apartment complexes or office buildings with many Wi-Fi access points. Additionally, other devices use the 2.4 GHz band: microwave ovens, security cameras, Bluetooth devices and (in some countries) Amateur radio, video senders, cordless phones and baby monitors, all of which can cause significant additional interference. General guidance to those who suffer these forms of interference or network crowding is to migrate to a Wi-Fi 5 GHz product, (802.11a, or the newer 802.11n if it has 5 GHz support) as the 5 GHz band is relatively unused and there are many more channels available. This also requires users to set up the 5 GHz band to be the preferred network in the client and to configure each network band to a different name (SSID). It is also an issue when municipalities, or other large entities such as universities, seek to provide large area coverage. This openness is also important to the success and widespread use of 2.4 GHz Wi-Fi.

5.4.3 Hardware
5.4.3.1 Standard Devices
An embedded Router Board 112 with U.FL-RSMA pigtail and R52 mini PCI Wi-Fi card widely used by Wireless Internet Service Providers (WISPs) in the Czech Republic.

Wireless access points connect a group of wireless devices to an adjacent wired LAN. An access point is similar to a network hub, relaying data between connected wireless devices in addition to a (usually) single connected wired device, most often an Ethernet hub or switch, allowing wireless devices to communicate with other wired devices.

Wireless adapters allow devices to connect to a wireless network. These adapters connect to devices using various external or internal interconnects such as PCI, miniPCI, USB, Express Card, Card bus and PC card. Most new laptop computers are equipped with internal adapters. Internal cards are generally more difficult to install.

Wireless routers integrate a WAP, Ethernet switch, and internal Router firmware application that provides IP Routing, NAT, and DNS forwarding through an integrated WAN interface. A wireless router allows wired and wireless Ethernet LAN devices to connect to a (usually) single WAN device such as cable modem or DSL modem. A wireless router allows all three devices (mainly the access point and router) to be configured through one central utility. This utility is most usually an integrated web server which serves web pages to wired and wireless LAN clients and often optionally to WAN clients. This utility may also be an application that is run on a desktop computer such as Apple's AirPort.

Wireless network bridges connect a wired network to a wireless network. This is different from an access point in the sense that an access point connects wireless devices to a wired network at the data-link layer. Two wireless bridges may be used to connect two wired networks over a wireless link, useful in situations where a wired connection may be unavailable, such as between two separate homes.

Wireless range extenders or wireless repeaters can extend the range of an existing wireless network. Range extenders can be strategically placed to elongate a signal area or allow for the signal area to reach around barriers such as those created in L-shaped corridors. Wireless devices connected through repeaters will suffer from an increased latency for each hop. Additionally, a wireless device connected to any of the repeaters in the chain throughput that is limited by the weakest link between the two nodes in the chain from which the connection originates to where the connection ends.

5.4.3.2 Distance Records

Distance records (using non-standard devices) include 382 km (237 mi) in June 2007, held by Ermanno Pietrosemoli and EsLaRed of Venezuela, transferring about 3 MB of data between mountain tops of El Aguila and Platillon. The Swedish Space Agency transferred data 310 km (193 mi), using 6 watt amplifiers to reach an overhead stratospheric balloon.  However, thriving for records does not comply with common license-free usage of WiFi equipment under regulated power level restrictions.

5.4.3.3 Embedded Systems



Figure 5.2
Embedded Serial-to-Wi-Fi Modules
Wi-Fi availability in the home is on the increase. This extension of the Internet into the home space will increasingly be used for remote monitoring. Examples of remote monitoring include security systems and tele-medicine. In all these kinds of implementation, if the Wi-Fi provision is provided using a system running one of operating systems mentioned above, then it becomes unfeasible due to weight, power consumption and cost issues.

Increasingly, in the last few years (particularly as of early 2007), embedded Wi-Fi modules have become available which come with a real-time operating system and provide a simple means of wireless enabling any device which has and communicates via a serial port. This allows simple monitoring devices – for example, a portable ECG monitor hooked up to a patient in their home – to be created. This Wi-Fi enabled device effectively becomes part of the internet cloud and can communicate with any other node on the internet. The data collected can hop via the home's Wi-Fi access point to anywhere on the internet.

These Wi-Fi modules are designed so that designers need minimal Wi-Fi knowledge to wireless-enable their products.

5.4.4 Network Security
There is an ongoing search for optimizing between efforts, risks and benefits. As any common dissemination of information, also WiFi transmission may be subject of unwanted access.

During the early popular adoption of 802.11, providing open access points for anyone within range to use was encouraged to cultivate wireless community networks; particularly since people on average use only a fraction of their upstream bandwidth at any given time. Later, equipment manufacturers and mass-media advocated isolating users to a predetermined white list of authorized users—referred to as "securing" the access point.

Measures to deter unauthorized users include suppressing the AP's SSID broadcast, allowing only computers with known MAC addresses to join the network, and various encryption standards. Suppressed SSID and MAC filtering are ineffective security methods as the SSID is broadcast in the open in response to a client SSID query and a MAC address can easily be spoofed. If the eavesdropper has the ability to change his MAC address, then he can potentially join the network by spoofing an authorized address.

WEP encryption can protect against casual snooping, but may also produce a misguided sense of security since freely available tools such as AirSnort or aircrack can quickly recover WEP encryption keys. Once it has seen 5-10 million encrypted packets, AirSnort can determine the encryption password in under a second [16]; newer tools such as aircrack-ptw can use Klein's attack to crack a WEP key with a 50% success rate using only 40,000 packets. The newer Wi-Fi Protected Access (WPA) and IEEE 802.11i (WPA2) encryption standards do not have any of the serious weaknesses of WEP encryption.

One serious issue with wireless network security is not just encryption, but access to the network (signal reception). With wired networking it is necessary to get past either a firewall or the security guard & locked doors. With wireless it is only necessary to get reception and spend as long as you want, comfortably out of (easy) reach of the network owner. Most business networks protect sensitive data and systems by attempting to disallow external access. Thus being able to get wireless reception (and thus possibly break the encryption) becomes an attack vector on the network as well [17]. 
Recreational logging and mapping of other people's access points has become known as wardriving. It is also common for people to use open (unencrypted) Wi-Fi networks as a free service, termed piggybacking. Indeed, many access points are intentionally installed without security turned on so that they can be used as a free service. These activities do not result in sanctions in most jurisdictions; however legislation and case law differ considerably across the world. A proposal to leave graffiti describing available services was called warchalking. The universal rule is a Wi-Fi Access Point that has not turned on its security is a service that welcomes its free use, while an access point that has turned its security on does not. The burden is on the access point owner to properly configure and control the access to his internet connection.

Piggybacking is often unintentional. Most access points are configured without encryption by default, and operating systems such as Windows XP SP2 and Mac OS X may be configured to automatically connect to any available wireless network. A user who happens to start up a laptop in the vicinity of an access point may find the computer has joined the network without any visible indication. Moreover, a user intending to join one network may instead end up on another one if the latter's signal is stronger. In combination with automatic discovery of other network resources, this could possibly lead wireless users to send sensitive data to the wrong middle man when seeking a destination. For example, a user could inadvertently use an insecure network to login to a website, thereby making the login credentials available to anyone listening, if the website is using an insecure protocol like HTTP.

5.4.5 History
Wi-Fi uses both single carrier direct-sequence spread spectrum radio technology (part of the larger family of spread spectrum systems) and multi-carrier OFDM (Orthogonal Frequency Division Multiplexing) radio technology. The regulations for unlicensed spread spectrum enabled the development of Wi-Fi, its onetime competitor HomeRF, Bluetooth, and many other products such as some types of cordless telephones. Unlicensed spread spectrum was first made available in the US by the Federal Communications Commission in 1985 and these FCC regulations were later copied with some changes in many other countries enabling use of this technology in all major countries [18]. The FCC action was proposed by Michael Marcus of the FCC staff in 1980 and the subsequent regulatory action took 5 more years. It was part of a broader proposal to allow civil use of spread spectrum technology and was opposed at the time by main stream equipment manufacturers and many radio system operators [19]. 
The precursor to Wi-Fi was invented in 1991 by NCR Corporation/AT&T (later Lucent & Agere Systems) in Nieuwegein, the Netherlands. It was initially intended for cashier systems; the first wireless products were brought on the market under the name WaveLAN with speeds of 1 Mbit/s to 2 Mbit/s. Vic Hayes, who held the chair of IEEE 802.11 for 10 years and has been named the 'father of Wi-Fi,' was involved in designing standards such as IEEE 802.11b, and 802.11a.

5.4.6 Origin and Meaning of the term "Wi-Fi"
The term "Wi-Fi" suggests "Wireless Fidelity", comparing with the long-established audio recording term "High Fidelity" or "Hi-Fi", and "Wireless Fidelity" has often been used in an informal way, even by the Wi-Fi Alliance itself, but officially the term does not mean anything.

"Wi-Fi" was coined by a brand consulting firm called Interbrand Corporation that had been hired by the Alliance to determine a name that was "a little catchier than 'IEEE 802.11b Direct Sequence." Interbrand invented "Wi-Fi" as simply a play-on-words with "Hi-Fi", as well as creating the yin yang style Wi-Fi logo.

The Wi-Fi Alliance initially complicated matters by stating that it actually stood for "Wireless Fidelity", as with the slogan "The Standard for Wireless Fidelity", but later removed the phrase from their marketing. The Wi-Fi Alliance's early White Papers still held in their knowledge base: "… a promising market for wireless fidelity (Wi-Fi) network equipment [20]." and "A Short History of WLANs." The yin yang logo indicates that a product had been certified for interoperability [21]. The Alliance has since downplayed the connection to "Hi-Fi". Their official position is that it is merely a brand name that stands for nothing in particular, and they now discourage the use of the term "Wireless Fidelity"[22].
6. Bluetooth
Bluetooth is a wireless protocol utilizing short-range communications technology facilitating both voice and data transmissions over short distances from fixed and/or mobile devices, creating wireless Personal Area Networks (PANs) [23]. The intent behind the development of Bluetooth was the creation of a single digital wireless protocol, capable of connecting multiple devices and overcoming issues arising from synchronization of these devices. Bluetooth provides a way to connect and exchange information between devices such as mobile phones, telephones, laptops, personal computers, printers, GPS receivers, digital cameras, and video game consoles over a secure, globally unlicensed Industrial, Scientific, and Medical (ISM) 2.4 GHz short-range radio frequency bandwidth. The Bluetooth specifications are developed and licensed by the Bluetooth Special Interest Group. The Bluetooth SIG consists of companies in the areas of telecommunication, computing, networking, and consumer electronics. 

6.1 Uses

Bluetooth is a standard and communications protocol primarily designed for low power consumption, with a short range (power-class-dependent: 1 meter, 10 meters, 100 meters) based on low-cost transceiver microchips in each device [24]. Bluetooth enables these devices to communicate with each other when they are in range. The devices use a radio communications system, so they do not have to be in line of sight of each other, and can even be in other rooms, as long as the received transmission is powerful enough. Bluetooth device class indicates the type of device and the supported services of which the information is transmitted during the discovery process. 
	Class
	Maximum Permitted Power mW(dBm)
	Range (approximate)

	Class 1
	100 mW (20 dBm)
	~100 meters

	Class 2
	2.5 mW (4 dBm)
	~10 meters

	Class 3
	1 mW (0 dBm)
	~1 meter


Table 6.1
Classification used for Bluetooth Devices

In most cases, the effective range of class 2 devices is extended if they connect to a class 1 transceiver, compared to pure class 2 network. This is accomplished by the higher sensitivity and transmission power of Class 1 devices.
	Version
	Data Rate

	Version 1.2
	1 Mbit/s

	Version 2.0 + EDR
	3 Mbit/s

	WiMedia Alliance (proposed)
	53 – 480 Mbit/s


Table 6.2
Versions and respective Data Rates in Bluetooth Devices

6.1.1 Bluetooth Profiles

In order to use Bluetooth, a device must be compatible with certain Bluetooth profiles. These define the possible applications and uses of the technology.

6.1.2 List of Applications






Figure 6.1        A Typical Bluetooth Mobile Phone Headset

More prevalent applications of Bluetooth include:

· Wireless control of and communication between a mobile phone and a hands-free headset. This was one of the earliest applications to become popular. 

· Wireless networking between PCs in a confined space and where little bandwidth is required. 

· Wireless communications with PC input and output devices, the most common being the mouse, keyboard and printer. 

· Transfer of files between devices with OBEX. 

· Transfer of contact details, calendar appointments, and reminders between devices with OBEX. 

· Replacement of traditional wired serial communications in test equipment, GPS receivers, medical equipment, bar code scanners, and traffic control devices. 

· For controls where infrared was traditionally used. 

· Sending small advertisements from Bluetooth enabled advertising hoardings to other, discoverable, Bluetooth devices. 

· Two seventh-generation game consoles, Nintendo's Wii and Sony's PlayStation 3 use Bluetooth for their respective wireless controllers. 

· Dial-up internet access on personal computer or PDA using a data-capable mobile phone as a modem. 

6.1.3 Bluetooth vs. Wi-Fi in Networking

Bluetooth and Wi-Fi have different applications in today's offices, homes, and on the move: setting up networks, printing, or transferring presentations and files from PDAs to computers. Both are versions of unlicensed spread spectrum technology.

Bluetooth differs from Wi-Fi in that the latter provides higher throughput and covers greater distances, but requires more expensive hardware and higher power consumption. They use the same frequency range, but employ different modulation techniques. While Bluetooth is a replacement for a variety of applications, Wi-Fi is a replacement only for local area network access. Bluetooth can be thought of as wireless USB, whereas Wi-Fi is wireless Ethernet, both operating at much lower bandwidth than cable networking systems [25]. However, this analogy is not entirely accurate since any Bluetooth device can, in theory, host any other Bluetooth device—something that is not universal to USB devices; therefore it would resemble more a wireless FireWire.

6.1.3.1 Bluetooth Devices

Bluetooth exists in many products, such as telephones, printers, modems and headsets. The technology is useful when transferring information between two or more devices that are near each other in low-bandwidth situations. Bluetooth is commonly used to transfer sound data with telephones (i.e. with a Bluetooth headset) or byte data with hand-held computers (transferring files).

Bluetooth simplifies the discovery and setup of services between devices. Bluetooth devices advertise all of the services they provide. This makes using services easier because there is no longer a need to set up network addresses or permissions as in many other networks.

6.1.3.2 Wi-Fi

Wi-Fi is more like a traditional Ethernet network, and requires configuration to set up shared resources, transmit files, and to set up audio links (for example, headsets and hands-free devices). It uses the same radio frequencies as Bluetooth, but with higher power resulting in a stronger connection. Wi-Fi is sometimes called "Wireless Ethernet." This description is accurate, as it also provides an indication of its relative strengths and weaknesses. Wi-Fi requires more setup, but is better suited for operating full-scale networks because it enables a faster connection, better range from the base station, and better security than Bluetooth’s.

6.2 Computer Requirements






Figure 6.2      A typical Bluetooth USB dongle, shown here next to a metric ruler






Figure 6.3      An Internal Notebook Bluetooth Card (14×36×4 mm)

A personal computer must have a Bluetooth adapter in order to be able to communicate with other Bluetooth devices (such as mobile phones, mice and keyboards). While some desktop computers and most recent laptops come with a built-in Bluetooth adapter, others will require an external one in the form of a dongle.

Unlike its predecessor, IrDA, which requires a separate adapter for each device, Bluetooth allows multiple devices to communicate with a computer over a single adapter.

6.2.1 Operating System Support

Apple has supported Bluetooth since Mac OS X v10.2 released in 2002. 
For Microsoft platforms, Windows XP Service Pack 2 and later releases have native support for Bluetooth. Previous versions required users to install their Bluetooth adapter's own drivers, which were not directly supported by Microsoft. Microsoft's own Bluetooth dongles (packaged with their Bluetooth computer devices) have no external drivers and thus require at least Windows XP Service Pack 2.
Linux has two popular Bluetooth stacks, BlueZ and Affix. The BlueZ [26] stack is included with most Linux kernels and it was originally developed by Qualcomm. The Affix stack was developed by Nokia. FreeBSD features Bluetooth support since its 5.0 release. NetBSD features Bluetooth support since its 4.0 release. Its Bluetooth stack has been ported to OpenBSD as well.

6.3 Specifications and Features

The Bluetooth specification was developed in 1994 by Jaap Haartsen and Sven Mattisson, who were working for Ericsson Mobile Platforms in Lund, Sweden [27]. The specification is based on frequency-hopping spread spectrum technology.

The specifications were formalized by the Bluetooth Special Interest Group (SIG). The SIG was formally announced on May 20, 1998. Today it has a membership of over 7000 companies worldwide. It was established by Ericsson,, IBM, Intel, Toshiba, and Nokia, and later joined by many other companies.

6.3.1 Bluetooth 1.0 and 1.0B

Versions 1.0 and 1.0B had many problems, and manufacturers had difficulty making their products interoperable. Versions 1.0 and 1.0B also included mandatory Bluetooth hardware device address (BD_ADDR) transmission in the Connecting process (rendering anonymity impossible at the protocol level), which was a major setback for certain services planned for use in Bluetooth environments.

6.3.2 Bluetooth 1.1

· Ratified as IEEE Standard 802.15.1-2002. 

· Many errors found in the 1.0B specifications were fixed. 

· Added support for non-encrypted channels. 

· Received Signal Strength Indicator (RSSI). 

6.3.3 Bluetooth 1.2

This version is backward-compatible with 1.1 and the major enhancements include the following:

· Faster Connection and Discovery 

· Adaptive frequency-hopping spread spectrum (AFH), which improves resistance to radio frequency interference by avoiding the use of crowded frequencies in the hopping sequence. 

· Higher transmission speeds in practice, up to 721 kbit/s, as in 1.1. 

· Extended Synchronous Connections (eSCO), which improve voice quality of audio links by allowing retransmissions of corrupted packets, and may optionally increase audio latency to provide better support for concurrent data transfer. 

· Host Controller Interface (HCI) support for three-wire UART. 

· Ratified as IEEE Standard 802.15.1-2005. 

6.3.4 Bluetooth 2.0

This version, specified on November 10, 2004, is backward-compatible with 1.1. The main enhancement is the introduction of an Enhanced Data Rate (EDR) of 3.0 Mbit/s for both data (ACL) and voice (eSCO) packets. This has the following effects: 
· Three times faster transmission speed—up to 10 times in certain cases (up to 2.1 Mbit/s). 

· Lower power consumption through a reduced duty cycle. 

· Simplification of multi-link scenarios due to more available bandwidth. 

The practical data transfer rate is 2.1 megabits per second and the basic signaling rate is about 3 megabits per second. The "Bluetooth 2.0 + EDR" specification given at the Bluetooth Special Interest Group (SIG) includes EDR and there is no specification "Bluetooth 2.0" as used by many vendors. The HTC TyTN Pocket PC phone shows "Bluetooth 2.0 without EDR" on its data sheet[28]. In many cases it is not clear whether a product claiming to support "Bluetooth 2.0" actually supports the EDR higher transfer rate.

6.3.5 Bluetooth 2.1

Bluetooth Core Specification Version 2.1 is fully backward-compatible with 1.1, and was adopted by the Bluetooth SIG on July 26, 2007. This specification includes the following features:

· Extended Inquiry Response: provides more information during the inquiry procedure to allow better filtering of devices before connection. This information includes the name of the device, a list of services the device supports, as well as other information like the time of day, and pairing information. 

· Sniff Sub Rating: reduces the power consumption when devices are in the sniff low-power mode, especially on links with asymmetric data flows. Human Interface Devices (HID) are expected to benefit the most, with mouse and keyboard devices increasing the battery life by a factor of 3 to 10. It lets devices decide how long they will wait before sending keep alive messages to one another. Previous Bluetooth implementations featured keep alive message frequencies of up to several times per second. In contrast, the 2.1 specification allows pairs of devices to negotiate this value between them to as infrequently as once every 5 or 10 seconds. 

· Encryption Pause Resume: enables an encryption key to be refreshed, enabling much stronger encryption for connections that stay up for longer than 23.3 hours (one Bluetooth day). 

· Secure Simple Pairing: radically improves the pairing experience for Bluetooth devices, while increasing the use and strength of security. It is expected that this feature will significantly increase the use of Bluetooth. 

· NFC Co-operation: automatic creation of secure Bluetooth connections when NFC radio interface is also available. For example, a headset should be paired with a Bluetooth 2.1 phone including NFC just by bringing the two devices close to each other (a few centimeters). Another example is automatic uploading of photos from a mobile phone or camera to a digital picture frame just by bringing the phone or camera close to the frame[29] [30]. 
6.3.6 Future of Bluetooth

· Broadcast Channel: enables Bluetooth information points. This will drive the adoption of Bluetooth into mobile phones, and enable advertising models based around users pulling information from the information points, and not based around the object push model that is used in a limited way today. 

· Topology Management: enables the automatic configuration of the piconet topologies especially in scatternet situations that are becoming more common today. This should all be invisible to the users of the technology, while also making the technology just work. 

· Alternate MAC PHY: enables the use of alternative MAC and PHY's for transporting Bluetooth profile data. The Bluetooth Radio will still be used for device discovery, initial connection and profile configuration, however, when lots of data needs to be sent, the high speed alternate MAC PHY's will be used to transport the data. This means that the proven low power connection models of Bluetooth are used when the system is idle, and the low power per bit radios are used when lots of data needs to be sent. 

· QoS Improvements: enable audio and video data to be transmitted at a higher quality, especially when best effort traffic is being transmitted in the same piconet. 

6.3.6.1 High-Speed Bluetooth

On 28 March 2006, the Bluetooth Special Interest Group announced its selection of the WiMedia Alliance Multi-Band Orthogonal Frequency Division Multiplexing (MB-OFDM) version of UWB for integration with current Bluetooth wireless technology.

UWB integration will create a version of Bluetooth wireless technology with a high-speed/high-data-rate option. This new version of Bluetooth technology will meet the high-speed demands of synchronizing and transferring large amounts of data, as well as enabling high-quality video and audio applications for portable devices, multi-media projectors and television sets, and wireless VOIP.
 At the same time, Bluetooth technology will continue catering to the needs of very low power applications such as mouse, keyboards, and mono headsets, enabling devices to select the most appropriate physical radio for the application requirements, thereby offering the best of both worlds.

6.3.6.2 Bluetooth 3.0

The next version of Bluetooth after v2.1, code-named Seattle (the version number of which is TBD) has many of the same features, but, is most notable for plans to adopt ultra-wideband (UWB) radio technology. This will allow Bluetooth use over UWB radio, enabling very fast data transfers of up to 480 Mbit/s, while building on the very low-power idle modes of Bluetooth.

6.3.6.3 Ultra Low Power Bluetooth
On June 12, 2007, Nokia and Bluetooth SIG announced that Wibree will be a part of the Bluetooth specification as an ultra low power Bluetooth technology [31]. Expected use cases include watches displaying Caller ID information, sports sensors monitoring your heart rate during exercise, as well as medical devices. The Medical Devices Working Group is also creating a medical devices profile and associated protocols to enable this market.

6.4 Technical Information

6.4.1 Bluetooth Protocol Stack

Bluetooth Protocol Stack [32].
“Bluetooth is defined as a layer protocol architecture consisting of core protocols, cable replacement protocols, telephony control protocols, and adopted protocols” [33]. 
6.4.1.1 Core Protocols

Bluetooth’s core protocols form a five-layer stack, consisting of the following:

Bluetooth Radio – specifics details of the air interface, including frequency, frequency hopping, modulation scheme, and transmission power.

Baseband – concerned with connection establishment within a piconet, addressing, packet format, timing, and power control.

Link Manager Protocol (LMP) – establishes the link setup between Bluetooth devices and manages ongoing links, including security aspects (e.g. authentication and encryption), and control and negotiation of baseband packet size

Logical Link Control and Adaptation Protocol (L2CAP) – adapts the upper-layer protocols to the baseband layer, providing both connectionless and connection-oriented services.

Service Discovery Protocol (SDP) – handles device information, services, and queries for service characteristics between two or more Bluetooth devices.

6.4.1.2 Cable Replacement Protocol

Radio Frequency Communications (RFCOMM) is the cable replacement protocol used to create a virtual serial port used to make replacement of cable technologies transparent through minimal modification of existing devices. RFCOMM provides for binary data transport and emulates EIA-232 (formerly RS-232) control signals over the Bluetooth baseband layer.

6.4.1.3 Telephony Control Protocol

Telephony Control Protocol-binary (TCS BIN) is the bit-oriented protocol that defines the call control signaling for the establishment of voice and data calls between Bluetooth devices. Additionally, “TCS BIN defines mobility management procedures for handling groups of Bluetooth TCS devices”.
6.4.1.4 Adopted Protocols

Adapted Protocols are defined by other standards-making organizations and incorporated into Bluetooth’s protocol stack., allowing Bluetooth to create protocols only when necessary.              The adopted protocols include:

Point-to-Point Protocol (PPP) – Internet standard protocol for transporting IP datagrams over a point-to-point link

TCP/IP/UDP – Foundation Protocols for TCP/IP protocol suite

Object Exchange Protocol (OBEX) – Session-layer protocol for the exchange of objects, providing a model for object and operation representation

Wireless Application Environment / Wireless Application Protocol (WAE/WAP) – WAE specifies an application framework for wireless devices and WAP is an open standard to provide mobile users access to telephony and information services [34]. 
6.4.2 Communication and Connection

A master Bluetooth device can communicate with up to seven devices. This network group of up to eight devices is called a piconet.

A piconet is an ad-hoc computer network, using Bluetooth technology protocols to allow one master device to interconnect with up to seven active devices. Up to 255 further devices can be inactive, or parked, which the master device can bring into active status at any time.

At any given time, data can be transferred between the master and one other device, however, the devices can switch roles and the slave can become the master at any time. The master switches rapidly from one device to another in a round-robin fashion. (Simultaneous transmission from the master to multiple other devices is possible, but not used much.)

Bluetooth specification allows connecting two or more piconets together to form a scatternet, with some devices acting as a bridge by simultaneously playing the master role and the slave role in one piconet.

Many USB Bluetooth adapters are available, some of which also include an IrDA adapter. Older (pre-2003) Bluetooth adapters, however, have limited services, offering only the Bluetooth Enumerator and a less-powerful Bluetooth Radio incarnation. Such devices can link computers with Bluetooth, but they do not offer much in the way of services that modern adapters do.

6.4.3 Setting up Connections

Any Bluetooth device will transmit the following information on demand:

· Device Name. 

· Device Class. 

· List of Services. 

· Technical information, for example, device features, manufacturer, Bluetooth specification used, clock offset. 

Any device may perform an inquiry to find other devices to connect to, and any device can be configured to respond to such inquiries. However, if the device trying to connect knows the address of the device, it always responds to direct connection requests and transmits the information shown in the list above, if requested. Use of device services may require pairing or acceptance by its owner, but the connection itself can be initiated by any device and held until it goes out of range. Some devices can be connected to only one device at a time, and connecting to them prevents them from connecting to other devices and appearing in inquiries until they disconnect from the other device.

Every device has a unique 48-bit address. However, these addresses are generally not shown in inquiries. Instead, friendly Bluetooth names are used, which can be set by the user. This name appears when another user scans for devices and in lists of paired devices.

Most phones have the Bluetooth name set to the manufacturer and model of the phone by default. Most phones and laptops show only the Bluetooth names and special programs that are required to get additional information about remote devices. This can be confusing as, for example, there could be several phones in range named T610.
6.4.4 Pairing

Pairs of devices may establish a trusted relationship by learning (by user input) a shared secret known as a passkey. A device that wants to communicate only with a trusted device can cryptographically authenticate the identity of the other device. Trusted devices may also encrypt the data that they exchange over the airwaves so that no one can listen in. The encryption can, however, be turned off, and passkeys are stored on the device file system, not on the Bluetooth chip itself. Since the Bluetooth address is permanent, a pairing is preserved, even if the Bluetooth name is changed. Pairs can be deleted at any time by either device. Devices generally require pairing or prompt the owner before they allow a remote device to use any or most of their services. Some devices, such as mobile phones, usually accept OBEX business cards and notes without any pairing or prompts.

Certain printers and access points allow any device to use its services by default, much like unsecured Wi-Fi networks. Pairing algorithms are sometimes manufacturer-specific for transmitters and receivers used in applications such as music and entertainment.

6.4.5 Air Interface

The protocol operates in the license-free ISM band at 2.4-2.4835 GHz. To avoid interfering with other protocols that use the 2.45 GHz band, the Bluetooth protocol divides the band into 79 channels (each 1 MHz wide) and changes channels up to 1600 times per second. Implementations with versions 1.1 and 1.2 reach speeds of 723.1 kbit/s. Version 2.0 implementations feature Bluetooth Enhanced Data Rate (EDR) and reach 2.1 Mbit/s. Technically, version 2.0 devices have a higher power consumption, but the three times faster rate reduces the transmission times, effectively reducing power consumption to half that of 1.x devices (assuming equal traffic load)

6.5 Security

6.5.1 Overview

Bluetooth implements confidentiality, authentication and key derivation with custom algorithms based on the SAFER+ block cipher. In Bluetooth, key generation is generally based on a Bluetooth PIN, which must be entered into both devices. This procedure might be modified if one of the devices has a fixed PIN, e.g. for headsets or similar devices with a restricted user interface. During pairing, an initialization key or master key is generated, using the E22 algorithm. The E0 stream cipher is used for encrypting packets, granting confidentiality and is based on a shared cryptographic secret, namely a previously generated link key or master key. Those keys, used for subsequent encryption of data sent via the air interface, rely on the Bluetooth PIN, which has been entered into one or both devices.

An overview of Bluetooth vulnerabilities exploits has been published by Andreas Becker [35]. 
6.5.2 Blue Jacking
Blue Jacking [36] is the sending of either a picture or a message from one user to an unsuspecting user through Bluetooth wireless technology. Common applications are short messages (e.g. you’ve just been blue jacked!), advertisements (e.g. eat at Joe’s). and business information [37]. Blue Jacking does not involve the removal or alteration of any data from the device. These business cards often have a clever or flirtatious message rather than the typical name and phone number. Bluejackers often look for the receiving phone to ping or the user to react. They then send another, more personal message to that device. Once again, in order to carry out a blue jacking, the sending and receiving devices must be within range of each other, which is typically 10 meters for most mobile devices. Devices that are set in non-discoverable mode are not susceptible to blue jacking. However, the Linux application Red fang claims to find non-discoverable Bluetooth devices.

6.6 Health Concerns

Bluetooth uses the microwave radio frequency spectrum in the 2.4 GHz to 2.4835 GHz range. Maximum power output from a Bluetooth radio is 100 mW, 2.5 mW, and 1 mW for Class 1, Class 2, and Class 3 devices respectively, which puts Class 1 at roughly the same level as mobile phones, and the other two classes much lower [38].  Accordingly, Class 2 and Class 3 Bluetooth devices are considered less of a potential hazard than mobile phones, and Class 1 may be comparable to that of mobile phones.

6.7 Origin of the Name and the Logo
Bluetooth was named after a tenth-century king, Harald Bluetooth, King of Denmark and Norway. He is known for his unification of previously warring tribes from Denmark (including now Swedish Scania, where the Bluetooth technology was invented), and Norway. Bluetooth, likewise, was intended to unify different technologies, such as personal computers and mobile phones. 
The name may have been inspired less by the historical Harald than the loose interpretation of him in The Long Ships by Frans Gunnar Bengtsson, a Swedish Viking-inspired novel.

The Bluetooth logo merges the Germanic runes analogous to the modern Latin letter H and B:  (for Harald Bluetooth) (Berkanan) merged together, forming a bind rune.



(Hagall) and 
6.8 Bluetooth Special Interest Group

Initially, the technology later known as Bluetooth was an Ericsson-internal project named multi-communicator link or short MC link. Cooperation with Intel was initiated in 1997. 
In 1998, Ericsson, IBM, Intel, Toshiba, and Nokia, formed a consortium and adopted the code name Bluetooth for their proposed open specification. In December 1999, 3Com, Lucent Technologies, Microsoft, and Motorola joined the initial founders as the promoter of Bluetooth Special Interest Group (SIG). Since that time, Lucent Technologies transferred their membership to their spin-off Agere Systems, and 3Com has left the promoter group. Agere Systems was later merged with LSI Corporation and left the Bluetooth promoters group in August 2007.

The Bluetooth Special Interest Group (SIG) is a privately held, not-for-profit trade association with headquarters in Bellevue, Washington. As of January 2008, the SIG is composed of over 10,000 member companies that are leaders in the telecommunications, computing, automotive, music, apparel, industrial automation, and network industries, and a small group of dedicated staff in Hong Kong, Sweden, and the USA. SIG members drive the development of Bluetooth wireless technology, and implement and market the technology in their products varying from mobile phones to printers. The Bluetooth SIG itself does not make, manufacture, or sell Bluetooth enabled products. 

7. Hotspot
A Hotspot is a venue that offers Wi-Fi access. The public can use a laptop, Wi-Fi phone, or other suitable portable device to access the Internet. Of the estimated 150 million laptops, 14 million PDAs, and other emerging Wi-Fi devices sold per year for the last few years, most include the Wi-Fi feature.

For venues that have broadband service, offering wireless access is as simple as purchasing one AP and connecting the AP with the gateway box.

Hotspots are often found at restaurants, train stations, airports, libraries, hotels, hospitals, coffee shops, bookstores, fuel stations, department stores, supermarkets and other public places. Many universities and schools have wireless networks in their campus.

Both paid and free hotspots continue to grow. Wireless networks that cover entire cities, such as municipal broadband have mushroomed. 
Many business models have emerged for hotspots. The final structure of the hotspot marketplace will ultimately have to consider the intellectual property rights of the early movers; portfolios of more than 1000 allowed and pending patent claims are held by some of these parties.

7.1 History
Wi-Fi hotspots were first proposed by Brett Stewart at the NetWorld+Interop Conference in The Moscone Center in San Francisco in August 1993. Stewart did not use the term 'hotspot' but referred to public accessible wireless LANs. Stewart went on to found the companies PLANCOM in 1994 for Public LAN Communications, which became MobileStar and then the Hotspot unit of T-Mobile USA.

The term 'Hotspot' may have first been advanced by Nokia about five years after Stewart 1st proposed the concept.

7.2 Commercial Hotspots
A Commercial Hotspot may feature:

· A captive portal that users are redirected to for authentication and payment 

· A payment option using credit card, PayPal, BOZII, pass, or other payment service 

· A walled garden feature that allows free access to certain sites 

Many services provide payment services to hotspot providers, for a monthly fee or commission from the end-user income. ZoneCD is a Linux distribution that provides payment services for hotspots who wish to deploy their own service.

Major airports and business hotels are more likely to charge for service. Most hotels provide free service to guests; and increasingly small airports and airline lounges offer free service.

FON is a European company that allows users to share their wireless broadband and sells excess bandwidth to outside users (Aliens). Since this may breach users terms of service FON has agreements with many broadband providers / ISPs.

One of the companies is TravelNetCon - international high speed Internet Hotspot mediator.

7.3 Free Wi-Fi Hotspots
Free Hotspots operate in two ways:

· Using an open public network is the easiest way to create a free Hotspot. All that is needed is a Wi-Fi router. However, the disadvantage is that access to the router cannot be controlled. 

· Closed public networks use a Hotspot Management System to control the Hotspot. This software runs on the router itself or uses an external computer for it. With the help of this software, operators can authorize only specific users to be able to access the internet, and they often associate the free access to a menu or to a purchase limit. 

7.4 Security Concerns
Most hotspots are unsecured. User data is shared as clear text as all users access the internet via the hotspot. Some hotspots authenticate users. This does not secure the data transmission or prevent packet sniffers from allowing people to see traffic on the network. Some venues offer VPN as an option, sometimes for an additional fee. This solution is expensive to scale.

Others such as T-mobile provide a download option that deploys WPA support specific to T-mobile. This conflicts with enterprise configurations at Cisco, IBM, HP, Google, and other large enterprises who have solutions specific to their internal WLAN.

A "poisoned/rogue hotspot" refers to a free public hotspot set up by identity thieves or other malicious individuals for the purpose of "sniffing" the data sent by the user. This abuse can be avoided by the use of VPN.

8. Requirements

8.1 Specific Requirements

Wireless Active Sync application is a unique Mobile application for the customer; who wants an application for Pocket PC phones on WinCE 5.0 platform, which can synchronize all mobile contents in wireless environment with a server automatically without any interference from the user.

The functional requirements are described in detail in further paragraphs.

8.2 Functional Requirements

8.2.1 Functional Requirements1

The Application should synchronize the data contents of a mobile phone with the prescribed server.  This server could be a generic FTP server or any dedicated server provided by the client. These Data contents can be classified in four parts:
· Folder Synchronization

· Phonebook Synchronization

· SMS Synchronization

· MMS Synchronization

8.2.1.1 Folder Synchronization
WinCE 5.0 Pocket PC environment support a very rich directory structure which is quite inline with PC file systems. The requirement here is to synchronize entire directory structure and their folder contents with the WAS server. These folders may contain any kind of multimedia or office data. It could be .mp3, .avi, .3gp, .xls, .doc, .ppt or any other kind of data contents.

8.2.1.1.1 Inputs
The complete directory structure will be taken as inputs with all the folder details.
8.2.1.1.2 Processing
The synchronization protocol should be designed in such away that it requires minimum processing and the bandwidth. It may require compression and decompression of heavy office and multimedia contents.

8.2.1.1.3 Outputs
The entire directory structure with all the folder contents should be available on server.
8.2.1.2 Phonebook Synchronization
The requirement here is to synchronize entire phonebook details with the WAS server. There should be a similar phonebook available at sever which should be instantly synchronize with mobile client.

8.2.1.2.1 Inputs
It should generate an input interrupt with new phone book details.

8.2.1.2.2 Processing
The data should be arranged in native protocol format and delivered to the server instantly.  It is not a performance critical requirement.

8.2.1.2.3 Outputs
The entire phonebook should be updated on the server.

8.2.1.3 SMS Synchronization
The requirement here is to synchronize entire SMS details with the WAS server. There should be a complete duplicated data contents of all the SMS with header details on sever which should be synchronize with mobile client. The update time could be once in 4 hours or even once in a day. These parameters should be configurable from end user point of view.

8.2.1.3.1 Inputs
It should generate an input interrupt with new SMS details.

8.2.1.3.2 Processing
The data should be arranged in native protocol format and delivered to the server instantly.  It’s not a performance critical requirement.

8.2.1.3.3 Outputs

The entire SMS should be updated on the server.

8.2.1.4 MMS Synchronization

The requirement here is to synchronize entire MMS details with the WAS server. There should be a complete duplicated data contents of all the MMS with header details on sever which should be synchronize with mobile client. The update time could be once in 4 hours or even once in a day. These parameters should be configurable from end user point of view.

8.2.1.4.1 Inputs

It should generate an input interrupt with new MMS details.
8.2.1.4.2 Processing

The data should be arranged in native protocol format and delivered to the server instantly.  It’s not a performance critical requirement.

8.2.1.4.3 Outputs

The entire MMS should be updated on the server.

8.3 External Interface Requirements

Being an embedded application, WAS client communicate with other peripherals of the target device like TCP/IP module, GPRS/3G Modem as well as Application Processor.

8.3.1 User Interfaces

WAS Client should support an User friendly Graphical User Interface. End user should be able to configure various performance critical parameters as well as communication details through this GUI.  Application should be robust to handle most of error exception, generated in run time due to Wireless Networks.

8.3.2 Hardware Interfaces

WAS application will be developed on TCP/IP layer using Winsock2 framework. It will interact with hardware through MMC driver, Display driver. 

8.3.3 Software Interfaces

The only software interface which is required to execute this application is Winsock library.

8.3.4 Communication Interfaces

WAS client would be communicating with GPRS/3G modems to receive any third party interrupts. These interrupts will be received from AT Manager through AT commands.

8.4 Performance Requirements

The WAS client/server application has the following performance level requirements.

8.4.1 Footprint Requirement

As per the Virtual Memory layout provided in WinCE 5.0, No application could go beyond 32MB as a run time memory requirement. Each process is allocated only 32MB slot for execution. WAS client should be a tiny FTP server kind of thing with very light user defined communication protocols for the data synchronization.

8.4.1.1 Performance Requirement 

The client would not accept the application, if it goes beyond 2MB in its run time memory requirement.

8.4.2 Speed Requirement

WinCE 5.0 does not support Kernel mode driver that is why performance becomes a major constraint specially for networking applications. All communication drivers available in wince 5.0 are user mode drivers and when these drivers are loaded by the kernel, it requires large number of process swapping while processing any interrupt generated by any third party application.

8.4.2.1 Performance Requirement
Not more than 115kbps application level bandwidth for the WAS Client. The WAS client has to perform all synchronization operation with in this available bandwidth even if it synchronizes high rich contents like multimedia and office data.

8.4.3 Real-time Requirement 
This application has to be developed on a hard real time, preemptive kernel WinCE 5.0.  It is required to understand the complete O/S architecture and development environment before making any design architecture for the application. 

8.4.3.1 Introduction 

WinCE 5.0 is a layer architecture, It has following components as shown in the below figure. All these components are used to support various applications on the top.

[image: image8]
Figure 8.1     Windows CE 5.0 Architecture
There is a complete Win32 API frame work which has dedicated WINSOCK library for any communication application. Further, to know about Virtual Memory map of WinCE 5.0, the following figure describe the complete virtual memory map of WinCE 5.0.

WinCE 5.0 memory map is designed for a 32bit processor, It has complete 4GB ( 232 =  4GB) virtual memory map which is mapped on to the physical memory. This 4GB is further subdivided into two parts, 2GB for User Space and 2 GB for Kernel Space. This User Space is further subdivided into 32 equal slots, each of 32MB of memory. Each process can take up to 32MB of Virtual Memory, and there could be total 32 processes in one time for execution. It does not handle more than 32 processes. More over, initial five slots are reserved for the kernel components and DLLs. Like GWES.exe, Device.exe and FileSys.exe. 

Slot 0  is reserved for the currently executed process.


[image: image9]
Figure 8.2     WinCE 5.0 Virtual Memory Map 
8.4.3.2 Performance Requirement

In this section, we need to take care of all the O/S level limitations in our application. The application should be easily portable and also compatible with the available Kernel components.

8.5 Design Constraints

8.5.1 Standards Compliance

Application has to be compatible with WAP specifications; the synchronization protocol should be designed in such manner to avoid any overhead for signaling.

8.5.2 Hardware Limitations

This application is targeted for ARM9 based mobile platform, the expected processing speed of ARM9 is around 150MHz. Moreover WinCE 5.0 does not provide unified kernel that restricts the application developer to optimize the application with respect to speed. 

8.5.3 Systems Limitations

Accessing resources through web based application is always a resource consuming situation. We need to reserve the memory and network instances to enhance the real time feature of Wireless Active Sync Application.

8.6 Attributes

8.6.1 Availability

Application is targeted in open market for WinCE 5.0 Pocket PC phones.

8.6.2 Security/Privacy

Application provides complete security of user data. While uploading the data on the server, RSA compression algorithm is followed to protect the data from any tapping.

8.6.3 Portability

Application is developed using Winsock2 socket library. To make it easily portable for various other operating systems OSAL (Operating Systems Abstraction Layer) need to be provided.
8.6.4 Quality Assurance Requirements

Complete LTK (Logo Test Kit) guidelines provided by Microsoft have been followed to commit high level of delivery contents.  The application is tested thoroughly on various benchmarking parameters. System test plan and test cases for the application’s QA testing have been done.
9. Behavioral Description

This project is based on Windows Mobiles which will share the mobile database (i.e. Phone Book entries, SMS and images) with a server through wireless connectivity. This wireless connection connects the mobile with server. When mobile connect with server then server generates a unique ID for that particular mobile. This unique ID shows the mobile is registered by FTP or TCP/IP protocol with server and it is accessed by user password. After registration, server gives the permission to mobile that can share the database with server. There is another client that is Internet client, that can only make an access to his/her account. The user will be given facility to forward the content on his/her account to other users.

Process of Connection: 

For connecting a mobile to server and share the database need a proper way of communication. This communication is possible by some steps. These steps are as follows:

REGISTRATION:

Registration can be done in two ways:

1. Using simply downloading the application on mobile through GPRS connection. There will not be any requirement of verification as the user itself will download the application. But before downloading the user will have to give user name and password. It will be the user’s responsibility to fill the form while he login to his account on internet for first time. 

2. The user can register from internet by filling in the account details in the form requested to server. After submission of form, server sends a message to clients mobile “Send your password on given number in order to activate your services”. There will be time constraint of 24 hrs to get activate his/her services. As soon as the message is received by server from client, it verifies the password. If the send password is correct server will activate the services and sends a message to clients mobile “Congrats! Your account has been activated.”

NOTE:     

· The user number should be unique.

· The account should be closed if no data has been loaded since 6 months, as the number may be recycled in the market if user’s sim card is blocked.

· The user profile should be made accessible to user as he may desire to change the number, password or any other information.

· No data except acknowledgement will be send to user from server.

DATA UPLOADING: 

There are four types of data that are to be loaded on server:

1. SMS,

2. Phone Book,

3. Images being captured by mobile camera,

4. MMS.

SMS UPLOADING:

As the application is loaded on mobile it will create a new folder (let LoadedSMS) having all functionalities similar to inbox. The application will check the inbox, if there is any message with a tag (message) then uploads it via FTP or TCP/IP protocol. As soon as the server receives the message it checks the tag if it is message then store it in the database corresponding to it i.e. in Inbox Folder. While saving message it will append the date and time at the end of name of sender in order to discriminate between different messages and avoid over writing.

Then server sends an acknowledgement to the mobile to intimate the successful reception of data. As the acknowledgement is received by mobile it moves the message from inbox to the folder LoadedSMS and deletes it from inbox (or simply change the address pointer of the message from inbox to Folder LoadedSMS). The user may be given facility to either remove all the message after loading on server or to move them to destination folder.

PHONE BOOK UPLOADING:

As the application is loaded it creates a Config. File which will contain two fields one for phone number and other pointing to the address where it has been stored in mobile memory. It is necessary to avoid the problem of editing the number of particular member in phone book. 
The numbers in the phone book are compared with the numbers in the Config file. If the number is present in the phone book at same address as mentioned in Config file then leave it else upload it on server with a tag (Num). As soon as the server receives data it checks for the tag, if it is Num the stores it in corresponding folder in the database (i.e. Phone Book). Also, if there is already a member of same name in the Phone book then add the new number in the list of numbers corresponding to that person. Then server sends an acknowledgement to the mobile to intimate the application about the reception of data.

As the application receives the acknowledgement, it adds the number and its address in the Config file.

Now, the question arises how the editing of new number will come to know to server? While polling the phone book application will find a new number so it will send the number to the server. After acknowledgement while adding the number in the Config file, it will find same address corresponding to another number. So it will discard the old number and save the new number. Simultaneously it will send the old number to the server with tag (disc) which will tell the server to discard the corresponding number from the phone book.

IMAGE UPLOADING:  

Our application will check name of each and every image, whether it contains the hidden tag (*) at the beginning of image (Example - *image. jpg). Mind it the tag is invisible to user. If the name of image does not contain the desired tag then the image will be uploaded to server. As its name already consist of one tag so there is no requirement of a new tag for server to judge whether it is an image file or not. If the server founds a hidden (*) at the beginning of the name of image, it will remove the tag and store the image with date and time of receiving appended at the end of image name. The date and time are appended behind the name in order to keep a difference between other images of same name. Acknowledgement as we had seen in previous cases. The application will append an invisible char (*) in the beginning of the name of image.

MMS UPLOADING:

 MMS could be a text, an image, a video recording or an audio recording. So, an optional folder on server end is made for audio and video recordings. It will send in similar manner as been done for SMS. At the server end, it is checked, if it is an audio or video recording. If yes, then store it in another folder of audiovisuals. This can be done by checking the type of file or extension of file name. Even the images in MMS can be saved in image folder if the extension is jpg, audios in audio folder if extension is .tnt or .amr and Video recording if extension is .mpeg.

NOTE: 

· The acknowledgement will contain the address of corresponding data in memory of mobile station.

DEACTIVATION:

If the user wants to deactivate his/her service then user should be given a choice, whether he wants to keep his data on server or not. If he wants to keep his/her data with him on his id then the user phone number should be deleted from the account profile so as to avoid the problem of closing within 6 months of closing of service. Else, if user does not want to remove his/her account then simply remove the entire account of corresponding user from the database on server.

In case, he wants to reactivate services from same old account then he has to resubmit his number in the profile from where the number was deleted at the time of request to deactivate services.
9.1 Structure of Application

After getting registered, the user will be asked to give the launching time, whether he wants to start the service right now or else at some othr time (specified by user)? It will help user as in the beginning while launching their might be huge amount of data to be loaded which will take much time and keep the user’s mobile busy. So, he may be facilitated by giving services at odd times when he is not using phone and well suited to user. Also, when congestion is low.
APPLICATION:

It will control the communication between Server and two clients. The Internet client will receive as well as send data but mobile client can only send data and can receive only acknowledgement.

SERVER: 

Server will contain a database which can only be accessed by internet client. The database will consist of four parts: 

1. User profile

2. SMS Folder

3. Phone Book

4. Image Folder

[image: image10]
Figure  9.1     Application Structure
9.2 Events and Actions

[image: image11]
Figure  9.2       Events and Actions
Each of them will be made accessible to client. For images there should be image reader to view them in full size. 

Server will communicate with both the clients i.e. internet client and mobile client. While interacting with internet client, it is between database and client but while communicating with mobile client it is between application and client. The data received from mobile station is checked for tags and then added to the respective folder. While storing the data sorting of contents is not required as they will already be received and stored in sorted manner. We just need to add them at the end of our list. The list should be linked list in order to avoid limitation of number of arrival of contents. 

INTERNET CLIENT:

The user shall make the changes in his account details. He can even view as well as share his collection with other users.

MOBILE CLIENT:

The application running on mobile has various functions as discussed above. The User will be asked to give time duration for every task separately to avoid inconvenience to user. Also there is no requirement to check phone directory every half an hour, rather user may set 24 hrs or 48 hrs according to his own needs.

10. Design
10.1 Data Design

10.1.1 Data Objects or Data Structures (Partial Code)
The entire design is distributed in three class objects.

class CACTMOBSYNCDlg : public CDialog

{

// Construction

public:


CACTMOBSYNCDlg(CWnd* pParent = NULL);
// standard constructor


~CACTMOBSYNCDlg();

// Dialog Data


//{{AFX_DATA(CACTMOBSYNCDlg)


enum { IDD = IDD_ACTMOBSYNC_DIALOG };


CProgressCtrl
m_Progress;


CListBox
m_List;


CString
m_strServer;


CString
m_strUser;


CString
m_strPassword;


CString
m_LocalUploadDir;


//}}AFX_DATA


// ClassWizard generated virtual function overrides


//{{AFX_VIRTUAL(CACTMOBSYNCDlg)


protected:


virtual void DoDataExchange(CDataExchange* pDX);
// DDX/DDV support


//}}AFX_VIRTUAL

// Implementation

protected:


HICON m_hIcon;


// Generated message map functions


//{{AFX_MSG(CACTMOBSYNCDlg)


virtual BOOL OnInitDialog();


afx_msg void OnSysCommand(UINT nID, LPARAM lParam);


afx_msg void OnPaint();


afx_msg HCURSOR OnQueryDragIcon();


afx_msg void OnUpload();


//}}AFX_MSG


private:


CStringArray FolderCollection;

// COLLECTION OF THE FOLDER


char* strCount;
// COLLECTION THE FOLDER ARRANGEMENT FASHION

afx_msg void FindHierarchyOfFolder(CString Path,CStringArray& FolderCollection); 
// COLLECTION OF ALL THE FILES IN A FOLDER


afx_msg void AddFolderFiles(CString FilePath,CStringArray& FileCollection);


static UINT FileThread( LPVOID );


afx_msg void ClearFolderAndFileCollection();


afx_msg void CreateFolderStructure();


afx_msg void CreateFileList();


afx_msg FTP_INFO* GetFtpInfo(const int);


DECLARE_MESSAGE_MAP()

};

10.2 Procedural Design (Partial Code)
     
afx_msg void FindHierarchyOfFolder(CString Path,CStringArray& FolderCollection);


// COLLECTION OF ALL THE FILES IN A FOLDER


afx_msg void AddFolderFiles(CString FilePath,CStringArray& FileCollection);


static UINT FileThread( LPVOID );


afx_msg void ClearFolderAndFileCollection();


afx_msg void CreateFolderStructure();


afx_msg void CreateFileList();


afx_msg FTP_INFO* GetFtpInfo(const int);  

10.3 Interface Design

10.3.1 User-machine Interfaces
ACTIVE SERVER

[image: image12.png]@ sorvor startaa

[

eeeeeeeee





Figure 10.1    Active Server Screen Shot

For starting Active Server, the user will have to press the Start Server button on the screen. The status whether the server is started or not is displayed on the screen. Once the server is started the Active Client can establish connection with the Active Server.

ACTIVE CLIENT
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Figure 10.2    Active Client Screen Shot
Active Client will work only when the server is in running state. In Active Client screen, the IP address is filled at the URL place and connect button is pressed. Information about the connection is displayed on the screen of Active Server, once the connection is established. After the connection is established the information can be uploaded using the Upload button on the screen of Active Client. The information regarding the number of bytes uploaded at a particular instant is displayed on the screen of Active Server all the time. Once all the desired information has been uploaded the text box on Active Server will show that the information that was to be uploaded to the server has been uploaded correctly or not.

11. Algorithm Used
INI: 
Config.dat on the 3G Mobile Client.



//Automatically, created on 3G Mobile Client, after first time synchronization between the 3G Mobile Client and ActiveSync Server

Data(Config.dat)= highest time value 

//Highest time value is the time of  creation/ time of

//modification  of the file from the set of files that

//were sent in the last synchronization process 

//completed successfully between the ActiveSync
//Server and 3G Mobile Client.

Request to establish connection

// from 3G Mobile Client to ActiveSync Server

ActiveSync Server (!ACTIVE) 

Message ( “ Cannot connect to Server”);

Else

{

Message ( “ Connected to Server”);

              //Upload Folder Hierarchy and data stored in the files

If (TAGBYTE=0)

// 0 represents Folder Hierarchy

If( Folder Hierarchy Already Existing)

//Add new files in the Folder Structure that are

// missing

Else

//Create Mirror image of the Folder Structure at the

// ActiveSync Server
TS=Read(config.dat)


// Point to Start of Folder

While(! End-of-Folder)

{


// Read the file to be sent.

TCM= time of creation/last modification 

of the file to be sent

If (TS<TCM)

SET TS= TCM

While (!EOF)

//Send data from 3G Mobile Client to ActiveSync

// Server
}

Message ( “Data Synchronization Process

 completed. Client can be disconnected”);

Update(config.dat);

}

12. System Requirements
12.1 Hardware Requirements
Pocket PC

Intel Celeron M Processor 420 (1.6GHz, 533 MHz FSB, 1MB L2 Cache) 

256 MB DDR2

802.11b/g wireless LAN

Card Reader

12.2 Software Requirements
Windows XP

Microsoft Visual C++ 6.0

Windows Mobile 5.0 MSFP Emulator Images

Microsoft Windows SDK for Pocket PC 2002

Microsoft Windows SDK for Smartphone 2002

Standard SDK for Windows CE .NET

Standard SDK for Windows CE .NET 4.2

Microsoft .NET Framework 1.1
13. Advantages

Advantages of the proposed application are as follows:
(1) No wired link required to synchronize data, 
(2) No memory limit, 
(3) Share the documents among friends, 
(4) Secure Backup.

14. Testing

14.1 Few Test-Bed Results
	S.

No.
	 Test Case 

ID
	Test Case Description
	Function
	Expected Result
	Actual Result
	Result

	1
	WAS01
	Executing WAS Application in Emulator.
	Startup (  )
	Application Should Start Smoothly.
	Application  Started Smoothly
	PASS

	2
	WAS02
	Exiting from the Application
	CleanUp( )
	Application should exit smoothly with out any crash.
	Application existed smoothly.
	PASS

	S.

No.
	 Test Case 

ID
	Test Case Description
	Function
	Expected Result
	Actual Result
	Result

	3
	WAS03
	Running a Media Player and parallel running the WAS Application,
	Compatibility
	Both applications should rum without interrupting other one.
	Both Applications Run smoothly.
	PASS

	4
	WAS04
	Running a Audio Recorder Application and Creating an Instance of WAS application.
	Compatibility
	Both applications should rum without interrupting other one.
	Both Applications Run smoothly.
	PASS

	5
	WAS05
	Creating two instance of WAS Application
	O/S Call
	There can not be two instances of WAS Application.
	Second instance is not created, Only First instance is created.
	PASS

	6
	WAS06
	Creating a Doc file in the WinCE Emulator to get it synchronize it with the WAS Server
	DataSync ( )
	DOC file should be uploaded on the server.
	File is uploaded on the corresponding directory.
	PASS

	7
	WAS07
	Capturing an Image and see it gets uploaded automatically on the server.
	DataSync ( )
	captured Image  file should be uploaded on the server.
	File is uploaded on the corresponding directory.
	PASS

	8
	WAS08
	Opening and Closing WAS Application 1000 times
	Stress Test 
	Application Should be stable and should work even after 1000 times.
	Application is stable it works after 1000 trail also.
	PASS

	9
	WAS09
	Close the Server Application and then Start WAS application on mobile.
	Compatibility
	WAS application should inform the user about unavailability of the server.
	A pop comes up that tells about server unavailability,
	PASS

	10
	WAS10
	Creating a Folder in the Root Directory.
	DataSync ( )
	Folder Should be created on server.
	Folder is created on server.
	PASS

	11
	WAS11
	Writing multiple format of files in a folder. (e.g. image, text, doc, pdf etc.)
	DataSync ( )
	All the files should be uploaded on the server.
	All the files are uploaded on the server.
	PASS

	S.

No.
	 Test Case 

ID
	Test Case Description
	Function
	Expected Result
	Actual Result
	Result

	12
	WAS12
	Password asked by WAS from the mobile user  
	DataSync()
	WAS application should ask about password authentication.
	WAS Application asked for password from mobile user.
	PASS

	13
	WAS13
	Verification of password by the Server
	DataSync()
	Server should verify the password.
	Password Authentication done by the WAS
	PASS

	14
	WAS14
	Check whether data is maintained properly at the Server.
	DataSync()
	Data should be maintained properly at the Server.
	Data is maintained properly at the Server.
	PASS

	15
	WAS15
	Whether the Client logged out successfully 
	Compatibility
	Client should logout successfully
	Client logged out successfully
	PASS

	16
	WAS16
	Whether acknowledged has been send successfully from Server to Client for registration
	Compatibility
	Acknowledgement should reach the Client from Server successfully for registration
	Acknowledgement reached the Client from Server successfully for registration
	PASS

	17
	WAS17
	Whether acknowledged has been send successfully from Server to Client after receiving data
	Compatibility
	Server should sent acknowledgement to  Client after successfully receiving data
	Server sent acknowledgement to  Client after successfully receiving data
	PASS

	18
	WAS18
	Is application portable
	Compatibility
	Application should be portable
	Application is portable
	PASS

	19
	WAS19
	Is there any overhead of signaling 
	Compatibility
	Protocol should be designed to avoid overhead of signaling
	Protocol that has been designed avoids signaling overhead
	PASS

	20
	WAS20
	Security of user data
	DataSync()
	Complete security of user data should be maintained
	Complete security of user data has been maintained
	PASS


Table 14.1 
Few Test-Bed Results
15. Conclusion and Scope for Future Work
The advantage of the proposed application is limitless data synchronization without physically connecting 3G mobile phone (client) to the server from anywhere in the world and with secured backup facility which is very important. The application that has been proposed will work for the    Pocket PC which is a windows-based 3G mobile (client). The application can not work for the 3G Mobile in which operating system is not Windows. To make it work for any of the 3G mobile an abstraction layer need to be developed that will make the application platform independent, so that, it can be installed on any of the 3G mobile. 
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